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1. Case Study

The North East Regional Smart Card Consortium (NERSC) covers all the local authorities from the Tees to the Tweed 

Its aim is to support three million ‘smart’ application users by 2010. ‘Smart’ applications, in this case, means that they are held on or accessed via a smart card. The technology will be even ‘smarter’, the consortium says, if the applications themselves are joined-up services.

NERSC’s short- term goal is to create a shared technology platform which will not only host a regional smart card but will also enable inter-working and information-sharing across different administrative boundaries and sectors within the North East region.

The regional partners have made it clear that they intend to create a ‘trusted services network’ for the North East that is scaleable and capable of being federated. 

They want to be in a position to reassure citizens and service providers (both private sector and public sector) that the network, which will be accessed with smart cards, is completely secure and has the stamp of public sector probity.

In technical terms, the core of the region-wide trusted services network will combine card and application management capabilities with Public Key Infrastructure (PKI) and Federated Network identity management. 

Conn Crawford, strategic projects officer for the City of Sunderland Council, argues that the creation of the trusted services network will provide the foundations for the management of sustainable smart card projects.

He says the value of the joint local authority approach is that it makes the smart card venture attractive to potential investors and suppliers as they will be able to use the region-wide network to effectively tap into an integrated North East community of about three million citizens. “It can serve to focus regional resources and it also has the ability to unlock funding,” he says.

“Service providers need to be within a circle of trust where there are clear guidelines and rules about how they are going to come together and provide services and how individuals are going to be identified.”

The eURI Standard provides a definition of such a card community but Crawford says there are real similarities with the Creation of Information Sharing protocols and PKI Interoperability Agreements that are deserving of closer consideration.

“All of the local authorities in the North East region are engaged in putting in place an infrastructure for the delivery of electronic services. It is important for us to take an approach that allows those infrastructures to be knitted together. If we are going to make political and operational progress, we’re going to have to able to join up infrastructures rather than merely replace them.”

Over the past three years, NERSC has successfully supported and managed 30 different smart card pilots largely in the leisure and school meal sectors. There are currently about 15,000 active smart cards in the region. But Conn Crawford admits that one of the downsides of a region-wide partnership is that it can initially be more expensive than concentrating all your resources in one specific area. The NERSC pilots have all been spread across the region. However, he adds that the advantages of this broader approach is that you improve your chances of gaining political buy-in for the venture which is important for the future success of a partnership of this scale.

The region-wide programme has gained support through its commitment to respecting the different identities and smart card objectives of the participating local authorities. “The authorities in the region do compete with each other politically and compete as service providers. They do need to be careful to keep their boundaries distinct. To join things up does present a big challenge.”

Conn Crawford explains that the infrastructure that is being gradually constructed across the region to facilitate the introduction of smart card-accessed services is being deliberately designed to work on a federal model. This approach makes allowances for the different priorities of the members of the smart card consortium. “It means that people can work together and retain their own sovereignty. Otherwise there is a tendency towards a centralist approach. We think this model is ultimately more user-centric as it enables users to choose which applications they want on their smart cards. We think that will deliver greater benefits.”

The joint partnership of North East councils is currently putting in place the first stage of the core trusted services network. A pilot is planned which will run until October this year in a number of different smart card application environments. It’s a complicated undertaking that needs to allow for smart card upgrades. Conn Crawford explains, “We need to be able to migrate users who started on a low level card with a couple of applications on someone else’s card management system and give them a new card and new services, or vice versa, if it delivers value to the end user. The important thing is that we give the issuer of a card – usually the senior brand owner – the opportunity to treat the CMS (card management system) as an infrastructural service. So we need to be able to integrate different card management systems. The complex infrastructure needs to be able to add applications post issuance and bring together different populations.”

From the end of October, once the pilot is complete, the new network will be rolled out to 250,000 people across the North East over the course of a two-year period. The partner councils are anticipating that smart card service providers (from both the public and private sectors) will be attracted to the broad network infrastructure and will want to participate by offering their own smart card-enabled services. “We aim to work with them to encourage them to roll out their services to a wider population,” Conn Crawford says.
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