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1. Abstract

1.1 Overview

The National Smart Card Project (NSCP) has covered considerable ground in developing a greater understanding of the possibilities presented by smart card technology and how it might be utilised by local authorities for the benefit of their citizens.  The over-arching conclusion that must be drawn from the work undertaken within the NSCP is that there is not a standard model for all local authorities to adopt for the instigation of multi-application citizen card schemes.  That is not to undermine the potential benefits of the technology, but more to emphasise the breadth of opportunities that it has to offer.  This document is intended to give decision makers both an understanding of the current situation and guidance on how smart card technology might be utilised for sustainable citizen benefit now and in the future.

The background to the approach taken to business models is that smart cards offer the local authority sector:

· An opportunity to build closer relationships with citizens and to offer them new and enhanced experiences;

· A delivery tool for electronic government and the joining up of services;

· A catalyst for process review; promoting rationalisation; greater process security and better service delivery;

· An opportunity to develop mutually beneficial relationships with other public and private sector bodies.

The NSCP has also done much to raise the profile of smart cards.  Over and above the software outputs developed within the project, there is considerable movement in the market place to adapt and tailor products to the needs of the local authority sector.  

However, the picture is not fixed and the learning process will continue for some time, certainly until standardisation processes are completed.  

Citizen smart card implementations require considerable planning in order to maximise both the benefits of the technology and the business process improvements that any change programme requires.  The card is not a single answer in itself – it must be considered with other technologies and aligned to the delivery of services to the citizen.

That said, the convergence between the multi-application card concept and the realisation that secure authentication can be most economically delivered by means of a local authority issued citizen card, suggests that adopters of the technology are no longer buying into a vision, but a practical solution for the near future.

The sustainability of the business model is based upon these two congruous objectives – the shorter-term operational delivery of existing services in a new way, within a strategic programme for the provision and development of electronic government.

1.2 Document Summary

Strategic Business Model Approach

1. There is still much to be done if the vision for interoperable citizen smart cards is to be realised.  It is in the interest of all local authorities to play a part.  By initiating a scheme they will realise their own longer-term requirements and by feeding these into the national level debate they will help the sector move forward together.

2. Electronic authentication could become the key driver and a source of investment for multi-application citizen schemes.

3. There is a need for a representative national body to articulate the aspirations of local authorities and engage with other stakeholders (e.g. central government departments; the finance sector) to agree how national level (interoperable) applications might be delivered on locally issued citizen multi-application cards;   

4. It is vital that all bodies responsible for the continued development of multi-application smart cards in the public sector are focussed on the need for a common “National Framework”.  This will be fundamental to achieving the higher-level objectives (i.e. interoperability) for use of the technology and the continuing sustainability of smart card schemes.

The Options Facing Individual Local Authorities

Individual local authorities must consider what they can achieve on their own and to what degree they will benefit from sub-regional and regional partnerships in terms of cost sharing, joint procurement and interoperability.

5. There are considerable drivers for local authorities to adopt a regional approach for the delivery of citizen smart card schemes.  For some local authorities this will be a necessity from the start, but for future sustainability, and to realise the vision of interoperability, all will need to establish how they fit in to an emerging regional strategy.  

6. Local authorities will wish to consider a number of partnership approaches to initiating schemes, within and alongside options at a regional level.   

7. Card interoperability will only be realised if business and services can agree how they wish to interact: business or service interoperability should be considered first, as providing the need for technical interoperability.
8. Joint procurement presents an opportunity for local authorities to reduce costs in terms of volume purchasing and through shared development.

9. There are difficult considerations relating to the technology options for initiating a scheme and local authorities are advised to:
· Make a thorough analysis of system and user requirements;

· Seek to develop as much as possible in the back office;

· Make decisions based on the cost effectiveness of the technology best suited to the scheme in the short term, but to build in a migration strategy at the planning stage and review at regular periods.
· 
Practical Business Model Approach for Local Authority Instigated Multi-application Smart Card Schemes

10. By initiating a broad review of how smart cards might be utilised, local authority decision makers will be in a position to assess where their “entry level” might be.

11. The setting of Rules of Governance and the development of a Smart Card Policy are of fundamental importance and should be the starting point for any scheme;

12. The potential benefits that can be derived from citizen card schemes are extensive.  However, they cannot always be easily quantified.  What can be said with some certainty is that:  

· Card consolidation and process rationalisation can generate significant savings;

· Tangible improvements in service delivery can be achieved;

· Citizens derive considerable value from the ability to use one card for access to many services (this is evidenced through consultation exercises and a specific study undertaken for the Business Case section of the NSCP);

13. There are many services that can be put onto a single local authority smart card.  Different factors influence whether this is achievable or affordable in the short term.

14. The Financial Model (WP2-03) shows that it is possible to implement an “entry level” scheme that can generate funds for its own maintenance.  However, continuous planning and development is needed to ensure that migration issues are controlled and longer-term objectives and scheme sustainability can be achieved. 
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2. Introduction

The Sustainable Business Models Final Report sets out to provide both a context for local authorities to become instigators of smart card schemes and practical guidance on how this might be achieved.  Drawing upon the work of the whole of the National Smart Card Project, it seeks to give readers:

· An understanding of the multi-application citizen card concept;

· An appreciation of the relevance of citizen smart card schemes in the short and longer term;

· An overview of the opportunities for partnership between local authorities;

· Information on potential external partnership and commercial relationships;

· An awareness of the importance for rules of governance and policy as the starting point for a proposed scheme;

· An evaluation of the benefits that can be realised; 

· A detailed review of those elements that might be included in a scheme.

It builds upon the concept of an “entry-level” which has been developed over the course of this section of the NSCP and is crystallised in the associated Financial Model (WP2-03). 

3. Purpose of Document

This document is the final deliverable from the Business Case/Models section of the NSCP.  It should be read in conjunction with previous deliverables from this section, including WP2-03 – Financial Model, which is presented as a spreadsheet - and deliverables from other NSCP sections.  Where appropriate, these are referenced in the text.  This document also includes legal, commercial and procurement considerations that were originally intended to a form a separate document. 

3.1 Scope

The coverage of the National Smart Card Project as a whole provides the parameters for this document.   As such, much of the content of this paper draws upon, references and summarises the conclusions and recommendations from other Sections.  These, together with the preceding work undertaken in this Section, and feedback from the NSCP Reference group and dissemination activity, inform how the paper is structured.

3.2 Method of Approach

This paper encompasses a “top down” and a “bottom up” approach to the potential business model for local authority smart cards.  This is necessitated by the wide possibilities that the technology has to offer now and in the future.  It also reflects the ambitious scope of the NSCP to cover so much ground within the project timescale.   

Thus, the start of the paper considers the high level issues which impact upon the environment in which a scheme will operate in the future, while the latter part of the paper sets out a logical starting point for a multi-application citizen card scheme.  It endeavours to give individual local authorities a practical appreciation of how they might utilise multi-application smart card technology for the benefit of their citizens.   The latter approach continues the “entry level” theme adopted in previous section papers and is in response to feedback from dissemination and review exercises.  This work, most notably on soft benefits, also places the focus on both the requirements and the views of the citizen.  

There is not a separate section or a Risk Register included in this document although risks and dependencies are identified and considered as they arise.  WP8-08 - Risk Register identifies the key legal risks that may arise in relation to a smart card scheme and the methods by which those risks can be mitigated by the card issuer, where applicable.   It has been designed for use by card issuers both during the evaluation phase of a proposed scheme to assess potential risks, and when faced with problems during the live operation of a scheme.  

3.3 Review of Preceding Deliverables

The research undertaken at outset of the Business Case section identified the potential of smart card technology to deliver benefits to citizens by changing the way that services are delivered.  Further work within this section and elsewhere within the project, has progressed both how card schemes and associated applications might be implemented.

The concept of an “entry level”, enabling local authorities to initiate multi-application citizen card schemes at “low cost and low risk”, has been developed from the original Business Case deliverable (WP2-01), through to the Financial Model (WP2-03) and is a theme continued in this document.

The dilemma at the heart of the emerging business case was that, while it was widely recognised that smart card technology had the potential to bring numerous benefits, and could contribute to a wide raft of local government policy objectives, uncertainty about how to approach a truly multi-application scheme presented a significant impediment to deployment.  This uncertainty was rooted in the conceptual nature of the proposition and was summarised in the list of barriers identified in the WP2-01.  These have been repeated in Table 1, which references where this section, and others of the National Smart Card Project have made progress in mitigating these concerns.

	
	Barrier
	WP2 Deliverables 
	National Smart Card Project

	a)
	Concerns that there have not been large scale card deployments to prove the concept
	WP2-01 identified examples from within the UK and elsewhere of multi-application schemes that were working in practice.  Currently there is increased single application smart card activity in the UK through the Oyster card and bank deployment of Chip and Pin.  However, the full possibilities, which are embodied by the objectives of the NSCP, have yet to be fully demonstrated on the ground. 
	

	b)
	The headline level of investment capital required to put a local scheme infrastructure in place
	WP2-04 shows that multi-application schemes can be initiated at a relatively low cost “entry level”.  This is further developed in WP2-03 and WP2-05. 
	The NSCP Starter Pack will be made available to local authorities.  These, together with a more responsive market place, both in terms of cost and product adaptation mean that the proposition is becoming increasingly affordable. 

	c)
	The absence of an established “framework” or common infrastructure within which a scheme should operate
	WP2-05 identifies that, while some progress has been made (most notably in terms of transport - ITSO), this is an issue that must continue to be addressed - especially in areas such as secure electronic authentication and electronic payment. 
	WP 3 and 7 document series have taken forward many of the issues that build towards such a “framework”.  The body tasked with maintaining and developing the products of the NSCP will have this as one of its key objectives.

	d)
	An incomplete set of standards (technical and operational) for full scheme implementation
	Drawing on the work of other sections, this paper concludes that “entry level” schemes can be delivered now.  The nature of the technology and of the multi-application proposition allows for new standards to be adopted as they become available or impact upon the future objectives of the scheme. 
	While WP 3 series has identified where further development of new standards will present a more is coherent environment for technical development, the work of WP9 has shown that a “starter” scheme can be delivered using existing standards and best practice.   WP3 and 7 series have also conducted analysis of operational standards and protocols that facilitate interoperability between schemes. 

	e)
	The difficulty in securing strategic support and resources for a scheme across internal departments.
	WP2 has identified considerable drivers for the adoption of multi-application citizen cards.   These encompass social and business aspects and need to be disseminated widely within local authorities in order to secure “buy-in” from service departments.  In order to consolidate support, a policy position should be established that articulates the shared objectives for the organisation in relation to the utilisation of a local citizen card to deliver services.
	

	F)
	The organisational and legal complexity of putting together a coherent local scheme involving the public and private sectors
	It is possible that some of the perception of complexity associated with this “barrier” is founded in a lack of experience of establishing such relationships.  The situation will become clearer as more schemes engage in such partnerships.  It is also recognised that, in some areas, negotiation needs be conducted at a higher level (i.e. collectively) in order to achieve useable agreements that can be implemented locally. 
	WP 3 and 8 series have identified the governance and legal positions.  The WP 6 series pilot activity demonstrates that such relationships are possible where is there is motivation and willingness on all sides.

	G)
	The readiness of the commercial sector to become involved in local authority initiated multi-application smart card schemes
	This will only be truly tested as card activity and the number of schemes increases.  It is also apparent from work undertaken that some sectors (e.g. financial) will want to engage at a national level to ensure a common approach and understanding.
	WP 6 series has identified areas where commercial involvement is viable.  There is a clear message that organisations with “commercial” applications will take more interest in schemes where the size and profile of card deployment is guaranteed or already delivered. 

	H)
	Confidence that revenue streams will materialise at a level that will make schemes sustainable.
	This paper and the Financial Model WP2-03 identify internal and external revenues that contribute to the sustainability of a scheme from the outset. 
	The Commercial Applications section has identified both the potential for external revenue streams and where, in practice, these have been achieved.

	I)
	The issue of governance and “federalism” has not been sufficiently explored and understood
	This is a broader issue that touches many aspects of electronic government.  Considerably more work will inevitably be required in this area, but it must be emphasised that multi-application smart card programmes represent both a focal point and an enabling technology for moving this forward.  
	WP 3 and 8 series provide guidance on policy and legal aspects with regard to multi-application smart card schemes.

	J)
	Concerns that central government schemes (e.g. for authentication) could supersede local schemes.


	The outline delivery timescales for central government smart card programmes are geared towards the end of the current decade.  While this remains a risk, the counter-position presented in this paper is that the area of authentication may become the principal driver for local authority issued multi-application smart cards.
	Outputs from WP 3 and 5 series contain information on current central government programmes and timescales. 


Table 1 – Potential Barriers

4. Strategic Business Model Approach

4.1 Introduction 

The developing Business Case for local authority multi-application smart cards was presented in WP2-01 and the drivers identified underpin the objectives of the business model.

One specific element is gaining significant importance.  It is becoming increasingly evident that smart cards are the most suitable and cost efficient solution for delivering the necessary levels of security to authenticate citizens to secure e-government services.  This is the case at local, regional and national levels.  Indeed, the possibility of a central government scheme to issue cards for secure authentication was identified in WP2-01 as one of the potential barriers to local authorities initiating multi-application schemes.  However, with current central government plans to issue any kind of national smart card some way off, and with local authorities best placed to perform the registration function, there is every prospect that this might becomes the most important driver for local authorities to adopt smart cards immediately.  Indeed, this prospect might also produce a new funding opportunity from central government in order accelerate the provision of citizen cards and systems that can deliver such functionality.   

It is also clear that the use of local authority issued smart cards as an access device for electronic service delivery (ESD) has the potential to completely change the business proposition for multi-application card schemes.  Rather than the card and associated issuance being seen as sizable cost components, they will represent a relatively small but essential element of a much larger investment.

4.2 Citizen Smart Cards Enabling Electronic Government

The Strategic Local Authority Smart Card Architecture Paper (WP7-01b) describes a fully developed integrated strategy that will enable the electronic delivery of a full range of local, regional and national services.  The paper describes a conceptual approach, and any practical schemes currently being considered should be evaluated in the light of the strategic vision. 

The paper describes how citizen accounts, PKI and portable digital certificates can be used to manage citizen’s access to services, including those requiring the highest level of authentication.  Whilst the concept of citizen accounts is clearly articulated, they remain an aspiration rather than a reality for many local authorities.  Similarly the capacity and extent of networking connections demanded by the model might not currently exist on the ground.  These reservations do not detract from the credibility of the model, but they do point up the difficulty involved in deciding how to deploy smart card systems in the short term.  Care needs to be taken in achieving a balance between the practicality and affordability of tactical decisions, and conformity with the strategic vision.

This work undertaken by NSCP WP7
 holds out the prospect of LA issued smart cards becoming the norm for accessing public services, whoever is providing them.  This goal will only be achieved when each card issuer conforms to the national strategy.

4.3 National Smart Card Framework

At present there is no formal national framework for the deployment of smart cards by local or central government.  The ongoing development of the Draft Policy Framework
 published by the Office of the e-Envoy in July 2003, holds out the prospect of greater clarity of approach, but it will also require an accelerated timeframe in order to stimulate activity on the ground.  

NSCP Standards section has presented much of its work via consultation drafts in order to achieve the widest consensus amongst stakeholders.  Agreement on standards and the achievement of business and technical interoperability requires a sustained and focussed continuation of this process.  

Moreover, a number of other NSCP sections have identified the need for a central representative body to negotiate on behalf of all local authorities in respect of potential national applications.  An example of this is in work undertaken on electronic payments, where it has been concluded that opportunities to engage with the financial sector in the most effective way are only possible on a collective (national) basis.  This and other examples are noted in this document.

Discussions are ongoing between the NSCP, the Office of the Deputy Prime Minister (ODPM) and other existing bodies, including the Smart Card Networking Forum and the Local Authority Smart card Standards e-Organisation (LASSEO), as to how the outputs of the NSCP might be taken forward.  

It is vital that all bodies responsible for the continued development of multi-application smart cards in the public sector are focussed on the need for a common framework.  This will be fundamental to achieving the higher-level objectives (i.e. interoperability) for use of the technology and the continuing sustainability of smart card schemes.

5. The Options Facing Individual Local Authorities

While the absence of an existing framework makes it difficult for individual local authorities to see how they might “fit-in” in the longer-term, it does not mean that they cannot make significant progress in scheme development.  The strategy for moving forward with a scheme utilising “new” technology will always reflect what can be delivered in the short term and the position that the authority wants to get to in the future.  

The following sections summarises the higher level issues that local authorities will need to consider in investigating how they can best deliver smart cards to their citizens.     

5.1 Schemes at Different Levels  

Table 2 identifies four potential levels at which schemes might be introduced and some of the issues that impact upon their viability.  In reality, the options are not so finite:  

· At the first level, many smaller local authorities (e.g. districts) do not have responsibility for all of the services or the capacity (resources and infrastructure) to deliver a multi-application scheme;

· At the fourth level, while an integrated national citizen smart card scheme could be delivered at a local authority level (notwithstanding the complexities that would need to be overcome), it is no longer a prospect under consideration by central government.  That is not to say that individual “national” card applications are not be realisable at some point in the future, although even this would appear to be some way off.

As the table indicates the considerations for sub-regional and regional schemes are broadly the same.  The key difference is the increasing opportunities identified in the final column, but also the relative strengths and weaknesses are more pronounced at a regional level (i.e. there is greater scope in the services that might be put onto a card, but with this comes a higher degree of complexity on how the scheme might be delivered across a large area).  

The conclusion that can be drawn from the table is that, while for many local authorities a local scheme might be viable in the short term, wider aspirations will only be achieved by engagement with others at a sub-regional or regional level.  

Local authorities have already initiated a number of local and sub-regional smart card programmes across England.  Some have initially focussed on pilot deployments to prove the concept (e.g. Cornwall; Southampton), while others haves concentrated on how schemes might be “federated” within existing partnerships and to neighbouring authorities (e.g. NERSC; ACTVAR; Black Country).  

That said, these approaches have not been mutually exclusive and (very much embodied by the objectives of the NSCP) there is prevailing view that the full benefits of the technology can only be delivered to citizens through the building of relationships beyond local authority boundaries.  Indeed, even without taking into account the outputs of the NSCP or the development of a national framework, it can be suggested that an “organic” movement to this approach is emerging.

The approach also has synergies with other e-government initiatives and is very much in line with the expectations of the ODPM in terms of implementing electronic government
.

There are, however, other considerations that might be appropriate to individual local authorities based upon other activity already taking place.   These are identified below.

	Type of Scheme
	Constraints 
	Strengths
	Weaknesses
	Opportunities

External
Partner
ship
Partnership
Procurement
Interoperability

Funding
Public

Commercial



(e.g. health)

	1) Single Local Authority

Level
	Smaller authorities do not have the remit or capacity to deliver many of the services that have been identified for multi-application cards
	The ability to move quickly;

The facility to make “tactical” decisions on application development and card deployment;

Full control over decision-making process.
	Limitations on the range and extent of services that can be introduced;

Cost of development will need to be met locally.
	



	2) Sub-Regional Level
	The willingness of local authorities and other partners to be involved 
	The ability to build on existing (e-govt) partnership structures;

The ability to share the cost and risk;

Some increase in range and extent of services (e.g. ITSO Transport). 
	Time taken to build consensus on policy and governance issues;

Potential conflict over technology choice and allocation of card space. 
	

	3) Regional Level
	The willingness of local authorities and other partners to be involved
	Greater ability to build on existing (e-govt) partnership structures;

Increased ability to share the cost and risk;

Greater range and extent of services. (e.g. ITSO Transport)
	Increased time taken to build consensus on policy and governance issues;

Increase in potential for conflict over technology choice and allocation of card space.
	

	4) National Level


	No formal structure exists at present 


	Working within an established framework will set clear parameters for decision making;

Ability to set standards.
	Time taken to establish;

Perception issues (e.g. national ID card delivered by stealth)

Limitations on local innovation.
	


Table 2 – Schemes at Different Levels

5.1.1 Further Scheme Partnership Considerations 

Local Authorities Providing Smart Card Services

The importance of existing schemes beyond that of a reference point to new schemes is also important.  Capitalising on the investment already made, and the experience and expertise gained, there is a case for existing schemes to provide “smart card services”, to other authorities.  Clearly, this will be dependent on a number of factors, including legal and political considerations, but has strong potential for mutual benefit.

It is one of the drivers behind the decision of Aberdeen City Council to set up an operating company to run the City’s Accord
 smart card scheme.  By operating “at arms length” from the local authority, the company has greater autonomy to innovate for the Aberdeen scheme.  This includes the exploration of partnership with the private sector and the provision of smart card related services outside of the authority.  The detail and scope of these activities has yet to be fully framed.  However, this innovative approach presents a potential business model option, both for those authorities who might offer the service and for those who might wish to use it.

There are other options for “corporate vehicles” which may be put in place to procure and deliver Smart Card Schemes.  Detailed information on these can be found in the Corporate Structures Report (WP8 – 07), which reviews a local authority's statutory ability to participate in an incorporated special purpose vehicle, funding choices and competition law issues relevant to potential corporate structures.   

“Lead” Authorities 

Within the regional/sub regional approach, a further consideration might be for a partnership of authorities to concentrate initial activity and resources around one or more “lead” authorities to develop and test solutions locally for wider deployment within the partnership.  

Local Authority Services on Cards issued by Other Entities

This possibility was raised in WP2-01, which also identified a number of issues that might be difficult to overcome.  These remain valid and, while local authorities should always be looking to engage with organisations that are looking to deploy smart cards to their citizens (e.g. transport schemes, where implementations to the ITSO specification are being initiated), much further work will be needed if practical issues relating to areas such as governance, data protection and branding are to be resolved.  

At a limited level there has been some activity on the ground (e.g. schools where pilot schemes have put other local applications on the national Connexions card; and higher education, where there is at least one instance of local authority library membership being put on a university issued card).  However, in the longer-term, such opportunities must be evaluated within a more co-ordinated approach to delivering a full range of services to all citizens.  In the latter case (higher/further education) this might be achieved by the overall scheme adopting a multi-issuer approach. 
Non-Geographical Federation

Common interest has brought early adopters of smart cards together to benefit from shared knowledge and joint development.  This resulted in a degree of bi-lateral collaboration and the formation of the Smart Card Networking Forum.  Whatever the stage that an individual local authority might be in terms of smart card activity, there are possibilities for partnership with others in a similar position to investigate opportunities for: 

· Funding (particularly at a European Level);

· Joint procurement;

· Shared development.

5.2 Interoperability

The desire for “interoperability” is fundamental to the multi-application citizen card proposition and is implicit in the commentary above.  A full consideration of this area can be found in the paper Interoperability within the Local Authority Sector (WP3-02).

One of the key conclusions of that paper is that “Business or service interoperability should be considered first as providing the need for technical interoperability”.  It identifies that the level of interoperability required is dependent on the nature of the service that is being delivered on the card.

For instance:

· The implementation of school based card applications might be the same for a number of schools, but there is no requirement for cards issued to students in one school to work in another school;

· Cross boundary access to local authority services (e.g. leisure amenities) can be facilitated by business and technical agreement and might be a strong driver for the introduction of a scheme. 

The situation becomes more complex where the requirement for interoperability is more extensive than that which can be delivered within or between individual schemes on a bi-lateral or multi-lateral basis.  

This is typically the case for “National Applications” where common agreement or adherence to accepted protocols at business and technical levels will be required.  Two likely areas are:

· Secure electronic authentication, where the card might allow access to systems beyond the local authority (e.g. via the Government Gateway) and;

· Health management related applications (e.g. allergy/donor information).

It is also the case for open electronic payment where if there is an aspiration for ubiquitous use of the card (this topic is covered in greater detail in 8.5).

In terms of technical smart card interoperability, the transport sector has made considerable advances with the publication of the Integrated Transport Smart card Organisation (ITSO) Specification for Interoperable Public Transport Ticketing Using Contactless Smart Cards
.  However, it should be noted that at present this only provides interoperability within schemes, rather than between schemes, although this is clearly the intention in the future.   Further information on this area can be found in documents in the WP3 and WP7 series.

5.3 Procurement

Documents in the WP4 and WP8 series provide detailed guidance on procurement issues, including joint procurement.  

In cost terms, volume purchasing (e.g. on cards) will provide beneficial rates.  Other areas that impact upon the financial model are the costs related to development and integration.  There are clear benefits where these can be shared or where one scheme can benefit from work undertaken by another. 

5.4 Technology Options

Guidance on technology issues, including a technology road-map, can be found in the Route-map Overview (WP3-10) .  Outline information on the software developed as part of the NSCP is given below, with full details to be found in the Starter Pack (WP9).

WP2-04 was presented with the assumption that the “technology already available is suitable for purpose”.   This is over-simplistic, but generally speaking it is a reality.  Systems to issue and manage smart cards are becoming available and are configurable to the requirements of individual schemes.   As with any technical implementation, the importance of clearly defining system and user requirements is paramount.  While flexibility within the technical solution is at the heart of the multi-application smart card proposition, decisions made at the outset will have implications on future development costs, not least in the degree of integration that might be required with other central information systems in the future.

Smart Cards

There is a significant choice of smart cards with ever increasing capacity.  Indeed, because smart cards are computers that have memory and processing capabilities, and because increasing the capacity of these is an indicator closely linked with competitive advantage in the industry, it is possible that these capabilities have become over-emphasised as an issue.  That is not to say that card choice is not an important factor in the success of a scheme, but more that it is only one component amongst many of equal importance.   

The NSCP has investigated how a single card might be procured that would allow potential “starter pack” applications to fit onto an economically viable card.  This would have involved the procurement of non-standard “masked” card, with a number of applications “hard-coded” onto the smart chip at the production stage.  

After wide consultation it was decided not to move forward with this proposal.  While the potential benefits of creating a “de facto” standard card for the sector might serve to increase take-up in the short term, the conclusion was that the downside of making such a far-reaching “point in time” decision would limit options in terms of alternative solutions and the benefits of future developments in the technology.  

Systems and Software

The NSCP “starter pack”” software products include: 

· Cardholder database;

· Smart card scheme website;

· Dynamic enrolment;

· Range of java applets;

· Print and personalisation;

· Life-cycle management;

· Usage specifications.

These will be made available for use by all local authorities.  The vehicle for managing release and ensuring that they are developed and maintained in a sustainable way has yet to be confirmed, but will be as soon as is practicable and will be publicised via the Smart Card Networking Forum (SCNF)
.  

These “Starter Pack” products have the potential to bring down scheme specification and development costs significantly, especially for new starters.  However, the various components have been developed over a short period of time in order to meet NSCP deadlines and it is recognised that there are limitations both in terms of functionality and integration with legacy systems.  They should, therefore, be evaluated in the light of local scheme requirements and with alternative solutions.

One of the reasons for the NSCP to develop these products was the lack of competitively priced alternatives available in the market.  As reported in previous deliverables, this has started to change and suppliers are making a conscious effort to adapt both their products and their pricing to needs of the public sector.

Technology Implications for the Business Model

The Standards section (WP3-10) includes a full analysis of the technology currently available and how the standardisation process and other significant factors will impact upon the smart card environment in the future.  It is an important document for any local authority looking to implement a smart card scheme.  

Some of the key issues identified by the Standards section are implicit to the business model approach, specifically:

· For local authorities to act in a co-ordinated way;

· To make a thorough analysis of system and user requirements;

· To develop as much as possible in the back office;

· To make decisions based on the cost effectiveness of the technology best suited to the scheme in the short term, but to build in a migration strategy at the planning stage and review at regular periods. 

The final bullet point is an important consideration and is covered in more detail in this document at Section 9 - Future Proofing and Migration.  

6. Practical Business Model Approach for Local Authority Instigated Multi-application Smart Card Schemes

6.1 Background

Given the complexities that are apparent it is important to remember the considerable drivers for this technology (identified in WP2-01).  At the heart of these are citizen enablement and the cost effective delivery of services.

The Business Models section, prompted by feedback from reference group members, has maintained a consistent theme of presenting an “entry level” for local authorities.  The longer term strategic decisions outlined above will be remain overarching considerations.  However, they should not detract from a realisation that the proposition for the implementation of the technology is already strong (with better understanding; product availability and adaptation; and a reduction in costs).

As identified in WP2-01, this “entry level” will not be the same for all local authorities (or groupings of local authorities).  It is also clear that all schemes will need to adapt and evolve over time.  Rather that being an inhibitor, the facility to initiate a programme that can encompass known and unknown change is fundamental to the sustainability of that programme.  Furthermore, all local authorities have the strategic objective (through e-government) of utilising technology to engage with all citizens in new and more far-reaching ways.  A failure to understand how citizen smart cards are a delivery mechanism for this could represent a considerable opportunity lost.   

6.2 Strategic Review

By initiating a review of how smart cards might be utilised, local authority decision makers will be in a position to assess where their “entry level” might be.  This review should include an assessment of:

· Internal services to identify areas where rationalisation (e.g. of card production) and service improvement might be achieved, including consultation with services such as education where the card proposition might be new;

· Those areas where policy objectives such as those associated with “social inclusion” can be advanced;

· The opportunities for partnership with other local authorities and other public sector organisations (possibly through existing e-government partnerships at a regional or sub-regional level);  

· The opportunities for commercial involvement;

· The opportunities including higher and further education institutions within a scheme.

Work undertaken by the NSCP indicates that, alongside strategic decisions concerning policy and governance of a scheme, practical implementation choices of initial card applications should also include shorter-term, tactical considerations, such as what:

· Is affordable;

· Is most easily achievable;

· Will make a desired initial impact (critical mass);

· Other stakeholders/partners are ready to get involved;

· Would be most useful to the highest number of citizens.
Citizen Consultation

A number of market research and citizen consultation exercises have been undertaken as part of the NSCP (Business Case – Soft-Benefits, Standards, Commercial Applications and Marketing and Uptake).  All have shown that the majority of citizens would or do value having a multi-application card.  Interestingly, the ID and “proof of status” aspects gain a consistently high ranking.  

Local Authorities may wish to undertake their own consultation exercises to inform their business case for implementing a scheme and to identify those services that would be most popular with local citizens.  

Overall, these exercises show that the multi-application “one card for many services” concept is well received.  This re-enforces the view that, rather than one “killer application”, it is the card itself and the number of optional services that can be accessed, that are at the heart of the customer proposition.

6.3 Source of Funds

Any project plan for the deployment of smart cards will need to identify the sources of funds for both initial investment (capital) and the running costs, less any income generated (revenue).  Typically these are either internal sources (general fund, capital programme) or external sources (grant aid, partnership programmes).  WP2 has not investigated whether external private organisations might provide direct funding for Local Authority schemes, although this is might be a possibility in the longer term when the technology is established. 

6.3.1 Internal Funds

In late February each year, Local Authorities set their budgets for the following financial year, which will run from 1 April to 31 March.  Planning for this will typically start in September, and the preparation of the revenue and capital budgets will run alongside each other.  It is very difficult to get new approvals outside this cycle of planning.  Budget planning usually follows business planning, and the relevant document for implementing electronic delivery of services is the Implementing Electronic Government (IEG) statement.

Growth proposals (i.e. requests for new or extra money) are harder to get approved than proposals that involve the reallocation of existing budgets.  If the reality is that the Council is looking for savings, even “no-growth” proposals may not get approved.  

The nature and extent of each Council’s budget devolution to service departments will also influence the way a case for smart cards is built up.

6.3.2 External Public Funds

A number of early adopters of smart cards have used external sources to fund developments.  These have included National (LGOL, Transport) and European (SmartCities) e-Government programmes, and PFI.  Other partnership sources worth investigating include Local Strategic Partnerships (LSP) and Regional Development Agencies (RDA), in the public sector; and commercial partners in the private sector.  These schemes typically have a lead-time involving application, assessment and approval, and inevitably come with conditions and monitoring arrangements.  Some will involve “matching” funds, which will require the Council to contribute some it own resources in order to draw in the external support.

6.4 Scheme Organisation

The starting point for any multi-application smart card programme must be in establishing rules of governance and formalising policy on their use.

6.4.1 Scheme Governance

There are a number of sensitive issues that need to be factored in to decisions about scheme governance.  Robust and transparent processes for dealing with Data Protection issues will be very important to some citizens, as will integrity and trust issues (especially those relating to e-payment and the management of citizens’ money). 

The logic of multi-application smart cards requires the various different service managements to have confidence in the scheme’s management.  This may involve independent (health, transport) and semi-independent (school governing bodies) working alongside local authority representatives.

Within a partnership, or order to deliver interoperability with neighbouring Council schemes, governance will have to supervise both technical developments and changes to business operational rules.  These are further emphasised where the scheme might include partners who will issue their own card within the overall scheme.

The Card Governance Report (WP 8-02) provides a comprehensive coverage of both the issues and the legal considerations.

Further to this, the report Considerations for Multi-Application/Multi-Sector Smart Card Environments (WP3-01) gives a commentary from the perspective of policy management.
6.4.2 Smart Card Policy

Part of the process of establishing the rules of governance for a scheme will be to establish a local authority-wide policy with respect to the deployment of multi-application smart cards.  It is vital that the proposition (of smart cards as a delivery mechanism for electronic government) is fully understood at member and executive level and is given official backing and a full terms of reference.  If such a policy position is not established at the outset, there is a danger that opportunities will be lost both in terms of:

· Integration with corporate IT strategy;

· The willingness of service department to “buy-in” to the concept and to commit resources to migrating existing card/token based services or implementing new ways of delivering their services via a smart card.

Smart card policy must also address the nature and extent to which commercial applications and associated activity might be allowed within the scheme.  This has been considered in detail the Report on Commercial Applications (WP6-01). 
6.5 Integration to the Corporate Network (E-Government Context)

The degree of integration to a Council’s network will influence the extent to which the financial model will have to justify the whole cost of the infrastructure investment.  A single-building door-access control scheme would be approved by the facilities management team alone.  This would not be true of a multi-application smart card scheme sharing data management infrastructure with a Customer Relationship Management (CRM) application. 

There is a tension in local authorities between the requirements of individual service managers and those of the corporate strategists.  By their very nature, multi-application smart card schemes cut across the needs of service departments, and promise citizens the benefits of a truly “joined-up” Council.  Therefore, the decision to invest significant corporate funds in smart card schemes will only follow when significant corporate integration and benefits can be demonstrated.  The data-management infrastructure needed to support smart card schemes is similar in concept and design to that which sits behind Citizen Accounts, CRM, and Information Referral and Tracking (IRT), now renamed Information Sharing and Assessment (ISA) in the area of safeguarding children at risk.

Multi-application card schemes with a limited range of applications, and offering little or no corporate data integration benefits are likely to have to justify the investment required within the existing budgets of the services concerned. 

Within different local authorities the development of data-management infrastructure will be subject to limitations and at different stages of progress.  The Financial Model (WP2-03) is targeted at “entry level” schemes and only makes limited assumptions on system integration for the applications under consideration. 

7. Evaluating the Benefits of Multi-Application Citizen Cards

The evaluation of potential smart card schemes places an emphasis on the identification of costs and benefits that can be priced in monetary terms (the so called ‘hard’ benefits and costs) as decision makers are interested in making evaluations between programmes that consume and give real resource effects.  With this methodology for resource allocation, local authorities will not always value programmes where there is a substantive element of resource cost without having accompanying monetary benefits, such as revenue.  

In the case of smart card applications and, importantly, the introduction of a single card for access to many services, there are substantial additional benefits (included in the “drivers “ identified in WP2-01), over and above those which can be valued in monetary terms and which should therefore be included in the local authorities’ decision-making process.  These are usually referred to as “soft” benefits.  In simple terms, the value placed on soft benefits must be equal to or greater than the “balancing figure” that is required to fund a scheme after all predicted costs and revenues are taken into account.  Decision makers will therefore require considerable evidence of the full range of benefits to justify the investment. 

For local authority muIti-application smart card schemes, it therefore vital for the business model to include an assessment of whether, and if possible how much, citizens value having access to more than one service on a single card within a defined scheme.  This will help to identify a closer correlation between policy objectives (the “drivers” identified in WP2-01) and the development of new relationships with citizens that can be achieved by changing and enhancing the ways in which services are delivered.

Consequently, the section starts by identifying areas where the quantifiable benefits might impact and goes on to review soft benefits, including a detailed study of how cardholders understand and value the multi-application concept. 

7.1 “Hard” benefits

The hard benefits of a multi-application smart card implementation can be identified in a number of ways.  In essence these are:

· Savings generated by taking away existing cost;

· Savings generated by more efficient delivery of services, including the reduction of fraud;

· Increased business generated by changes in the way that services are delivered;

· The comparative cost of using an alternative solution.

If these can be calculated, they may be factored into to the business model at scheme or service provider level.

7.1.1 Savings Generated by Taking Away Existing Costs 

The Financial Model (WP2-03) uses the rationale that, where the legacy operations are being replaced, the existing internal annual budgets to provide a service should be available for re-use.  This is a satisfactory way of limiting the requirement of extra resources, but does not necessarily take account of all the savings that are delivered (e.g. by freeing up office space).  

Similarly, by identifying the number of cards issued as a variable, the model incorporates the savings of issuing one multi-application card, which might otherwise be conspicuous (i.e. there are less cards in circulation because many cardholders will have more than one service on a single card)    

Further savings might be identified where cardholders:

· Are registered to a number of (new) services via a single application process for the multi-application card;

·  Notify the scheme provider of changes of circumstance (e.g. change of address/card cancellation and replacement) and this information is cascaded down from one central system to multiple service provider databases (i.e. directly through CRM functionality or by integrated messaging);

· Are able to add a service to their card without having to go through a separate authentication/registration process. 

7.1.2 Savings Generated by More Efficient Delivery of Services, Including the Reduction of Fraud

Using a Citizen Smart Card to Prove Identity/Entitlement

In service environments where the customer is asked to prove who they are, simply being able to produce a personalised card (issued by a trusted source) will reduce the time it takes for “authentication”.  Further efficiencies can be achieved where the card is read electronically for personal details or entitlement information.  A simple representation of how these savings might be estimated is shown in the table below:

	
	 
	Desk 1 
	Desk 2
	Desk 3
	Totals

	 
	
	
	
	
	 

	Customers per day
	A
	150
	180
	90
	420

	Number of days per year
	B
	260
	200
	220
	680

	Customers per year (A multiplied by B)
	C
	39,000
	36,000
	19,800
	94,800

	 
	
	
	
	
	 

	Existing System
	
	
	
	
	 

	Average time (seconds) taken to identify/authenticate customer 
	D
	60
	75
	45
	 

	"Recognition time" (hours) per year (C multiplied by D)/3600
	E
	650
	750
	248
	1,648

	 
	
	
	
	
	 

	Card Introduced to System
	
	
	
	
	 

	Average time (seconds) taken to show/swipe card 
	F
	15
	15
	15
	 

	"Recognition time" (hours) per year (C multiplied by F)/3600
	G
	163
	150
	83
	395

	 
	
	
	
	
	 

	Difference
	
	
	
	
	 

	Time (hours) saved (E take away G)
	H
	488
	600
	165
	1,253

	Number of staff weeks saved H/(37 hour week)
	I
	13
	16
	4
	34

	Average cost of staff week
	J
	£400
	£400
	£400
	£400

	 
	
	
	
	
	 

	Total Saving (I multiplied by J)
	 
	£5,270
	£6,486
	£1,784
	£13,541


Savings from More Efficient Transactions at Service Level 

Increased smart card activity has produced a fair amount of evidence to prove that anticipated efficiencies are being realised in practice.  These are particularly noticeable where high volumes of transactions are taking place or where time is a determinant factor on the efficient delivery of a service.  Examples of these are: 

· Schools and other Catering Environments – where universal use of a card for payment is proven to speed up though-put at tills;

· Medical Transactions in France – where the “Sesame Vitale” card issued by the French Health Service generates a saving of 1.22 Euro per transaction in processing efficiencies arising from use of the card
;

· Transport (Buses) – where faster boarding times have a direct correlation with the ability of the service to meet published timetables.  In some circumstances, this can result in reducing the number of buses that need to be dispatched to deliver the service. 
Cost Elimination

The clearest evidence of cost elimination occurs where an existing requirement is removed or significantly reduced from specific service areas.  On a large scale, this has been proved through the Octopus scheme in Hong Kong where secure cash collection, counting and banking was a considerable cost to transport operators.  This is also apparent at a lower level, such as schools catering and in parking payment schemes.  

However, when estimating such savings, it is important to be aware that totally cashless environments are not necessarily achievable in the short term and that existing processes will need to be maintained during a period of transition.  Indeed, in some situations they might have to run concurrently in the longer-term.
Another area where it is possible to calculate a change in transaction costs is in the use of “Payment Networks” (see 8.5.2 below), rather than local authority cashier services, for collecting payment for rents or Council Tax. 

Reduction in Fraud

Smart cards and the secure electronic systems on which they operate can contribute to the reduction of fraud in given environments.  In some service areas, this might be achieved by the introduction of a personalised card, which reduces the ability of customers to “share” memberships or entitlements.  This is more powerful when the transaction is supported by an electronic read (e.g. that shows where a card has been “passed-back” to another customer when boarding a bus).

Smart cards are also much harder to copy or “clone” than other cards or tokens.  An example where this type of fraud may be eradicated by their introduction is photocopying cards in libraries, where the legacy solution used magnetic stripe technology.

7.1.3 Increased Business Generated by Changing the way that Services are Delivered

This is much harder to predict although evidence is emerging to in some areas to show where tangible benefits accrue.  The best example has been in catering in schools where many implementations have identified an increase in turnover (of ten to twenty percent).  

7.1.4 The Comparative Cost of Using an Alternative Solution

Again, there are complexities associated in arriving at a positive financial benefit.  However, conventional risk analysis and option appraisal techniques can help to achieve this.  Two simple examples of where a smart card is likely to be the optimal solution are:

· Physical Access Control

Card access control systems have traditionally used personalised magnetic swipe cards.  It is well established that the cards can be quite easily duplicated and that the mechanical elements within the readers are costly to maintain.  Smart chip technology offers a more secure and robust solution but is likely to be more expensive, principally because of the higher cost of cards and readers.  However, the security benefits, which might be manifested by reduced insurance premiums or forecast reductions in theft, can make the smart card option a more financially prudent proposition.   

· Logical Access Control

Token-based remote secure authentication devices are widely used and require a minimum of infrastructure development.  However, the cost per unit is high (Southampton City Council estimate this to be in the region of £40).  The use of a smart card meets the same operational requirement, but requires a greater level of development.  However, the unit cost is considerably lower (say £5), so where there is requirement is for a large number of users, the smart card solution is likely be more cost effective.  The proposition is further enhanced because the multi-application capability means that it can also be used for other purposes (e.g. physical access control).  

7.2 “Soft” Benefits

7.2.1 Evaluating Soft-Benefits

In order to assess whether the “soft” benefits of smart cards could be evaluated in monetary terms, for inclusion in the overall consideration of the viability of a potential smart card scheme, NSCP Business Case section commissioned a study from the Transport Operations Research Group (TORG) at the University of Newcastle upon Tyne.  TORG have considerable experience of citizen benefits analysis in transport.  

The objectives of the study were three-fold:

· To produce a methodology for deriving monetary values for soft benefits associated with multi-application smart cards;

· To test the methodology in appropriate environments and produce outputs which could be used for business and financial models;

· To document the methodology as a general assessment framework local authorities might use in the future.

Selection of Sectors for Investigation

The area of soft benefits derived from multi-application smart card use has not been studied previously and is only possible now as early schemes are becoming more mature (i.e. have moved from initial pilot work and are established within their environment). 

Thus, a key requirement was to concentrate study work on those areas that could generate intelligent outputs – existing card implementations where stakeholders could be questioned in the light of experience, rather than speculate on the potential benefits that might be derived.

It was considered that it was in schools and universities where the most sustained deployment of genuinely multi-application smart cards has taken place.  Similarly, the selection of university students as a group and sixth form students as a different group was beneficial at it offered some standardisation for income.  Whilst not absolute, it is likely that student incomes are more homogeneous than the population at large and this removes the need to further categorise sample types.  

The focus of the study was to elicit information from:

· Cardholders on how they value the card itself and their ability to subscribe to, and use, multiple services that may be accessed using the card;

· Service Providers on how they derive additional value from being part of a multi-application smart card scheme;

· Where possible, other Stakeholders (e.g. parents/management/local businesses) that have an interest in the functionality of the card.  

The findings of the study inform an evaluation framework that may then be used to assess similar soft-benefits that arise in other sectors and specific application areas.  These are included in the report, which is available on the NSCP web site.
Study Undertaken

Fieldwork was conducted at two Universities (Newcastle and Southampton) and two schools (in Doncaster and Newcastle).  A full explanation of the rationale, techniques used and details of the data collection are documented in the report.  The financial outputs derived are based upon the willingness of the cardholder to pay for access to services delivered on a multi-application card.

The report also identifies a number of limitations to the work undertaken, which, while not undermining the significance of the quantitative outputs, does highlight the need for further and more comprehensive work in this area. 

Outputs from the Study

The over-riding message that comes from the fieldwork undertaken is that a single card denoting identity and status, and offering access to multiple services, is of considerable value to the cardholder; and that this is enhanced where additional services are added to the card.

The framework also succeeds in demonstrating the ability to derive monetary values for soft benefits on existing cards and for potential applications to be added to those cards.  Even after taking the limitations of the fieldwork into account, the financial values are of significant interest.  Indeed, the similarity in many responses between groups on different sites is important in itself.  That this was identified for both schools and universities further verifies the results and also facilitates the “pooling” of some outcomes to give greater confidence in the overall statistical analysis.

The following tables offer an example of those areas where the responses from the two university samples were statistically similar, which allowed the results to be “pooled” and a common figure on “willingness to pay” to be identified.  An explanation on how the “mean” value should be interpreted is set out below.

	Attribute
	Type of Payment
	Mean value from sample (£)


	Gym Access
	Annual
	2.59

	Building Access
	Annual
	3.14

	Proof of Identity
	One-off
	7.14


Extract from table of results: Newcastle and Southampton (existing applications)

	Attribute
	Type of Payment
	Mean value from sample (£)


	Public transport period ticket being added to smart card.
	Annual
	4.09

	Travel discounts
	One-off
	2.24

	Retail/Leisure
	One-off
	3.21


Extract from table of results: Newcastle and Southampton (additional applications)

The mean values for the sample are the best estimate of the population’s willingness to pay, but there may be significant variation.   For example, on the evidence of the data shown here, the best estimate of the population’s average willingness to pay for gym access is £2.59 per annum.
  However, the mean values from the sample should be treated with some caution since small sample statistics can have large variations, which would reduce as the sample size increases.  As a guide, if it is assumed that a zero monetary valuation of the application is the lower bound, then it is possible that the population mean willingness to pay could be as low as zero or as high as approximately double the reported sample mean for this data (at a 95% level of confidence).  Using the examples above, this suggests that there is a range of values in which the population mean willingness to pay figures could be located for gym access this could be between £0.00 and £5.20.  

Nevertheless, despite there potentially being a large range of values for the population mean values of willingness to pay, the fact that statistical significance has been achieved with small samples is indeed a measure of success.  The conclusion for both university and school smart cards is that there are indeed applications for which holders are willing to pay a positive monetary sum.  Indeed for existing applications such as proof of identify there is also evidence that the higher income group (University students) valued this more highly, on average than the lower income group (School students) and this is in line with what would be expected.

In each of the two environments investigated in the study, the smart cards had a different mix of applications.  It would appear that if there is a key application for users then the valuations of other applications appear to be remarkably stable.  
The issue of convenience was a difficult attribute to measure.  It was clear from contact with users that the prime motive for the willingness to pay for additional services was the convenience of carrying access to more than one service on a single card.  If there is no key application to form the heart of a smart card scheme, it may well be that a critical mix of applications (so that each user does have a key application, but this might vary between users) would be sufficient for the willingness to pay for a single application to become positive.  This is because it is difficult to separate out the joint valuations of individual attributes and convenience in the study.

The conclusions that can be drawn from interviews with service providers are far less robust.  The study was limited by the availability of individuals and, in some cases, by their willingness to offer a quantified view of the ‘soft’ benefits.  This should not detract from the overall perception that smart cards enhanced the delivery of services, but does suggest that more work is required in this area for monetary benefits to be identified.    

Relevance for Local Authority Schemes

There are strong caveats as to how financial figures can be used, as they are clearly most relevant to the environments from which they are derived (e.g. a student probably values the university library more greatly than a citizen values a public library).  However, the development of a “tested” assessment framework for the analysis of soft benefits presents a foundation for future work in this area. 

Furthermore, there are significant messages coming from this study that are broadly similar to the market research undertaken by NSCP WP6 and citizen consultation undertaken elsewhere in the UK.  Foremost amongst these is that cards offering access to multiple services are valued by cardholders and that this value can be quantified in monetary terms.  

Although “willingness to pay” has been identified as the criteria for reaching a financial value, this does not necessarily mean that cardholders would be asked to pay for a multi-application smart card .  However, it supports the policy arguments for introducing a scheme where the financial model shows that ongoing investment is required.  In effect, it represents a quantifiable indicator that decision-makers can use to simulate a return on investment derived from the benefit to the cardholder. 
The actual results from the study provide further evidence that students (at school and in higher/further education) represent a citizen population group that are receptive to, and highly value, the introduction of multi-application smart cards.

7.2.2 Other Unquantified Benefits

Other unquantified benefits include those that relate directly to the achievement of policy objectives within local government, principally in the area of social inclusion.  For example: 

· Reducing the stigma associated with claiming benefits and concessionary rates;

· Increasing the take up of concessionary rates for services;

· Increasing the take up of welfare benefits by retaining accurate information about eligibility;

· 
· Giving service providers the information they need to target their services to groups with a low take up;

· Facilitating a 'Whole Authority' approach to direct services, tackling barriers to social cohesion;

· Providing easier access to information and services to all citizens, and focusing upon those in the community who have the greatest needs;

· Helping citizens to be confident in the use of technology and the learning resources it will unlock;

· Increasing citizen affiliation and involvement in local activity.

Studies undertaken within WP3 have made progress in identifying both how smart card schemes can become a facilitator for all citizens and the practical issues that need to be addressed to ensure this.

Similarly, there are areas, some of which are already identified in this paper, where smart cards can become a facilitation device for meeting other policy objectives and especially those relating to electronic government (e.g. citizen accounts; meeting obligations under the Freedom of Information Act in allowing access to electronic record and document manage systems; facilitating electronic voting).

It would be possible, by conducting a research study with local politicians and senior officers, to put a generic value on the potential benefits derived from the contribution that smart card schemes make to meeting policy objectives.  Indeed, this may be considered in the future.  However, the true extent of how much decision makers value these benefits will be the amount resources that they are be prepared to commit to a proposed scheme, over and above what can tangibly measured as a return on that investment.      

7.3 Summary of Benefits and Impact on the Financial Model

Multi-application smart card schemes have the potential to deliver a wide range of benefits.  In some areas, the benefits are conspicuous and can be identified within a business model, especially at service level.  Others are less tangible and more far- reaching.  These include the value that cardholders derive from the multi-application card concept and the extent to which a scheme will impact on meeting policy objectives.

However, the extent to which wider “hard” and “soft” benefits can be quantified will become apparent when more multi-application schemes are established and can be evaluated over time.

As indicated at 7.1.1 above, the only direct “benefits” included in the Financial Model (WP2-03) are those that are generated by the rationalisation and consolidation of legacy card systems.   This allows any quantified benefits, at scheme or service level, to be offset against the annual out-turn figures derived from the model.  

8. Services that might be delivered on a Local Authority Instigated Multi-Application Citizen Smart Card

Deliverable WP2-01 (Section 5) presented a series of tables identifying the possible services that might be delivered.  It must be noted that these are not exhaustive and that the very nature of the proposition means that innovative ideas for further uses are continually being suggested.  
The Usage Specifications (WP9-03) provides detail on how card applications may be introduced for a number of uses across a wide number of services.  

Constraints in terms of data availability and time make it impossible to provide a detailed review of all service areas.  However, drawing on the work undertaken by the NSCP, the following section covers those areas of most interest/activity.  These include:

· The integration of existing services that already use cards or tokens;

· Other internal services where a smart card can enhance delivery;

· Over-arching card applications that may be used in multiple environments;

· Commercial applications;

· Higher and Further Education. 

Unless otherwise indicated, these areas are included in the financial model.

8.1 Authentication 
A level of authentication is inherent in any personalised card.  This increases where the card carries proof of status (e.g. age, student).  One of the fundamental considerations in terms of scheme governance will be to set an “authentication framework” for the registration of cardholders (the proof of ID and address that will be needed when the citizen applies for a card).  Experience suggests that this should be at least as high as the individual requirements for any service that might be put on the card and should also include considerations of where the card might be used by the cardholder for proof of ID (e.g. at a post office or bank).

As identified in WP2-04, further entitlement information and an electronic record of credentials can be recorded on the chip.   At the highest level, this might be in the form of a digital certificate, which would facilitate access to local authority secure systems.   In the case of electronic transactions, a digital signature might be used for non-repudiation.

The cost of developing high level electronic authentication and the associated PKI applet on a card have not been included in the financial model.  This is primarily because the methodology adopted determines that the associated cost infrastructure development and integration should be seen as being undertaken outside of the card scheme.  Indeed, it can be further argued that the use of a multi-application citizen smart card as a portable delivery device for secure authentication should draw a significant income into the set-up and ongoing funding of scheme.   

8.2 Schools

As identified in WP2-01, the potential uses for multi-application cards in schools are extensive.  The “lead application” in existing implementations has typically been for cashless catering and vending, although areas such as registration, library access and reward schemes are also of considerable interest.  Indeed, points based reward schemes can provide incentives for students in many aspects of school life, such as attendance, punctuality, healthy eating and good behaviour and achievement.  

As part of a school based card scheme of more widely, proof of age on the card is valued by young people and a number of schemes have looked to adopt nationally recognised proof of age schemes logos as well as printing the cardholder’s date of birth on the physical card and holding it on the electronic chip.

As part of the background work on business models, Doncaster Metropolitan Council completed a case-study report on the schools implementations that they have undertaken.  This highlights the objectives of the scheme and many of the issues that need to be considered with such an implementation.  It is available on the NSCP web site and will be of interest to any local authority looking to issue cards in schools. 

8.3 Libraries

As identified in WP2-04, library membership is a core citizen service and provides a base population of cardholders who have a strong potential to use the card for access to other services.

The motivation for library managers comes with the availability to develop additional functionality for the card within the library environment.  This includes:

· Electronic payment;

· Access to the internet (including payment);

· Out of hours access control;

· Self-issue of books etc;

· Print/Fax authorisation (including payment);

· Photocopy access (including payment).

Library managers might also be interested in a common reward scheme offered by a multi-application card.  This offers opportunities for targeted promotions to, for instance, cardholders by age or postcode, or to introduce new or existing services (such as video/DVD rental). 

The financial model includes library membership in the first phase of the scheme.  Other functionality could be introduced in parallel or within a future phase, but it assumed that the cost of developing these is met by the library service.  It must be noted, however, that decisions on whether the scheme will provide a common facility for electronic payment will influence the library’s internal business case for these developments.  

8.3.1 Leisure Amenities

As identified in WP2-04, reduced counter time and controlling physical access to specific areas will be drivers for leisure amenity managers to utilise smart cards.  The latter might be related to differentiated products/membership privileges held on the smart card, which also facilitates use at non-networked sites.

Similarly, at scheme level there is sound logic for bringing this membership group onto the card (e.g. relatively inexpensive migration/increase cardholder numbers/regular usage).

In terms of local application development, Leisure Amenities Managers would also be interested in the potential for:

· Use of the card for making remote bookings;

· Electronic payment (including vending machines and catering);

· Re-usable and/or disposable cards for “pay as you go customers” and event promotion;

· A closer relationship with cardholders (e.g. through marketing).

As with libraries, the final bullet point above could be enhance by the using a common rewards scheme available on the card.

The financial model includes leisure amenities membership in the first phase of the scheme.  Other functionality could be introduced in parallel or within a future phase, but it assumed that the service provider would meet the cost of developing these.  Again it should be noted that decisions on whether the scheme will provide a common facility for electronic payment will influence the services’ internal business case for these developments.  

8.4 Concessionary Transport

The set-up costs of a concessionary transport (bus) card application were presented in WP2-04 and are the costs of introducing an ITSO scheme are included in the financial model.  Indeed, the publication of ITSO specification means that this is an area where a level standardisation is possible and, in order to ensure the possibility of future interoperability and funding, all new schemes are advised to work to this.

The cost of implementing a concessionary transport scheme, assuming the involvement of a number of different private operators, is identified in the Financial Model (WP2-03).  However, with the advent of ITSO, local transport operators may well be looking to “smart enable” their own equipment in order to implement (or have the potential to implement) a commercial smart card ticketing scheme.   Thus, negotiation with transport providers might secure a reduced financial outlay from local government to introduce a concessionary travel scheme on a citizen smart card.

8.5 Electronic Payment 

This is complex area and one that must be clearly understood by decision makers developing a smart card scheme.  The information in this section summarises the outputs from Cross Region Delivery Applications section of the NSCP, which has commissioned extensive research and consultation on the subject.  Their outputs include a report on “Local Government Requirements” which is available on the NSCP web site. It identifies those services offered by Local Authorities to citizens with a current or potential e-payment element and reviews the possibility of using a smart card as the e-payment vehicle.

In addition to this the Legal and Data Privacy section has produced a Financial Services Act Report (WP8-01), which sets out the legal and regulatory requirements of a scheme.

The Cross Region Delivery Applications section has identified many areas where the ability to use a citizen card for payments (particularly low value payments) can greatly enhance the functionality and user-experience.  Furthermore, it confirms that there are considerable drivers for including a payment capability on citizen cards.  Foremost amongst these is the achievement of social inclusion policy objectives, principally through the provision of electronic payment services to those citizens who do not have access to conventional bank accounts.

8.5.1 “Open” e-Purse/Payment 

The Cross Region Delivery Applications section documents identify the requirements and undertake an analysis of the options currently available.  Amongst these is the open CEPS e-purse developed by the banking sector and envisaged at the start of the NSCP to be the “standard” for interoperable electronic payments.  During the course of the Project, it became apparent, not the least through a presentation from MasterCard at a Smart Card Networking Forum event, that this was not being widely adopted.  Research was, therefore, under taken to investigate alternative solution that best met the following criteria
:

· Citizen requirements for ubiquitous use of a card for payment; 

· Scheme provider requirements for an affordable way to deliver an electronic payment facility on a citizen card payment;

· The need for a high level of security.
The Cross Region Delivery Applications section concluded that an existing banking product – Pre-Authorised Payment (PAP) – using the smart card acceptance network implemented by the banking sector to be the optimal solution.  
However, the delivery of this solution will only be possible through engagement at national level and with local authorities collectively represented.
Indeed, while the PAP solution is promising for the future, the cost to individual schemes and the timeframe for delivery are not known.  With alternative “open” e-purse solutions deemed unaffordable (although there is currently some discussion on whether an ITSO stored value purse might be used more widely than transport) “closed” local purses may offer the only option for schemes in the short term.

8.5.2 “Closed” e-Purse and e-Payment Alternatives

In practice, new schemes might initially only wish to consider a payment function in specific environments (e.g. schools, libraries) or for single services (e.g. parking). 

Basic e-Purses

Proprietary “purses” are quite widely available using contact and contactless cards and, depending on the level of security required, can be delivered using very small amounts of memory.  

Back Office Accounts

Indeed, in specific environments an alternative card based solution is to maintain a cash account in the back office system and to use the card (and, in some cases, a Personal Identification Number) simply as means of accessing the cardholder’s account.  This might be considered for payments such as printing/photocopying/PC access in libraries.  One of the problems associated with this approach is that the account must be accessed on-line and is not available for wider use.  In overall terms, there is not a significant difference between the costs of implementing this solution and a closed e-purse, where value is stored on the card.

Electronic Tokens

Electronic tokens offer a relatively inflexible solution, but one that might be suitable to some environments (e.g. toll bridges; off-street car parks) and especially those where physical token based systems are already used.  They also might represent a “tactical” interim measure within a longer-term strategic programme for a wider e-payment solution.  Those considering tokens should be aware that tokens with a cash value are included in the definition of e-Money.      

“Open” e-Purse in a Closed Environment

Consultation exercises suggest that citizens value the convenience that electronic payment on a card facilitates, but that this benefit would be negated if they had to use a different purse or account for each different service that they use.  Generally speaking there might be an acceptance of two, but more could lead to confusion and frustration. 

The alternative that addresses this is to implement a single purse that can be used for multiple services.  For local authority services this is feasible and the CEPs development undertaken by the NSCP would provide a platform for this, as would other proprietary purses.  However, consideration must be given the regulatory requirements of operating a scheme and the additional central costs of administering the scheme.

Using a Smart Card to make Non-electronic Payment 

At a slightly tangential level, a further use of a local authority multi-application card to facilitate citizen payment for services is to add a simple “identifier” application for use at payment networks outside of the local authority (e.g. PayPoint
, Post Offices).  The physical payment is made “over the counter” and the transaction processed via the network.  

This gives the citizen much wider access to payment outlets at no cost to them and aids local authorities in the collection of payments due - a number of local authorities already issue magnetic swipe/barcode cards for the collection of Council Tax and Housing Benefit in this way.  

Where it does not exist already, such networks are looking to ensure that smart card readers are implemented within their terminals.  However, the operator’s own business plans and local authority interests would be served if a standard application and interface could be agreed at national level.

8.5.3 Impact on the Financial Model

An e-payment (closed e-purse) application has been included for cashless catering in schools, where it is seen as the primary driver for implementation.  The use of electronic payments for other services, including those identified in the model, should be considered at project development phase with emphasis on what is deliverable in the short and longer term and the level of funding that is required at service and scheme level.  Additional information on the benefits of electronic payment systems can be found in Section 7.

8.6 Staff Cards for Access Control – Physical and Logical

The suggestion that local authorities should first consider those services that are within its own control extends to the assimilation of cards issued to its own staff.  Again, the business case for this originates from the rationalisation of all card-issuing services.  Clearly, where this relates to physical access control, an appreciation of the extent and the point in the replacement cycle of any existing system.  

For logical access to networks, smart card technology offers a secure and comparatively inexpensive solution for authenticating internal and external staff.  If this requirement is identified, it provides a natural development opportunity for introducing and testing card authentication in advance of an anticipated roll-out to the wider community via a citizen card.  

8.7 Reward/Loyalty 

In addition to the well-established major high street card based loyalty programmes, a wide variety of localised reward and loyalty schemes exist using plastic cards and paper tokens.   A number of local authorities currently issue cards offering discounts to their own services and, in some cases, to other retail outlets.  These sometimes involve an annual charge for a card, which itself might be discretionary and dependent upon the citizen’s economic circumstances. 

Citizen consultation confirms that a well-constructed programme, offering tangible rewards, is attractive to cardholders.  For smart card schemes, this offers great potential for a common reward programme that:

· Builds interest in the scheme;

· Links services that are available on the card (e.g. offering school children free swims if they build up points though a healthy eating programme);

· Encouraging positive behavioural change (e.g. through rewards for recycling). 

A rewards programme can also provide a focal point for the branding and marketing of the scheme.  This can include “instant rewards” for simply producing the card at a given outlet and the amassing of points for redemption at specific events. 

The Report on Commercial Applications (WP6-01) considers the potential for such a scheme to be provided by a commercial provider as an application on a citizen card.  This is already the case for some schemes the UK (e.g. “WorldCard” in Southampton) and has significant advantages in terms of the recruitment of retail outlets, the provision of card readers and the management of “points” in circulation.  Moreover, the promotion of the rewards programme (e.g. through radio advertising) provides significant awareness-raising for the scheme in general.   

8.7.1 Impact on the Financial Model

The financial model assumes that a loyalty/reward scheme can be provided commercially and, rather than being a cost, has the potential of generating income for the scheme.  As identified by WP6, this might be achieved by charging rental for space on the card, or through a share of the profit from the scheme (or a combination of the two). 

8.8 Commercial Applications

The NSCP Commercial Applications section has undertaken investigation, consultation and practical engagement with commercial companies that: 

· Have a potential interest in putting access to their services on a citizen card (and thus contribute revenue into a central scheme);

· Might provide sponsorship and advertising revenue into a scheme.

Prior to the Commercial Applications Section work, this had not been an area of significant activity and had not been thoroughly explored.  A full appreciation of the study undertaken is available in the sections of the NSCP, but the following summary and extract describes those factors that impact most greatly on the business model.

8.8.1 Policy

The involvement of commercial partners to add benefit to a local authority instigated citizen smart card scheme is achievable.  However, there are legal implications and it is essential that potential commercial relationships are included in a Smart Card Policy that is understood by all.

8.8.2 Technology

If commercial involvement is desired, there are implications on both the type and capacity of card that is required in order to facilitate their services.  Most notably, this is a consideration for transport (contactless using the ITSO specification) and banking (contact in order to use their existing infrastructure) applications.

8.8.3 Matching of Objectives

For a citizen smart card scheme to become an attractive commodity for the commercial sector, card deployment must be at a significant level and include cardholders with a user profile that represents a market opportunity.  

Market research suggests that, typically, citizens do not want to pay to have commercial services on citizen cards, although the possibility of a charge in some circumstances should not be discounted altogether. 

If commercial applications are desired on citizen cards, “cross-border” working/ agreements between schemes will be needed.

Commercial companies require a demonstration of long-term commitment and assurance that the scheme will be developed and maintained.  Fundamental to this is the presentation and marketing of the scheme to reach all potential cardholders.

The synergies of bringing access to both public and commercial services onto a single card are further developed by the concept of “Lifestyle Cards”, not so much in terms of branding different card for different user groups (although this remains a possibility), but in tailoring groups of services to sections of the population according to their lifestyles.  Again, this emphasises the importance of marketing to ensure take-up of services and thus, scheme sustainability.

The mutual benefits of bringing commercial applications to public sector smart cards are further summarised in the table below:

	Public Sector 
	Commercial Sector 

	External income generated to help offset some of the cost of providing and operating the scheme
	A ready-made volume card base segmented by cardholder type

	The provision of more choice for cardholders, thus increasing both the perception and the reality that the card is “useful”
	Access to a population which they may not necessarily have ready access to 

	The synergistic effects of commercial applications on public sector applications by increasing the desirability for uptake and use of cards
	Availability of an existing infrastructure to reduce investment cost

	Synergistic effects of co-branding on applications which promote scheme as a whole
	Availability of central scheme services

	The widening of access points to enhance the “anytime, anywhere” experience
	The widening of access points to enhance the “anytime, anywhere” experience

	The value of a commercial e-payment application to public sector applications
	A further medium for use as a communication channel

	Bringing a certain “comfort factor” for citizens using Local Authority issued cards in that they are already often used to cards issued by the commercial sector in one form or another and vice versa. 
	Trust LA authentication processes (no need to do it themselves)


8.8.4 Costs and Charging Mechanisms

There is a basic assumption that commercial application providers would provide and maintain a smart card acceptance network within their own domain.  However, as suggested above, there are implications (including additional costs) of facilitating commercial applications on a card.  The following table (reproduced from WP6-01) highlights these together with the possible charging mechanisms against which they may be offset.

	Local Authority Costs
	Commercial Application Provider Costs

	Card Size and Capability - increased chip size and capability may be required to accommodate commercial sector applications
	Permission/fee for allowing the application to reside on the card.

	The Registration and Issue function - may require enhancement and extension if a commercial application demands higher/different levels/methods of authentication.
	Chip space fee charge

	The Back Office function - may have to be expanded to accommodate commercial application awareness and support.
	Central card service usage (service point/help desk; authentication; preferences).

	“Fire walling” may be required between applications and liability risk taking for confidentiality of commercial information may be necessary.
	Back office charge (back office database; hot list management).

	Costs associated with contract negotiation and relationship management
	Transaction fee charge. 

	General Promotional Costs for the scheme as a whole.
	Other service provider usage charge (security management; clearing).

	
	Promotional and literature charge.

	
	Card Community membership fee.

	
	Not-on-us terminal and network usage charge


8.8.5 Scheme Maturity

The importance of understanding at what point a scheme becomes an attractive proposition to the commercial sector is a recurrent theme when considering whether and how engagement might be initiated.  While there are a number of factors to consider, possibly the most important driver will be the number of cards that are in active use.  The following table seeks to define this in terms of scheme stages, which are used to reflect both the interest and confidence that potential partners would have in paying to have involvement.   

	Scheme Stage 
	Number of cards in issue

	Start-Up
	0 – 19,999 

	Growth 
	20,000 – 49,999 

	Maturity Stage
	50,000 + 


The implication for potential income from commercial applications and commercial activity (i.e. advertising and sponsorship) is that the level of contribution that can be expected is proportionate with the level of perceived risk of association with an immature scheme.

This does not mean that commercial income streams are not achievable from scheme inception, but does suggest that they will be well below the level that may be achieved in the future.  This is reflected in the financial model. 

8.8.6 Conclusions on Commercial Applications

The following are conclusions of the Commercial Applications section:

· From the local authority perspective commercial applications offer a source of revenue that can (depending on the aspirations and policy of the authority concerned) either offset operational expenditure of running the scheme or be used to general a revenue stream that can be re-invested to grow the scheme.  Commercial applications also provide a mechanism for attracting and maintaining citizen interest in the scheme, encouraging regular use of the card and providing a means by which the local authority can reach areas of its citizen population that it finds difficult to access, as well as fostering development of closer relationships between authorities and their citizens;
· For the commercial sector the major advantage of putting their applications on a local authority smart card is the opportunity for them to reach customers they may not otherwise easily reach, as well as the potential for much more targeted marketing and product/service development.  It is an important consideration for local authorities wishing to engage the commercial sector in this way as to how attractive the scheme can be for commercial business;
· For citizens the advantage of including commercial applications is twofold; firstly the convenience it potentially offers for them in their varying lifestyles and at varying life stages and secondly the advantages and interest it offers in terms of mix of applications to suit their needs, and loyalty and discounting available for frequent use.
The more cautionary note from the Commercial Applications section - that “the development of commercial third party relationships within local authority smart card schemes should not be regarded as an easy route to sustainability” - must also be taken into account.  

However, there are clear areas where revenues can be achieved, even at an early stage of a scheme, and these are included in the financial model (WP2-03). 
8.8.7 Impact on the Financial Model

Drawing on the conclusions of the Commercial Applications sections, the Financial Model (WP2-03) includes options to enter data for:

· Sponsorship;

· Advertising;

· A commercial rewards scheme;

· A transport scheme (based upon the simultaneous implementation of an ITSO compliant concessionary fares scheme).

Example 4 in the Assumptions and Commentary Section shows the impact of what might be achieved if commercial relationships can realised.  However, as indicated by WP6, unless such a level of contribution is guaranteed, care should be taken when estimating how much external income can be generated.   

8.9 Higher/Further Education

A review of a smart card activity in the University environment was undertaken in WP2-01 and concluded that there was a strong case for deploying cards in the sector.  What is now beginning to be explored is the potential for campus smart cards to integrate with citizen cards.  A student is also a citizen and, where campus and locality cards both exist, there is a cost to both issuers.  Furthermore, it is evident from survey work conducted by Newcastle University that students want to have additional functionality on their cards.

If arrangements, primarily on card design and management of the card lifecycle, can be agreed, a sound proposition can be made to allocate electronic card space on a citizen card for use by an HE/FE institution.  A charge to the institution (a logical starting point would be their own cost to issue) would provide a significant income stream for the card scheme.  It also provides the scheme with a population base that:

· Increases the overall number of cards in issue (important for the credibility and sustainability of the scheme);

· Is accepting of the technology;

· Has an age and lifestyle profile that is attractive to the commercial sector.

The involvement of HE/FE institutions has not been included in the financial model, but such relationships should be considered when planning a sustainable citizen card scheme.

8.10 Other Services and Applications

The focus of this work has been on those services where activity and interest has been highest.  However, the benefits of the technology are that it can encompass a range of services and this creates considerable opportunities for innovation at a local level to meet social need, political priorities and to create beneficial partnerships.   

8.10.1 Areas of Increasing Interest

Of the many possible applications identified in WP2-01, areas such as parking, tourism and voting have been highlighted as being of considerable interest to local authorities.  Citizen consultation exercises have also identified a card for parking as being a potential application with significant value.  

To date in England, there has been very limited multi-application card activity in these areas and certainly no common approach.  However, as general card activity increase and local authority requirements are better understood, it is inevitable that “costed” and affordable solutions will become apparent. 

8.10.2 Additional Functionality at Marginal Cost 
The power of having a card in the hands of many citizens has not yet been fully realised.  As more schemes emerge and greater numbers of cards are deployed, it is likely that the requirements for additional functionality will emerge.  This might be within a single service area or at full scheme level, but might also be implemented on existing cards with minimal cost or development (e.g. adding additional membership or entitlement information onto cards).  Where the emerging requirement is for more significant change, this would need to be considered as part of a migration strategy (see Section 9). 

8.10.3 National Level Applications

While there are significant opportunities for delivering “National Applications” or common data sets on a locally issued card, this section of the NSCP takes the view that this will only be achievable when a national framework for pubic sector smart cards is established.  In the meantime there may be opportunities for limited funding to pilot activity.  In the area of electronic government, these might arise from the ongoing work of other National Projects.

9. Future Proofing and Migration

9.1 Background

Initial approaches on “future-proofing” have tended to focus on the smart card itself with emphasis being placed upon the capacity of the card to deliver existing and future requirements.  While this remains part of the consideration, it has been become evident that far more emphasis should be placed upon the scheme itself.

As indicated above, considerable effort is required at the outset in terms of building consensus internally and in establishing the rules of policy and governance for the scheme.  Only when these are in place, will the parameters and the longer-term objectives of the scheme be fully understood.  

The scope for an initial scheme will be influenced both by the speed at which technical solutions can be implemented and, equally importantly, by the requirements for changes in business processes to deliver a multi-application card to service providers and potential cardholders.  They will be less interested in the card type or technology that is being introduced - they will simply want it to work for the purpose for which they are using it.

At a strategic level, another consideration will be the speed at which other elements of electronic government and citizen contact strategies are being introduced (e.g. citizen accounts, CRM, one-stop shops).  Multi-application smart cards have been identified as a “facilitating technology” and, if this is to be the case, a card scheme must be designed in such a way that it can accommodate enhancements or developments within a flexible lifecycle.  Given the range of possibilities for services that might be made available on a multi-application citizen smart card, it is imperative that an initial or “entry-level” scheme is presented in this light. 

9.2 Moving an “Entry-Level” Scheme Forward 

The model presented in WP2-03 sets out the costs and revenues of a scheme over five years.  In practice, it is fully expected that the scheme will evolve before the end of that period.  It is envisaged that some developments can be undertaken while the scheme is in operation (and that, ideally, these will be undertaken and funded by service providers within their back office systems), but that others will be incorporated in an evolving development plan for a second phase of the project.   

This approach gives time for scheme providers to refine their longer-term requirements and take advantage of developments and opportunities that might arise (including those relating to interoperability at a regional or national level).  As such, the timing of this second-phase might be guided by funding opportunities or by compelling business need to introduce a card service (e.g. electronic authentication).  The Standards Section work on a Technology Route-Map (see WP3-10) presents time-lines showing where future developments and implementations might impact upon those who have implemented schemes

These factors notwithstanding, a “Technology Refresh” - the terminology used by the Office of Government Commerce (OGC)
 - should be planned for in year 3 or 4 of any such implementation.  The Financial Model builds in a significant contingency for this and it is envisaged that these funds, or an alternative commitment, would be available to develop the scheme.

Thus, the recommended approach in terms of future-proofing is to make decisions based on the cost effectiveness of the technology best suited to the scheme in the short term, but also to build in a phasing/migration strategy at the planning stage and review at regular periods.  That said, the initial procurement of systems that can easily be adapted and the development of functionality “off the card”, as advocated by the Standards section, should under-pin all investment decisions.  A consideration on the choice of physical smart cards is included at 10.2.1 below.  

10. Review of the Financial Model

10.1 Rationale
The starting point for the Financial Model (WP2-03) was to set out, as far as possible, what is achievable for an “entry-level” scheme that can be implemented in a relatively short time frame.  This approach has been guided by feedback from the National Smart Card Project Reference Group, peer review and more widely through dissemination activities.  As such, it is intended to meet the requirement for a “practical” and “usable” tool for those involved in the planning of local authority multi-application smart card schemes.

The rationale and assumptions under-pinning the model have evolved throughout this work and are included in different sections of this document.   It is designed to give an indicative view on how a scheme, incorporating a range of applications from the start, might be sustained over a period of five years.   Building on the work of the NSCP, it includes the minimum of number of applications (type and mix) to achieve the critical mass of cardholders likely to attract the types of external revenue identified.

It is presented as a spreadsheet and with an associated “Assumptions and Commentary” document and encourages users to input figures appropriate to their own requirements and estimates.  By encouraging active involvement, the spreadsheet model approach will also help users gain a better understanding of how a scheme might be constructed.

While other approaches might have been adopted, they inevitably would move the model into a more complex and less usable design.  By limiting the range of applications and the  “variables” elements, it is intended to show both what can genuinely be achieved and the effects that different factors make on the overall sustainability of a scheme.  

The fact that it is targeted at “entry level” schemes means that there are limitations on how far it can be used for larger scheme proposals.  However, given that there are currently no local authority multi-application schemes of the size or functionality proposed, it can be used to establish the first phase of a more ambitious proposal (e.g. at a regional level).

As stated above, it does not include estimates of savings beyond those that can clearly be identified by consolidating and rationalising existing provisions.  Indeed, these budgets are “consumed” within the model so that they are regenerated as funding for the multi-application card scheme.  This ensures that, as far as possible, the model only uses actual figures and thus generates a realistic expectation of the resources required to sustain a scheme.  It also means that any other predicted savings or valuations of “hard” or “soft” benefits, can be offset against the outturn figures and added to any business case or costed scheme proposal.  

It is a straightforward model based on known costs and predicted cash flows.  It does not make assumptions concerning capital and revenue funding, as approaches will differ between local authorities (e.g. some will wish to treat card costs as capital and others as revenue).  Neither does it make any assumptions about the value of money over time or the effects of depreciation (although, the latter could be linked to the contingency identified for “technology refresh”).  Again, this is because conventions of how resources are treated can vary from one authority to another, so any generic assumptions may be distorting.  It is assumed that users taking data from the model will take these factors into account when developing their own financial case.

10.2 Other Considerations when using the Financial Model  

10.2.1 Card Deployment Strategy

Card Choice

It is worth noting that it may be possible to deliver all of the services identified in the Financial Model on a relatively inexpensive contact less smart card (the possible exception is the commercial loyalty/reward application, which is likely to use contact readers because they are less expensive that the contact less equivalent).  

Unless, there is a compelling reason for introducing another application that uses a contact interface, local authorities considering an “entry-level” scheme may be able to limit cost by using only contact less cards in the initial phase of their scheme.  Consideration of a higher capacity card (possibly dual interface) would then need to be factored into the migration strategy for a future phase.  Within such a deployment/migration strategy, consideration should be given to ensuring that systems can interact with legacy and “new” cards.  This will mean that the replacement of all cards in circulation will not be required.  Indeed, it might be that some cardholder can be charged for “upgrading” their cards, where additional functionality has a conspicuous benefit.

Card Rollout

The “Variables” worksheet allows users to input the level of cards that they expect to deploy over the five-year period defined by the model.  As the model assumes that all services will be smart card enabled from the outset, there will be a natural requirement from service areas to issue cards according to their existing cycle, or to issue to particular cohorts immediately where the service is reliant on all users having the new smart card (e.g. schools).

In terms of marketing and raising awareness, there are advantages on a “big bang” approach, where it might be preferable to issue a high volume of cards from the outset.  This will also have the benefit of achieving the critical mass of cardholder (generally thought to be around 50,000), which might achieve higher levels of income from commercial involvement (e.g. sponsorship and advertising) from the outset.  It will also add to the credibility of the scheme if it is looking to increase involvement in a future phase.

10.2.2 Alternative Charging Mechanisms 

As stated above, the Financial Model assumes that budgets will be released from legacy schemes in order to fund a centrally operated multi-application smart card.  This might not suit highly devolved structures where alternative charging mechanisms, such as those identified for commercial partners at 8.8.4, might be more appropriate (e.g. an annual fee for each cardholder that uses the service).   

There is also value in exploring both the ability and willingness of service providers to pay for the central scheme to manage core and associated membership/entitlement services (e.g. processing payment for services on the card, sending out marketing and promotional material to all cardholders). 

11. Appendix 1 – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































� Additional information can be found at http://www.authentication.org.uk


� Office of the e-Envoy “Smart Cards: Enabling e-Government, Draft Policy Framework” 31 July 2003 © Crown Copyright


� Re: ODPM Consultation Document “Defining e-government Priority Services and Transformation outcomes in 2005 for local authorities in England”


� � HYPERLINK "http://www.aberdeencity.gov.uk/acc/Services/AccordCard/default.asp" ��http://www.aberdeencity.gov.uk/acc/Services/AccordCard/default.asp�.  NSCP WP is grateful for time and information provided by Rhona Atkinson, Accord Scheme General Manager


�   http://www.itso.org.uk


� http://www.scnf.org.uk/


� This source of this information is research undertaken for the Scottish Citizen’s Account Smart Card Consortium. 


� Hypothesis test confirmed a willingness to pay a positive money sum at a 5% level of significance.


� Hypothesis test confirmed a willingness to pay a positive money sum at a 5% level of significance.


� Ref the date and Andre Jaques ….


� NSCP WP2 is grateful WP is grateful for the time and iinformation on payment networks provided by Graham Bloyes of Paypoint 





� http://www.ogc.gov.uk/





