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1 Abstract

This overview report is mainly based upon a piece of work commissioned from Consult Hyperion to map out and draw inferences from technical, political, social, standards and business drivers and inhibitors over the medium to long term and to provide guidance to Local Authorities making investment decisions in an uncertain world.

The underlying Consult Hyperion report has been exposed to extensive critical review, has stimulated considerable discussion, and was taken as input to this overview.  It is being published by the project as a detailed technical paper.

Both documents outline drivers, barriers, trends and make predictions.  This work represents a snapshot of current thinking that needs to be maintained over time if it is to continue to have value.   The underlying report also contains introductory material that will be of great interest to newcomers to smart cards. 

This overview concentrates on the general guidance and over thirty recommendations arising from this work.  It is true to say that there are no “right” answers to a number of issues that this work has raised but where there have been comments and observations, this paper sets out to raise the issues that need to be considered and to offer general guidance.   
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2 Background

This report is mainly based upon a piece of work commissioned from Consult Hyperion
 to map out and draw inferences from technical, political, social, standards and business drivers and inhibitors over the medium to long term and to provide guidance to Local Authorities making investment decisions in an uncertain world.

The need for this work became apparent through the Starter Pack “Strawman” consultations where the need to take a longer-term view was expounded and agreed. 

The underlying Consult Hyperion report has been exposed to critical review through The Local Authority Smartcard Standards e-Organisation (LASSeO) and to wider review at an open meeting in Limehouse, London.  It has stimulated considerable discussion and has been published by the project as a detailed technical paper.  Although it is about looking forward, it remains a snapshot of current thinking.  Indeed, one key message is that this piece of work needs to be reviewed and sustained over time if it is to continue to have value.   It also provides annexes of background information that will age less quickly. This has been done so as not to interrupt the flow of the findings and Local Authorities (LAs) unfamiliar with smart card technology and route maps might wish to refer to the annexes as a starting point.  The paper provides the detailed arguments required to support this snapshot and the framework to take this work forward.  

By its very nature, this overview will concentrate upon the general guidance and recommendations arising from this work.  It is true to say that there are no “right” answers to a number of issues that this work has raised but where there have been comments and observations, this paper sets out to raise the issues that need to be considered and to offer general guidance.   

2.1 Benefits from the Route mapping process

The National Smart Card Project (NSCP) wished to develop a common body of understanding and direction for LAs to share and the expected benefits flowing from the process include:

· Enhanced collaboration between the public sector and the smart card industry

· Knowledge sharing and identification of current gaps in knowledge

· Reduced risk of investment in technology

· Better use of scarce resources

· A more sophisticated understanding of the technologies

· Wider communication of the NSCP strategy for LAs

· Increased awareness of experiences that might transfer from other sectors such as banking and telecoms 

The Route map shows the timing and impact of internal and external factors in a way that can be used in decision-making processes by public-sector bodies as they migrate from legacy systems to smart card systems.

In addition the study will support the following NSCP aims of:

· Producing a standards framework that supports recognised standards;

· Identifying links with Government departments;

· Providing information and advice to interested parties about the work of the project.

2.2 Scope

The focus is mainly on smart cards for Local Authorities, but with an eye on public-sector cards in general and smart card activities across the globe.

The technologies and standards considered relate to smart cards and some important supporting technologies such as Public Key Infrastructure (PKI).

2.3 Drivers

The following drivers for smart card usage within local government have been identified with LASSeO and are explored in more detail below:

· e-Government objectives

· The e-GIF, the Local Authority Standards Body & LASSeO 

· European initiatives 

· Efficiency

· Social inclusion

· Facilitating legal compliance

2.3.1
e-Government objectives

In April 2002, the Government published a consultation paper on e-Government entitled “Towards a National Strategy for Local e-Government”. The strategy document identified a series of ‘building blocks”, one of which is channels of information delivery. Smart cards are an enabling technology in this respect.

Thus smart cards form a key part of the drive towards electronic service delivery, both nationally and locally.

To meet the goal of complete electronic service delivery, a means is needed to remotely identify an individual, and the smart card is currently seen as the most appropriate enabler.

The Office of the e-Envoy published a draft policy framework for smart cards to enable e-government in July 2003 and has organised periodic meetings to develop this policy.

2.3.2
The e-GIF, the Local Authority Standards Body & LASSeO

The e-Government Interoperability Framework (e-GIF), developed and managed through the Office of the e-Envoy, mandates technical standards for government ICT projects.  It was proposed in July 2003 to include smart card standards in e-GIF and since then, LASSeO has been a significant contributor on behalf of local government.  There are plans to consider the extension of these standards to include elements of guidance and LASSeO is a key partner in these discussions.
LASSeO has been the channel for standards development for local authorities through the National project. 

In the UK, the Office of the e-Envoy is developing an ‘e-GIF Repository’, which will compile technical standards and specifications for public sector information systems, as well as "other standards documentation". The Local e-Government Standards Body has also developed an online repository of e-Government standards material applicable to local government.

Clearly these initiatives and organisations will need to work together to maximise the advantage to be gained from their various activities.

2.3.3
European initiatives

A pan-European online information repository of e-Government standards and specifications is being set up set to join the two similar UK projects.  This initiative comes from the European Commission, which announced in February 2004 its plans to embark on an "Information Society Standards and Technical Specifications" website. Like the UK Government projects, the Commission intends to provide a single access point for the various technical standards and schemes, both existing and in development, which underpin e-Government implementation.

In another parallel, it is hoped that the repository will promote dialogue between the different parties working in the related standardisation activities, encourage information sharing and help to identify where gaps need to be filled. 

2.3.4
Efficiency

A prime focus of many LAs is providing a more efficient service to residents and business through the application of a customer-centric approach to data management.

By re-organising data and services away from disparate systems and towards a customer-based model (e.g. through the introduction of single citizen and business accounts) LAs expect to provide a more efficient and coherent service to their constituents.

This approach is a key driver for smart card technology, as the physical smart card provides a single means of identifying a customer at point of contact with the LA, naturally leading services towards a customer-centred operational model, based upon smart card interaction.

2.3.5
Social inclusion

Smart cards can play a significant role in helping to reduce social exclusion. They can act as a facilitating technology and they can help expand and deliver services to the public.

For example, smart cards can remove stigma at the point of sale for concessionary users and can enable easier access to benefits for the more vulnerable members of the community.  Smart card based technology can also be used to engage those social groups that have taken little interest in government services, e.g. using “Youth” cards to engage with teenagers.

2.3.6
Facilitating legal compliance

Another driver to the uptake of smart card technology is that smart cards can help LAs to meet otherwise problematic legal obligations.

For instance, a smart card that enabled citizens or businesses to securely identify themselves to a Local Authority could be used to facilitate access to data held by the LA relating to them in accordance with the Freedom of Information Act, with little additional expense placed on the LA in order to comply.

Also, the security offered by smart card based transactions helps to ensure that information about individuals and business can be handled in compliance with the Data Protection Act.  Smart cards do not in themselves provide compliance, but they do provide a security building block that enables compliance in remote situations where it would not previously have been possible.

2.4 
Constraints

The following constraints need to be taken into account when considering the use of smart cards for local government:

· Social Inclusion

· Legislation

· Timescales

· Citizen acceptance

2.4.1
Social inclusion

As well as being a potential smart card driver, social inclusion is also an area that throws up some constraints on the uptake of smart card technology, particularly with regards to making their use accessible to all.  Issues concerning Accessibility and Inclusion are covered elsewhere in the project
. 

2.4.2
Legislation
There is no specific legislation with regards to the use of smart cards in the UK, but there are a number of acts where compliance may act as a constraining factor on smart card implementations.  These are set out in detailed guidance elsewhere in the project but for example include disability discrimination, Human rights and information law
.

2.4.3
Timescale

Another major constraint is the timely availability of the building blocks required to enable LAs to effectively deploy smart card systems.  For example, standards and specifications are continually evolving and are being influenced by initiatives such as National ID cards, Machine Readable Travel Documents (MRTD) and the rapid engagement of the USA in the use of smart cards in a security setting.  These initiatives will have a profound effect on the volumes and types of cards being manufactured and will influence downstream purchasing and the development of international standards. 

2.4.4
Citizen acceptance

If the uptake of public sector cards is to be widespread, cardholders must be confident that their privacy will not be infringed through scheme failure or misuse of data.  Using their card must make their lives easier, must support their lifestyle preferences and be easy and consistent.

Thus systems must be designed that are fit for purpose to generate trust.  They must also use appropriate technology and appropriate security under appropriate management rules to encourage use.

Application Pull

2.4 Card application classes

Combining core smart card capabilities in creative ways allows smart cards to be used for a range of different applications. Examples relevant to the public sector are:

· Physical access 

· Logical access 

· Credentials (e.g. proof of age)

· Low-value payments

· Loyalty

· Transit ticketing

· Non-repudiation 

These card application classes can be applied in many different environments to provide LA business applications and the application classes used in the report are described below. 

	Description
	Explanation of the application

	Drivers
	The main reasons for advancing the application

	Barriers
	The main reasons for the application not advancing

	Likely implementation on the cards
	The way in which the application is likely to be implemented 

	Standards
	Milestones expected which are relevant to the routemap


3.1.1
Physical access 

	Description
	Buildings access for ‘members’, e.g. students to education establishments, staff to offices, and members to leisure clubs.

	Drivers
	Facilitating physical access security, reduced administration, and a simpler access method for staff.

	Barriers
	Lack of application standards.

	Likely implementation on the card
	Desire for speedy access means that physical access applications are usually implemented over the contactless interface.

	Standards
	There are only industry de facto standards for this application, relating to non-standardised contactless cards. The Security Industry Association (SIA) has published the industry specification, SIA AC-01 (1996.10): Access Control: Wiegand Card Reader Interface Standard. This covers electrical specifications for the transfer of data between Wiegand card readers and security, access control, and other related control panels. The specification also defines power requirements and limits, as well as electrical control of devices contained in the reader.


3.1.2 Logical access 

	Description
	This is the capability that can be used to secure access to e-government services or access to any network and systems.

	Drivers
	Security, reduced administration for user names and passwords, reliable audit of transactions, and easier, more secure, personalised access for service users.

	Barriers
	If PKI is used, card cost can be an issue since PKI requires a more powerful smart card chip with a cryptography co-processor. Lack of reader infrastructure can be a problem since PCs require smart card readers.

	Likely implementation on the card
	This application can be implemented using symmetric cryptography and therefore without PKI. However, if a trust hierarchy is desired, then PKI is required.

Any existing reader infrastructure tends to be contact based with a number of existing card readers able to interact easily with Windows PCs via the generic PC/SC interface.

PKI required a card capable of supporting asymmetric cryptography.

	Standards
	If PKI is chosen for implementation, the relevant standards apply including:

PKCS #11 and #15 in particular

IPSec

Encrypting File System (EFS)


3.1.3 Credentials

	Description
	Credentials applications store attributes about cardholders or their entitlements on the smart card. These could be as diverse as:

· is a full-time student

· has the right to vote in an election

· has a valid concessionary travel ticket

· has a preferred channel (e.g. Internet; mobile; interactive digital television (idTV) and language for interaction with the LA.

Access facilitation applications might be implemented using credentials or they might be implemented based purely on authentication.

	Drivers
	The need to provide services with an assurance that the requestor is entitled to them whilst at the same time enabling a level of privacy to be maintained.

Reducing the need for repeated customer sign-on and completion of complex forms.

Enabling online delivery of transactional services.

	Barriers
	Mechanisms required to change credentials over time (e.g. “is in full-time education”; “has the right to vote”).

	Likely implementation on the card
	Credentials are often implemented using PKI, however, they can be implemented without PKI, e.g. a season ticket held on an ITSO application can be viewed as a credential.  Similarly, physical access rights such as “is a full-time student” could be held as a serial number transmitted over the contactless interface to a door card reader.

	Standards
	Where PKI is used, then the X.509 v3 certificate extension standard for credentials applies.


3.1.4
Low Value Payments (LVP)

	Description
	Low-value payments are commonly understood to be up to the value that the cardholder might be happy to hold on the card (and possibly lose if the card is lost). This might be anywhere between £10 to around £200, depending upon the customer, the circumstances and the scheme. 

Being able to make low-value payments without needing to tender cash can be convenient to cardholders, reduce the stigma associated with receiving benefits and also speed up throughput of customers. Examples relevant to the public sector include paying for: 

· Staff/school canteen meals

· Library photocopies, printing, Internet access and fines; renting CDs, videos, DVDs, etc

· Leisure centre sessions and equipment hire

· Parking

The general (local and interoperable) requirements for an LVP scheme are discussed in detail elsewhere
 with the study coming to the conclusion that further specialist work should be carried out to investigate the possible implementation of a pre-authorised payment product deployed over the financial sector’s EMV infrastructure.  However, for completeness, the key messages from the routemap exercise are set out here. 

The general lack of LVP progress in the banking sector has been a particular frustration to LAs and is not really technology-related.  It is partly caused by the considerable hidden subsidy to cash, which makes it difficult for e–purses and other novel payment instruments to compete. Innovative use of LVP on the LA card might provide incentives to consumers to lure them away from cash by giving additional points for the use of the card.

For many reasons it seems that the Low Value payments as a cash-replacement in a local government setting, will be pre-paid.  That is, it will be electronic money as defined by the Financial Services Authority (FSA).

This should be a strong pull on the roadmap.  Therefore, the roadmap should include necessary steps to investigate negotiating an LA/Finance sector agreement along and the existence of a load network and appropriate load partners.

	Drivers
	The use of a low-value payment system to support both general and LA-specific requirements represents a significant application pull because, as E-Purse Position Paper
 makes very clear, there are simply so many application areas that could benefit from an appropriate system: everything from school meals to vending machines and from car parking to online payments.

We can summarise a few key business drivers for an LVP:

· Reduced cost of clearing and settlement. 

· Reduced cost of fraud. 

· Reduced exposure, risk and cost associated with payment instruments. 

· Added convenience and comfort. 

· Providing appropriate consistent consumer protection.  

· Reduced cash handling costs

We have used two broad cash replacement application pulls:

· Changing to electronic payments means reducing transaction costs for many different kinds of businesses.

· Many businesses would spring up and generate trade where none exists now, especially on top of the near–zero distribution costs of the Net.

Retail payments are entering a time of significant transition and the opportunity for new cash replacement schemes is high.

LAs around the country have already been involved in local (or community) currency schemes, Local Exchange Trading Systems (LETS), time banks and other interesting approaches.  If schemes such as these are implemented using cards, they too can bring genuine social benefits.

There is a need for a general purpose closed e-payment capability to improve efficiency, convenience and costs for LAs themselves and there are obvious advantages to operating such schemes on the general LVP platform.

	Barriers
	Electronic money has had a very specific meaning in the UK and the FSA has supervisory powers over e–money issuers.

The rules are set out in Module ELM of the FSA Handbook, but in essence anyone who wants to issue electronic money is allowed to, provided that they meet the capital requirements of a million euros or 2% of the e–money outstanding.  There are a few other constraints but industry observers think that potential issuers will be reasonably satisfied with the regime.

The current regulations are scheduled for review in 2005 and this should be marked on the roadmap even though we suspect that no radical changes will be made.  The NSCP considers that an agreement between LAs and the Finance sector may provide an elegant and highly effective high-volume, LVP solution.  However, Consult Hyperion strongly believes that real barriers are likely to exist because:  

· Payment schemes and banks are extremely unlikely to amend scheme rules for LAs, 

· Banks have no strategy for co-hosting LA applications nor issuing bank applications on non-bank cards, 

· Banks have no history of successful co-operation with LAs and

· Banks have no real interest in the NSCP other than as a revenue stream and as a customer base for them to access.

Furthermore, banks have historically been uncomfortable with combining payment and third-party (eg, government) identity functions.

These difficulties have been recognised by the NSCP and an engagement strategy is being developed to address them.  There should clearly be a path on the route map that represents this activity.

	Likely implementation on the card
	This is an area open for debate.  The contact-based payments industry is mature, particularly credit and debit applications (EMV).  However e-purse applications where the value is held directly on the card have had little success.

Major financial institutions in other countries are preparing to launch contactless payment solutions specifically targeted at LVP, but in the UK rapid progress is less likely because of the focus on EMV.  However, it reasonable to predict that the introduction of contactless LVP schemes will provide a significant technology push in the coming years and that contactless cards will accelerate towards the mainstream of retail electronic payments as needs and thus demand develops.  

This is an interesting development because it originated outside of the banking sector and experience overseas suggests that it is merchants and consumers alike who are pulling the new technology into the marketplace.  Consumers like the ease of use and merchants like the speed. 

It would appear to be a reasonable assumption that a contactless version of EMV may be specified in the medium term for later deployment and therefore this should appear on the technology push downstream.

It is suggested that transport, telecommunications and retail solutions could provide  a viable alternative to bank solutions, provided that LAs are prepared to compromise on their requirements, especially in terms of social inclusion.

	Standards
	Banks are currently focused on EMV deployment and it is certainly true that pre-authorised EMV debit could provide a moderately low-cost LVP solution.  The current focus on the introduction of contact based smart cards is likely to delay any widespread introduction of contactless schemes but this is not a significant issue at the present time.

There are three areas where the transition to EMV provides push to the LA roadmap.  These are

· The use of chip and PIN in LA "retail" operations

· The use of chip and PIN for non-payment authentication using the APACS-driven dynamic cardholder verification value specification (generally known as "token authentication").

· A future transition to contactless chip and PIN.

The major players are all developing contactless payment solutions and are currently undertaking technology trials. These initiatives, however, are as yet proprietary to each scheme and therefore not yet interoperable. 

EMVco, the organisation responsible for the EMV electronic payment application specification, is developing an amendment to enable interoperable payments over a contactless interface, although this is running substantially behind their announced schedule.

Major rollouts of contactless payment cards are likely to occur in the UK sometime after 2005.

The Common Electronic Purse Specifications (CEPS) appears to be moribund.  

· There has been no recent activity  

· No UK banks appear to have any plans to install CEPS processing or issue CEPS cards.  

· CEPS is not on any other roadmap




3.1.5 Loyalty Schemes

	Description
	Loyalty schemes can be used to influence cardholder behaviour. In the public sector examples might include:

· Awarding points for school attendance or healthy eating that can be redeemed for approved purposes only

· Linking to a private-sector loyalty scheme in order to reduce overall citizen card scheme costs

· Encouraging positive behaviour by awarding points for accessing Leisure centre facilities, reporting abandoned cars, potholes, and broken street lights, in support of neighbourhood watch activity, etc

They can also be used to generate loyalty to local businesses with redemption targeted at local car park concessions.

	Drivers
	Loyalty schemes help to facilitate economic re-generation and social engagement through targeted incentives to businesses and citizens.

They provide some of the benefits of e-payments without incurring the same legislative overheads.

	Barriers
	Cost of card and reader infrastructure.  The majority of loyalty schemes in the UK have opted for cheaper magnetic stripe or barcode based loyalty schemes, Boots being the notable exception.

	Likely implementation on the card
	In terms of implementation on smart cards, loyalty schemes are technically very similar to e-purses, but do not require the same level of security. 

	Standards
	There are no application standards for loyalty on smart cards. There are many competing proprietary schemes such as Welcome Realtime and Worldcard.


3.1.6 Transport

	Description
	Possible transport usages that LAs might consider include:

· Multi modal ticketing

· Taxis

· School bus

· Corporate staff travel (on staff card)

· Park and ride

· Tourist tickets

· Taxi driver licensing and checking

· Concessionary fares

· Car park discounts in stations and bus terminals

· Disabled person transport entitlement, credits

· Travel booking

	Drivers
	The drivers for transport include:

· High throughput to reduce delays caused by collecting fares or buying tickets

· Ease of use for customers

· Interoperation across regional boundaries

· Better data collection for concessionary travel

	Barriers
	General barriers apply to the transport arena of lack of smart card reader infrastructure and interoperable standards. The Integrated Transport Smart card Organisation (ITSO) specification has now been published and, although a number of legacy transport schemes are not compliant, the Department for Transport is sponsoring an ITSO convergence programme. This will undoubtedly improve the customer experience, but it is likely to be some time before we see genuine interoperability across the country for transport schemes. 

	Likely implementation on the card
	Both tolling and ticketing are suited to contactless technology but tolling is currently implemented using longer-range transponders to communicate with gantries.

	Standards
	ITSO has developed a specification for an interoperable smart card scheme. This organisation is recognised worldwide as being at the forefront of such initiatives. Another standard used in some European cities, CALYPSO, is likely to be accommodated within the ITSO specification in the near future.

There are also currently a number of initiatives being undertaken in Europe, the most notable of which are:

The EN 1545 standard, ‘Identification Card Systems – Surface Transport Applications’ provides the definition of interoperable data elements for machine-readable card data in surface transport applications. This standard originally published in 1998 (ENV 1545) by the European Committee for Standardization (CEN) is currently in the process of major revision.

The IOPTA standard, ‘Smart Card Application’ defines the data set construction using EN1545 data elements, the security and access environment, and the necessary underlying physical environment for interoperability between surface transport machine-readable cards. This includes the interfaces with other standards concerning machine-readable or smart cards such that an IOPTA application may share a physical smart card environment with other standardised applications to create a multi-application smart card.




3.1.7 Non-repudiation

	Description
	Non-repudiation is an important application that smart cards can provide to facilitate electronic service delivery such as e-government services. It is needed where a digital signature is used to replace a written signature to provide a level of assurance that the cardholder provided the digital signature, and intended to do so.

	Drivers
	A secure means to enable remote transactional services is vital in order to deliver e-government and smart cards are the only way to provide that assurance.

Digital Signature legislation provides the legal framework for parties to transact electronically.

	Barriers
	In order for such services to be open to all citizens and businesses, a significant card issuance and management programme needs to be established. For non-repudiation, it is necessary to have rigorous enrolment processes.  These have been identified elsewhere in the National Smartcard project and appropriate processes are being developed for each Citizen to LA interaction.   Similar activity is underway for businesses and for central government. 

The required processes and arrangements are complex and require that no copies of the citizen’s non-repudiation cryptographic key exist that can be used by someone else.  Additionally a trust agency is necessary to take liability should the scheme break down.

	Likely implementation on the card
	PKI key-pair generation on the card is required in order that there is no other copy. This needs a strong cardholder verification method to prevent someone else using an individual’s private key. Biometrics are likely to replace PIN for this.

	Standards
	All the PKI and digital signature standards apply here.


3 Technology push

3.1 Technology fields

The relevant technologies within these fields are listed and examined below as follows:

· Communication and networking

· Systems and software

· Card acceptance devices

· Security technologies

· Memory technologies

For the unfamiliar reader, each technology field is introduced in the Annex to the Consult Hyperion Report and here each technology identified as significant to LAs is analysed in the following way:

	Technology 
	Name of the technology within the technology field

	Description
	Explanation of what the technology is

	Status
	Description of the state-of-the-art implementations

	Drivers
	The main influences on the technology advancing

	Barriers
	The main influences on the technology not advancing

	Trends
	The directions in which the technology seems to be evolving 

	Expectations
	Milestones expected which are relevant to the routemap


4.2 Analysing the technologies

Much of the discussion below relates to hybrid cards (that have dual interfaces and two independent chips) and dual interface (Combi) cards that have a single chip and two interfaces.  It is potentially confusing.

· The hybrid card contains two independent devices, typically one contact chip, and one contactless chip. These two devices are totally isolated from each other with no ability to internally communicate.

· The Combi card (often referred to simply as a dual interface card) has a single chip that contains the circuits to communicate over more than one interface, typically a contact and contactless interface. These devices have the potential to internally share information received over either interface.

4.2.1
Contact interface

	Description
	ISO 7816 is the standard covering many aspects of traditional contact interface smart cards. It is the foundation upon which smart card applications such as GSM SIM and EMV have been built. 

	Status
	ISO 7816 standard has 15 parts in various stages of development. There is current work on this standard to introduce new parts and update some of the older parts and its status is detailed in WP3-03 Applicable Standards.
Over the past few years, minor disagreements between GSM, EMV and ISO 7816 have emerged and been addressed, leading to greater maturity and stability. 

	Drivers
	Smart card devices are becoming more powerful all the time. They are now being used for computationally intensive tasks such as cryptographic key generation and contact cards are traditionally used for more secure transactions or those requiring greater data transfer.

	Barriers
	The basis of ISO 7816 (parts 1-4) has been stable for some time.   Its protocols and speeds of communication have not kept pace with computing systems outside of smart cards. It is currently under review.

	Trends
	Multiple channels will be used more, allowing more than one applet to be selected at once. As multi-application Operating Systems develop multi-tasking, it is expected that the contact interface will be required to allow communication with multiple card applications at the same time.

	Expectations
	The vision for the future is that a “trusted personal device” (e.g. mobile phone or PDA) should be able to virtually connect to an arbitrary Web page for getting up-dated information, as well as authenticating a transaction via a high-speed and secure direct link to a server. LAs should consider the use of trusted personal devices and such issues as PIN entry (e.g. on a set-top box).




4.2.2
Contactless interface

	Description
	Type A and B are two communications methods defined by the ISO/IEC 14443 standard. Differences include the modulation of the magnetic field used for coupling, the coding format and the anti-collision method (i.e. how the cards and readers respond when more than one card responds to a reader’s request for data). Originally, Type A and B were aimed at different applications but now they have become “rivals”, as memory and cryptographic microprocessor cards are available for both types.

	Status
	Type A is currently the most mature technology, offering fewer interoperability issues than Type B.  Type B however is maturing rapidly, with most manufacturers supporting its development alongside Type A.  No clear technical or business advantages have been identified that can conclusively support the recommendation of either type. Manufacturers are now producing readers capable of supporting both Type A and Type B cards, as required by the standard. Most cards available however only support one of the two types.

Many current hybrid cards use the MIFARE Classic proprietary contactless interface which is sometimes mistakenly viewed as synonymous with the Type A standard. While MIFARE is often viewed as an extension to or subset of ISO/IEC 14443 Type A, it is owned and licensed by Philips Semiconductors. 

The most important thing to note is that the application layer protocol, T=CL is common to both Type A and Type B. The security of data transferred over the interface is also handled at the application layer, so again is independent of which type is selected. This means that applications can be developed for ISO/IEC 14443 without needing to know which Type will ultimately be used. This helps avoid supplier lock-in. 

	Drivers
	The implementations of International Civil Aviation Organisation (ICAO) MRTD standards have chosen ISO 14443 and will drive contactless smart card costs down and improve the prospects of interoperability.   
Memory sizes will also increase.

The current roll out of proprietary contactless payment cards in the USA that are using ISO 14443 will enhance this effect.

The benefits of a contactless interface are as follows:

· Ease of Use. The card can operate from inside a purse or wallet, allowing customers to walk through the payment point without stopping to remove the card and orient it to be read by the card reader.

· Low transaction time. The interfaces to contactless smart cards are many times faster than to contact cards. 

· Flexible form factor. As it operates remotely from the reader, the physical size and shape of the contactless device is unimportant. Contactless devices can be built into consumer goods like pagers or key fobs. 

	Barriers
	Currently, the main barrier is the lack of maturity of ISO 14443 for open interoperable systems. There are various issues that prevent devices from different suppliers interoperating and these are being addressed.
Until recently, it was not possible to get enough power to perform public key cryptography calculations. New low-power smart card devices mean the perceived security issues associated with the contactless interface no longer apply.

	Trends
	There is a trend to using hybrid and dual interface cards. The former is a cost effective way of housing independent applications, one needing a contact interface and the other requiring a contactless interface, on the same piece of plastic.   The latter allows card applications to use both interfaces and to share data and processes. 

More current live contactless schemes are using proprietary solutions than are using ISO/IEC 14443.  However, the trend is to implement compliant systems and the MIFARE Classic is expected to lose popularity over the next few years, partly because of its security vulnerability. 
The current trend in the semiconductor industry is for manufacturers to support both Type A and Type B as the additional cost of providing such support is minimal.  Most device providers either already support both types or have plans to do so.

	Expectations
	Consult Hyperion expect the most significant changes in the next five years to be the introduction of contactless application standards, rather than changes to the interface.

Higher speeds are expected to be published in the ISO standard in 2006 and this will make post-issuance applet downloads easier and faster.


4.2.3 Multi-application operating systems (MAOS)

	Description
	Multi-Application Smart Cards (MASCs) with open virtual machines provide greater interoperability and, in theory, allow any card applications to be loaded to the card. The two main contenders at present are Global Platform Java Card (GPJC) and MULTOS.

	Status
	Each system has its proponents and each should be considered.  There is no doubt that many more Java Cards are being issued than MULTOS cards, particularly within the local government space.  However, several national ID card projects have selected MULTOS for their rollouts possibly based upon its greater maturity and emphasis on security.  

	Drivers
	MASCs are fundamental to many Local Authority plans to provide multi-function citizen cards.  
Global Platform specifications are stabilising, and with the roll out of large numbers of Java Cards, we are seeing increasing interest in dynamic and remote application management systems, allowing the full potential of MASCs to be exploited.  

In the mobile phone space, SIM Toolkit has offered the possibility of multiple applications residing on the SIM card. However, there are few examples of this being done and loading and deleting over the air has so far not succeeded. This might change with widespread rollout of 3G.

	Barriers
	The Consult Hyperion report sees a lack of agreed applications as the major barrier to the adoption of MASCs, because they need application standards and specifications.

The barrier from a local authority view is simpler – it is a matter of short-term cost.   There has long been a lack of low-cost entry cards with simple migration path to high-end cards at a later stage and this is now being addressed. 

There has been a recent trend of putting applets into ROM to save on the more expensive EEPROM memory. This is an expensive and high-risk process (bugs are difficult to fix) and larger memories and falling costs means that the need to store applications in ROM is reducing.

The speed of execution of applets via a virtual machine  interpreter is not always fast enough for certain applications such as transport.  These may not be able to execute via the VM for speed-critical functions for the next few years.

The variety of smart card hardware hinders the porting of Smart Card Operating Systems (OSs). As the OSs become more complex the porting task becomes harder.

Post-issuance loading and deleting applications on a smart card is not straightforward but is essential for the way that local authorities need citizen cards to operate.  The technology has been demonstrated in the National Project at Southampton and the complexities of the management arrangements required have been explored in the rules and policies paper
.  However, there are few, if any, large-scale examples of this being operated to date. 

	Trends
	It is still difficult to be certain of the future of MASCs and this will need to be reviewed in the future although it seems unlikely that local authorities will change from their present preference for Java Cards.  

Future operating systems will have to support new upcoming hardware features. 

Many new communication and network protocols will need to be integrated. 

	Expectations
	Complete multi-application capability will be of importance. This will mean integrating the concurrent execution of applications on the card.


4.2.4 Development tools

	Description
	Developing applications for an embedded environment such as a smart card creates special demands and it is highly beneficial to be able to develop in a simulator environment before finally testing on the chip. 

	Status
	Compared to the PC market, the development tools for smart cards are very immature.   
There are few good tools for either MASC although views on the significance of this vary.   This could cause difficulty in writing transportable applets; however, the situation is expected to improve.

	Drivers
	Smart card systems must be dependable and trustworthy, and high levels of certification should demonstrate this. In contradiction, the development costs for new products have to be affordable and a short time to market is required for new products and applications. To meet both requirements, sophisticated development tools are needed.

	Barriers
	Developing smart card applets should not be undertaken without specialist skills and some see this as a significant barrier.

The lack of efficient compilers leads to difficulties shoehorning applications onto smart cards with limited application space (typically 8-32KB for current MASCs) although this again should improve with time.

	Trends
	Smart card application development is a specialist business and a lack of good platform-independent tools is causing some difficulty.   

	Expectations
	Trusted development tools will emerge with more efficient compilers. The tools will allow smart card technology to advance without getting in the way of the programmer. Tools will be independent of any particular platform provider.


4.2.5 Smart card management systems (SCMS)

	Description
	For MASC issuance, the typical sequence of events is as follows:

· Card enablement: The raw smart cards have cryptographic keys securely loaded to bind the cards to a particular card issuer. After this point, the issuer controls the ability to load applications onto the smart card chip.

· Pre-issuance: There may be several applications loaded to the smart card chip before it is issued to the cardholder. Each of these may need to be customised (configured) and personalised (PIN, name, address, account number, etc) to suit the needs of the expected cardholder.

· Post issuance: Applications might need to be loaded onto or deleted from the smart card chip after the card is issued. It is inconvenient and expensive to recall cards. Therefore a mechanism is needed to load and delete from suitable terminals connected to the card issuer host over open networks. For this to work, the card itself needs to be able to check the authenticity and integrity of incoming applications before allowing them to be installed ready for use.

	Status
	Consult Hyperion found two significant points about the current state of the market. 

Firstly, multi-application deployments are still relatively rare and vendors claiming multi-application deployments (occasionally large-scale) seemed to be still in the rollout phase. 

Secondly, the approaches taken to tackling the issues raised by managing multi-application cards differ widely.  

The large established players, coming from stripe card systems generally base their solutions upon enhancing existing product ranges and large-scale card management experience, to support smart card loading.

The specialist smart card companies, who have been involved in developing multi-application solutions, are relatively small in size and therefore have few live installations. 

The digital identity solutions providers, who recognise the need to provide card management as part of large-scale PKI solutions utilising smart cards to store digital credentials.

Each of these approaches creates different strengths and weaknesses in the card management offering produced. 

Beyond these factors, the most important additional criteria will be the card platform required, as this governs the inter-application security on the chip itself, which will be crucial. The management requirements vary considerably between Global Platform and MULTOS.

	Drivers
	MASCs are expensive to issue so the expected life of the card is important, as is the ability to upgrade software securely.

The general future view is that with a single smart card, users should be able to connect anywhere, anytime, to all the value-added services they have subscribed to. It should also be easy for the user to add/remove any new type of service. This requires a sophisticated approach to the management of smart cards and their content.

	Barriers
	Until recently, management of the smart card base has not been taken very seriously.  With larger scale deployments of multi-application cards this is becoming much more important. 

	Trends
	The cost of a full Smart Card Management System can be high, so card issuers may choose to outsource this function to service providers. The normal business model is a flat fee plus charge per card transaction (or application).

The provider market for smart card management systems has been shrinking due to the lack of demand, although this may change in the future.

	Expectations
	Smart card and terminal application management systems are likely to merge since card issuers need both.




4.2.6 Card acceptance devices (CAD)

	Description
	The card acceptance device (CAD) is the smart card terminal that supplies power and, currently, ‘drives’ communication with the card.

CADs can be categorised as:

· Integrated: Such as those found in ATMs, points of sale, mobile phones and digital TV set-top boxes.

· Connected: Such as those that plug into a PC’s serial or USB ports.

· Disconnected: Such as the ‘calculator devices’ being used with smart cards for token authentication. Such devices might be used in libraries for example in place of more expensive terminals for users to generate one-time access codes using their smart cards.

	Status
	In most current smart card systems, the CAD acts as the master and the smart card as the slave. Because of resource restrictions on the smart card, the CAD does most of the processing, typically passing control to the smart card when absolutely essential.

The vision of smart card readers available on all PCs has failed to appear so far although this is changing. Until recently, the average PC user found smart card readers too difficult to install. The arrival of ‘plug ’n’ play’ readers, that use the USB port rather than the serial port, has made this situation better.

USB ‘dongles’ are appearing which contain ISO 7816-3 reader electronics and allow a SIM-size smart card to be inserted.  The dongle plugs directly into any USB-ready device such as a laptop PC. This has the great advantage of the user not needing to install a reader, but the disadvantage is that the ‘card’ face is no longer available for branding or other identification information such as a photograph. They are also small and difficult to handle which might exclude certain social groups such as the elderly.

	Drivers
	All smart card issuers want to achieve interoperability for multi-application smart cards and readers. Standard architectures have emerged for CAD: such as STIP, Global Platform, and FinRead. These should help in the future.

	Barriers
	One large barrier for LAs is the availability of CAD infrastructure. Building and maintaining this infrastructure is expensive. LAs should consider the use of channels such as idTV, mobile devices, kiosks, and home PCs where infrastructure costs might be shared. 

	Trends
	For commercial use, there is no longer a significant whole-life cost difference between contact and contactless readers; although there are many very low cost “calculator” and “connected” contact readers available.

	Expectations
	New card form factors and contactless cards will become generally more accepted at terminals. Terminals will become more portable through the use of long-life batteries and wireless high-speed communications with host network systems.

Terminals will accept extended authentication and integrated biometric readers will become more common.

A shift to sharing more control between the card and the terminal is expected. The remote method invocation that some Java Cards now support could be extended to allow the card to invoke methods on the terminal, personalising the interface with the customer. The card will no longer be just a slave to terminal. 




4.3
Security technologies

4.3.1
Certification of security level

	Description
	Manufacturers are in favour of the evaluation and certification of their products under a common model. This includes both the hardware and the software.

	Status
	ITSEC
ITSEC is the existing European IT security evaluation criteria standard which allows security certification to be granted from qualifying Certification Bodies. http://www.itsec.gov.uk/info/faq.htm 

Common Criteria (CC) represents the outcome of international efforts to align and develop the existing European (ITSEC) and North American (U.S. TCSEC and Canadian CTCPEC) criteria towards a common standard for carrying out security evaluations. By establishing a common base, the results of an IT security evaluation are more meaningful to a wider audience. 

	Drivers
	Mutual Recognition is a formal arrangement whereby other participating nations agree to recognise a security certification from a qualifying Certification Body. This helps vendors to cut their costs by having a single product or system evaluation that is recognisable by all participating nations. 

	Barriers
	Common Criteria is the way the world is going. However, the higher the level of evaluation required, the fewer certification labs exist able to perform the certification process. This situation will improve over time.

Certification can be an expensive process for product suppliers and so they often do not undergo the process unless a market requires it. 

LAs have just started to develop their security requirements through risk assessments so it is difficult to judge which products are fit for purpose at the present time.   

	Trends
	Smart card devices and operating systems are being designed for ease of evaluation.

	Expectations
	Security levels will continue to increase. Improved CC security levels will become commonplace for smart card devices.

CESG provides security services to the UK public sector and are planning to provide templates for risk profiles from which public sector departments can choose in an off-the-shelf manner. 


4.3.1 Public key infrastructure (PKI)

	Description
	Public Key Infrastructure or PKI is the technology that can support the requirements of different trust groups that do not know or trust each other. It allows chains of trust so be set up such that trusted third parties can allow trust to be established between two parties who have never met and have no established relationship. For example, HMG could allow local authorities to securely work online with the central criminal justice system.

Attempts to launch large-scale PKI systems have foundered on the perceived requirement to involve the public directly in an inherently complex subject. In fact, PKI has its place ‘under the hood’, as a means of a smart ID card making unforgeable assertions about itself and its holder to a remote server. 

PKI can be used in many different applications and The Office of the e-Envoy is developing its policy on strong authentication in business to government (B2G) and citizen to government (C2G) electronic transactions.

	Status
	PKI has proven difficult to implement globally due to the complexity of implementing the full infrastructure requirements.  It can however be very useful in closed user communities.  

CESG is providing the HMG PKI Root service that allows public sector departments to become part of a recognised chain of trust within the government sector. The NHS is currently considering the HMG PKI Root for use with the Care Record access staff card.  It would make sense for the UK government to outsource this service to a trusted third party, rather than require LAs to provide this themselves. 

	Drivers
	The use of digital signatures does not necessarily prove the identity of the signer that created the electronic signature. The recipient may wish to obtain more reliable information on the identity of the signer and this can be confirmed if a Trusted Service Provider (TSP) has issued the signature. The Electronic Communications Act (ECA) and the EU Framework Directive on Electronic Signatures establish a regime that establishes the legal admissibility of electronic signatures. The Directive establishes a regime for the issue of certificates to the public and the ECA has led to the creation of the private-sector led tScheme (http://www.tscheme.org) which approves trust service providers in order to enhance confidence in the use of digital signature technologies. The Government has acknowledged the value of tScheme in its efforts to incorporate appropriate levels of authentication in on-line Government services.

e-GIF defines four levels of authentication:

Level 0: No confidence. No authentication requirements are defined.

Level 1: Balance of probabilities. Techniques such as username and password are appropriate here. 

Level 2: Substantial assurance. The use of PKI is recommended; username and password techniques are allowed but deprecated

Level 3: Beyond reasonable doubt. The use of PKI is required, preferably with the private key held on a smart token.

Therefore, where LAs need authentication ‘beyond reasonable doubt’ (e.g. benefits claims), PKI with a smart card would be the best approach.

	Barriers
	HMG currently only plans to act as a Root CA. LAs will therefore need to provide their own CA to issue their own end user certificates (or outsource this function).

Liability is an unresolved question with public sector PKI. If the trust generated by PKI is to be worth anything, someone must accept liability if the trust is broken.

Despite the PKCS standards (PKCS#11 and #15), PKI cards tend to not be interoperable with PKI clients from different suppliers. Therefore, LAs need to write unambiguous specifications and run open tenders in order to achieve interoperable sources of supply.

On-card key generation is required for reliable non-repudiation since there must be no copy of the key held elsewhere. However, this process requires a powerful card chip processor and makes the logistics of personalisation difficult since the public key needs to be certified after it has been generated.

	Trends
	As computing power increases and prices fall, cryptographic key lengths need to increase in order to prevent the cryptography being broken in reasonable time by brute force methods.  Newer public key cryptographic algorithms (e.g. Elliptic Curve Cryptography) are appearing designed for smart cards and requiring shorter keys for he same cryptographic strength.

A central characteristic of any mass-market solution is interoperability.  At one level, this is not a problem.  The standards for smart cards, key pairs, digital signatures and so on have been around for some time.  The problem rests at a higher level.  This is where the efforts of the Liberty Alliance come in.  By trying to standardise the way in which identities (in the form of separate profiles, rather than separate digital IDs) could be managed and communicated between organisations so that once a customer had been through one authentication they would not have to re-authenticate when they follow a link to a partner organisation or department.
The US DoD is working with industry on a Federated Identity Cross-credentialing System.  This project implements an identity management and credentialing system between DoD and industry participants that have a need for employee identification and authentication as part of their joint working environment.  This approach could be applied to various central and local government departments working together.
Federated identity is currently being pursued by NERSC (See WP7-11).




4.3.2 Biometric technologies

	Description
	Currently, the main cardholder verification technique is PIN but there is a move towards using biometrics since they are more difficult to steal or copy.

Examples of biometric technologies are: face, fingerprints, hand and finger geometry, handwriting, iris, retina, vein, and voice. Biometric technologies are becoming the foundation of an extensive array of highly secure identification and personal verification solutions. As the level of security breaches and transaction fraud increases, the need for highly secure identification and personal verification technologies is becoming more and more apparent.

There are two different ways to authenticate a person: 

Verification (Am I whom I claim I am?) involves confirming or denying a person's claimed identity. 

Identification (Who am I?) involves searching for an identity. This might be a positive case of identification, or a negative case of spotting duplicate enrolments.

Identifying which of these two authentication modes is most applicable for meeting a particular requirement is not as straightforward as it may first appear.  Some applications are truly about ‘identification’, e.g. covert monitoring of crowds.  Many requirements that are initially assumed to be met using the ‘identification’ mode can, in fact be turned into ‘verification’ applications through the use a secure token.  

For the purposes of this document we define a secure token to be built from tamper-resistant hardware that is likely to be in the form of a smart card or a travel document containing a smart card chip.

Each application requirement needs to be individually assessed in order to decide on the best implementation to meet it, however there are a number of generic advantages gained from using biometrics in conjunction with tokens:

A greater number of biometrics can be feasibly considered – biometrics unsuitable for ‘identification’ can be considered for an application by performing ‘verification’ against a secure token.

A one-to-many (identification) system that is well received may find itself with a rapidly growing user base and a subsequently unacceptable drop in performance, damaging the good reputation built by the early success.   Using secure tokens for ‘verification’ helps to mitigate this risk.

A number of factors need to be considered before deciding if token based (one-to-one) or database (one-to-many) type search is most appropriate for meeting the authentication requirements of a particular application.  

	Status
	The main biometrics under consideration for public sector smart cards currently are fingerprint and iris.  However, the best choice of biometric is very much application dependent and so it is difficult to generalise.

	Drivers
	ICAO recently undertook a wide-ranging evaluation study into the use of biometrics in travel documents. The study concluded that the top three contenders (in no particular order) were face image recognition, iris pattern recognition and fingerprint recognition.

A survey, commissioned by the UK Home Office Entitlement Card Unit (now the ID Card Unit), concluded that for one-to-many matching there are currently only two biometrics technologies that could be used (fingerprint or iris).

UK Passport Service is currently trialling fingerprint and iris biometrics and the results of this will feed into both the e-passport programme and the national ID card programme.

Biometric-enabled passports (e-Passports) will begin issuance during mid 2005 with full rollout expected towards the end of 2005.

	Barriers
	Memory size is the major constraint on the use of biometrics with smart cards. 

There is general resistance from the public to the use of biometrics due to the association with criminals (mainly fingerprinting).  

The banking community has decided that likelihood of biometrics replacing PIN is low in the next few years due to the expense of the readers and the complex enrolment procedures. 

	Trends
	The banks are watching biometrics for use in, say, ten years’ time.

The widespread introduction of biometric systems for all at border control points (e.g. fingerprinting on entry to USA; iris scanning trials in UK airports) will mean that resistance to the use of biometrics, due to their association with criminals, will fall.

More secure systems match the template on the card itself so that the template does not have to be revealed off the card. However, this requires more memory and greater processing power on the card.

	Expectations
	In the longer term, we expect to see the adoption of various biometrics and verification being carried out on the smart card itself.


4.3.3 Smart card memory technology

	Description
	Currently, smart card memory is typically of three types:

Read only memory (ROM): This is where the code such as the operating system that is not expected to change is stored. ROM has the smallest feature size and is therefore the cheapest memory, but cannot be changed after manufacture.

Electrically-erasable programmable read only memory (EEPROM): this is non-volatile mutable memory that means it can be used to store program code and data which might need to change. It is more expensive than ROM and can be slow to write to compared to Random access memory (RAM).

 RAM is the fastest memory to read and write, but does not retain its contents when power is removed. It has the largest feature size and is therefore the most expensive memory. There is typically only a little RAM on a smart card for performing rapid calculations and storing temporary data.

Beyond EEPROM, several new Non Volatile Memory (NVM) technologies are now valid for meeting the requirements of advanced smart card applications, such as faster access time, higher memory capacity with smaller cell size, low power consumption and higher endurance and retention times.

	Status
	Due to the fabrication techniques, the feature size of the chip is decreasing. However, the ever-increasing demands of the market contribute to increase the data processing capabilities, the memory size and the global processing power requirements of the smart card integrated circuit.

FeRAM technology can support 10,000 times faster writing and low power (1/400) consumption features required by card software programmes. Flash memory is an alternative technology for increasing the capacity of NVM into smart card Integrated Circuits.

The next generations of memory which are currently undergoing heavy R&D programmes in laboratories, will provide ideal features to replace the whole range of memories, ROM, RAM and NVM, for the next generation smart card.

	Drivers
	Smart card Integrated Circuits represent just 1% of the components market. Therefore manufacture process improvements tend to be driven by other parts of that market.

A significant driver in the development of contactless devices with large memory capacities is the United States Government that requires devices with large memory capacities for Machine-readable Travel Documents (MRTD). These will range from 32 – 128 KB EEPROM. Due to the quantities of devices needed by this project, it is likely to encourage suppliers to develop new devices with large memories.

Open multi-application card platforms require these larger cards.

	Barriers
	Limits of a given fabrication process. However, as mentioned above, there are several new memory technologies in the pipeline.

	Trends
	Recently fabrication plants moved to a 0.18 micron process allowing smaller features on the chips and therefore more features per area. This drive is continuous. Moore’s law states that the memory size and processing power doubles every 18 months. For smart cards, there is a similar law, but progress is slightly slower due to the physical constraints of the ISO smart card and chip sizes.

In the long term, memory sizes will continue to increase. However, so will demand for memory, so it is likely to remain an issue.

	Expectations
	Single memory technology with high-performance non-volatile memory.


4.4 Identify key milestones

This section summarises the key milestone predictions for the technologies analysed above. These predictions should be used in the review process and could be used in the production of further roadmap charts.

	Technology
	Milestone
	Estimated date
	Notes

	Networks
	‘Always-on’ connectivity everywhere
	2010
	Less data needed to be held on the card.

	Contact interface
	EMV infrastructure roll out in Europe
	By 2005
	Availability of range of low-cost ISO 7816 terminals that LAs could buy.

	
	Decline of contact interface
	2010
	Due to EMV and set-top box terminal investment, not likely within next 5 years.

	Contactless interface
	ISO 14443 formal review
	2006/7
	First 5-year review likely

	
	ISO 14443 stability and interoperability
	2006
	Driven by the work of ICAO and payments in US during 2003-5.

	
	NFC standard ratified
	2004
	This will move quickly because there are only two companies with current interest.

	
	NFC consumer device critical mass.
	2006-8
	Will open up more SC acceptance points with LA main customers.

	
	MIFARE Classic deprecation
	2007
	Based on current product range.

	MAOS
	VM interpreter will become faster so that transport applets can run fast enough via the VM. Definition of transport apps may be changed to use the multi-application platform VM more fully.
	2005
	Transport apps current use filestore applications over the contactless interface because of their speed requirements and their memory-card legacy. In the future, they might use the real power of the multi-application processor cards.

	Development tools
	Platform independence
	2006
	Java Card will mature enough to be genuinely interoperable.

	SCMS
	Secure post-issuance updates in the field
	2005
	This is a key LA requirement and technology is not the problem.  It was demonstrated on MULTOS in 1998 and post- issuance updates have been demonstrated in the Java card environment by Southampton & NERSC.  EMV Issuer Scripting might also drive the uptake.

	CAD
	Availability of home set-top box for financial applications
	2005
	

	
	Availability of home set-top box for Local Authorities applications
	2008
	This expectation might need to be radically revised in the light of present5 initiatives.  The key elements are that LAs need to act in concert and that negotiations need to be on a National basis. 

	
	Token authentication calculator devices as cheap terminals. E.g. libraries.
	2004
	This is was being trialled in banking in 2003.

	
	Biometrics integrated as common CHV replacement
	2010
	

	Biometrics
	Commonplace template verification on the card. This is currently possible but not usually done. E.g. it is not part of the ICAO standard.
	2007


	Depends on the chosen biometric type and the specific algorithm and acceptable accuracy.

	
	Central biometric database completed for UK ID card
	2013
	This is the expected date for 80% coverage of the UK population for the national ID card and its variants.


Conclusions & Recommendations

3.2 Introduction 

This section summarises the findings and presents the recommendations.  

The study sets out a body of information verified by experts in security, local government, etc. and provides a solid foundation for current decision making and future analysis to ensure that LAs continue in the right direction with smart cards.

3.2.1 Firstly, a health warning is appropriate 

Local Authority needs are not uniform and detailed guidance requires a detailed set of requirements. 

This leads to perhaps the most important recommendation of all which is about clustering LAs according to needs and interest in smart cards in order to draw up common sets of requirements and therefore security levels.  This initial clustering analysis is underway and results will be published when available. 

3.2.2 Pushing the boundaries

Smart card technology is 30 years old and has proven itself through mass deployments of contact interface single-application cards in other sectors such as mobile telephony and finance.  However, Local Authorities have requirements for cross-border interoperability and multiple applications on one card, which push the boundaries.  Operating in this area brings risks that LAs should seek to mitigate by learning from the experiences of the small, but growing, number of multi-application smart card projects across the world.

In contrast to the technology standards, the application standards necessary for cross-border interoperation are largely absent (with the exception of ITSO). Other application standards exist, such as EMV and GSM SIM, but further work is needed to identify local authority application candidates for standardisation in order to drive down costs and achieve mass deployment.   Cross-border interoperability implies business relationships between trusted partners across organisational and geographical boundaries.  

3.2.3 Platforms

It is worth noting that cardholders in general do not know or care about their smartcard platform (Java Card, MULTOS or anything else for that matter) as long as it delivers the goods.  Java card and MULTOS are both suitable for most requirements for multi-application cards and are the only “standards” that can supply secure dynamic download and a contactless interface.

Clearly, the selection of a platform requires a complete understanding of the full LA requirements and knowledge of any legacy requirements such as MIFARE cards.   Care is required in this area because, for example, some MULTOS products support MIFARE without being fully compliant with the contactless ISO standard and this could cause problems downstream.  

3.3 Reducing risk

Essentially once a card management system has been put in place it is difficult to justify a change.   In comparison, re-implementing any existing card applications for a strategic platform is a small price to pay, compared to the potential whole-life cost of getting this decision wrong.   Good system specifications (including cards and terminals) provide the best results and the most robust negotiating position. 

5.2.1
Recommendation 1

Applet specifications should be written to be independent of the card (and terminal) platforms where possible. 

This is not as straightforward as it sounds and should not be taken for granted.  Card and terminal applets must be as portable as possible and therefore not use proprietary extensions.  It also requires expert developers with the right tools and a good testing regime.

5.2.2 
Recommendation 2

Strike a careful balance between the desire to load all possible applications onto the card and the effect this will have on capacity, application management and cost. 

Limit the number of applications on the card to those required to meet the overall requirements and to support your business case.    Each application on the card increases the usefulness and therefore the uptake, but, also requires an application on the terminals where it is to be used and increases the cost of card management.

Bear in mind that many services can simply use the card as an authentication token (See WP7-01a) to an existing back office system without needing a special application on the card.

5.2.3
Recommendation 3 

Actively consider the risks before adopting a strategy that depends upon being able to add applications or change the contents of the card after it has been issued (Dynamic post-issuance download). 

Though dynamic download technology has been proven to work, it is not commonly used because it is difficult to organise.   This does not mean that multi-application cards should not be used, or that downloading applications after the event is bad practice: just that adding applications to a card later should not be seen as an alternative to proper planning.  It may not provide a simple solution.  Look for large scale success stories elsewhere in the world.   These factors need to be carefully considered when building the business case, because the ability to deal with emerging requirements will affect the expected life-span of citizen cards and the choice of appropriate technology.  

5.2.4
 Recommendation 4

The business case must determine the approach to be taken to cards: 

LAs should either 

· Issue cards with the least amount of memory and processing power that they need now, with little or no element of future proofing, or,

· Select a more expensive multi-application card, with spare power and memory, where the case requires a longer term, large scale view.

Consider the whole-life cost of the system and the card being issued, look at your business needs, and then act accordingly.

5.2.5
Recommendation 5

Clearly, standards are important to achieve any degree of interoperability. LAs should join together through LASSeO and collect and document their requirements for multi-application smart card systems, drawing lessons from any existing multi-application schemes. 

5.2.6 Recommendation 6
LASSeO/The National Project Successor Body should further investigate the possibility of including MULTOS as an alternative to Java Card as a de facto standard for local authority use. 

There is a substantial and growing body of Java Card use in UK local authorities, but MULTOS is also a proven system.  It is appropriate to develop thinking in this area and to test the implications of operating with both systems both in terms of technology and impact on whole system costs. 
5.2.7 
Recommendation 7

A security risk analysis is needed to generate the security requirements.   Work has been commissioned through the National Project to develop this thinking for local government.    A further report is due Q1 2004/5 examining a template approach.  It is hoped that CESG can provide templates for risk profiles so that public sector bodies can make an off-the-shelf choice and procure appropriate products without needing a detailed understanding of the security and security certification issues.  This work is only part funded and needs the involvement of interested parties, probably through LASSeO.

5.2.8
Recommendation 8

Security Certification and associated subjects are developing rapidly.  Local Authorities, through a body such as LASSeO, should maintain engagement with the International Security Certification Initiative proposal in the EC Framework 6 and other such initiatives to ensure that their needs for security certification are provided for.

5.2.9
Recommendation 9

Detailed consideration should be given to developing the use of the t-Scheme across the whole public sector, building upon the work already completed through this project.   Issues to be examined include the potential use of HMG as the trust chain Root for all LA PKI requirements and outsourcing the CA service for LAs to share and reduce costs associated with PKI. 

5.3. Short term issues

There is a mix of cards currently in use in different LAs in the UK, but the two main types in widespread use are MIFARE Classic and JCOP30.

5.3.1 Recommendation 10 

In general MIFARE should not be selected for new schemes since it does not conform to the  international standard ISO 14443. 

Consult Hyperion report that the MIFARE Classic platform is a widely-used, cheap and simple legacy technology but now has a limited life.   It is a good short-term tactical deployment where there is legacy infrastructure, but it would not be advisable to use MIFARE for new schemes. It is proprietary to Philips and, due to its age, it is not as secure as modern technology and is likely to be less popular over the next few years. 

MIFARE will continue to be a popular platform for a while for basic implementations, but higher-security applications (PKI, biometrics, etc) require a processor card.  It is likely that MIFARE will end up being used only as a reference (by the unique serial number) for access into backend systems.

Once more LA smart card applets and systems are developed for processor MASCs, MIFARE’s remaining attraction will be its low price.

5.3.2
Recommendation 11

LAs currently using MIFARE cards would be best advised to migrate to a modern microprocessor MASC when the first of these events occurs:

· New requirements emerge for their cards that require processor cards (such as e-government authentication).

· MIFARE becomes unsupportable for the legacy applications and infrastructure in place (either through cost or lack of security).

5.3.3
Recommendation 12  

JCOP 30 issuers should consider the use of native cards beyond JCOP for migration and use these for testing the portability of any current applets where possible.

Other Java Cards are emerging which support dual interfaces as well as PKI requirements of some LAs and in addition have greater application memory space (e.g.72kb).   These should be considered as they become available and in widespread use.
5.4 Longer term

5.4.1
Conformance testing for interoperability

Conformance testing is important for interoperability. For example, MAOSCO runs a strict type approval scheme for MULTOS implementers, EMVCo runs something similar for EMV schemes, and ITSO will operate a ‘test warehouse’, which will contain all accredited kit against which new items will be tested to ensure that inter-operability is achieved.  In the latter case, suppliers will be required to submit a sample of their products and pay for them to be evaluated before they receive accreditation.  Similarly, in the USA, NIST has a conformance-testing programme for government smart card equipment.  This is an area receiving considerable attention from the Global Platform Java Card community to address some weaknesses.  

5.4.2 Recommendation 13

Once standards are agreed, the NSCP successor body should implement a type-approval programme for achieving genuine interoperability of cards and readers from multiple sources.

This should be split into two levels: 

· Low-level physical and electrical compliance like EMV level 1 certification (where alignment might provide cost savings).

· Application level testing via a formal set of test scripts.

This activity can be considered for outsourcing to an external agency.

5.5 Standards

5.5.1 Recommendation 14

The use of standards is highly desirable so as to avoid becoming locked in to any particular supplier and to ensure interoperability of services. In government work, where formal procurement takes place, standards should be mandated. 
Within the smart card industry, technical standardisation is in a patchy state. 

At the lower (electrical and protocol) levels, standards are mature or maturing. 

At platform level, with multi-application operating systems, two proprietary “standards” have emerged: Java Card and MULTOS. Both have demonstrated maturity by having been selected by national governments as suitable for their smart ID cards. 

At the application level (e.g. ITSO), things are moving slowly. The key requirement for LAs is for standards and specifications that allow a range of solutions from less expensive single purpose or limited use cards to more expensive cards capable of carrying a number of applications. 

This standardisation could be at a national, EC or international level. The wider the standardisation, the more powerful the result in terms of achieving interoperability and potential cost savings, but the more effort and time required to achieve agreement. 

5.5.2 
Recommendation 15 

LASSeO, or the NSCP successor body, should critically review which standards justify this time and effort, and undertake further work on agreeing standards at a UK-wide level, taking into account the work going on in Europe and the US. 

The more LA applications are standardised, the bigger is the potential market for suppliers to create products.  Local authorities can group together and place much larger orders for cards containing these applications, thereby driving down the costs of achieving fit-for-purpose security. 

In particular, close links should be maintained with CEN, the eESC, eEurope 2005 and NIST activities, which are about interoperable smart cards for e-government. In the long term there is great benefit from achieving mutual agreement across borders, as is being sought between the European eESC and Japanese NICSS, for example. 

LAs should take a progressive approach to standardisation, starting with data element formats and tags. These layers of standards should be published as soon as available and circulated for wider comment once approved by the working group responsible. This will allow early adopters to minimise their future migration effort. 

5.5.3 Recommendation 16

LASSeO, or the NSCP Successor body, should continue the present work carrying out a cluster analysis of LA needs and intentions to explore technologies with low-effort migration path from low end to high end. 
LAs will have varying requirements, but it should be possible to group them together to form clusters with similar needs. These are likely to be based on LA size, complexity, and interest in smart cards.

There must be an ‘easy entry’ point for LAs not wishing to invest in high-end smart cards at this point in time with a recognised path to future growth.

The modular specification of application standards is essential, allowing LAs to mix and match according to their requirements. This would allow them to issue contact only, contactless only, hybrid, or dual interface cards as they see fit. 

The difficulty that remains is that the management of low-end and high-end cards tends to be very different at the back end systems.

5.5.4
Recommendation 17

LASSeO, or, the successor body to the NSCP should maintain close links with central government smart card bodies and the national identity card programme.

It is important that any possible synergy is maximised and that future routemap exercises include these significant influences.
5.5.5
Recommendation 18

Although standardised application functionality can be considered for placement on ROM, (thus saving on the more expensive EEPROM), technology trends and the inherent inflexibility of this approach suggest that it should be avoided.  

Moving applications into the ROM of a smart card can be a time-consuming, high-risk, and therefore expensive process.

5.5.6
Recommendation 19. 

LAs should be aware that concerns about the lack of security of contactless smart cards are diminishing. The interface between the card and any CAD needs to be appropriately secured, but this is now becoming possible since contactless card devices require much lower levels of power and so are able to perform appropriate cryptographic operations.

5.5.7
Recommendation 20

LASSeO or the NSCP Successor body, should track the progress of US DoD CAC NSC-IS into ISO standards through BSI IST17, to maintain awareness of progress in this field.

It is important that any possible synergy is maximised and that future routemap exercises include these significant influences.
5.6
Applications

5.6.1
Recommendation 21

Further work is needed to agree a national approach to identity management on LA smart cards. 

This should include discussions with central government about the National Identity Register and the proposed national ID card, but LAs need to consider single sign-on, federated identity, and identity management. These are fields that have been explored for some years in other sectors (See WP7-11).

5.6.2
Recommendation 22

Consult Hyperion recommend that LAs explore token authentication as a cheap way of authenticating citizens who do not have access to online card readers.  This involves the use of cheap calculator devices that accept a card, request PIN entry, and then generate one-time passwords. These can be used for authentication in situations where online card-readers are not available.

This is not universally accepted, but perhaps token authentication devices could be used for authentication to e-government services in some library branches where installing PC smart card readers is not cost effective.  This approach needs to be examined as part of developing future route maps.
5.6.3 
Recommendation 23 

LAs should continue to build upon national initiatives to investigate co-operating with digital TV service providers in order to provide local services using LA smart cards in digital set-top boxes.  The idea of citizens accessing services from the comfort of their sofas using Digital set-top boxes is attractive and there is potential for using the ‘interactive slot’ for third-party smart cards. 

5.6.4 Recommendation 24

Where LAs need authentication of customers ‘beyond reasonable doubt’ (e.g. benefits claims), PKI with a smart card is the best approach (See WP7-09). This is in line with e-GIF preferences.   Where lower levels of authentication are sufficient, PKI is often not necessary.

LAs could build a central e-authentication service, matching ‘fit-for-purpose’ levels of security (perhaps ranging from username and password up to PKI smart card with biometric). This would allow LAs to begin in a small way and grow to add greater functionality over time as required. 

5.6.5
Recommendation 25

Nationally interoperable citizen cards should be issued as soon as possible to authenticate to secure e-Government services. There is no other technology that can deliver the necessary levels of security. 

5.6.6 Low Value Payments

Although there is no firm evidence that banks will wish to co-operate with LA smart cards in terms of providing payment applications, there are industry indications of a willingness to engage.  Naturally, banks will continue to focus on their EMV roll out during the engagement process.  Consult Hyperion could find no e-purse success stories anywhere in the world.  CEPS seems to have no future and there seems to be no activity from its operating organisation, CEPSCo.

5.6.7
Recommendation 26
LAs should build upon the work elsewhere in the NSCP and explore alternative routes to providing low value payment mechanisms.

The recent maturing of the contactless interface (and low-power devices allowing adequate contactless security) can be viewed as disruptive technology and suggests that, if agreement with the finance sector cannot be reached, LAs should consider developing their own contactless low value payments solution if the necessary transaction acquiring infrastructure can be put in place at an affordable cost.  The technology has been proven and this approach must also be considered as part of any further work in this area.

5.7 Taking things forward

Route maps are complex and require input and review from technical and non-technical peers on a continuing basis.

5.7.1 Recommendation 27

It is recommended that the ‘scenario analysis’ approach is adopted in order to explore the range of possible futures for LAs in a continuing study building on this work. This would allow more time to be spent on the ‘Best fit’ of technologies to applications looking into the future. It would be instructive, and therefore could be useful to others, to build similar charts to document the activities that clusters of LAs have been involved in to date with smart cards. 

5.7.2
Dissemination

One of the greatest benefits of such Route maps is promoting communication of activities.

For example, the figure below is a Technology Road Map chart for central government use of smart cards. This is useful in terms of communication of what is happening and why. It is clear that the national ID card will not have universal coverage of citizens before 2013 and that there is a gap in the provision of secure e-government services.
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5.7.3
Recommendation 28

This overview and the underlying Routemap should be disseminated as widely as possible within both the public and private sectors and internationally.
This activity is planned through the dissemination channels for the project during 2004. 

5.7.4 Recommendation 29

This report provides a snapshot of how the future seems now and needs to be revised on a regular basis (between six months and a year). This work should be driven by an active client group with expert input and will require continuing funding. A clear owner of the TRM needs to be established to ensure that it is maintained. This should be the successor body to the NSCP and an obvious candidate for this role is LASSeO.  Future generations of this document must consider whether new requirements and new relevant technologies have appeared. It must also be ensured that any NSCP documents linked to this report are kept up to date. 

5.8 Miscellaneous 

5.8.1 Recommendation 30 

Ideally, smart cards should be easy to integrate into large networked systems. There is a strong need for improved system integration, which is currently on a very low level.  This should be examined in subsequent iterations of the Routemap.

5.8.2 Recommendation 31

We are likely to see the integration of smart cards with application frameworks: Java, .NET, HTML, XML. This might be what is happening with the Nectar card just emerging. This should be examined in subsequent iterations of the Routemap.

5.8.3 Recommendation 32

There is a trend towards consumer devices making peer-to-peer exchanges and a move away from central database management. As part of this, we expect to see ‘smart objects’ becoming more common with embedded peripherals in the ‘card’: display; keyboard; sensors; interface chip; antenna.

These are likely to have their own batteries and wireless connection to networks, meaning that there will be no need for CADs. This should be examined in subsequent iterations of the Routemap.
4 APPENDIX A – National Smart Card Project Glossary
	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations











































































































� Smart card technology roadmap – Strategy Study , John Elliott, Andrew Whitcombe, Consult Hyperion April 2004


� WP3-04 - A best practice guide to support user requirements incl. access and special needs – March 2004


� WP8-04 - Information Law Report – March 2004





� WP7-03,04,05 all deal with aspects of e-payments


� WP7-03 E-purse positioning paper


� WP3-01 - Considerations for Multi Application Multi Sector Smartcards






