WP4-01 Procurement Good Practice V5.0
 Release
29/04/2004


[image: image1.jpg]



Procurement Good Practice Checklist

[image: image4.jpg]|

)




[image: image2.jpg]NATIONAL SMART CARD PROJECT




[image: image3.jpg]


 
Report WP4-01
Version 5.0
February 2004
© NERSC for the National Smart Card Project

1 Abstract

This document provides an overview checklist of key issues to be aware of, together with suggestions as to where developed Best Practices may be applied and against which readers can benchmark their smart card systems procurement activities.

The checklist covers:

Procurement Activity

· Strategic Options

· Forms of Procurement

· Timescales

· Risks and Issues

Tender Documentation

· The Specification

· Nature of the Specification

· Technical Design Specification

· Output Based Specification

· Technical Issues

· Service Performance Issues

· References to Standards

· Specification of Roles and Responsibilities

Contract Terms

Bulk Purchasing and Commercial Issues

· Negotiation Options

· Length of Contract

· Flexibility Within the Contract

· Use of Consortium Purchasing

· Pricing

· Suitability for Bulk Purchasing

· Powers to Bulk Purchase

· The National Smart Card Project “Starter Pack”

Risk Management

· The Nature of Risk

· Risk Transfer
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2 Background and Objectives
The objective of this National Smart Card Project paper is to provide robust procurement guidance to maximise opportunities for exploiting purchasing economies of scale and delivering best-value for public expenditure on smart card schemes deployed in the local authority sector.  It is also intended to provide help and guidance to ensure that important standards development in this area is matched by good practice in deployment of smart cards and associated infrastructures by giving advice and guidance on best practice procurement specification.   

This paper is one of a suite of papers that make up the National Smart Card Project Toolkit and is intended to provide a headline guide to the sort of smart card systems procurement issues that local authorities need to ensure they address in developing their procurement strategies and documents, together with some outline guidance as to how to address them.

Smart card technology as such has been in existence for some years; However it is only during the last 3 years that its potential to play a pivotal role in the deployment of electronic services has been recognised as the need to provide mass citizen access to services through electronic means has provided the impetus to look for technologies that can support social policy imperatives.   As a result of this new impetus there is now an extremely rapid development in both smart card technology itself and the allied and surrounding technologies and processes such as authentication mechanisms, security management, data management and transaction processing.

As recognition of the potential power and therefore the variety of uses for smart card technology increases, so the demands on the technology grow and the pace of development of more powerful products and innovative ways of using it increases exponentially.

From a procurement perspective this “moving escalator” scenario presents a considerable challenge; not only in terms of ensuring that what is procured is best value for money at the time of procurement, but that it will also provide a degree of flexibility to allow for future growth and development.

The third complexity in this scenario is that, because of both the nature of the local authority remit and the fact that many authorities in the UK are considering use of smart cards as delivery mechanisms for citizen access to “e” services, there is a growing recognition of the requirements of citizens for “anytime anywhere” access to services.   This means that schemes cannot assume that they can necessarily remain isolated to their local area and that citizen mobility and rising expectations give rise to a potential need for a level of interoperability between different local authority smart card schemes, which in turn impacts on standards and technology option decisions.  
3 Method Used

To ensure that the widest possible range of information comes from both professional procurement expertise and practical experience gained by those public bodies in the UK which have already carried out smart card systems procurements, this document will be circulated to the wider body of UK local authorities for their individual inputs, as well as to the Chartered Institute for Purchasing and Supply, the OGC and the National e-Procurement Project for their comments.   Amendments and updates may be published in a follow up report.   

Scope of this Document

This document is concerned with procurement matters.   Legal issues are dealt with, as appropriate, in the “Legal” section of the NSCP outputs.  

It is not intended to delve in any great depth into the actual issues themselves, it is rather to provide a checklist of key issues to be aware of, together with suggestions as to where developed Best Practices may be applied and against which readers can benchmark their smart card systems procurement activities.

4 Procurement Activity

Strategic Options

There are a number of critical decisions that need to be answered prior to the consideration of procuring any smart card system:

· Challenge the requirement: The three main points are:

1. will it improve our performance

2. are our targets predicated to it

3. do we need it

An understanding of the needs will help each further step.

· Make, Borrow or Buy: Here the choices are: 

1. do we build our own system

2. piggy back on some other Authorities system 

3. buy in an existing solution.

· Collaboration: has the opportunity to work with other Local or Central Government authorities been considered.  There may be cost and risk benefits in pursuing this route.

· Proof of concept: if joint ventures are discounted, then an exercise to prove the concept through pilot sites will need to be undertaken.

· PFI: this has been a popular route for undertaking IT projects but has fallen out of favour in government circles.  Therefore an undisputable business case would be needed to justify this avenue.   

Forms of Procurement
Forms of Procurement:
· OJEU

· Open

· Restricted

· Negotiated 

· Framework 

These need to be supported by a Statement of Requirements and a very clear Outcome Specification.  In all probability the value of the Smart card contract will exceed statuary EU levels.  This will require EU procurement strategies to be used.

OJEU: this is the new name for OJEC but with primarily the same rules.  The complexity of the required solution will require some careful consideration of the type of tendered contract.  It is unlikely in the early days of smart card projects that fully developed offerings will be available.  Therefore consideration as to whether Open, Restricted or Framework agreements will be better suited than Negotiated.  This may well be subject to revision if collaborative ventures are preferred.

Statement of Requirements: this is critical.  It is extremely unlikely that any Authority will have the complete technical know-how upon which to develop a full specification, sufficiently detailed for a supplier to offer a definitive proposal.  Even if the capability was within the Authority the chance of the resources being available will be slim.  Therefore at the outset a decision should be taken as to whether research into suppliers and applications should be undertaken in-house or in collaboration with other Authorities.  Consultants should be considered to bring immediate expertise to the party and help to reduce the overall risk.  Request for Information (RFI) documentation should be issued to enable a full understanding of what is available in the market place.

Timescales 

It is important to take a realistic approach to the timescales for acquiring Smart card Systems.  Government is often driven by budgets that are tied to a single financial year.  In this instance it is unlikely that the implementation would be complete in any 12-month period.   

· The work required prior to issuing an OJEU tender is likely to take 3-4 months (elapsed)

· The OJUE process is normally 6 months

· Change management and training will be a further 3 months

· Implementation is subject to scale, innovation, training, technical availability and will take some time

Therefore careful planning is required otherwise mistakes will be made by trying to set unrealistic targets and optimistic budgets.

Risks and Issues 

The following examples highlight some of the key risks and issues that need to be considered during the specification and procurement phases of the scheme:

· New technology and the pace of change in technology: these are ever present in any new system and whilst it can be argued that older technologies (e.g. swipe cards) are proven, they offer little scope for future application requirements.  Smart card technology however, being leading edge will grow with future application requirements

· Obsolescence: in the main this will be applicable to the hardware and application software not the cards (which in any event have a limited life).  Therefore consideration must be given to the supporting infrastructure, prior to the tender

· Lack of standards: at the moment standards are incomplete in some areas of the smart card value chain.  Often standards follow after the lessons are learned from early implementations however there are certain rules that will eventually become standards and should be considered at the procurement stage.  As far as the UK is concerned, LASSeO will have an increasingly significant role to play here as exemplified by the “Standards” activities of the National Smart Card Project

· Data Protection: this is a most serious area and careful consideration should be applied to it.  Equally, it is susceptible to political dictates therefore flexibility is essential (see WP8-04)
· Security (authentication): Central Government is becoming alarmed at the levels of identity fraud and will likely apply stringent rules in the near future

· Lack of expertise: this needs to be factored in when assessing the availability of internal resources and the relevant external expertise brought in at an early stage

· e-GIF interoperability: early adoption of standards will prove beneficial during the tender process, other areas include coding categories.  LASSeO will have an increasingly significant role to play here as exemplified by the “Standards” activities of the National Smart Card Project

· Social inclusion: this is a key platform when procuring a new system that will be used by the public

· Multi-application vs.  single application: it is inevitable that if a system proves successful it will lead to being enhanced to cover other areas in an Authority.  Therefore the initial specification will need to allow for future growth.

Notwithstanding the above risks and opportunities it is important to remember that the best system can fail due to lack of consumer adoption.  Therefore the tender has to accommodate for the recourses needed to inform the user base, normally the public.

5 Tender Documentation

The Specification

The tender specification is absolutely critical to ensuring that the purchasing authority actually gets what it needs and is expecting.   It cannot be emphasised too strongly that the amount of time to develop the correct specification for your needs should not be underestimated.   Depending on the complexity of the supply scope required, it can take between 3 and 6 months to develop the correct specification and external expertise is recommended to assist.

This section highlights the key points that should be addressed in the contract specification and those which should be avoided:
Nature of the Specification

The two types of specification are technical design specifications and output specifications.   The choice of type will depend on the nature of the procurement concerned and the degree of risk which is intended to be transferred to the supplier.     It will also depend on the degree to which the local authority wishes, and is capable, of operating and managing the systems in house, or wishes to outsource all or part of the operational and management roles.  
Technical Design Specification

A technical design specification sets out the precise technical parameters of the goods or services required and asks for suppliers to meet these precise parameters.   Whilst this may be suitable for commodity items such as the smart cards themselves and the read/write terminals, it will effectively retain the risk of making the right choice for the performance required with the local authority and will require access to the right level of technical expertise to evaluate responses received.   Tenders based on technical specifications may allow for alternatives to be offered by suppliers, but again technical expertise will be required to evaluate whether the alternatives offered will be adequate.

5.1.1.1 Technical Design Specification Headings

It is important to ensure that all required functions are included in any requirement for technical design specification responses.   The following list of headings is by way of an example of the sort of manner in which technical specifications may be presented.

Function: this should cover the requirements for the various functions in the smart card value chain.  Example items would be:

· Central Scheme Operation, including

· Central Scheme Operator main system

· Smart card database and lifecycle management system

· Cardholder management system and database

· Transaction management, reconciliation and reporting

· Customer services support and problem management

· Security management system

· Accounting and payments system

· Clearing and settlement services

· Change management system
· Central card issue management system

· Specific applications to be provided centrally

· Data entry systems (bulk and occasional)

· Security services

· Network service requirements

· Application Service Provider Requirements, including

· Application(s) to be provided

· Card issue management system

· Terminal software

· System Integration design (into legacy systems)

· Accounting and reporting system

· Security services (for the smart card scheme and centrally supplied)

· Network services (for the smart card scheme)

Category: this should indicate whether the requirements listed are Mandatory, Desirable or Optional

Nature of the Requirement: for each requirement there should be a clear outline explanation of what is required 


Explanation of Requirement: if necessary further explanation should be given, including reasons for the requirement if necessary and examples where appropriate 

Specific Instructions to Tenderers regarding the nature of their response: in most cases tenderers will be required to state whether they comply with the requirements stated in each case, and if not to state the precise nature of the non-compliance.  In other cases, where alternatives are permitted or where the Category is not Mandatory, tenderers should be asked to specify their approach and their solution.
Output Based Specification

It is recommended that the Outcomes should be stated in terms of how the Outputs of each subsystem and the system as a whole are expected to contribute to the business objectives of the local authority and, in particular, the department or departments procuring the system.

The Outputs

Required outputs must be clearly specified in terms of expected performance.  Particular care must be taken in the following areas:

· Outputs should be very specifically stated for each individual area (or sub-system) of the scheme(such as the travel sub-system, schools sub-system, leisure sub-system etc) as well as for the scheme as a whole;

· In each case the expected performance outputs must be capable of clear, easy and unambiguous measurement;

· The methods of measurement must be specified;

· The constraints under which the outputs must be achieved should be stated (for example hours under which the contractor may do maintenance or repair work, aspects of the work over which  the authority may wish to retain a degree of control – such as marketing policy, legacy systems with which the contractor will be expected to interface, minimum procedures that must be adhered to);

· Any assumptions made should be stated;

· Performance parameters and unacceptable levels of performance should be specified;

· The procedure for taking action in the event of unacceptable outputs or service performance levels should be clearly identified;

· The contractual consequences of continuing under-performance must be stated.   In the case of a service based procurement these may be linked to reduced monthly payments, escalating through to ‘step-in’ and/or partial or full termination.   The parameters and measures by which such escalation would take effect must be clearly stated.

The Specification

In the case of an output based specification, it is essential that performance risk is not re-transferred back to the procuring organisation by giving the contractor a ‘get out’ opportunity.  Great care should therefore be taken to avoid the following:

· Inclusion of any requirement to adopt/ or reference to a particular technical solution;

· Named suppliers or service providers (unless essential in conjunction with legacy systems that must be interfaced to);

· References to proprietary or branded equipment (unless essential because of interfaces with existing equipment).

Other Considerations

The following should also be included within the Output Specification Schedules:

· Any specific requirements for introduction phasing must be stated;

· Reference to relevant external systems and interfaces that must be maintained;

· Any assets that may be transferred to the contractor (agreement must be reached as to the condition of the transferred assets and the transfer of liability);

· Standards to be adhered to (both external and internal);

· Any known options that may be required in addition to the core scheme requirements (these should be put forward for pricing at the time of the main procurement and a timescale defined within which the contracting authority may instruct such options without cost or time penalty);

· A Schedule of Definitions for the terms used in the Specification;

· Any specific requirements and formats for reporting should be stated;

· Contingency requirements should be considered;

· Service availability levels, Support and Response times should be specified.

Technical Issues

· Legacy systems: specific consideration should be given, where relevant to legacy issues, including:

· Backwards compatibility

· Interfacing with legacy systems

· Dual/parallel operation

· Cutover periods

· Specific makes and models of hardware and software

· Existing local standards
· Proprietary v “open” systems: systems built around open standards are always preferable, while many suppliers would like to specify bespoke systems to achieve lock-in and ongoing commitments.  Similarly, the client may require interfacing with existing bespoke systems.  Therefore it is important to specify:

· If open systems can be supplied they should be made a requirement

· The scope of bespoke work should be specifically described and limited

· The ongoing commitment to maintenance and migration to open systems should be made part of the initial tender and contract

· Systems Integration: it is usual for system integration to be included into a tender of this type to some extent or other, in which case:

· The requirement should be spelt out and detailed

· Timescales should be included

· Access rights, rules and conditions of working must be stated

· Systems testing procedures and handover rules must be stated

· Documentation requirements should be specified

· Any financial retentions linked to the operational system must be detailed.

In most cases the tendered systems will have to be integrated with existing systems.  While this will be a tender requirement on the supplier, it is likely that the existing systems supplier will also have work to do to effect the integration.  This makes it difficult for tenderers to price their bids.  To this end the tender should:

· Be as specific as possible about what is required in terms of interfacing with existing systems

· In a separate section, set down as much detail as possible about existing systems to be interfaced to

· Technology Refresh: in tenders which span a significant time period, the contract may call for technology refresh as part of the contract.  That is, there will be a point in time when delivered technology becomes obsolete and needs to be refreshed or updated.  This may include: 

· Software versions

· More capable hardware

· Better price performance equipment

Technology refresh may deal with a phased swap-out of equipment or it may refer to natural replacement of equipment or systems through maintenance and repair schedules.  In either case, the requirement needs to be spelt out.

· Scalability: most schemes will be reasonably long lasting which implies growth.  It is important to specify up-front the degree of scalability required and the timescale for such growth.  Many have fallen into the trap of the supplier meeting the requirements of the tender without building in scalability, making growth a costly exercise.

Service Performance Issues

System availability: this is a difficult subject since it is often difficult to quantify requirements in a meaningful way.  There will also be trade-offs between:

· Cost

· Redundancy of equipment

· Equipment reliability

· Maintenance cover

· Mean time to repair

As a general rule, individual item reliability figures are less important.  What is important are:

· Overall system availability

· Maintenance response times

· Mean time to repair/maximum outage times

· Spares holdings and back-up provision

In the specific case of smart cards, reliability may well be a specific issue.  However, this will be usage dependent; for example, the use of smart cards in schools leads to much lower reliability figures than with other applications

· System response times: system performance is based upon meeting targets and is most often expressed as a transaction response time.  While the tender may ask for certain targets to be met, specifying exact requirements is very subjective and application/environment sensitive:

1. Where contactless cards are used, transaction times should always be less than 0.5 seconds since one cannot reasonably expect cards to be held in the reader field for longer than this time

2. Where high throughput is required, for example bus boarding or arena access, a maximum of 200-300 milliseconds is the norm

3. In any event, all electronic transactions should be less than 3 seconds if problems such as customer annoyance or belief that the system may be broken are not to occur.

References to Standards

Note: the reader should refer to the “Standards” section and LASSeO for detailed reference to standards

· The role of standards: standards are intended to assist both the purchaser and the supplier in ensuring clarity and consistency of product and service.   It is recognised Best Practice that standards should be specified to ensure, so far as possible, that the purchasing authority has the protection of maximum multiple choice of supplier and maximum options for changing supplier without disruption, if so desired.

It is important however to recognise that standards, whilst essential, have limitations, some inherent others dependent on the type of standard specified.   Most importantly the following issues should be recognised:

· Standards are constantly evolving and may, at the time of specification, not be complete in themselves

· Any update to standards may carry a cost/disruption “penalty” or risk “penalty” depending on which party the risk to standards update resides.

· Standards will not, of themselves, ensure interoperability with other systems/schemes specifying the same standards

· Types of standard: standards exist, or are being defined, not only at an equipment technical level, but in other aspects of smart card procurements, including end user requirements and interfaces, scheme operation rules and policies and security.  
In addition there are official technical standards that are devised as a result of international or national working committees and theoretically are therefore “open” and independent of specific supplier proprietary influences.   There are also “de facto” and “proprietary” standards which exist, either as a result of being first out in the market place and therefore are taken as standards because they are in operation, or are specific to particular suppliers.   These latter standards are particularly prevalent where the product/service concerned is not a mature product.

Best Practice in Procurement defines that proprietary standards should be avoided wherever possible.

· Hierarchy of Standards: OJEC procurement rules require that, where suitable standards exist they should be mandated in the following order:

· International standards

· European standards

· Country specific standards

· Market sector specific standards

· Supplier(proprietary) standards

The principal standards bodies for these levels of standards in smart cards and smart card related supply areas are:

· International: ISO and ISO/IEC 

· European: CEN, ETSI and CENELEC 

· National UK: BSI  

Best Practice should refer to these standards bodies in the first instance to determine the relevant standards to be referenced and the up-to-date status of the relevant standards.

· Standards v Specifications: standards are intended to provide base level building blocks for the development of products and services; they are not intended to be detailed specifications.  The main reason for this is to encourage and allow competition, diversity of design and new initiatives among suppliers to allow industry to move forward.  The balance between generality and detailed specification in standards is one which is difficult to achieve and different standards take different approaches.  Nevertheless, a standard is not a specification.  One good example in the smart card scheme arena is the smart card standard ISO/IEC 7816 in all its various parts, which is as near a specification as one can get in a standard.  Yet even when they both comply with ISO/IEC 7816, no two smart cards from different manufacturers are 100% compatible and interoperable.

Some smart card systems areas have both standards, and specifications derived from those standards, such as the ITSO specification for transport smart card ticketing which is a Specification relying on the standard ISO 14443.   

Best Practice should reference both the high level standard(s) and any “open” specifications that may exist based on the referenced standards.

· Sources of Standards: the “Standards” section of the National Smart Card Project provides guidance in defining the appropriate standards to specify for smart card systems procurement.

In particular the reader’s attention is drawn to document “WP3-03 – Applicable Standards” which defines in further detail the relevant standards that should be considered for specification with reference to smart card schemes and their current state of development.

Specification of Roles and Responsibilities 

The full range of roles and responsibilities (cost/contractual risk/ of each party must be clearly defined, not only in terms of the initial supply, but also for:

· Interface to existing systems:  includes the responsibility for determining whether an interface/middleware or replacement is required, design and implementation of the interface, responsibility for any degradation in performance of existing systems caused by the interface and disaster recovery.

· Equipment and software maintenance:  includes hardware and software, both routine preventative and also palliative maintenance, processes and procedures, permits, timing and access arrangements to ensure non-disruption of business operations etc.  
· Technology upgrades and refresh:  includes both planned and emergency upgrades; responsibility, scope and timing for asset refresh 

· Value chain management:  it should be made clear which roles the purchasing authority wishes to retain in house or manage independently and which the supplier is expected to undertake.   Where the purchasing authority is uncertain as to whether it wishes to undertake a role or not it is recommended that options be included in the tender to enable the authority to ascertain the relative alternative cost of placing the responsibility in question on the supplier.   

· Impact of changes in legislation:  because the use of smart card technology and the introduction of “e” services is relatively “young” it is particularly vulnerable to the impact of the introduction of new legislation designed to control various hitherto unrecognised consequences of electronic means of service delivery.

This is particularly true of legislation emanating from the European Union such as the recent Financial Services Regulations controlling the introduction and management of “e” purses.   Other forms of legislation, both generic and market specific can also cause changes downstream in both technology and business processes and risk management.   
Best Practice here is to assign those changes which are generic in nature to be the responsibility of the supplier to bear the cost/risk and those changes which are specific to the market concerned (in this instance the local government marketplace) to the purchasing authority.  
Contract Terms 

Many authorities will have sets of standard contract terms and conditions upon which most procurements will be based.   Depending on the scope and complexity of the procurement concerned these may need to be reviewed and again most local authorities will have access to their own legal expertise for this purpose.   For very complex procurements such as PPP type contracts special purpose clauses may be required and guidance should be sought from Legal departments and specialist agencies such as the 4Ps.  
The list below is intended as a generic list of core headings that it should be ensured have been addressed.  The clauses listed are only those deemed to be the most essential for effective contract control and minimising the risk of disputes and non-delivery of the expected outcomes.  The clauses themselves should be supplemented with detailed schedules of requirements where necessary:

· Detailed Description of the Contract Service/ Contract Deliverables: essential but frequently overlooked.   The clause must state very clearly and unequivocally exactly what the service and/or deliverables required are and how they will be measured.

· Rights and Obligations of each party: this clause (or set of clauses) should set out what each party to the contract is expected to provide and what they are entitled to expect the other party to provide.   It will include elements such as provision of access to documents and premises, audit and inspection rights, disclosure obligations etc.

· Safety Obligations of each party: this is essential to establish how safety risk will be managed between the parties.   Needs to be determined prior to the contract being commenced.

· Contract Management requirements: this clause is very important from a control and governance viewpoint.   Points covered should include reporting requirements and timing, contract staffing – including nomination of supplier key named personnel who may only be changed with the agreement of the purchaser, formal contract meetings, contract plans required from the contractor etc.

· No Discharge clauses: this clause obliges the supplier to continue to perform its obligations and take responsibility for its liabilities under the contract, no matter what instructions or agreements are given by the purchaser.   Such obligations and liabilities shall not be affected by any actions or omissions of the purchaser or purchaser’s agents.

· Records and Information to be kept/supplied: in addition to formal contract reports and schedules, this should cover the keeping of supplementary and supporting documentation, including emails and facsimiles, notes of meetings, computer files etc.  This will also be required under the Freedom of Information Act.

· Audit and Inspection  - rights and obligations: the rights of the purchaser to inspect anything to do with the contract, including records, books of accounts, calculations for variations, quotations from sub-contractors etc should be included.   Permitted timing and frequency of audits and inspections should be included, as should the occasions on which both planned and ad-hoc audits may be made.

· Intellectual Property Rights (IPR): for the avoidance of disputes this should set out clearly the position with regard to use of existing IPR of either party, who owns new IPR created as a result of the contract and the circumstances in which the other party may use such IPR

· Warranties: this clause should state the key performance and quality standards to be guaranteed by the supplier and against which he will be measured.    

· Indemnities: this clause should state the circumstances under which each party indemnifies the other in case of being unable to perform their contractual obligations and liabilities.  It should also state the level of indemnity concerned.
· Legal and Standards Compliance: under this clause any specifically applicable published standards (technical and non-technical) against which the supplier must perform should be stated.   In addition, although there will be a general clause stating the Applicable Law under which the contract will be performed, specific reference should be made in this clause to particular legal requirements, such as Disabled Discrimination Act, e-Money Directive, Data Protection Act, to which supplier performance must comply.   

· Payments: all charging mechanisms should be stated here, including timings and provisions for dealing with disputed payment claims.

· Variations:  this is a key contract management control clause that should cover the circumstances in which variations may be instructed and actioned, including who is authorised to instruct and the process by which prices and other terms are quoted and accepted/or rejected.  Options for downward variations (to reflect any agreement on reduced or amended scope for example) as well as upward variation should be included.  It should also cover the procedure for identifying and agreeing the time impact of any variation and the how the contract Change Control procedure will operate.

· Delay/Extensions of Time: this clause should cover the circumstances in which delay/extensions of time may be claimed and the process for establishing the impact of any delay on the contract.  This should include reference to audit and inspection rights and the keeping of records.

· Termination: the circumstances and procedures under which either party may terminate the contract should be covered.  These should include circumstances for interim termination, step-in rights in the event of material breaches of contract/non-performance and the amount of notice that must be given to the other party.

· Dispute Resolution: it is essential that processes are in place for the fast resolution of any disputes that may arise during the contract, in order to prevent undue delay and disruption to the contract performance.   This clause should define who has authority to resolve disputes for each party and to what monetary level.  Beyond this an escalation procedure should be identified to enable resolution at the highest levels within each party, including timescales for each stage.   Beyond this the clause should address the process to arbitration/adjudication in the event of the parties failing to agree under the escalation procedure.

· Force Majeure: the circumstances under which either party may be relieved of their obligation(s) to perform the contract should be clearly stated.

Bulk Purchasing and Commercial Issues

Negotiation Options

Collaborative opportunities and development of joint business cases will, in all probability, reduce the initial costs of preparing the tender specification and lessen the procurement price from the vendors.   This will have a positive effect on the Return on Investment (ROI) especially in the early years.

Length of Contract 

The length of contract needs to be based on practical realities, which may entail longer-term contracts but with break out clauses based on performance or uptake.   Planning and working jointly with suppliers will have a greater effect upon success than a confrontational approach.  If this is part of a collaborative approach with other Authorities, the negotiations need to be specific so that the parties have an equal relationship.

Flexibility Within the Contract 

This is an absolute requirement, as the future applications for smart cards have yet to be defined.  This needs careful consideration to avoid being vague and exposed to future technology cul-de-sacs.

Use of Consortium Purchasing: 

Collaboration will affect the costs of implementation, training and economies of scale.  However finding the right partners with a likeminded approach may not prove easy.  If both parties cannot perform to the same process cycles, the partnership will travel at the pace of the slowest partner.

Pricing 

This must be linked to performance, non-performance, risk transfer, business case ROI, full life-cycle costs, value for money and apportionment of contribution..  Failure to do so will risk total project collapse.  
Suitability for Bulk Purchasing 

Some elements of the smart card value chain are more suitable for bulk/aggregated purchase than others.   It is not the purpose of this best practice paper to discuss these in depth but the following general rules should be applied:

· Generic commodity items such as “white” (unpersonalised and uncoded) cards, generic terminals, hand readers etc are suitable for bulk purchase.

· Where any form of further encoding or inclusion of generic applications are needed it is important that all members of the purchasing consortium are consulted and approve the requirement.
Powers to Bulk Purchase

With the recent changes to the Local Government Acts there is greater opportunity for local authorities to consider joint bulk purchasing.   The remit of this paper does not cover this area in depth and reference should be made to WP8-05.
The National Smart Card Project “Starter Pack”

Best Practice dictates that, wherever possible and suitable, products and services which have already been developed for a local authority environment should be considered.   Because there is such a wide diversity in the needs and stages of maturity of local authority smart card usage in the UK at present it is challenging for local authorities to ascertain which products and services may be suitable for them at the particular stage of development they are in.   This is particularly demanding where authorities wish to test out the use of the smart cards but do not wish to make a large investment until they have determined whether it is the right course of action for their needs.   

In this regard the reader’s attention is directed to the National Smart Card Project Starter Pack which is drawing together a number of products and services which have already been developed and tested by a number of pioneer local authorities and which offer an opportunity to benefit from lessons already learned.   The Starter Pack is intended to enable authorities to introduce low cost, limited application starter level schemes and evaluate their suitability, in confidence that the products and services have already been tested and proved suitable for the local authority environment.  
Risk Management

Risk and risk management is a vast subject which it is not within the scope of this document to pursue in detail.   The purpose of this section is to highlight the key issues of risk which are applicable to the purchasing of smart card schemes and scheme elements.   It is recommended that specialist risk management advice be sought, at least at the early stages of scheme strategy and tender preparation and negotiation (see WP8-08). 
The Nature of Risk 

The nature of risk in the context of smart card and smart card scheme procurement will vary in accordance with the nature of the procurement option selected.   It should be noted that because a procurement is outsourced does not necessarily mean that all the risks associated with that procurement can or have been transferred to the supplier.  Examples of this include responsibility for health and safety which cannot be transferred; and risk of equipment performance failure, which might have been transferred as far as contractual responsibility is concerned but if the public are affected by the failure they will blame the local authority, not the supplier.   

Some risks are generic, others are related specifically to the content of the scheme in question and the applications being implemented (for example if public transport is included the apportionment of transport subsidy may give rise to disputes with the transport operators concerned.   Such a risk should be managed by the local authorities involved).

Best Practice recommends that a risk matrix be developed from the earliest scheme development stage, and that this matrix is actively used to monitor and manage the risks identified throughout the lifetime of the project.

Because smart card schemes are complex and relatively new, the associated risks are also complex.  Examples of the nature of risk to be considered are given below:

External environmental risks

External environmental risks are those factors in the context of the programme which are uncertain but are outside the control of the programme; examples include central government activity, citizen perception of the card/scheme; changes in legislation

Service risks

Service risks include organisational and technical aspects of providing a service.  The development of an effective service to users of the scheme, i.e.  citizens and business partners is the core of the operation of the scheme; examples include Organisational risk associated with discontent or malcontent of scheme stakeholders, failure to manage scheme transition etc, and Implementation risk associated with shortage of resource, problems with integration with legacy systems etc

Business risks

Business risks concern the development of a sound business as the foundation of the scheme.  This involves the nature of the market in which the consortium will operate, business aspects of the Value Chain it sits within, and aspects of funding.   Sub-headings within this category include Mission risk and Strategy risk, where Mission risk is associated with issues such as failure to achieve sufficient uptake, distortion of the original intent behind the scheme, misconception about the scheme etc, and Strategy risk where issues such as funding, cash flow and application mix become overriding factors in scheme progress.    

Risk Transfer

The risks of timeliness, quality and accuracy of delivery of products and services should always be transferred to the suppliers.  Since there is always a risk introduced by being a poor customer, these risks should be managed jointly with the suppliers involved.

The risk of the card becoming perceived negatively by the public should be transferred to the party/service providers contracted to provide the marketing and publicity for the scheme.  The management of this risk is both a technical and a Public Relations task.

Risks concerning the technical capabilities of the card should be transferred to the party responsible for writing the specification for card supply and implementation.  The card may be technically unsuitable in the event to implement the applications that have become important to the scheme, or it may be over specified and thus cost more than it was necessary to spend.  The specification of the card before tendering for suppliers is the only place this risk can be managed.

6 Appendix 1 – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazeteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations
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