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1. Abstract

The objective of the Procurement section of the National Smart Card Project (NSCP) is to provide local authorities and the NSCP with robust procurement guidance in order to maximise opportunities for exploiting purchasing economies of scale and delivering best-value for public expenditure on smart card schemes deployed in the local authority sector.  It is also intended to provide help and guidance to ensure that important standards development in this area is matched by good practice in deployment of smart cards and associated infrastructures by giving advice and guidance on best practice procurement specifications.
One of the key tasks of the Procurement section was to manage S-CAT and G-CAT exercises to provide scope for early procurements required within the National Project time scales.  The intention is that local authorities may use the resulting procurement mechanisms to procure goods and services to support smart card implementations over the next 3 years.  Initially only an S-CAT exercise has been undertaken, as the most urgent procurement needs of NSCP project were in the areas of services and consultancy. 

The purpose of this paper is to set down guidance notes for local authorities on how to use the G-CAT procurement route to enable them to fast track procurements where necessary, whilst complying with public procurement rules and maintaining best value.  The paper specifically addresses the G-CAT Route only.  It is anticipated that many facets of the guidance will be the same for the S-CAT process.  It should be noted, however, that no G-Cat procurement exercise has been undertaken within the NSCP, although it is anticipated that a joint procurement exercise on the purchase of JCOP30 smart cards will be undertaken by a number of local authorities as a result of the work of the Procurement section and the Starter Pack.
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2. Introduction
2.1 Background and Purpose of Paper

The objective of the Procurement section of the National Smart Card Project (NSCP) is to provide the NSCP with robust procurement guidance in order to maximise opportunities for exploiting purchasing economies of scale and delivering best-value for public expenditure on smart card schemes deployed in the local authority sector.  It is also intended to provide help and guidance to ensure that important standards development in this area is matched by good practice in deployment of smart cards and associated infrastructures by giving advice and guidance on best practice procurement specifications.
One of the key tasks of the Procurement section was to manage S-CAT and G-CAT exercises to provide scope for early procurements required within the National Project timescales.  The intention is that local authorities may use the resulting procurement mechanisms to procure goods and services to support smart card implementations over the next 3 years.  Initially only an S-CAT exercise has been undertaken, as the most urgent procurement needs of NSCP project were in the areas of services and consultancy. 

The purpose of this paper is to set down guidance notes for local authorities on how to use the G-CAT procurement route to enable them to fast track procurements where necessary, whilst complying with public procurement rules and maintaining best value.

2.2 Scope

For the reasons given above this paper specifically addresses the G-CAT Route only.  Many facets of the guidance are the same as for the S-CAT exercise already undertaken.  It should be noted, however, that no G-Cat procurement exercise has been carried out within the NSCP, although it is anticipated that a joint procurement exercise on the purchase of JCOP30 smart cards will be undertaken by a number of local authorities as a result of the work of the Procurement section and the Starter Pack.

The scope of this document is therefore limited to guidance only.

2.3 Format

The document format describes the various attributes of the G-Cat process in its generic form, followed where applicable, by a commentary on its application to and suitability for (a) local authorities and/or (b) the procurement of smart card systems or components thereof.

3. Overview of G-Cat 

3.1 Background 

G-Cat is an on-line catalogue which is intended to provide public sector organisations with a fast and simple route to procure a wide range of IT and Telecommunications products and associated services.  G-Cat is now managed through the Office for Government Commerce (OGC) procurement division – OGC Buying Solutions and there are no limits on the value of orders that can be placed under the scheme.  

G-Cat awards framework contracts to a number of suppliers in specified equipment categories (see next section) who go through an open competition advertised in the European Journal (OJEC).  These frameworks specify the nature of the service and the rate(s) which are applicable throughout the lifetime of the framework in question and can be accessed by any public service organisation, including local authorities, directly utilising the agreed and pre-tendered rates for the supplier in question.  Each category of G-Cat (currently 7 in number) is re-tendered in open competition through OJEC every 3-4 years.  All public sector organisations are eligible to use the scheme in accordance with the requirement laid down in the Customer Access Agreements (copies of which can be obtained from the G-Cat website on www.gcat.gov.uk).

3.2 Compliance with European Procurement Directives

In setting up G-Cat, OGC Buying Solutions consulted HM Treasury, the Treasury Solicitor, and its own legal advisors and deemed the scheme to have met all the requirements of EC Procurement Law.  HM Treasury confirmed at the time of consultation, that the EC had not indicated any difficulty in a central procurement agency such as OGC Buying Solutions setting up framework contracts for use by a specified range of contracting authorities.  The obligations of each contracting authority or entity to advertise in the EU Journal and to conduct a competitive procurement in accordance with the EC's directives were therefore deemed to have already been complied with by virtue of the OGC Buying Solutions G-Cat procurement exercise. 

3.3 Implications for Local Authorities
The implication of the above for local authorities therefore should be that there is no additional legal requirement to conduct a separate procurement exercise in relation to purchases made under G-Cat – with the resultant saving in cost, time and resource.  However there have recently been some concerns raised by the European Commission to the similar S-Cat procedure on the basis that it precluded true competition.   The G-Cat procedures do allow for a mini-competition to be held between approved suppliers, however it is recommended that local authorities check with their own legal departments regarding the status of the S-Cat challenge prior to commencing a G-Cat exercise. 

3.4 G-Cat Suppliers in relation to Smart Card Procurement

The names of the G-Cat Prime Contractors and the categories for which they have been awarded contracts are shown below (current as at time of issue of this document 1 Mar 04)

All Prime Contractors have been appointed through a competitive procurement conducted under EU procedures.  The evaluation criteria included track record and experience, quality systems, pricing mechanisms and administrative and management systems.  

	CATEGORIES
	1

Hardware
	2 Telecom
	3 Software
	4 Mainten’c
	5  IT Managed

Services
	6 

Value

Added

Retail
	7 Solution

Provider

	APPROVED SUPPLIER
	
	
	
	
	
	
	

	Centerprise International Limited
	(
	
	
	
	
	
	

	BT Retail (smart cards part of managed service through BT Global)
	
	(
	
	
	(
	
	

	Computacenter (UK) Ltd
	
	
	
	
	
	(
	(

	Dell Corporation Ltd
	(
	
	
	
	
	
	

	Elonex Plc
	(
	
	
	(
	(
	
	

	Fujitsu Services Limited (primarily integration services)
	
	
	
	(
	(
	
	(

	IBM United Kingdom Limited ( hardware and software solution provider)
	(
	
	(
	
	
	
	

	Intergraph UK Ltd
	
	
	(
	
	
	
	

	Northgate Information Solutions UK Limited
	
	
	(
	
	
	
	

	SBL (Software Box Ltd) Security Software ONLY
	
	
	(
	
	
	
	

	Siemens(solutions provider- equipment through subsidiary Infineon))
	(
	(
	(
	
	(
	
	

	Sx3
	
	
	(
	
	(
	
	

	UNISYS Limited
	(
	
	(
	
	(
	
	

	Civica Services Ltd
	
	
	(
	
	
	
	

	Bull Information Systems Ltd
	(
	
	(
	
	
	
	

	Computer Science Corporation  (A systems house/consultancy. 

Will source anything for a big project, some experience in smart cards
	
	
	
	
	(
	
	

	EDS(comments as for Computer Science Corporation above)
	
	
	
	
	(
	
	(

	Ergo Computing UK Ltd
	(
	
	
	
	
	
	

	Hewlett Packard Ltd. (formerly Compaq)
	(
	
	
	(
	(
	
	(

	IMS Maxims Plc
	
	
	(
	
	
	
	

	Norsk Data Ltd (Formerly Telenor)
	
	
	
	(
	
	
	

	PC World Business
	
	
	
	
	
	(
	

	SCC
	
	
	
	(
	(
	(
	(

	Steria Limited
	
	
	(
	
	(
	
	(

	Trustmarque Solutions
	
	
	(
	
	
	
	

	Viglen Ltd
	(
	
	
	(
	(
	
	


Comment: 

The focus of G-Cat is primarily on standard operational IT equipment for conventional business solutions, systems integration and office computing.  It is currently not particularly “Smart card” oriented and therefore does not cover many of the smart card specialist suppliers, particularly the chip suppliers, card manufacturers, back office systems suppliers and standard applications suppliers.  In addition many of the suppliers in the smart card marketplace are small and medium enterprises which are not well represented.  At present therefore the value of G-Cat for smart card schemes is somewhat limited.

The suppliers with a known smart card related offering are indicated in yellow on the list above. 

3.5 G-Cat Categories in relation to Smart Card Systems Procurement

The G-Cat categories are listed below together with a short description of their scope.  The “Comment” paragraph under the description of scope refers to their suitability and relevance to procurement for smart card schemes.

3.5.1 Hardware and Systems Integration 

Scope: This category is primarily for the supply of IT hardware, including but not limited to, PCs, laptops, palmtops, servers, printers, scanners, mainframes and related peripherals and components.  It also includes the provision of software, maintenance or extended warranty on the products supplied, associated consumables and accessories, as well as pre and post sales advice, installation, configuration, systems integration, optimisation, commissioning, training, data transfer, disposal and recycling facilities for redundant equipment.

Comment:  This category has some limited value for smart card scheme procurement generic equipment such as PCs and printer terminals but does not cover the more specialised type of hardware, for example, display and transaction terminals, ticketing machines, card readers and kiosks, although “related peripherals” could cover smart card and reader procurement

3.5.2 Telecommunications 

Scope: This category is primarily for the supply of telecommunications and data communications products including PABX systems.  Related services on offer will include installation, maintenance, managed services relating to the supply of those products, cabling, application service provision, Internet service provision and disposal and recycling facilities for redundant equipment.

Comment:  This category is not particularly relevant for smart card procurement in isolation, although the telecommunications network will form part of the underlying system.  The two suppliers, BT and Siemens, would be suitable suppliers as part of an integrated and/or managed solution (see categories 3.5.5 and 3.5.7 below).  The only way in which smart cards would be relevant is if a telecommunications scheme were installed and smart cards were required as part of the overall network security solution.

3.5.3 Software 

Scope:  This category is primarily for the supply of software packages either from a software producer or a specialist software reseller.  It includes pre and post sales advice, installation, configuration, optimisation, training, data transfer and application service provision but NOT bespoke systems requiring considerable development which are dealt with under S-CAT – Category 11).

Comment:  This category is worthwhile considering since most smart card schemes are solutions based and use a combination of standard and bespoke software.  The bespoke software might be sourced using S-Cat with the standard being sourced using this category in G-Cat.  

3.5.4 Third Party Maintenance 

Scope: This category offers hardware maintenance, including the maintenance of legacy systems and other equipment not necessarily purchased through G-Cat.

Comment: This category will only be relevant for smart card schemes where smart cards are included in a total system maintenance offering.  The technical complexity of a smart card scheme and the need to maintain a high level of system and device availability in order to ensure successful scheme growth means that proactive maintenance across a wide range of vendor equipment is necessary.  If a turnkey or managed service approach is taken this aspect of maintenance should already be included.  If however management of the infrastructure and/or applications is going to be carried out “in house” by the local authority itself, this category should be considered since such maintenance is a resource intensive exercise and may be difficult to maintain to a high level over a period of time, whilst failure to maintain a consistently high level of availability will discredit the smart card scheme and lead to citizen disenchantment and lack of use.  Note: It is important however to ensure that the selected supplier has the capability to maintain the full range of equipment being used/planned for the foreseeable future.  Careful consideration should also be given to prices and a comprehensive “best value” approach taken.

3.5.5 IT Managed Services 

Scope: This category allows the procurement of systems (hardware, software and infrastructure), which the Prime Contractor will then maintain and manage for the duration of the contract and may also allow supply of additional items, including consumables and accessories.  A range of options regarding ownership of the assets is available.

Comment:   For larger smart card schemes and/or for those local authorities who prefer to outsource complex IT projects, this category is potentially useful since it ought to place much of the of risk in performance on the contractor.  In addition smart card schemes in rollout mode can be large and pervasive within an organisation and require considerable resource to manage. However the current choice of approved suppliers does not include a number of reputable names with specific skills in smart card related technologies (such as Hitachi, Axalto and Prepayment Cards Ltd) 

3.5.6 Value Added Reseller 

Scope:  The main focus with this category is on supply of ‘off the shelf’ products where Value Added Resellers can use their market knowledge and purchasing leverage to add value to the Customer

Comment: The category itself would be useful for stand-alone procurement of off-the-shelf hardware and software plus peripherals, particularly where groups of local authorities undertake group procurement for specific requirements.  However to be really useful to smart card scheme procurement the range of equipment on offer would need to be substantially expanded as it currently covers primarily only the standard business desktop type of equipment such as PCs, printers, etc.  As the industry matures this category will become more important; however it needs standards, interoperability and large numbers of deployed systems to enable really useful smart card products to be offered.

3.5.7 Solution Provider 

Scope: This category is cited as being “intended for Customers who require an end-to-end solution for specific IT objectives of a more complex and high-level nature”, rather than a “commodities” requirement.  It is suitable for procurement of complex IT and Telecommunications solutions where there are a number of different technical options available from more than one contractor, in order to deliver the business requirement.

Comment: This category is potentially the most useful for a local authority seeking to outsource a complete “packaged” system at the present time.  It should be noted however that downstream, as smart card technology and systems become better understood and further “de-skilled” in terms of design and provision, other G-Cat categories may become more (or just as) important.  It should also be noted that, of the currently approved suppliers, only EDS, Steria and Fujitsu Services are known to have specific knowledge and experience in smart card systems and there are notable omissions from the list of known “turnkey” suppliers such as Axalto, Siemens and Prepayment Cards Ltd, all of whom are registered under the S-Cat framework.

3.6 Purchase Protocols for the Use of G-Cat by Local Authorities

 G-Cat is intended to assist by reducing the time and costs associated with the procurement of IT equipment by offering a simplified pre-tendered call-off facility to public sector organisations and the privatised utilities.  In particular G-Cat aims to provide the following benefits:

Any public sector organisation in the UK is eligible to use G-Cat including Government departments, Agencies, Local Authorities, Educational establishments, Police Forces, NHS bodies, public and privatised Utilities.  

3.6.1 Intended Benefits of G-Cat

The following benefits are cited by G-Cat: 

1. Compliance with EU procurement legislation 

2. Ability to call off urgent requirements quickly 

3. Competitive prices 

4. Wide choice of products and associated services 

5. Ease of ordering 

6. Sound contractual protection based on best practice 

7. E-commerce facilities 

8. Improved management information 

Multiple framework contracts have been put in place offering choice of IT and Telecommunications products and associated services.  It allows customers to deal directly with Prime Contractors or to use the services of a Value Added Reseller should this best suit their needs. 

3.7 Appropriate Use of G-Cat for Local Authority Smart Card Schemes

In theory the G-Cat catalogue has the potential to provide a fast track, pre-vetted route for local authorities to procure elements of smart card schemes.  There are however a number of drawbacks to its use for smart card schemes in its current format and scope:

3.7.1 Potential Drawbacks are

Range and Type of Supplier:

It has already been noted in the previous section that the range of Prime contractors is very limited and primarily targeted at standard desktop and business process equipment.   Many excellent providers of standard smart card related equipment are not listed at Prime Contractor level, although some may be available through sub-contract and the Value Added Reseller category. 

A further drawback in this regard is the nature of smart card schemes themselves and the way in which the smart card supply market is currently organising itself:

Nature of smart card schemes:

Smart card technology, whilst not new in a technical sense, is relatively new in the applications for which it is being used.  This means that there are many areas of the scheme value chain for which standards and standard specifications have not yet been established.  Because of this, smart card schemes are an integrated mixture of bespoke and off-the-shelf elements (primarily bespoke) particularly at the individual scheme application level.  

Organisation of the supply market:

In response to the above, the supply market is currently very fragmented, with the larger suppliers tending to organise themselves vertically such that, for example, the large card suppliers like Orga, Siemens, Axalto, supplement and complement their card offerings with systems and systems integration capability.  For this reason, these suppliers tend to be found in the S-Cat catalogue rather than in G-Cat. 

Re-selection Process:

G-Cat qualification is re-tendered approx. every 3-4 years.  With the current volatile state of the smart card marketplace and the fast pace of developments it is unlikely that a sufficiently comprehensive range of suppliers can be maintained, at least at Prime Contractor level to offer the optimum level of competition.

A further effect of this is that the current process is also too slow and unwieldy to be likely to necessarily yield the best prices at any given time – although it should be noted that there is a facility for “mini competition” amongst listed Prime Contractors, and the internal costs of sourcing and negotiation will have already been covered by OGC – so that if the overall cost of acquisition is taken into account, this may reduce the impact of higher list prices than can be obtained on the smart card “spot” market. 

Focus of Categories:

Of the current set of categories under G-Cat only, only 3.5.1, 3.3.3 and 3.3.7 are currently of any particular interest for smart card schemes. 

As we move from the current state towards maturity in smart card schemes, the dividing line between off the shelf and bespoke software and systems will move from low level technology through middleware to the application interface.  Whilst the categories themselves may remain largely the same, the focus of the offerings within those categories will move but this will take several years.

3.8 Conclusion:

Whilst G-Cat is well suited to the PC and Office Desktop environment which is mature, it is currently less useful for the smart card scheme environment which is still at early stages of evolution smart card schemes are still largely at pilot and/or small scale roll out stage and the marketplace therefore lacks the maturity and widespread existence of implementations needed to achieve critical mass.
3.8.1 The G-Cat Process:

Legally binding contracts are established between OGC Buying Solutions and each successful company.   Customers wishing to use G-Cat must enter into a Customer Access Agreement (CAA) with OGC Buying Solutions.  The CAA contains details of the Terms and Conditions and how the scheme operates.  It also protects the customer when orders are placed.  Signing the CAA does not commit the customer to using the scheme and there is no charge.

3.9 Generic Procedures for using G-Cat

3.9.1 Available Methods

Schedule 2 of the standard G-Cat Terms and Conditions sets out the four possible methods for using G-Cat:


1. Select item(s) from the e-catalogue and place an order electronically (or by other means)

2. Select a Prime Contractor from the e-catalogue information and ask for a quotation/proposal against your requirement(s).

3. Hold a Mini-competition - select a number of Prime Contractors who can meet your requirement and ask them to submit a proposal.

4. Ask a Value Added Reseller to conduct a mini-competition on your behalf. 

Comment:  Whilst methods 1 and 2 are obviously the fastest and least resource intensive from a local authority purchasing department’s point of view, they may not satisfy local standing orders (see later section on “barriers to use of G-Cat”).  In addition, given the primary focus of G-Cat it may not be possible to single source what is required for a smart card scheme.   The conclusion is therefore that methods 3 and 4 offer the best alternatives from both aspects.

3.9.2 Registration and Access

A valid user name, Organisation ID Number and password are required to view prices, availability information and to order goods on the G-Cat Website

Unregistered access allows viewing of product descriptions from the open area.

Registration of your organisation may be carried out online, but you need to complete and return two copies of the Customer Access Agreement form to OGC Buying Solutions by post.  This form can be printed from the web site but it cannot be submitted electronically.

Access will not be possible until 24 hours after the completed forms are received by OGC Buying Solutions.  It will then be the following day before the addition of new Buyers/Browsers for an Organisation can take effect.

Once you have received your password you will be able to see prices, create baskets and order goods within the permissions given.  You will also be able to use the Customer Forum and e-competition facilities available in the Customer area.  

Comment:  This is a strange mixture of electronic and paper based processes which it is suggested could/should be reviewed in the light of recent developments on the validity of electronic signatures and the work done by the National Project on e-procurement.

From the viewpoint of smart card schemes the time delays inherent within the processes should not prove a barrier to use since even urgent requirements (assuming they are available from the catalogue) are unlikely to require less than 3 days turnaround time.

From a local authority viewpoint the issue is whether the processes are acceptable under local standing orders and procurement procedures and must be judged on an authority by authority basis.  

3.9.3 Levels of User Access

Initially one 'Superuser' (the Liaison contact unless specified otherwise) will have access to the site.  Superusers will be able to designate other users as follows:

.

· 'Superuser'
-
 with full access to the site

· 'Buyer' 

-
 with the ability to view items and prices and place 
                                                                                                               orders

· Browsers
-
 who will be able see items and prices but not place 
                                                                                                               orders.

Browsers are able to create orders that can be approved by their Authoriser

Superusers, who have an 'Admin' facility and are able add, edit or remove other users and delivery/ invoice addresses. 

(Note: new Superusers have to be authorised by OGC buying solutions first and, because details of new users will need to be provided to the Prime Contractors, there will be a 24-hour delay before access to the micro-sites is possible).  

3.10 Additional G-Cat Facilities

3.10.1 The e-competition facility

This facility is available for users to obtain quotes from a number of Prime Contractors using the following procedure:

1. Prepare a description of your requirement and save it. 

2. Select the 'e-facilities' tab and then 'e-competition'.

3. Select the Prime Contractors of your choice by holding down the Control key and clicking on the Prime Contractor's name in the box and use the browse button in the lower portion of the page to attach your specification.

4. Enter your reference number and submit the form. 

Details of your spec. will then be sent to your selected Prime Contractors.  They will respond to you via the site and you can then select the best response and contact the Prime Contractor directly.  (Your organisation's details will not be made known to the Prime Contractors, only your requirement).  

3.10.2 Purchasing collaboration facility

G-Cat provides a facility for users to collaborate on requirements via the Customer Forum, which is a bulletin board on which users can post and reply to messages from other users. 

This also gives the opportunity for users to share experiences of their use of G-Cat.  

Comment:  This facility has not been tested under the WP4 scope of work; however it provides a potential for local authority collaborative purchasing where the specification for “standard” items can be agreed and those items are available from the catalogue.  In the smart card scheme context this is probably limited to smart cards themselves and peripherals such as readers and other types of terminal.

3.10.3 Management Information Facility

A general management information facility is available on the G-Cat website to provide users with information intended to assist them in making an informed choice when procuring goods and services 

The area contains information such as

· scheme performance over time

· performance of the various categories and subcategories

· performance of the various market sectors 

· analysis of customer buying habits.

More detailed Customer and Supplier information can be accessed via the secure area of the website.
3.11 Contact Points for G-Cat

More detailed information can be obtained via the contact points given below:

Web site:
www.gcat.gov.uk


4. Barriers to the use of G-Cat

4.1 Local Authority Standing Orders

It is recognised that there is sometimes a conflict between the Standing Orders of a local authority and the G-Cat Conditions of Contract (see Appendix A) which preclude some local authority purchasers from using G-Cat.

 Local authorities were canvassed to identify the extent to which individual Standing Orders define specific requirements for multiple supplier tendering, which are interpreted by procurement departments as precluding the use of S-Cat and G-Cat agency routes.  As a result of this exercise the following alternatives have been identified as options for addressing this (with thanks to London Borough of Newham and Bracknell Forest Borough Council):

OPTION A – SEEK A WAIVER OF STANDING ORDERS

Presentation of a formal report to the executive requesting a waiver of standing orders:

Suggestions for suitable paragraphs to include are:

1.  Request:  To agree to waive the requirement of the Council’s code of practice  requiring formal tendering for this contract under paragraph xxxxx.  The justification for seeking the waiver is set out at paragraph XX below.
2. Justification (1):  Speed and cost of procurement to follow the full tendering procedures in this case would add a delay of xxxxx and would cost a considerable amount in officer time.  The G-CAT route allows us to use a legal fast track procedure, and our chosen partner, xxxxxx, is registered under the relevant G-CAT category.
3.  Justification (2):  An evolutionary path with significant benefits to the Council.

We already have the hardware in place to support the proposed extension of the service.  A change in supplier would necessitate a change in xxxxx and therefore additional xxxx and conversion costs, as well as retraining for the staff using the current system.

The supplier xxxx has proposed a 'strategic partnership' with the Council which includes the opportunity for xxxxxxx (as relevant)

OPTION B – INTERIM AMENDMENT TO ALLOW FOR USE OF FRAMEWORK AGREEMENTS (pending discussions on revision of Contract Regulations)
Suggestions for paragraph/clause wording:

The use of approved Framework Agreements is not treated as single tender action pursuant to these regulations but is governed by the provisions of Annex XXXX.    However any order of £xxxx or greater will be subject to the xxxxx process.

Framework Agreements are standing arrangements or call-off contracts established to facilitate the easy repeat ordering of goods and services over several years.  The following third party-established Framework Agreements are currently approved for use by the Council:

· All Office of Government Commerce Buying Solutions contracts (including GCAT and SCAT).

· All Central Buying Consortium contracts

The list of contracts will be held by the Head of Procurement who will advise on their use.  Amendments or additions to the list may only be made with the approval of the Head of Procurement, in consultation with the Council’s legal department.

4.2 Pricing and Availability

There is a view amongst some local authorities that they can obtain better prices for goods through “local” negotiation than those offered by the G-Cat approved suppliers.  There is also a view that in some instances the range of goods covered by the G-Cat range is not sufficient for what is required.

In the case of pricing there are three options that could be taken to improve the G-Cat service: 

1. Hold a “mini competition” between approved G-Cat Suppliers as is covered under “ Available Methods” section above to secure the best prices

2. Bring your concerns to the attention of OGC Buying solutions G-Cat Manager and discuss the options
3. Collaborate with other local authorities to pool common requirements in a joint purchasing exercise [See Note 1 below]

In the case of range availability, this is something that needs to be brought to the attention of the G-Cat Manager.

[Note 1:  A procurement workshop has been held for local authorities, in collaboration with legal advisers to discuss the barriers to local authority collaborative purchasing.  

A number of local authorities were identified who are interested in purchasing a common type of smart card (JCOP 30) and it is hoped to facilitate a collaborative purchasing exercise for these goods at some time in the future.

4.3 G Cat Conditions of Contract

Appendix A below details the principal conditions of contractor applicable between a local authority and selected supplier under G-Cat.  For smart card “standard” equipment and supply envisaged under G-Cat these are generally perfectly adequate.  The only comment to make here is that for smart card schemes it is important to ensure in the specification due weight is given to adherence to technical standards required.

5. Appendix A - G-Cat Terms and Conditions

The principal terms and conditions of contract for purchasing through G-Cat are given below:

Full details may be found on the G-Cat web site.

PART A: GENERAL

A1.  Interpretations

A2.  Scope and Application of the G-CAT Terms 

A3.  Orders

A4.  Project Management

A5.  Warranties and Representations

A6.  Intellectual Property Rights Indemnity

A7.  Confidentiality

A8.  Limitation of Liability

A9.  Termination of the Supply Contract

A10.  Recovery of Sums Due

A11.  Not Used

A12.  Government Property

A13.  CUSTOMER's Responsibilities

A14.  Health and Safety Hazards

A15.  Protection of Personal Data

A16.  Publicity

A17.  Corrupt Gifts and Payments of Commission

A18.  CONTRACTOR's Personnel

A19.  Discrimination

A20.  Force Majeure

A21.  Transfer and Sub-Contracting

A22.  Amendments to the Supply Contract

A23.  Security

A24.  Communications

A25.  Official Secrets Acts

A26.  Severability

A27.  Waiver

A28.  Dispute Resolution Procedure 

A29.  Law and Jurisdiction

A30.  Remedies Cumulative

A31.  Entire Supply Contract

PART A : GENERAL

A1.  Interpretations

A1.1 As used in these GCAT Terms: 

 A1.1.1 the terms and expressions set out in Schedule 1 shall have the meanings ascribed therein; 

 A1.1.2 the masculine includes the feminine and the neuter; and A1.1.3 the singular includes the plural and vice versa.

A1.2 A reference to any statute, enactment, order, regulation or other similar instrument shall be construed as a reference to the statute, enactment, order, regulation or instrument as amended by any subsequent statute, enactment, order, regulation or instrument or as contained in any subsequent re-enactment thereof.

A1.3 Headings are included in these GCAT Terms for ease of reference only and shall not affect the interpretation or construction of this Supply Contract.

A1.4 References to "Clauses", "Schedules" and "Parts" are, unless otherwise provided, references to the clauses, schedules and parts of these GCAT Terms. References to "Paragraphs" are to the paragraphs of the Schedules.  A "Special Term" means any provision of a Supply Contract which is agreed by the CUSTOMER and the CONTRACTOR and which is contained in and relates solely to a particular Order.

A1.5 In the event and to the extent only of any conflict between the Clauses together with Schedule 1 and the remainder of the Schedules, the Clauses together with Schedule 1 shall prevail.

A1.6 In the event of and only to the extent of any conflict between the Order (including any applicable Specification and any agreed Special Terms), the CONTRACTOR's Proposal and the relevant GCAT Terms:

 A1.6.1 the GCAT Terms shall prevail over the CONTRACTOR's Proposal;

 A1.6.2 the provisions of the Order shall prevail over the GCAT Terms and the CONTRACTOR's Proposal, unless and only to the extent that the CONTRACTOR's Proposal expressly states that a particular requirement specified in the Specification cannot or will not be met, in which case that particular requirement shall not apply to that Order.

A2.  Scope and Application of the GCAT Terms 

A2.1 These GCAT Terms shall apply to the supply or leasing of the Products and the provision of the Services under a Supply Contract which is entered into by the CUSTOMER serving an Order on the CONTRACTOR. 

A2.2 Nothing in these GCAT Terms is intended or shall be construed to create a relationship of agency or partnership between the CUSTOMER and CONTRACTOR. Accordingly, except as expressly authorised herein, neither party shall have any authority to act or make representations on behalf of the other party, and nothing herein shall impose any liability on either party in respect of any liability incurred by the other party to a third party.

A3.  Orders

A3.1 The terms and conditions relating to any Order by the CUSTOMER of any Product or Service shall in each case comprise all of the Clauses in Part A together with any Special Terms contained in the Order and:

  A3.1.1 in the case of an Order for Equipment and/or Software, all the Clauses in Part B;

  A3.1.2 in the case of an Order for Product Support Services, all the Clauses in Part C; 

  A3.1.3 in the case of an Order for leasing/rental of Products, all the Clauses in Part D; and

  A3.1.4 in the case of an Order for the provision of Managed Services, all the Clauses in Part E

A3.2 Orders placed by the CUSTOMER shall be implemented by the CONTRACTOR in accordance with the Ordering Procedures. 

A4.  Project Management

4.1 Each party shall comply as soon as possible with all reasonable requests made by the other party for information relevant to the Supply Contract. 

4.2 Where management information reports are requested by the CUSTOMER (as part of, or subsequent to, an Order) in relation to a Supply Contract, the CONTRACTOR shall render such reports at no additional charge to the CUSTOMER at the time and in such form as may be specified in Schedule 5 or as otherwise agreed between the parties.  The submission, receipt and acceptance of these reports shall not prejudice the rights of the CUSTOMER under the Supply Contract. 

A5.  Warranties and Representations

A5.1 The CONTRACTOR warrants and represents that:

 A5.1.1 subject to Clause A.5.3, neither the performance of the Supply Contract, nor the supply or use of the Products nor the performance or use of the Services will in any way constitute an infringement or other violation of any Intellectual Property Right of any third party which is enforceable in the United Kingdom (or in any other country where the Products are supplied or used or the Services are performed or used);

 A5.1.2 subject to Clause A5.3, it owns, has obtained or will obtain valid licences of all Intellectual Property Rights which are necessary to the performance of the Supply Contract, the supply and use of the Products and the performance and use of the Services;

 A5.1.3 subject to Clause A5.3, the CONTRACTOR has the full capacity and authority to grant, or to procure the grant of, all software licences pursuant to this Supply Contract;

 A5.1.4 the CONTRACTOR has the full capacity and authority and all necessary consents (including but not limited to, where its procedures so require, the consent of its Parent Company) to enter into and perform this Supply Contract and that this Supply Contract is executed by a duly authorised representative of the CONTRACTOR;

 A5.1.5 the Products supplied shall operate in accordance with the relevant standards and regulations specified in Schedule 4;

 A5.1.6 all obligations of the CONTRACTOR pursuant to the Supply Contract shall be performed and rendered by appropriately experienced, qualified and trained personnel with all due skill, care and diligence;

 A5.1.7 the CONTRACTOR shall discharge its obligations hereunder with all due skill, care and diligence including but not limited to good industry practice and (without limiting the generality of this Clause) in accordance with its own established internal procedures; and

 A5.1.8 in respect of Equipment supplied pursuant to Part B, upon final payment the CUSTOMER shall acquire title to the Equipment free from all encumbrances and the CUSTOMER shall have the right to quiet possession of such Equipment. 

A5.2 The CONTRACTOR warrants that it has taken all requisite corporate and other action to approve the execution, delivery and performance of the Supply Contract, and agrees to produce to the CUSTOMER evidence of such action upon reasonable request.

A5.3 Clauses A5.1.1, A5.1.2 and A5.1.3 shall not apply insofar as:

  A5.3.1 any such warranty is in respect of any use of a Product or Service under the circumstances set out in Clause A6.7; or 

  A5.3.2 where a licence from a third party is required and where the CONTRACTOR has not been able to obtain such a licence despite having used all commercially reasonable endeavours so to do.  The CONTRACTOR shall notify the CUSTOMER before delivery of the Product or Service if an additional licence is required.

A5.4 If any Product does not comply with the warranty at Clause A5.1.5 , then the CUSTOMER may without prejudice to its other rights and remedies, require the CONTRACTOR to repair or replace the affected Product free of charge within a reasonable period of time.

A5.5 Except as otherwise expressly stated in Parts B-E or in an Order, all warranties and conditions, whether expressed or implied by statute, common law or otherwise (including but not limited to fitness for purpose) are hereby excluded to the extent permitted by law.

A6.  Intellectual Property Rights Indemnity 

A6.1 Subject always to the CUSTOMER's proper observance of its obligations under this Clause and Clause B4, D5 and E6 (as applicable) and to the limitation of liability set out in Clause A8, the CONTRACTOR shall indemnify the CUSTOMER against all claims, demands, actions, costs, expenses (including but not limited to legal costs and disbursements on a solicitor and client basis), losses and damages arising from or incurred by reason of any infringement or alleged infringement (including but not limited to the defence of such alleged infringement) in the United Kingdom (or in any other country where the Products are supplied or used or the Services are performed or used) of any Intellectual Property Right in connection with the performance of the Supply Contract, the supply or use of the Products or the performance or use of the Services.

A6.2 The CONTRACTOR shall forthwith notify the CUSTOMER if any claim or demand is made or action brought against the CONTRACTOR for infringement or alleged infringement of any Intellectual Property Right which may affect the performance of the Supply Contract, the supply or use of the Products or the performance or use of the Services.

A6.3 The CUSTOMER shall forthwith notify the CONTRACTOR if any claim or demand is made or action brought against the CUSTOMER for infringement or alleged infringement of any Intellectual Property Right in connection with the performance of the Supply Contract, the supply or use of the Products or the performance or use of the Services.  The CONTRACTOR shall at its own expense conduct any litigation arising therefrom and all negotiations in connection therewith and the CUSTOMER hereby agrees to grant to the CONTRACTOR exclusive control of any such litigation and such negotiations.

A6.4 The CUSTOMER shall at the request of the CONTRACTOR afford to the CONTRACTOR all reasonable assistance for the purpose of contesting any claim or demand made or action brought against the CUSTOMER or the CONTRACTOR for infringement or alleged infringement of any Intellectual Property Right in connection with the performance of the Supply Contract, the Products or Services and shall be repaid all costs and expenses (including but not limited to legal costs and disbursements on a solicitor and client basis) incurred in doing so.

A6.5 The CUSTOMER shall not make any admissions which may be prejudicial to the defence or settlement of any claim, demand or action for infringement or alleged infringement of any Intellectual Property Right by the CUSTOMER or the CONTRACTOR in connection with the performance of the Supply Contract, the supply or use of the Products or the performance or use of the Services.

A6.6 If a claim, demand or action for infringement or alleged infringement of any Intellectual Property Right is made in connection with the Products or the Services or in the reasonable opinion of the CONTRACTOR is likely to be made, the CONTRACTOR shall at its own expense and subject to the consent of the CUSTOMER (not to be unreasonably withheld or delayed) either:

 A6.6.1 modify any or all of the Products or Services without reducing the performance and functionality of the same, or substitute alternative products or services of equivalent performance and functionality for any or all of the Products or Services, so as to avoid the infringement or the alleged infringement, provided that the terms herein shall apply mutatis mutandis to such modified Products or Services or to the substitute products or services; or

A6.6.2 procure a licence to use and provide the Products or Services on terms which are acceptable to the CUSTOMER.

A6.7 The foregoing provisions of this Clause shall not apply insofar as any such claim or demand or action is in respect of: 

 A6.7.1 any use by or on behalf of the CUSTOMER of Products or Services in combination with any item not so supplied where such use of the Products or Services directly gives rise to the claim, demand or action; or

 A6.7.2 the use by the CUSTOMER of the Products or Services in a manner not reasonably to be inferred from the Specification requirements of the CUSTOMER; or

 A6.7.3 the CUSTOMER's unreasonable refusal to accept modified Products or Services or substitute products or services pursuant to Clause A6.6.1. 

A6.8 If the CONTRACTOR has availed itself of its rights to modify the Products or Services or supply substitute products or services pursuant to Clause A6.6.1 or to procure a licence under 

A6.6.2 and such exercise of the said rights has avoided any claim, demand or action for infringement or alleged infringement, then the CONTRACTOR shall have no further liability thereafter under this Clause in respect of the said claim, demand or action. 

A6.9 If a modification or substitution in accordance with Clause A6.6.1 above is not possible so as to avoid the infringement and the CONTRACTOR has been unable to procure a licence in accordance with Clause A6.6.2, Clause A6.1 shall apply.

A6.10 The foregoing states the entire liability of the CONTRACTOR with regard to the infringement of any Intellectual Property Right in connection with the performance of the Supply Contract, the supply or use of the Products or the performance or use of the Services.

A7.  Confidentiality

A7.1 Without prejudice to the application of the Official Secrets Acts 1911 to 1989 to any Confidential Information the CONTRACTOR acknowledges that any Confidential Information obtained from or relating to the Crown, its servants or agents is the property of the Crown.

A7.2 Each party agrees that:

  A7.2.1 it (and any person employed or engaged by it in connection with this Supply Contract in the course of such employment or engagement) shall only use Confidential Information for the purposes of this Supply Contract; 

  A7.2.2 it (and any person employed or engaged in connection with this Supply Contract in the course of such employment or engagement) shall not disclose any Confidential Information to any third party without the prior written consent of the other party; 

  A7.2.3 it shall take all necessary precautions to ensure that all Confidential Information is treated as confidential and not disclosed (save as aforesaid) other than for the purposes of this Supply Contract by its employees, servants, agents or sub-contractors; and 

  A7.2.4 without prejudice to the generality of the foregoing, neither it nor any person engaged by it (whether as a servant or a consultant or otherwise) shall use the Confidential Information for the solicitation of business from the other party. 

A7.3 The provisions of Clauses A7.1 and A7.2 shall not apply to any information which:

 A7.4.1 is or becomes public knowledge other than by breach of this Clause A7; 

 A7.4.2 is in the possession of the receiving party without restriction in relation to disclosure before the date of receipt from the disclosing party; 

 A7.4.3 is received from a third party who lawfully acquired it and who is under no obligation restricting its disclosure; 

 A7.4.4 is independently developed without access to the Confidential Information; or 

 A7.4.5 is provided to the legal or other professional advisers of either party. 

A7.5 Nothing in this Clause shall be deemed or construed to prevent the CUSTOMER from disclosing any Confidential Information obtained from the CONTRACTOR to:

 A7.5.1 any other department, office or agency of the Crown including the AUTHORITY, provided that the CUSTOMER has required that such information is treated as confidential by such departments, offices and agencies, and their servants or agents, including, requiring such departments, offices and agencies to enter into a confidentiality agreement with the CUSTOMER prior to disclosure of the Confidential Information; and

 A7.5.2 any consultant, contractor or other person engaged by the CUSTOMER to the extent reasonably necessary to enable such person to perform its obligations in connection with the Supply Contract, provided that the CUSTOMER shall have required the consultant, contractor or other person to enter into a confidentiality agreement with the CUSTOMER prior to disclosure of the Confidential Information.

A7.6 Nothing in this Clause shall prevent the CONTRACTOR or the CUSTOMER from using data processing techniques, ideas and know-how gained during the performance of this Supply Contract in the furtherance of its normal business, to the extent that this does not relate to a disclosure of Confidential Information or an infringement by the CUSTOMER or the CONTRACTOR of any Intellectual Property Right. 

A7.7 The CONTRACTOR's attention is drawn to the provisions of secrecy set out in section 182 of the Finance Act 1989.

A7.8 Nothing in this Clause shall prevent the CONTRACTOR from disclosing Confidential Information to the AUTHORITY or, subject to Clause A16, from carrying out publicity or marketing exercises.

A8.  Limitation of Liability

A8.1 Neither party excludes or limits liability to the other party for death or personal injury or any breach of any obligations implied by Section 12 of the Sale of Goods Act 1979 or Section 2 of the Supply of Goods and Services Act 1982.

A8.2 Subject always to Clause A8.1, the liability of either party for Defaults shall be subject to the financial limits set out in this Clause A8.2.

  A8.2.1 The aggregate liability of either party for all Defaults resulting in direct loss of or damage to the Property of the other in respect of any Supply Contract shall in no event exceed five million pounds (£5,000,000). 

  A8.2.2 The aggregate liability of either party for all Defaults (other than those governed by Clause A8.2.1, but including any liquidated damages accrued pursuant to Clause B2.9.1) in respect of the supply or failure to supply of all items included in the Order for this Supply Contract shall in no event exceed the greater of fifty thousand pounds (£50,000) or one hundred and twenty five per cent (125%) of the aggregate total of the Charges paid and payable pursuant to the Order in respect of that item or the relevant system (where the Order expresses the item to be part of a system). 

A8.2.3 The annual aggregate liability of either party for all Defaults (other than those governed by Clause A8.2.1, but including any Service Credits accrued pursuant to Clause C1.4.1 or E1.4.1 ) in respect of all Services provided by the CONTRACTOR under the Supply Contract shall in no event exceed the greater of fifty thousand pounds (£ 50,000) or one hundred and twenty five per cent (125%) of the aggregate total of the annual Charges paid and payable pursuant to the Order for such services under this Supply Contract.  For the purposes of this Clause a "year" means a period of 12 months commencing on the date the Order was received by the CONTRACTOR or any anniversary of that date. 

A8.3 Subject always to Clause A8.1, in no event shall either party be liable to the other for: 

 A8.3.1 loss of profits, business, revenue, goodwill or anticipated savings; and/or

 A8.3.2 indirect or consequential loss or damage.

 A8.4 The provisions of Clause A8.3 shall not be taken as limiting the right of the CUSTOMER to claim from the CONTRACTOR for directly incurred: 

 A8.4.1 additional operational and administrative costs and expenses; and

 A8.4.2 expenditure or charges rendered unnecessary as a result of any Default by the CONTRACTOR.

A8.5 The parties expressly agree that should any limitation or provision contained in this Clause be held to be invalid under any applicable statute or rule of law it shall to that extent be deemed omitted but if any party thereby becomes liable for loss or damage which would otherwise have been excluded such liability shall be subject to the other limitations and provisions set out herein. 

A8.6 If the performance of the Supply Contract by the CONTRACTOR is delayed by reason of any act or omission of the CUSTOMER or the CUSTOMER's employees or authorised agents, the CONTRACTOR shall be entitled to a reasonable extension of time and to any reasonable additional costs which it can show were directly incurred as a result of the delay, provided always that it notifies the CUSTOMER in writing without undue delay.

A9.  Termination of the Supply Contract

A9.1 The CUSTOMER may at any time by notice in writing terminate this Supply Contract as from the date of service of such notice if:

 A9.1.1 there is a change of control, as defined by Section 416 of the Income and Corporation Taxes Act 1988, in the CONTRACTOR or its Parent Company (other than for the purposes of a bona fide reconstruction or amalgamation or intra-group transfer provided that in the reasonable opinion of the AUTHORITY such reconstruction or amalgamation or intra-group transfer shall not have a significant adverse effect on the financial standing of the CONTRACTOR);

 A9.1.2 the CONTRACTOR passes a resolution, or the Court makes an order that the CONTRACTOR or its Parent Company be wound up otherwise than for the purpose of a bona fide reconstruction or amalgamation, or a receiver, manager or administrator on behalf of a creditor is appointed in respect of the business or any part thereof of the CONTRACTOR or the Parent Company, or circumstances arise which entitle the Court or a creditor to appoint a receiver, manager or administrator or which entitle the Court otherwise than for the purpose of a bona fide reconstruction or amalgamation to make a winding-up order, or the CONTRACTOR or its Parent Company is unable to pay its debts in excess of ten thousand pounds (£10,000) within the meaning of Section 123 of the Insolvency Act 1986 or any similar event occurs under the law of any other jurisdiction; or

 A9.1.3 any of the circumstances detailed in Clause A17.2, Clause A18.5 or E1.2.2 or additional Clause 1.11 arise. 

A9.2 Without prejudice to Clause A9.1, The CUSTOMER may at any time by notice in writing terminate this Supply Contract forthwith, if the CONTRACTOR commits a material Default and if: 

  A9.2.1 such material Default is capable of remedy, and the CONTRACTOR shall have failed to remedy the material Default within thirty (30) days of written notice to the CONTRACTOR specifying the material Default and requiring its remedy; or

  A9.2.2 such material Default is not capable of remedy.

A9.3 In the event that the circumstances detailed in Clause B5.3 or Clause D6.3 arise, the CUSTOMER may terminate the Supply Contract forthwith by notice in writing.

A9.4 In the event of any termination of this Supply Contract in accordance with Clause A9.1 or A9.2 or A9.3 prior to the successful acceptance of any of the Products pursuant to Clause B5.2 or Clause D6.2, the CUSTOMER shall be entitled to return any or all of the Products, and the CONTRACTOR shall give a full refund of all monies paid by the CUSTOMER to the CONTRACTOR in connection with such returned items.

A9.5 In the event of any termination of the Supply Contract for whatever reason, the CUSTOMER shall be entitled to obtain a refund of any Charges paid by the CUSTOMER in respect of any Services which have not been performed by the CONTRACTOR in accordance with the terms of the Supply Contract.  The CONTRACTOR shall be entitled to payment of the Charges for all Services which have been provided in accordance with the terms of the Supply Contract.

A9.6 The CONTRACTOR shall offer all reasonable assistance to the CUSTOMER and any third party engaged by the CUSTOMER to support the Products.  The CONTRACTOR shall be entitled to a reasonable remuneration in respect of such assistance, such reasonable remuneration to be agreed with the CUSTOMER.

A9.7 Termination in accordance with this Clause shall not prejudice or affect any right of action or remedy which shall have accrued or shall thereafter accrue to either party.

A9.8 If the CUSTOMER is in Default of any obligations under any license granted pursuant to Clause B4.2 and the CUSTOMER fails to remedy such Default within thirty (30) days of written notice from the CONTRACTOR to the CUSTOMER specifying the Default and requiring its remedy, then:

 A9.8.1 where such Default relates to any item of Software which is material to the performance of the Supply Contract the CONTRACTOR may at any time by notice in writing to the CUSTOMER terminate the Supply Contract together with any licences having been granted by the CONTRACTOR pursuant to the Supply Contract; or

 A9.8.2 in all other circumstances, the CONTRACTOR may at any time by notice in writing to the CUSTOMER terminate the licence for the Software in respect of which the CUSTOMER is in Default and the CONTRACTOR shall thereafter be relieved of such obligations as would otherwise be discharged by means of the provision of the relevant Software (and the CUSTOMER shall, at the CONTRACTOR's option, either return to the CONTRACTOR, or b) destroy all copies of such Software and any documentation relating to the same).

A9.9 The CUSTOMER shall only be permitted to exercise its rights pursuant to Clause A9.1.1 for three (3) months after each such change of control and shall not be permitted to exercise such rights where the CUSTOMER has agreed in advance in writing to the particular change of control and such change of control takes place as proposed.  The CONTRACTOR shall notify the CUSTOMER within one (1) month of any change of control taking place.  

A9.10 The provisions of Clauses A1, A2, A6, A7, A8, A9.4, A9.5, A9.6, A9.7, A10, A16, A29, A30, B4, and the provisions of Schedule 1 shall survive the termination of this Supply Contract.

A10.  Recovery of Sums Due

If any sum of money shall be due from the CONTRACTOR, the same may be deducted from any sum then due or which at any time thereafter may become due to the CONTRACTOR under this Supply Contract or any agreement with the CUSTOMER.

A11.  Not Used

A12.  Government Property

A12.1 Nothing in this Supply Contract shall be taken as affecting the CUSTOMER's proprietary rights in Government Property and such Government Property shall be used in the performance of this Supply Contract and for no other purposes without the prior approval in writing of the CUSTOMER.

A12.2 Any Government Property made available to or otherwise received by the CONTRACTOR shall be deemed to be in good condition when received by or on behalf of the CONTRACTOR unless the CONTRACTOR promptly notifies the CUSTOMER otherwise. 

A12.3 The CONTRACTOR undertakes the safe custody of and due return of all Government Property made available to or otherwise received by the CONTRACTOR and acknowledges that it is subject to the duties of a bailee under common law in respect of all such Government Property and the CONTRACTOR shall be responsible for all loss of all such Government Property and shall, subject to any applicable limitation of liability, indemnify the CUSTOMER against such loss.

A12.4 The CONTRACTOR shall be responsible for any deterioration in the Government Property save for any deterioration resulting from use by the CUSTOMER and/or its normal and proper use for the purposes of this Supply Contract provided that such deterioration resulting from normal and proper use is not contributed to by any want of due maintenance and repair.

A12.5 Neither the CONTRACTOR, nor any sub-contractor, nor any other person, shall have a lien on any Government Property for any sum due to the CONTRACTOR, sub-contractor or other person and the CONTRACTOR shall take all reasonable steps to ensure that the title of the CUSTOMER and the exclusion of any such lien are brought to the notice of all sub-contractors and other persons dealing with any Government Property.

A13.  CUSTOMER's Responsibilities

A13.1 Subject to the provisions of Clause A7, the CUSTOMER undertakes to provide to the CONTRACTOR all information services, facilities and responses which are specified in Schedule 3 as the CUSTOMER's Responsibilities.

A13.2 The CUSTOMER shall be responsible for the preparation and maintenance of the Premises in accordance with the normal office environment.  The CONTRACTOR acknowledges that, except where expressly stated in the Catalogue, such environmental conditions are sufficient to permit the operation of the Products in accordance with the Supply Contract.

A14.  Health and Safety Hazards

A14.1 The CONTRACTOR shall notify the CUSTOMER of any health and safety hazards of which it is aware (having made all reasonable enquiries) and which may arise in connection with the performance of this Supply Contract.

A14.2 The CUSTOMER shall notify the CONTRACTOR of any health and safety hazards which may exist or arise at the Premises of the CUSTOMER and which may affect the CONTRACTOR.  The CONTRACTOR shall inform all persons engaged in the performance of this Supply Contract at the Premises of all such hazards and shall instruct such persons in connection with any necessary associated safety measures.

A15.  Protection of Personal Data

A15.1 The CONTRACTOR's attention is hereby drawn to the Data Protection Act 1998.

A15.2 Both parties warrant that they will duly observe all their obligations under the Data Protection Act which arise in connection with this Supply Contract.

A16.  Publicity

A16.1 Except with the written consent of the other party, neither party shall make any press announcements or publicise this Supply Contract or any part thereof in any way.

A16.2 Both parties shall take all reasonable steps to ensure the observance of the provisions of Clause A16.1 by all their servants, employees, agents and consultants. The CONTRACTOR shall take all reasonable steps to ensure the observance of the provisions of Clause A16.1 by its sub-contractors.

A16.3 Notwithstanding the provisions of Clause A16.1, the CUSTOMER shall be entitled to publicise this Supply Contract in accordance with any legal or quasi legal obligation upon the CUSTOMER, including, without limitation, obligations under the General Supply Contract on Tariffs and Trade, Supply Contract on Government Procurement.

A17.  Corrupt Gifts and Payments of Commission

A17.1 The CONTRACTOR shall neither:

 A17.1.1 offer or give or agree to give any person on Her Majesty's Service any gift or consideration of any kind as an inducement or reward for doing or forbearing to do or for having done or forborne to do any act in relation to the obtaining or performance of this Supply Contract or any other agreement with Her Majesty's Service or for showing or forbearing to show favour or disfavour to any person in relation to this Supply Contract; nor

 A17.1.2 enter into this Supply Contract if in connection with it commission has been paid or agreed to be paid to any person on Her Majesty's Service by the CONTRACTOR or on the CONTRACTOR's behalf or to the CONTRACTOR's knowledge, unless before this Supply Contract is made particulars of any such commission and of the terms and conditions of any agreement for the payment thereof have been disclosed in writing to the CUSTOMER.

A17.2 In the event of any breach of this Clause by the CONTRACTOR or by anyone employed by the CONTRACTOR or acting on the CONTRACTOR's behalf (whether with or without the knowledge of the CONTRACTOR) or the commission of any offence by the CONTRACTOR or by anyone employed by the CONTRACTOR or acting on behalf of the CONTRACTOR under the Prevention of Corruption Acts 1889 to 1916 in relation to this or any other contract for Her Majesty's Service, the CUSTOMER may summarily terminate this Supply Contract by notice in writing to the CONTRACTOR.  Provided always that such termination shall not prejudice or affect any right of action or remedy which shall have accrued or shall accrue thereafter to the CUSTOMER and provided always that the CUSTOMER may recover from the CONTRACTOR the amount or value of any such gift, consideration or commission.

A17.3 The decision of the CUSTOMER shall be final and conclusive in any dispute, difference or question arising in respect of:

 A17.3.1 the interpretation of this Clause (except so far as the same may relate to the amount recoverable from the CONTRACTOR under Clause A17.2 in respect of any loss resulting from such termination of the Supply Contract); or

 A17.3.2 the right of the CUSTOMER under this Clause to terminate this Supply Contract; or

 A17.3.3 the amount or value of any such gift, consideration or commission.

A18.  CONTRACTOR's Personnel

A18.1 The CUSTOMER reserves the right under this Supply Contract to refuse to admit to or to withdraw permission to remain on, any premises occupied by or on behalf of the Crown any person employed or engaged by the CONTRACTOR, or by a sub-contractor, whose admission would be, in the opinion of the CUSTOMER, undesirable.

A18.2 If and when directed by the CUSTOMER, the CONTRACTOR shall provide a list of the names and addresses of all persons who it is expected may require admission in connection with the Order, to any premises occupied by or on behalf of the Crown, specifying the capacities in which they are concerned with this Supply Contract and giving such other particulars as the CUSTOMER may reasonably require.

A18.3 If and when directed by the CUSTOMER, the CONTRACTOR shall secure that any person employed or engaged by the CONTRACTOR or by a sub-contractor, who is specified in the direction or is one of a class of persons who may be so specified, shall sign a statement that he understands that the Official Secrets Acts 1911 to 1989 apply to him both during the term of and after the expiry or termination of this Supply Contract.

A18.4 The CONTRACTOR's representatives, engaged within the boundaries of a Government establishment, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time for the conduct of personnel when at that establishment and when outside that establishment.

A18.5 If the CONTRACTOR shall fail to comply with Clause A18.2 and if the CUSTOMER (whose decision shall be final and conclusive) shall decide that such failure is prejudicial to the interests of the State and if the CONTRACTOR does not comply with the provisions of Clause A18.2 within a reasonable time of written notice so to do then the CUSTOMER may terminate this Supply Contract provided always that such termination shall not prejudice or affect any right of action or remedy which shall have accrued or shall thereafter accrue to the CUSTOMER.

A18.6 The decision of the CUSTOMER as to whether any person is to be refused admission to any premises occupied by or on behalf of the Crown and as to whether the CONTRACTOR has failed to comply with Clause A18.2 shall be final and conclusive.

A19.  Discrimination

A19.1 The CONTRACTOR shall not unlawfully discriminate within the meaning and scope of any law, enactment, order, regulation, or other similar instrument relating to discrimination (whether in race, gender, religion or otherwise) in employment. 

A19.2 The CONTRACTOR shall take all reasonable steps to ensure the observance of the provisions of Clause A19.1 by all servants, employees, agents and consultants of the CONTRACTOR and all sub-contractors.

A20.  Force Majeure

A20.1 For the purposes of this Supply Contract the expression "Force Majeure" shall mean any cause affecting the performance by a party of its obligations arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control including (but without limiting the generality thereof) governmental regulations, fire, flood, or any disaster (other than industrial action defined in Clause A20.2).  In the case of the CONTRACTOR such cause will only be considered Force Majeure if it is not attributable to the wilful act, neglect or failure to take reasonable precautions of the CONTRACTOR, its servants, agents or employees.

A20.2 Industrial action taken by the employees, agents or sub-contractors of either party shall not be considered a Force Majeure event for the purposes of Clause A20.1 in relation to the party whose servants, agents or sub-contractors take such action and shall not excuse that party from liability for delay or failure to perform any of its obligations under the Supply Contract.

A20.3 Neither party shall in any circumstances be liable to the other for any loss of any kind whatsoever including but not limited to any damages or abatement of Charges whether directly or indirectly caused to or incurred by the other party by reason of any failure or delay in the performance of its obligations hereunder which is due to Force Majeure.  Notwithstanding the foregoing, each party shall use all reasonable endeavours to continue to perform its obligations hereunder for the duration of such force majeure event.  However, if any such event prevents either party from performing all of its obligations hereunder for a period in excess of six (6) months, either party may terminate the Supply Contract in accordance with Clause A9.2.2.

A20.4 If either of the parties shall become aware of circumstances of Force Majeure which give rise to or which are likely to give rise to any such failure or delay on its part it shall forthwith notify the other by the most expeditious method then available and shall inform the other of the period which it is estimated that such failure or delay shall continue.

A20.5 It is expressly agreed that any failure by the CONTRACTOR to perform or any delay by the CONTRACTOR in performing its obligations under this Supply Contract which results from any failure or delay in the performance of its obligations by any person, firm or company with which the CONTRACTOR shall have entered into any such contract, supply arrangement or sub-contract or otherwise, shall be regarded as a failure or delay due to Force Majeure only in the event that such person, firm or company shall itself be prevented from or delayed in complying with its obligations under such contract, supply arrangement or sub-contract or otherwise as a result of circumstances of Force Majeure.

A20.6 For the avoidance of doubt it is hereby expressly declared that the only events which shall afford relief from liability for failure or delay shall be any event qualifying for Force Majeure hereunder.

A21.  Transfer and Sub-Contracting

A21.1 This Supply Contract is personal to the CONTRACTOR.  The CONTRACTOR shall not assign, novate, or otherwise dispose of this Supply Contract or any part thereof without the previous consent in writing of the AUTHORITY and the CUSTOMER.

A21.2 The CONTRACTOR is entitled to sub-contract any of its obligations under this Supply Contract excluding the provision of Services unless consent to the sub-contracting of such Services has been permitted by the AUTHORITY.  The CONTRACTOR hereby agrees that it shall remain primarily responsible for the acts and omissions of its sub-contractors as though they were its own.

A21.3 Subject to Clause A21.5, and subject to providing prior written notice thereof to the CONTRACTOR, the CUSTOMER shall be entitled to:

  A21.3.1 assign, novate, sub-contract or otherwise dispose of its rights and obligations under this Supply Contract to any Contracting Authority provided that any such assignment, novation, subcontracting or other disposal shall not increase the burden of the CONTRACTOR's obligations pursuant to this Supply Contract; or 

  A21.3.2 novate this Supply Contract to any other body established by the Crown or under statute in order substantially to perform any of the functions that previously had been performed by the CUSTOMER; or 

  A21.3.3 novate this Supply Contract to any private sector body which substantially performs the function of the CUSTOMER provided that any such novation shall not increase the burden of the CONTRACTOR's obligations pursuant to this Supply Contract. 

A21.4 Notwithstanding the generality of Clause A21.3, any change in the legal status of the CUSTOMER such that it ceases to be a Contracting Authority shall not affect the validity of this Supply Contract.  In the event of the establishment of a successor body to the CUSTOMER, this Supply Contract shall bind and inure to the benefit of any successor body to the CUSTOMER.

A21.5 In the event that any of the circumstances specified in Clause A21.3.3 or A21.4 arises:

 A21.5.1 the rights of termination of the CUSTOMER in Clauses A9.1.2 and A9.2 shall be available, mutatis mutandis, to the CONTRACTOR in the event of the bankruptcy, insolvency or Default on the part of the CUSTOMER or successor thereto;

A21.5.2 the CUSTOMER or the successor thereto shall only be able to assign, novate, sub-contract or otherwise dispose of its rights and obligations under this Supply Contract or any part thereof with the previous consent in writing of the CONTRACTOR;

 A21.5.3 the CUSTOMER shall be entitled to disclose to such body any Confidential Information of the CONTRACTOR which relates to the performance of the Supply Contract; provided that the CUSTOMER shall authorise such body to use such Confidential Information only for purposes relating to the performance of the Supply Contract and for no other purposes and shall ensure that such body accepts an obligation of confidence in terms similar to Clause A7; and

 A21.5.4 the rights of the CUSTOMER under Clause A18 shall cease; and

 A21.5.5 the following Clauses shall be varied from the date of any novation pursuant to Clause A21.3.3 or change of status pursuant to Clause A21.4 as set out below as if the Supply Contract had been amended by the parties in accordance with Clause A25:

 A21.5.5.1 in Clause A7.1, the word "Crown" shall be replaced with the word "CUSTOMER";

 A21.5.5.2 in Clause A7.2.4, the words "or another part of the Crown" shall be deleted from this Clause;

 A21.5.5.3 in Clause A17.1.1 the words "on Her Majesty's Service" shall be replaced with "employed by the CUSTOMER or acting on its behalf" and the second reference to "Her Majesty's Service" shall be replaced with "the CUSTOMER";

 A21.5.5.4 in Clause A17.1.2, the words "on Her Majesty's Service" shall be deleted and shall be replaced with "employed by the CUSTOMER or acting on its behalf"; and

 A21.5.5.5 in Clause A17.2, the words "for her Majesty's Service" shall be deleted and shall be replaced with "with the CUSTOMER".

 A21.5.6 In the event that any of the circumstances specified in Clause A21.3 or Clause A21.4 arises, any Orders which are already in effect shall transfer to the successor body to the CUSTOMER.

A22.  Amendments to the Supply Contract

A22.1 This Supply Contract shall not be varied or amended unless such variation or amendment is agreed in writing by the CUSTOMER by a duly authorised representative of the CUSTOMER and by the CONTRACTOR by a duly authorised representative of the CONTRACTOR

A22.2 All variations and amendments shall be in the form of an addendum to the Supply Contract.

A23.  Security

The CUSTOMER shall be responsible for maintaining the security of the Premises in accordance with its standard security requirements.  The CONTRACTOR shall comply with all reasonable security requirements of the CUSTOMER while on the Premises, and shall procure that all of its employees, agents and sub-contractors shall likewise comply with such requirements.  The CUSTOMER shall provide the CONTRACTOR upon request copies of its written security procedures and shall afford the Contractor upon request with an opportunity to inspect its physical security arrangements.

A24.  Communications

A24.1 Except as otherwise expressly provided no communication from one party to the other shall have any validity under this Supply Contract unless made in writing by or on behalf of the CUSTOMER or as the case may be by or on behalf of the CONTRACTOR.

A24.2 Any notice or other communication whatsoever which either party hereto is required or authorised by this Supply Contract to give or make to the other shall be given or made either by post in a prepaid letter, or by e-mail or by facsimile transmission (confirmed in each case by post in a prepaid letter), addressed to the other party in the manner referred to in Clause A24.3 below and if that letter is not returned as being undelivered that notice or communication shall be deemed for the purposes of this Supply Contract to have been given or made after two days, for a letter, or four hours, for an e-mail or facsimile transmission.

A24.3 For the purposes of Clause A24.2 above the address of each party shall be as set out in the Order.

A24.4 Either party may change its address for service by notice as provided in this Clause.

A25.  Official Secrets Acts

A25.1 The CONTRACTOR's attention is drawn to the provisions of the Official Secrets Acts 1911 to 1989.  The CONTRACTOR shall take all reasonable steps by display of notices or by other appropriate means to ensure that all persons engaged on any work in connection with this Supply Contract have notice that these statutory provisions apply to them and will continue so to apply after the expiry or termination of this Supply Contract.

A25.2 Notwithstanding the generality of Clause A25.1, the provisions of Clause A7 shall operate without prejudice to and be read subject to the application of the Official Secrets Acts 1911 to 1989.

A26.  Severability

If any provision of this Supply Contract is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, such provision shall be severed and the remainder of the provisions hereof shall continue in full force and effect as if this Supply Contract had been executed with the invalid, illegal or unenforceable provision eliminated.  In the event of a holding of invalidity so fundamental as to prevent the accomplishment of the purpose of this Supply Contract, the CUSTOMER and the CONTRACTOR shall immediately commence good faith negotiations to remedy such invalidity.

A27.  Waiver

A27.1 The failure of either party to insist upon strict performance of any provision of this Supply Contract, or the failure of either party to exercise any right or remedy to which it is entitled hereunder, shall not constitute a waiver thereof and shall not cause a diminution of the obligations established by this Supply Contract.

A27.2 A waiver of any Default shall not constitute a waiver of any subsequent Default.

A27.3 No waiver of any of the provisions of this Supply Contract shall be effective unless it is expressly stated to be a waiver and communicated to the other party in writing in accordance with the provisions of Clause A24.

A28.  Dispute Resolution Procedure

A28.1 If a liaison committee has been established, all disputes between the parties arising out of or relating to this Supply Contract shall be referred, by either party, to the liaison committee for resolution.

A28.2 If any dispute cannot be resolved by the liaison committee within a maximum of fourteen (14) days after it has been referred under Clause A28.1, or if a liaison committee has not been established, that dispute shall be referred to the Project Manager of the CUSTOMER and the Contract Manager, GCat of the CONTRACTOR for resolution.

A28.3 If the dispute cannot be resolved by the parties' representatives nominated under Clause A28.2 within a maximum of fourteen (14) days after it has been referred under Clause A28.2 the dispute may be referred:

(a) by agreement between the parties it may be referred for final determination to an expert (the "Expert") who shall be deemed to act as expert and not as arbitrator; and

(b) in all other aspects it shall be determined pursuant to Clause A29.1.

A28.4 The Expert shall be selected by mutual agreement or, failing agreement, within fourteen (14) days after a request by one party to the other, shall be chosen at the request of either party by the President for the time being of the Institution of Electrical Engineers who shall be requested to choose a suitably qualified and experienced Expert for the dispute in question.

A28.5 Fourteen (14) days after the Expert has accepted the appointment the parties shall submit a written report on the dispute to the Expert and to each other and seven (7) days thereafter shall submit any written replies they wish to make to the Expert and to each other.

A28.6 Both parties will then afford the Expert all necessary assistance which the Expert requires to consider the dispute including but not limited to full access to the Products and Services and any documentation or correspondence relating to the Products and Services.

A28.7 The Expert shall be instructed to deliver his determination to the parties within fourteen (14) days after the submission of the written reports pursuant to Clause A28.5.

A28.8 Decisions of the Expert shall, in the absence of fraud and/or manifest error, be final and binding and not subject to appeal.

A28.9 The Expert shall have the same powers to require any party to produce any documents or information to him and the other party as an arbitrator and each party shall in any event supply to him such information which it has and is material to the matter to be resolved and which it could be required to produce on discovery.

A28.10 The fees of the Expert shall be borne by the parties in the proportion as shall be determined by the Expert having regard (amongst other things) to the conduct of the parties.

A28.11 Work and activity to be carried out under this Supply Contract shall not cease or be delayed by this dispute resolution procedure.

A29.  Law and Jurisdiction

A29.1 This Supply Contract shall be considered as an agreement made in England and according to English Law and, subject to Clause A28, shall be subject to the exclusive jurisdiction of the English Courts to which both parties hereby submit.

A29.2 This Supply Contract is binding on the CUSTOMER and its successors and assignees and the CONTRACTOR and the CONTRACTOR's successors and permitted assignees.

A30.  Remedies Cumulative

A30.1 Except as previously otherwise provided in this Supply Contract, all remedies available to the CONTRACTOR or to the CUSTOMER for Default under this Supply Contract are cumulative and may be exercised concurrently or separately and the exercise of any one remedy shall not exclude the exercise of any other remedy.

A31.  Entire Supply Contract

This Supply Contract constitutes the entire understanding between the parties relating to the subject matter of this Supply Contract and, save as may be expressly referred to or referenced herein, supersedes all prior representations, writings, negotiations or understandings with respect hereto.  This Clause does not apply to any fraudulent misrepresentation.
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PART B : PRODUCT SUPPLY

B1.  Supply of Products

In consideration of the payment of the Charges the CONTRACTOR shall supply the Products specified in the Order.

B2.  Delivery and Installation

B2.1 The CONTRACTOR shall deliver the Products to the Premises specified in the Order or as otherwise specified therein within the Lead-Time:

 B2.1.1 agreed in any Special Term in the Order, the Specification or the CONTRACTOR's Proposal ; or (in the absence of any such Special Term) 

 B2.1.2 as specified in the Catalogue; or (if no Lead-Time is specified in the Catalogue) 

 B2.1.3 of four (4) working days of receipt of the Order by the CONTRACTOR. 

In the event that the Order relates to various Products with different lead-times, the CONTRACTOR shall deliver each Product as and when it becomes available, unless otherwise agreed with the CUSTOMER.

B2.2 No additional charges shall be made by the CONTRACTOR for the delivery of the Products within the order times specified in the Catalogue for Orders with a value of £500 or more.  However if the CUSTOMER requires a timed delivery, then the CONTRACTOR may charge for this in accordance with the standard delivery rates set out in the Catalogue.  

B2.3 The CONTRACTOR shall ensure that all Equipment is delivered to the CUSTOMER with standard electric cabling and with appropriate fitted electric plugs to enable connection into the CUSTOMER's electricity supplies in the UK where ordered by the Customer or included in the price.

B2.4 The CONTRACTOR shall, pre-load or provide alternative means to Reconfigure, all Equipment and/or Software.  Where the CONTRACTOR indicates in the Catalogue or in a Special Term, that it will supply a gold disk or master image or equivalent as a means of installing Software, and the CUSTOMER requests individual disk copies of Software in addition, then the CONTRACTOR may charge the CUSTOMER for the cost of the media on which such additional copies are supplied.

B2.5 Where requested by the CUSTOMER in the Order, the CONTRACTOR shall install and commission the Product (provided that such installation and commissioning are offered by the CONTRACTOR in the Catalogue.  Such installation and commissioning shall be completed by the CONTRACTOR on or before the date for the completion of installation and commissioning specified in the Order.  The CUSTOMER acknowledges that where installation and commissioning is requested by the CUSTOMER additional charges may be payable by the CUSTOMER calculated in accordance with the applicable rates for such Services set out in the Catalogue and specified in the Order.

B2.6 Following any installation and commissioning by the CONTRACTOR, the CONTRACTOR shall, after the installation, reinstate the Premises to the condition on the date on which the said installation commenced to rectify any damage caused by the CONTRACTOR, subject to any changes undertaken by the CONTRACTOR and agreed by the relevant accommodation officer nominated by the CUSTOMER for such installation.  For the avoidance of doubt, the CONTRACTOR shall not be required to make good any changes required for purposes of installing the Product.

B2.7 The CUSTOMER shall undertake all site preparation activities notified to the CUSTOMER by the CONTRACTOR pursuant to Clause B3.1.2 which do not form part of the CONTRACTOR's obligations.

B2.8 In the event that the CONTRACTOR fails to fulfil any obligation by the date specified in the Order for such fulfilment, the CONTRACTOR shall, at the request of the CUSTOMER and without prejudice to the CUSTOMER's other rights and remedies, arrange all such additional resources as are necessary to fulfil the said obligation as early as practicable thereafter at no additional charge to the CUSTOMER.

B2.9 Without prejudice to any other remedies available to the CUSTOMER:

 B2.9.1 if the Product has not been delivered within the Lead-Time of four (4) working days from the date of receipt of the Order by the CONTRACTOR or within such other lead-time as may be specified in the Catalogue or the Order, or where applicable the Product has not been installed by the date specified in the Order, the CONTRACTOR shall pay as liquidated damages for each working day of delay a sum equal to one tenth of one per cent (0. 1 %) of the Charges for the Product up to a maximum of one hundred (100) working days.  Such payment shall be in full and final settlement of the CONTRACTOR's liability for any loss or damage incurred by the CUSTOMER up to the end of the period in which the liquidated damages are payable; and

 B2.9.2 if the Product has not been delivered by the end of the period in which liquidated damages are payable under Clause B2.9.1, or where applicable, if the Product has not been installed and commissioned by the end of the Period in which liquidated damages are payable under Clause B2.9.1, the CUSTOMER shall be entitled to claim any remedy available to it for loss or damage incurred by it after the end of that period.

For the avoidance of doubt, the foregoing remedies may be exercised consecutively but not concurrently. 

B2.10 Without prejudice to any other remedies available to the CUSTOMER, if the Product has not been delivered by the date agreed in a Special Term for `fast track delivery', the Charges for such `fast track delivery' shall not be payable by the CUSTOMER.

B3.  Inspection of Premises

B3.1 If the CUSTOMER orders an inspection of the Premises, the CONTRACTOR shall inspect the Premises and shall either:

 B3.1.1 satisfy itself that the Premises are suitable for the installation and operation of the Product; or

 B3.1.2 advise the CUSTOMER in writing prior to the date of delivery of the Product of any matter, or aspect of the Premises, which is inadequate or not suitable for installing and operating the Product.

B3.2 If the CONTRACTOR advises the CUSTOMER that an inspection of the Premises is necessary and the CUSTOMER decides that such an inspection shall not be carried out by the CONTRACTOR, the CONTRACTOR shall not have any liability to the CUSTOMER in respect of the suitability of the Premises.

B3.3 The CUSTOMER shall use reasonable endeavours to notify the CONTRACTOR whenever an inspection of the Premises might be desirable.  However, the CUSTOMER shall not be liable to the CONTRACTOR if it fails so to notify it, and it is for the CONTRACTOR to decide whether or not to inspect the Premises.  However, unless the CONTRACTOR inspects the Premises and advises the CUSTOMER in accordance with Clause B3.1.2, it shall be deemed to have accepted that the Premises are suitable for the installation and operation of the Product and shall not be entitled to recover any additional costs from the CUSTOMER which arise from any matter related to the Premises. 

B3.4 An inspection of the Premises shall be treated as a separate Service and shall be subject to the provisions of Part C of this Supply Contract.

B4.  Licences to Use Software

B4.1 The CUSTOMER shall not acquire title to the Intellectual Property Rights in any Software which is supplied hereunder.

B4.2 In consideration of the payment of the relevant Charges the CONTRACTOR hereby grants, or shall arrange for the grant of, to the CUSTOMER, a perpetual, irrevocable (subject to clause A9.8), non-exclusive licence, sub-licence or direct third party licence to Use the Software.  Such licence to Use the Software shall be subject to any additional licensing terms set out in the Order, which do not detract from the rights granted to the CUSTOMER hereunder.

B4.3 In the event that the CONTRACTOR (having used all reasonable endeavours to do so) is unable to secure a licence upon the minimum licensing terms set out in Clause B4.2 in relation to any Software, the CONTRACTOR shall use all reasonable endeavours to secure a licence which approximates as closely as possible to such minimum licensing terms and shall notify the CUSTOMER in the Catalogue that the licence falls short of such terms.  In any event the CONTRACTOR agrees, or shall procure the agreement of the licensor, that all matters relating to the supply of the Software (including, but not limited to delivery, acceptance and charging) shall be determined by the Supply Contract.

B4.4 On the sale or transfer of any Equipment of which Software is an integral part, the CUSTOMER's licence to Use such Software in combination with the said Equipment shall, at no additional charge to the CUSTOMER, transfer to the purchaser or other transferee of the said Equipment by novation of the CUSTOMER's licence, subject to any requisite manufacturer or Software vendor consent.  The CUSTOMER shall take all reasonable steps to ensure that the purchaser or transferee of the Equipment uses the Software only in accordance with the licence to Use previously enjoyed by the CUSTOMER.

B4.5 The CUSTOMER shall be entitled to engage a third party to Use the Software subject to and in accordance with these GCAT Terms on behalf of the CUSTOMER provided that such third party shall have entered into a confidentiality undertaking in accordance with Clause A7.5.2.

B4.6 The CUSTOMER shall be entitled to copy the Software in order to create one archival copy and one back-up copy of the same.  When copying Software the CUSTOMER shall include the original machine readable copyright notice, and a label affixed to the media identifying the Software and stating: "This medium contains an authorised copy of copyrighted software which is the property of [(the CONTRACTOR or the third party Software owner)]."

B4.7 The CONTRACTOR shall, at the request of the CUSTOMER, place the Source Code of any Software owned by the CONTRACTOR in escrow with the NCC (within thirty (30) days of acceptance of the Software by the CUSTOMER) on the basis of the appropriate standard agreement or on such other terms as the CUSTOMER, the CONTRACTOR and the NCC shall agree.  The CUSTOMER shall pay any fees due to the NCC under such agreement.  

B5.  Acceptance

B5.1 The CUSTOMER shall be entitled to conduct acceptance tests of the Product in accordance with the operating instructions to test whether the Products meet the warranties and representations in Clause B9 and the relevant standards set out in Schedule 4, if any, during the period of twenty (20) days from the later of the following events, as applicable: 

 B5.1.1 delivery of the Product;

 B5.1.2 where the Order comprises several items of Equipment and/or Software which constitute a system, delivery of the last item which is required for the CUSTOMER to commence testing of the system; and 

 B5.1.3 the completion of the installation and commissioning of the Products including any connection to the network.

B5.2 The CUSTOMER shall notify the CONTRACTOR of the successful completion of any acceptance tests and of any defects which are identified by the CUSTOMER during any acceptance tests.  However, if the CUSTOMER has not notified the CONTRACTOR of any defects by the end of the acceptance testing period the Product shall be deemed to have been accepted by the CUSTOMER.

B5.3 If any defect which has been notified to the CONTRACTOR pursuant to Clause B5.2 has not been rectified by the end of the acceptance testing period, the CONTRACTOR shall rectify the defect within a further period of twenty (20) days or as agreed in the Order.  If the defect has not been rectified by the end of such further period the CUSTOMER, without prejudice to its other rights and remedies, be entitled:

  B5.3.1 to reject the Product, in which event the CONTRACTOR shall use all reasonable endeavours to repair or replace the Product with an identical Product within one (1) working day, and in any event the CONTRACTOR shall repair or replace the Product with an identical Product within the same lead-time that applied to the initial delivery; or

  B5.3.2 to reject the Product and terminate this Supply Contract in accordance with Clause A9.3.

B5.4 Any replacement Product which is supplied pursuant to Clause B5.3.1 or Clause B10 shall be subject to acceptance testing pursuant to this Clause.

B5.5 If the CONTRACTOR sends any Product away from or back to the Premises for repair or for any other reason, the CONTRACTOR shall be responsible for:

  B5.5.1 the packing, carriage and insurance of the Product; and

  B5.5.2 all costs associated with the despatch, repair, return and reinstallation of the Equipment.

B6.  Title and Risk

B6.1 Title to the Equipment shall vest in the CUSTOMER upon final payment for such Equipment in accordance with Clause B7.

B6.2 Risk in such Equipment shall vest in the CUSTOMER upon delivery of the Equipment in accordance with Clause B2.1 as evidenced by a delivery note duly signed by an authorised representative of the CUSTOMER.

B7.  Charges

B7.1 In consideration of the supply of the Product and the performance of any Services in accordance with the terms of the Order, the CUSTOMER shall pay the Charges set out in the then current version of the Catalogue as at the date of receipt of the Order or as set out in the Order from the price quoted by the CONTRACTOR.

B7.2 The CONTRACTOR shall be entitled to send an invoice to the CUSTOMER following the despatch of the Products to the CUSTOMER.

B7.3 The CUSTOMER shall make payment within thirty (30) days of receipt of a valid invoice.  However, where the nature of the Product is such that a Special Term is agreed by the parties for an acceptance period of more than twenty (20) days, twenty five per cent (25%) of the Charges or as agreed by the parties and specified in a Special Term shall be retained by the CUSTOMER pending acceptance or deemed acceptance of the Product.  Where the Order comprises Products which must be tested together, then the CUSTOMER shall only be obliged to make payment within thirty (30) days of receipt of the valid invoice which related to the last item of Equipment or Software to be delivered.  However such payment shall be without prejudice to the CUSTOMER's rights and remedies under Paragraph B5.3 or otherwise in the event that payment is made before the date of acceptance or deemed acceptance whichever is later.  

B7.4 Where the CONTRACTOR is a value added reseller any payment made by the CUSTOMER to the CONTRACTOR shall fully satisfy the CUSTOMER's obligations to the CONTRACTOR or any of its suppliers or sub-contractors for payment of the charges due.

B7.5 In the event that the CONTRACTOR, in accordance with the terms of this Supply Contract, enters into a supply contract or a sub-contract in connection with the Order, the CONTRACTOR shall ensure that a term is included in the supply contract or a sub-contract which requires the CONTRACTOR to pay all sums due thereunder to the sub-contractor or supplier within a specified period, not to exceed thirty (30) days, from the date of receipt of a valid invoice as defined by the terms of the supply contract or sub-contract (as appropriate).

B8.  Value Added Tax

The CUSTOMER shall pay the Value Added Tax on the Charges at the rate and in the manner prescribed by law, from time to time.

B9.  Warranties and Representations

The CONTRACTOR warrants and represents that upon acceptance of the Product the Product shall for the period specified in the Order or (where not specified in the Order) the Catalogue or, where no such period is specified in the Order or the Catalogue, for the period of one (1) year: 

 B9.1.1 the Product shall meet all applicable specifications for such Product, whether contained in the Catalogue, or in the manufacturer's published specifications, or published separately by the CONTRACTOR, or otherwise published by the manufacturers; or

 B9.1.2 where the CUSTOMER has stated, in the Order, that the Product must meet particular requirements, or where an authorised CONTRACTOR representative has advised in writing that the Product will meet particular requirements, the Product will meet such requirements;

 B9.1.3 the Product shall operate in accordance with the relevant standards and regulations in Schedule 4.

 B9.1.4 the Product shall operate and be fully compatible with the normal United Kingdom office environment as at the date of delivery or, where applicable, such environmental conditions as are agreed by the parties in a Special Term in the Order.

B9.2 Following acceptance, the CUSTOMER shall, subject to payment of the relevant Charges, acquire title to the Equipment free from all encumbrances and the CUSTOMER shall have the right to quiet possession of the Equipment.  

B10.  Loss of or Damage to the Product 

The CONTRACTOR shall, on being so ordered by the CUSTOMER, with all possible speed make good any loss or damage affecting the Product and shall notwithstanding such loss or damage proceed with and complete the performance of its obligations pursuant to the Order.  The CUSTOMER shall pay the costs of making good and shall grant the CONTRACTOR a reasonable extension of time, unless the loss or damage is occasioned by the Default of the CONTRACTOR.

B11.  Damage to Plant, Tackle and Tools

B11.1 All plant, tackle and tools at the Premises provided by or on behalf of the CONTRACTOR shall stand at the risk and be in the sole charge of the CONTRACTOR.

B11.2 The CONTRACTOR shall be required to remove all such plant, tackle and tools which it brings to the Premises.

B11.3 The CONTRACTOR shall ensure that all such plant, tackle and tools shall meet minimum safety standards required by law.

B12.  Packaging

B12.1 No additional charge shall be made for packaging used for articles or materials supplied by the CONTRACTOR.  Such packaging shall become the property of the CUSTOMER upon delivery thereof unless the CONTRACTOR notifies the CUSTOMER otherwise.

B12.2 Where requested by the CUSTOMER in the Order, the CONTRACTOR shall promptly remove from the Premises packaging referred to in Clause B12.1.

B13.  Documentation

B13.1 The CONTRACTOR shall supply all Documentation with the Product.

B13.2 The CONTRACTOR warrants that the Documentation comprises:

 B13.2.1 a record of the configuration of the Equipment/Software at the date of delivery;

 B13.3.2 operator and management manuals and user guides where these are available from the manufacturers at no additional cost.  

B14.  Identification of Product 

The CONTRACTOR shall ensure that each product can be readily identified by reference to the manufacturer's name, the Product type, serial number (if any) or such other identification as may be agreed between the parties, where the Product has not been so identified by the manufacturer.

B15.  Progress Reports

B15.1 Where progress reports are specified in the Order, the CONTRACTOR shall render such reports as to the progress of the mutual obligations under the Supply Contract at the time and in such form as may be specified or as otherwise agreed between the CUSTOMER and the CONTRACTOR.

B15.2 Submission, receipt and acceptance of these reports shall not prejudice the rights of either party under the Supply Contract.

B16.  Licence to Use Land or Accommodation

Any land or Premises (including temporary buildings) made available to the CONTRACTOR by the CUSTOMER in connection with the Supply Contract shall be used by the CONTRACTOR solely for the purpose of performing the Supply Contract.  The CONTRACTOR shall have the use of such land or Premises as licensee and shall vacate the same upon the completion of the CONTRACTOR's obligations pursuant to the Supply Contract or at such earlier date as the CUSTOMER may determine.

B17.  Export of the Product 

For the purpose of Part B of the Supply Contract only, the CUSTOMER confirms that neither the Product nor its direct products will be exported unless in accordance with any appropriate UK Government export licensing controls.

PART C: PRODUCT SUPPORT SERVICES 

C1.  Product Support Services

C2.  Duration of the Product Support Services

C3.  Inspection of Premises

C4.  Published Specifications

C5.  Additional Resources

C6.  Fault Reporting and Record Keeping

C7.  Charges

C8.  Value Added Tax

C9.  Warranties and Representations

C10.  Despatch of Product

C11.  Moves and Changes

C12.  Housing and Operation

C13.  Consumables

C14.  Licence to use Land or Accommodation

C15.  Intellectual Property Rights

PART C : PRODUCT SUPPORT SERVICES

C1.  Product Support Services

C1.1 In consideration of the payment of the Charges the CONTRACTOR shall, subject to Clause C1.2, supply the Product Support Services specified in the Order in accordance with any Service Levels.

C1.2 The CONTRACTOR shall not be obliged to supply Product Support Services in respect of a Product which has been modified by a person other than the CONTRACTOR without the CONTRACTOR's approval.

C1.3 If, during the performance of the Product Support Services, replacement parts are fitted by the CONTRACTOR to any Equipment, the parts removed shall become the property of the CONTRACTOR unless retained by the CUSTOMER at its discretion.  In the event that parts are retained by the CUSTOMER pursuant to this Clause, the CONTRACTOR shall be entitled to charge the CUSTOMER in respect of such parts a price to be agreed between the parties.

C1.4 If the CONTRACTOR fails to supply the Product Support Services in accordance with the Service Levels as set out in the Services Order or the Specification or the Proposal (as appropriate), the CONTRACTOR shall:

 C1.4.1 as an adjustment to the Charges, credit the CUSTOMER with Service Credits;

 C1.4.2 arrange all such additional resources as are necessary to perform the Product Support Services in accordance with the Service Levels as early as practicable thereafter at no additional charge to the CUSTOMER; and

 C1.4.3 at the request of the CUSTOMER, promptly remedy any Default or re-perform any non-conforming Product Support Service at no additional charge to the CUSTOMER.

C1.5 If the Product Support Services are not supplied in accordance with the Service Levels and such failure is outside the scope of the provision for Service Credits the CUSTOMER shall be entitled to obtain such remedies as may be available to it either under the Supply Contract or otherwise at equity or law, including but not limited to the withholding from payment to the CONTRACTOR or recovering as a sum of money due from the CONTRACTOR the Charges or any portion thereof that are allocable to the Default or non-conforming Product Support Services.  

C2.  Duration of the Product Support Services 

The Order shall stipulate the period for the provision of the Product Support Services which, subject to the rights of termination contained herein in Part A, shall be for any combination of a period of one (1), three (3) or five (5) consecutive years amounting to a consecutive period of not more than five (5) years from the effective date of the Order. 

C3.  Inspection of Premises

C3.1 If the CUSTOMER orders an inspection of the Premises, the CONTRACTOR shall inspect the Premises and shall either:

  C3.1.1 satisfy itself that the Premises are suitable for the support of the of the Product; or

  C3.1.2 advise the CUSTOMER in writing prior to the date of delivery of the Product of any matter, or aspect of the Premises, which is inadequate or not suitable for the support of the Product.

C3.2 If the CONTRACTOR advises the CUSTOMER that an inspection of the Premises is necessary and the CUSTOMER decides that such an inspection shall not be carried out by the CONTRACTOR, the CONTRACTOR shall not have any liability to the CUSTOMER in respect of the suitability of the Premises for the support of the Product.

C3.3 The CUSTOMER shall use reasonable endeavours to notify the CONTRACTOR whenever an inspection of the Premises might be desirable.  However, the CUSTOMER shall not be liable to the CONTRACTOR if it fails so to notify it, and it is for the CONTRACTOR to decide whether or not to inspect the Premises.  However, unless the CONTRACTOR inspects the Premises and advises the CUSTOMER in accordance with Clause C3.1.2, it shall be deemed to have accepted that the Premises are suitable for the installation and operation of the Product and shall not be entitled to recover any additional costs from the CUSTOMER which arise from any matter related to the Premises.

C4.  Published Specifications

C4.1 The CONTRACTOR shall perform all necessary routine and remedial maintenance required for the Product to operate in accordance with Clause C9.

C4.2 The CUSTOMER shall permit the CONTRACTOR such access to the Product as is reasonably required for the CONTRACTOR to comply with its obligations under Clause C9.

C5.  Additional Resources

In the event that the Product, or any item of the Equipment, does not operate, or in respect of Software fails to operate, in accordance with the warranties and representations set out in Clause C9, the CONTRACTOR shall, at the request of the CUSTOMER and without prejudice to the CUSTOMER's other rights and remedies, arrange all such additional resources as are necessary to correct the said failure as early as practicable thereafter, at no additional charge to the CUSTOMER.

C6.  Fault Reporting and Record Keeping 

C6.1 The CUSTOMER shall notify the CONTRACTOR of all Faults which result in a failure by the Product (whether Equipment or Software) to meet the warranties and representations set out in Clause C9 and which come to the CUSTOMER's attention.

C6.2 In respect of Software, the CUSTOMER shall maintain at the Premises a daily log recording any Faults which occurs.  The daily log shall be in a format agreed between the parties and shall be available for inspection by the CONTRACTOR.

C7.  Charges

C7.1 In consideration of the performance of the Product Support Services in accordance with the terms of the Supply Contract, the CUSTOMER shall pay the relevant Charges specified in the Order.

C7.2 The CONTRACTOR shall submit an invoice at the end of the period to which the Services relate or as specified in the Services Order.  

C7.3 The CUSTOMER shall make payment within thirty (30) days of receipt of a valid invoice from the CONTRACTOR.  

C7.4 In the event that the CONTRACTOR, in accordance with the terms of this Supply Contract, enters into a supply contract or a sub-contract in connection with the Order, the CONTRACTOR shall ensure that a term is included in the supply contract or the sub-contract which requires the CONTRACTOR to pay all sums due thereunder to the sub-contractor or supplier within a specified period, not to exceed thirty (30) days, from the date of receipt of a valid invoice as defined by the terms of the supply contract or sub-contract (as appropriate).

C8.  Value Added Tax

The CUSTOMER shall pay the Value Added Tax on the Charges at the rate and in the manner prescribed by law from time to time.

C9.  Warranties and Representations

C9.1 Subject to Clause C9.2, the CONTRACTOR warrants and represents that throughout the duration of the provision of Product Support Services specified in the Order pursuant to Clause C2:

  C9.1.1 each Product shall meet all applicable specifications for such Product, whether contained in the Catalogue, or in the manufacturer's published specifications, or published separately by the CONTRACTOR, or otherwise published by the manufacturer or CONTRACTOR;

  C9.1.2 where the CUSTOMER has stated, in the Order, that the Product must meet particular requirements, or where an authorised CONTRACTOR representative has advised in writing that the Product will meet particular requirements, the Product will meet such requirements;

  C9.1.3 the Product shall operate in accordance with the relevant standards and regulations in Schedule 4 

  C9.1.4 the Product shall operate in and be fully compatible with the normal United Kingdom office environment or where applicable, such environmental conditions as are agreed by the parties in a Special Term in the Order; and

  C9.1.5 the CONTRACTOR has the full capacity and authority to perform the Product Support Services.

C9.2 Where the CUSTOMER does not elect to take Product Support Services from the date of acceptance of the item of Equipment or Software (as applicable) pursuant to Clause B5.2, the CONTRACTOR shall carry out an inspection of the Product and may require that the Product is restored to the standard set out in Clause B9.1 at the CUSTOMER's cost before the Product Support Services may commence.

C10.  Despatch of Product

If the CONTRACTOR sends any Product away from or back to the Premises for repair or for any other reason, the CONTRACTOR shall be responsible for:

C10.1 the packing, carriage and insurance of the Product; and

C10.2 all costs associated with the despatch, repair, return and reinstallation of the Product.

C11.  Moves and Changes 

C11.1 Subject to Clause C11.2 and if so requested by the CUSTOMER the CONTRACTOR shall move the Product or any part thereof either within the Premises or to another premises.

C11.2 The cost of such moves in accordance with Clause C11.1 shall be agreed between the parties.

C11.3 The Product or part thereof, after any move in accordance with Clause C11.1 shall continue to be subject to the Product Support Services.

C12.  Housing and Operation

C12.1 The CUSTOMER shall maintain such environmental conditions as stipulated in the Order at the Premises.

C12.2 The CUSTOMER shall operate the Product in accordance with the manufacturer's recommendations as set out in the Documentation.

C13.  Consumables

The CUSTOMER shall only use, with the Equipment, consumables which comply with specifications recommended by the manufacturer in the Documentation.

C14.  Licence to use Land or Accommodation

Any land or Premises (including temporary buildings) made available to the CONTRACTOR by the CUSTOMER in connection with this Supply Contract shall be made available to the CONTRACTOR free of charge and shall be used by the CONTRACTOR solely for the purpose of performing the Supply Contract.  The CONTRACTOR shall have the use of such land or Premises as licensee and shall vacate the same upon the completion of the CONTRACTOR's obligations pursuant to the Supply Contract or at such earlier date as the CUSTOMER may determine.

C15 Intellectual Property Rights 

Unless otherwise agreed in any Special Terms in the Order, the CUSTOMER shall not acquire title to any equipment or tangible property used by the CONTRACTOR, nor to any Intellectual Property Rights in any software or other technology employed by the CONTRACTOR in the provision of the Product Support Services.  The CONTRACTOR hereby grants a non-exclusive licence to the CUSTOMER to use such software, equipment (or other relevant technology) for receipt of the Services.  

[Note: Part D Product Leasing Terms and Part E Managed Services are not reproduced here – they may be accessed via the G-Cat website on www.gcat.gov.uk]

6. Appendix B – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































