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1. Abstract

This report examines the four pilot projects that were initiated in an attempt to validate some of the concepts and conclusions described in WP6-01 – Commercial Applications: Final Report.

The four projects were:

· Southampton Football Club

· Red Funnel Ferries, Southampton

· Southampton Bus Project

· Royal Borough of Windsor and Maidenhead “Advantage” card

Valuable lessons were learned from the early termination of the Football Club and Ferry projects, and from the need to amend the scope of the “Advantage” card proposal.  These related partly to the timing constraints imposed on these initiatives, but also in part to the need to ensure that adequate account is taken of any prospective Commercial Partner’s organisational, business and marketing plans, processes and objectives.

Both the Southampton Bus Project and the “Advantage” card scheme demonstrate positively that revenue contributions to the promotion and operational sustainability of Local Authority smart card schemes are achievable, as are capital contributions to the necessary infrastructure.  Neither project has yet been developed to the stage at which a quantitative evaluation of the benefits to all three stakeholder groups – the Local Authority; Commercial Partners; and Citizens – can be completed, but the benefits have been identified in qualitative terms.  There is every expectation that, once a body or evidence relating to the social and financial benefits has been developed, the scope and scale of Commercial Partners’ contributions to the sustainability of Local Authority smart card schemes will increase.

Table of Contents

21.
Abstract


42.
Introduction


42.1
Management of Pilot Projects within the NSCP


53.
Southampton Football Pilot


53.1
Project aims and objectives


63.2
Withdrawal of prospective commercial partner


84.
Southampton Ferry Transport


84.1
Project aims and objectives


84.2
Exclusions


94.3
Withdrawal of prospective commercial partner


105.
Southampton Bus Transport


105.1
Project aims and objectives


105.2
Exclusions


105.3
Project description and progress


216.
Royal Borough of Windsor & Maidenhead: Advantage Card


216.1
Project aims and objectives


226.2
Project description and progress


307.
Planned Dissemination


318.
Conclusion – Summary of Issues


339.
Appendices


3410.
Appendix 5 – National Smart Card Glossary




2. Introduction

This report describes two of the three Commercial Application Pilot projects that were to be carried out under the auspices of this work package.  The intention of the pilots was to demonstrate some specific aspect(s) of the general work being undertaken in the “Commercial Applications” section of the National Smart Card Project, and either to validate the initial assumptions or to suggest where further work and amendments may need to be considered.

The three original pilot projects were:

· Southampton Football Pilot – smart card based stadium ticketing at a Premier League club and associated services, including bus transport to matches

· Southampton Bus Transport Pilot – migration of smart card ticketing to ITSO compatibility, roll-out to other operators, and cross-operator working

· Windsor & Maidenhead Advantage Card – migration from magnetic stripe residents’ card to smart card with enhanced functionality.

The first of these, the Southampton Football Pilot, had to be discontinued when the Football Club withdrew, as described in section 3 below.  This was replaced by the Southampton Ferry Transport Pilot – smart card ticketing, hand-held validation, and use of disposable smart cards – which in turn had to be discontinued when the commercial partner withdrew, as described in section 4 below.

The intended readership of this document, in keeping with its purpose of illustrating aspects of the NSCP work on Commercial Applications, is any authority seeking to include commercial applications in its smart card scheme.  It is strongly recommended that deliverable WP6-01 “Commercial Applications: Final Report” should be read BEFORE this document, in order to place the work described here into an appropriate context.

2.1 Management of Pilot Projects within the NSCP

The following diagram (Figure 2.1.1) indicates the management structure for the Pilot Projects and work streams relating to Commercial Applications within the National Smart Card Project:
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Figure 2.1.1: Management of NSCP Commercial Applications pilot projects and work streams

3. Southampton Football Pilot

3.1 Project aims and objectives

The aim of the Southampton Football Pilot was to demonstrate the potential for adding stadium ticketing and associated services to a Local Authority smart card.  As described below, particular synergy was envisaged with the Southampton Bus Transport Project.  The project was also designed to attract income to the SmartCities card scheme from a newly participating commercial entity.

The scope for the use of a smart card in football stadium was explored with the management of Southampton Football Club, and the opportunities indicated in Figure 3.1.1 below were identified.  The ways in which the current season ticket card (bar coded) and voucher book could be simplified, reduced in cost, and improved in functionality were also discussed, as indicated in Figure 3.2.1 and Figure 3.2.2 below.

Because of the extremely limited parking available in the vicinity of the stadium, and as part of the Planning approval for its construction on a tightly-constrained inner city site in 2001, the Football Club offers paper-based vouchers for bus transport from and to anywhere within the city and its immediate environs as part of its matchday stadium ticket.  These vouchers have to be torn from the match ticket separately for each of the inward and outward bus journeys and handed to the driver.  The vouchers are collected manually at the bus depots when the buses return to them and then are bagged and transported to the stadium.  There they are manually counted in order to determine the value of the transactions to be reimbursed to the various bus operators (6 in all) by the Football Club.  The value of the journeys undertaken is set at an average level, rather than reflecting the normal graduated fare structure offered by most of the operators, since there is no way of recording where the passenger boarded the bus.  Manifestly, if both the matchday stadium ticket and bus transport ticketing were smart card based, the opportunity would exist to make this process cheaper, quicker, more accurate and more flexible, to the benefit of the Football Club, the bus operators and the fans.
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Figure 3.1.1: Opportunities for smart card facilitation of football stadium services

3.2 Withdrawal of prospective commercial partner

After an initial expression of interest from the Football Club, it fairly soon became clear that there was no prospect of pursuing this pilot project.  The reasons for this were:

· Timing and timescale

The approach was made to the club during its “close season” in June 2003, but the NSCP project deadline for expenditure of 31 March 2004 meant that the work would have to be carried out during the playing season, and the club could not countenance the disruption that this would cause.

· Risk

For reasons of security and adherence to the appropriately onerous Ground Safety Regulations, the club would be unwilling to experiment with new technology for stadium access control unless they were completely convinced that it would function effectively.  The prospect of having some tens of thousands of fans unable to access the stadium because of a system failure in the half-hour period immediately before a match is not something that the club could countenance.  Their own investigations of smart card use in stadia to date was said to indicate substantial doubt over whether a reliable “off-the-peg” solution was available, and the club could not compromise on this issue.  They do, however, remain convinced that such a solution will be developed within a few years and, when it is, they will deploy it.

· Scope of pilot

The scale of the proposed pilot would necessarily have been limited, not least by the available funding, to a small number of fans (perhaps 200) using only one access point to the stadium.  The club expressed misgivings that such a pilot would demonstrate anything of use, since the issues that would be their major areas of concern centred on very high transaction volumes in a very short space of time, and these would not become apparent without a trial involving a substantial proportion of the stadium and the crowd.

The other potential issue of scope was that, because three of the bus operators who provide services within their voucher scheme are not within the first phase of the Bus Transport Smart Card Project, they would have to maintain the voucher scheme alongside the smart card scheme. Several solutions exist to overcome this problem, but it does demonstrate the importance of a widespread, cross-boundary roll-out of smart card public transport ticketing, in order that the potential for the multi-application synergies and benefits to citizens arising from smart card deployment can be fully realised.
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Figure 3.2.1: Impact of football stadium smart card deployment on current ticket offer
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Figure 3.2.2: Distribution of current football wallet content between wallet and smart ticket

4. Southampton Ferry Transport

4.1 Project aims and objectives

The aim of the Southampton Ferry Transport Pilot Project was to demonstrate the extension of the ITSO concept to multi-modal transport services, and to test hand-held ticket verification facilities and the commercial application of disposable smart cards for ticketing products of an appropriate value.  The project was also designed to attract income to the SmartCities card scheme from a newly participating commercial entity.

In the slightly longer term, the pilot was seen as a step, in parallel with the Bus Transport Project described in section 5, towards an integrated multi-modal multi-operator smart card travel ticketing system for the whole of the “Solent Transport” area (broadly-speaking, the two unitary cities of Southampton and Portsmouth plus parts of south Hampshire between and around the two cities), including all ferry, train and bus operators in the area.  Within this framework, the specific objectives of the pilot project were:

· to equip Red Funnel ferries and ticket issuing and hand-held validation facilities for the Hi-Speed ferry between Southampton and West Cowes on the Isle of Wight with ITSO-compatible smart card facilities based on the SmartCities smart card; ITSO compatibility was intended in all respects except as indicated in section 4.2 below;

· within the technical capabilities of the current SmartCities cards, and in all respects except as indicated in section 4.2 below, to ensure as far as possible that the ferry operator could:

· issue and honour “own service” ITSO-compatible photo/smart card based period passes to replace those currently issued by the operator;

· issue and honour at least one “own service” ITSO-compatible smart card based carnet ticket product; and

· to investigate the technical and economic feasibility and, if feasible, implement the replacement of the existing paper single and return tickets with products based either or both on disposable, but possibly reusable, smart cards or/and loaded onto existing SmartCities cards.

Indications were received that the Marine and Coastguard Agency was very interested in tracking the pilot application in view of its potential for upgrading the passenger tally during loading from the pontoons.  An accurate tally of passenger numbers on ferries is an important safety requirement, and it was felt that using hand-held smart card validators would help to ensure both that passengers were holding valid tickets and that the passenger numbers were accurately recorded.

4.2 Exclusions

a. Specifically excluded from the scope of the project was the development of any facility requiring the presence of an ITSO-compatible clearing house.  In this respect, it was recognised that the pilot project was not likely to develop to the extent of being able to achieve ITSO certification within the timescale of the NSCP, but the intention was that ITSO certification would be an achievable aim within the following year, on a compatible timescale with the Bus Project described in section 5.

b. Also specifically excluded from the scope of the project was the development of any ticketing products relying on closed or open e-purse facilities or any form of stored value other than in the ticketing products identified above.

c. Also specifically excluded from the scope of the project was the development and implementation of any ticketing products to replace the current multi-modal opportunities involving combined or “through” ferry-and-rail or ferry-and-coach tickets.

It was anticipated within the terms of reference of the project that if, by any chance, the opportunity arose within the project timescale for any of these initially excluded issues to be examined and progressed further, every effort would be made to do so.

4.3 Withdrawal of prospective commercial partner

At a fairly late stage of development of this project, it emerged that the ferry operator had, in parallel, been engaged in discussions with the Rail Settlement Plan.  In business terms, this was eminently sensible, since a substantial proportion of ferry passengers who are resident on the Isle of Wight also require rail tickets between Southampton and London.  In the final analysis, the case for becoming an accredited ticket issuer under the Rail Settlement Plan made better business sense than joining in the Southampton smart card scheme, although the ferry operator maintains a strongly positive view about a migration to ITSO smart card ticketing in the future, aligned with the rail industry.

From the point of view of a Local Authority seeking to engage a commercial partner in its smart card scheme, the lesson to be learned from this is to ensure that the overall business objectives and constraints of the prospective partner are well understood, in so far as they impact on the intended partnership.

Southampton Bus Transport

4.4 Project aims and objectives

The Southampton Bus Transport Pilot Project aims to demonstrate the migration of an existing multi-issuer, multi-functional bus transport smart card facility on the services of a single operator to ITSO compatibility, and to incorporate two of the other main bus operators in Southampton into the scheme.  This will achieve a demonstration of ITSO interoperability within an existing multi-functional environment and will attract income to the SmartCities card scheme from the two new participating commercial entities.

As outlined in section 4.1 above, in the slightly longer term, the pilot is seen as a step towards an integrated multi-modal multi-operator smart card travel ticketing system for the whole of the “Solent Transport” area.

Within this framework, the specific objectives of the pilot project, are:

· to migrate the Unilink bus operation and all necessary associated facilities to ITSO compatibility in all respects except as indicated in section 5.2 below;

· to equip Solent Blue Line buses, ticket issuing and depot management systems with ITSO-compatible smart card facilities in order for these buses to be able to recognise Unilink period passes;

· to equip First Hampshire buses, ticket issuing and depot management systems with ITSO-compatible smart card facilities;

· within the technical capabilities of the current SmartCities cards, and in all respects except as indicated in section 5.2 below, to ensure as far as possible that each of the operators can:

· issue and honour “own service” ITSO-compatible smart card based period passes;

· issue and honour at least one “own service” ITSO-compatible smart card based carnet ticket product;

· honour and, where relevant, issue at least three ITSO-compatible smart card based concession identifiers; and

· to migrate the City Council’s Concessionary Fare pass to the SmartCities card.

4.5 Exclusions

Similar exclusions apply to this project as listed in section 4.2 a. and b., with a similar commitment to further examining and progressing any of these initially excluded issues if the opportunity arose within the project timescale.

4.6 Project description and progress

4.6.1 Partners

The partners in this project are as follows:

· Southampton City Council (“the Council”);

· The University of Southampton (“the University”);

· First Hampshire and Dorset (“First”);

· Minerva Accord – Southern (“Accord”); and

· Musterphantom Limited (trading as Solent Blue Line) (“SBL”).

Hampshire County Council is NOT a party to this project but has an interest in it by virtue of the Real Time Information scheme it is developing that involves one of the Operators who is party to this Agreement and by virtue of its role in the Solent Transport initiative.

The Council is the owner and manager of the project, and of the Concessionary Fares scheme that is incorporated in the project, and of the SmartCities citizen smart card scheme that provides the platform for, amongst other applications, smart card based bus ticketing for citizens.  The other applications currently deployed on these cards, of which some 12,000 are currently in circulation, are:

· Library services, the card can be used in all 12 of the City’s libraries and replaces the existing library card.

· Leisure, the card can be used in the 6 city leisure venues and replaces the existing membership card.

· Secure access, the card has full PKI functionality and could be used for a range of online services that require secure authentication

· Proof of ID and age (particularly beneficial to those eligible for a range of concessionary services).

· Transport, the card can be used as a bus pass on all 14 Uni-link buses.

· Rewards, the card can be used in conjunction with the Worldcard Rewards programme (www.worldcard.co.uk <http://www.worldcard.co.uk>)

· Schools, the card has been rolled out to the first of 47 schools where it will be used by the staff and pupils for catering and attendance monitoring.

The University contracts the Unilink bus service from Accord, and is the owner and manager of the SmartCities University smart card scheme that provides the platform for, amongst other applications, smart card based bus ticketing for the University community.  The other applications currently deployed on these cards, of which some 25,000 are currently in circulation, are:

· Enrolment (ID)
· University Libraries (non-electronic)
· Sport
· Secure Cycle Storage
· Meals Entitlement in Halls of Residence
· Athletic Union Membership
· Building Access Control
· Access to Car Parks
· An “Arts Pass” token system for discounted tickets at a theatre and concert hall
· City Libraries.
Future phases of development of the joint City/University SmartCities initiative may include services encompassing:

· Payment for parking within the city

· Electronic tokens for payment at the City’s toll bridge

· A wider roll-out and increased functionality of smart cards in schools

· Electronic Voting using secure authentication

· Payment of Council benefits

· E-Purse/Payment to facilitate electronic payment for low value goods and services (including vending machines within City facilities)
· Access to University advice, information and learning materials
· Download of applications and e-purse re-load through multiple channels (e.g. kiosks/home PC’s)
First operates a fleet of 132 buses based at one depot providing 14 services with a total of 52 scheduled weekday daytime buses/hour in each direction, all of which have at least part of their route within Southampton.  There is no current smart card deployment on these services.

SBL operates a fleet of 110 buses based at three depots providing 24 of their own, and a share in four other, services and 31 buses/hour in each direction for their routes serving Southampton, but only one of these routes is wholly within the City, and 29% of their services in Hampshire do not run into Southampton at all.  There is no current smart card deployment on these services.

Unilink operates a fleet of 14 buses based at one depot providing four routes, with variants, and six buses per weekday hour in each direction during term time (less during holiday periods), all of which run mainly or wholly within the City, but with services also reaching Southampton Parkway. These services are run under a five-year contract with the University and make extensive use of smart card ticketing for a variety or period passes and carnet products using Wayfarer proprietary ticketing formats.

The involvement of the partners in the project is secured through a signed Memorandum of Agreement (MoA) that is reproduced in Appendix 1.  (See WP6-02 Volume Two for Appendices)

Note that, as a result of their partnership with Southampton City Council in the Commercial Applications section of the NSCP, the Royal Borough of Windsor and Maidenhead intend to utilise this MoA as the basis for development of their own agreement with local Bus Operators when they extend their Advantage card scheme to bus transport in their area.

4.6.2 Design and implementation

The Functional Design Specification for this project, incorporating the strategy for migrating the current non-ITSO ticketing plus the non-smart card operations into an ITSO-compatible smart card scheme is reproduced as Schedule 1 in Appendix 2.  (See WP6-02 Volume Two for Appendices)

Implementation of the project is mainly through a contract with Wayfarer Transit Systems of Poole, procured by means of a negotiated tender complying with Regulation 10f of the Public Supply Contracts Regulations 1995.  The contract is a standard Southampton City Council framework agreement, amended as necessary for the particular purposes of the project, and including five Schedules, as follows:

1. Specification



] reproduced in Appendix 2

2. Ticket Products



] reproduced in Appendix 1

3. The Council’s Requirements

] reproduced in Appendix 2

4. The Tender and Tender Documents

5. Pricing Document.

Other suppliers will also be involved, for Card Management System upgrades and ISAMs.

Note that, as a result of their partnership in the Commercial Applications section of the NSCP, Southampton City Council has been introduced by the Royal Borough of Windsor and Maidenhead to the BizTalk Integration Hub (see Figure 6.2.3) for linking databases in a multi-application environment.  In consequence, this will be replicated in Southampton concurrently with the development of this pilot scheme, initially for integrating the Card Management Scheme and Galaxy Library Management databases, and post-project including the Gladstone MRM Leisure Management system.

The Project Plan as of April 2004 for the transport project was as shown in Figure 5.3.1 below:
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Task Name

1

Phase 1: ETM, POST & Depot system procurement

2

Defijne & agree with operators scheme outline & Phase 1 Schedules

3

Issue contract documents

4

Wayfarer definitive hardware/indicative software quote

5

Place order with Wayfarer for ETMs/POSTs/Depot/SmarTrack systems etc

6

Wayfarer invoice first 50% on order

7

Sign MoA with operators

8

Define & agree detailed software requirements

9

ETM/POST/Depot system etc production to FAT

10

FAT

11

Wayfarer invoice to 55% Phase 1 total on FAT sign-off

12

Wayfarer system etc development/production to complete Operator 1 installation

13

Operator 1 ETM/POST/Depot system installation

14

Operator 1 RTI installation/commissioning

15

Operator 1 SAT

16

Wayfarer system etc production to complete Operator 2 installation

17

Operator 2 ETM/POST/Depot system installation

18

Operator 2 RTI installation/commissioning

19

Operator 2 SAT

20

Wayfarer system etc production to complete Operator 3 installation

21

Operator 3 ETM/POST/Depot system installation

22

Operator 3 RTI installation/commissioning

23

Operator 3 SAT

24

Wayfarer invoice to 60% Phase 1 total on SAT sign-off

25

SmarTrack installation, network installation, install interface with CMS

26

Commence scheme operation (not ITSO, not integrated)

27

SmarTrack/CMS & network testing and commissioning

28

Wayfarer invoice to 100% Phase 1 total

29

Phase 2: Pre- & Post-ITSO card procurement, encoding and issuing 

30

SCC upgrade card management system/infrastructure for transport sector

31

SCC develop with Wayfarer interface between SmarTrack and CMS

32

SCC encode/issue non-ITSO Conc. Fare passes (6k?) & monthly cards (4k?)

39

SCC specify & procure (20,000?) ITSO specification cards

40

SCC encode & issue ITSO Conc.Fare passes & general cards

47

University upgrade card management system/infrastructure for transport sector

48

University specify & procure (8,000?) ITSO specificatrion cards

49

University encode & issue ITSO cards for new intake students

50

Phase 3: ITSO acreditation and implementation; scheme promotion

51

Define & agree with operators ITSO system architecture

52

Define & agree with operators Phase 3 MoA & Schedules

53

Define & implement necessary ITSO memberships/commercial agreements

54

Sign agreements to implement ITSO scheme

55

Specify & implement scheme HOPS (Wayfarer SmarTrack development)

56

Order ISAMs

57

Install ISAMs

58

Procure clearing-house facilities

59

Obtain ITSO scheme accreditation

60

Design scheme launch publicity

61

Pre-scheme launch publicity

62

Commence ITSO operation

63

Post-scheme launch publicity
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Figure 5.3.1: Southampton Bus Smart Card Project Plan v3: 21/03/2004

A System Architecture diagram is shown on the following page in Figure 5.3.2.
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Figure 5.3.2: Southampton Bus Project: System Architecture

	SOUTHAMPTON BUS SMART CARD PROJECT (with RTI interface)
	 
	richard powell associates for SCC
	 
	040131bussmartRTIv12

	Estimated total first year Operator Contributions (based on indicative quotes from Wayfarer)
	
	
	
	 

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Item
	First
	SBL
	Unilink
	General
	Total

	 
	Contrib'n
	Est.Cost
	Contrib'n
	Est.Cost
	Contrib'n
	Est.Cost
	Cost
	Operator
	Cost

	 
	 
	 
	 
	
	 
	 
	
	Contrib'ns
	 

	ETMs, POSTs, Depot Hardware
	£52,057
	£173,523
	£47,322
	£157,740
	£6,473
	£21,577
	£0
	£105,852
	£352,840

	INSPECTION DEVICES
	£300
	£1,000
	£300
	£1,000
	£150
	£500
	£0
	£750
	£2,500

	CUSTOMISED SOFTWARE & CONFIGURATION
	£5,052
	£16,840
	£3,990
	£13,300
	£990
	£3,300
	£19,800
	£10,032
	£53,240

	MISCELLANEOUS
	£405
	£1,350
	£405
	£1,350
	£0
	 
	£101,900
	£810
	£104,600

	GENERAL PROJECT MANAGEMENT ETC.
	£0
	 
	£0
	
	£0
	 
	£50,000
	£0
	£50,000

	CARDS (Phase 2)/ CARD ISSUING (Phase 1)
	£3,600
	£12,000
	£3,600
	£12,000
	£0
	 
	£232,500
	£7,200
	£256,500

	ITSO (Phase 3)
	£0
	 
	£0
	
	£0
	 
	£174,145
	£0
	£174,145

	TOTAL CAPITAL IMPLEMENTATION
	£61,414
	£204,713
	£55,617
	£185,390
	£7,613
	£25,377
	
	£124,644
	 

	TOTAL CAPITAL IMPL'N  CONTRIBUTIONS (Rounded)
	£61,400
	
	£55,600
	
	£7,600
	 
	£578,345
	£124,600
	£993,825

	 
	 
	
	 
	
	 
	 
	Sources of Capital Funding

	Annual SCC management fee (5-year Avge - Yr 1)
	£15,000
	
	£12,600
	
	£2,000
	 
	DfT ITSO Migration
	£102,000

	ITSO Membership
	£885
	
	£885
	
	£445
	 
	Operators' Contrib'ns
	£124,600

	 
	 
	 
	 
	 
	 
	 
	RTI Project (LTP)
	£50,000

	TOTAL FIRST YEAR COSTS/CONTRIBUTIONS
	£77,285
	
	£69,085
	 
	£10,045
	 
	NSCP
	£240,000

	 
	 
	 
	 
	 
	 
	 
	LTP
	£477,225

	Subsequent years Annual Costs
	Subject to: Annual Negotiation; Scheme Changes (e.g.ITSO); Card Deployment reaching targets.

	 
	 
	 
	 
	 
	 
	 
	SCC
	 
	Total

	 
	 
	 
	 
	 
	 
	 
	Revenue
	 
	Revenue

	Years 2-5 SCC management fees
	£15,000
	 
	£12,600
	 
	£2,000
	 
	£29,600
	 
	£0

	Wayfarer licence fees
	£3,580
	 
	£3,040
	 
	£3,040
	 
	£6,000
	 
	£15,660

	ITSO membership
	£885
	 
	£885
	 
	£445
	 
	£9,532
	 
	£11,747

	 
	 
	 
	 
	 
	 
	 
	 
	 
	 

	Total Annual Operator Costs (after Year 1)
	£19,465
	 
	£16,525
	 
	£5,485
	 
	£14,068
	 
	£27,407


Figure 5.3.3: Southampton Bus Project Capital and Revenue Costs and Contributions

4.6.3 Scheme Operation

The Operation of the scheme illustrated in the System Architecture diagram in Figure 5.3.2 above is based on issuance by the City Council and the University of multi-application smart cards on which ITSO-compliant transport ticketing will, on completion of the migration strategy, be loaded by the Operators.  The current Council hybrid card, with MIFARE 1k on its contactless interface, and University MIFARE 1k contactless cards will need to be replaced, probably by a higher specification dual interface card, although the nature of the replacement is still under discussion at the time of writing.  The scheme costs include the procurement and roll-out of higher specification cards, in so far as they are needed to fulfil initial transport requirements.  The Card Management Systems (CMSs) of the Council and the University need to be modified significantly to reflect these changes and also there may be a need to modify the card-reading infrastructure supporting the other applications housed on the cards.  This is currently under investigation, and the scheme costs contain a contingency allowance for any changes required.

The offer from Wayfarer includes its SmarTrack product, to which the Operators’ depot systems will be networked for the management of the transport application, including transaction tracking and hot/warm-listing of cards bearing the transport products.  This facility is to be developed by Wayfarer to form the scheme Host Operator or processor systems (ITSO HOPS).  The Operators are satisfied that this “third party” application management arrangement protects their reasonable requirements that their own data is not actually, or by inference, available to any scheme partner who is not entitled to see it.

The scheme includes networking between the SmartCities CMSs and SmarTrack for exchange of relevant card data, including hot/warm-lists, and these interfaces are under development.

The Operators had concerns that the timescale (currently of a few days) between applying for a SmartCities card from the Council and its delivery by post (as part of the card security management system) to the prospective cardholder were not compatible with their “over-the-counter” service to bus passengers requiring the ticketing products that will be offered on the cards.  This is being addressed by providing them in their main sales offices with card printing facilities, networked to the Council’s CMS via its web interface, and secured using the Council’s PKI application to be activated on special “operator” versions of the SmartCities card.  Processes are in development to ensure that the authentication requirements of the Council and the Operators for card and application issue are both compatible and managed.

Given the more durable and renewable characteristics of smart cards and the applications on them than previous ticketing platforms, once the cardholder community rises to its anticipated levels the need for separate card printing facilities for the Operators may diminish.  For the Start-Up and Growth phases (see WP6-01 Commercial Applications – Final Report) of the SmartCities project, however, having more points of issuance of the cards represents a real benefit.  The provision of card issuing facilities may also be used by the Operators in the future, subject to the necessary agreements with the Council, for the production of “own brand” lower cost “transport-only” cards, should the need for them become apparent.

Costs and Benefits

Capital Costs and Contributions 

From Figure 5.3.3 above it can be seen that the total estimated capital cost of the scheme is estimated to be just under £1 million, of which the Operators have agreed to contribute a total of just under £125,000.  The basis on which this contribution was secured was the fact that new Electronic Ticket Machines (ETM) have to be installed on all buses in order that both the smart card system and the Real Time Information (RTI) system being concurrently implemented will work without significant degradation to the performance of either, or of the ETMs themselves.  The difference between these contributions and the market value of new ETMs represents the residual value in the current ETMs.

On sign-off of the equipment supplied, after successful commissioning, ownership of the on-bus and depot equipment and software is to be vested in the Operators, subject to the terms of the Memorandum of Agreement, and the Operators will assume full responsibility and liability for all operating and maintenance costs of those elements.

Revenue Costs and Contributions

The net revenue cost of the scheme, other than the additional Operator operational and maintenance costs identified above, is estimated to be about £27,000 per annum.  The total revenue contribution agreed by the Operators is about £42,500, of which about £12,000 represents their own ITSO membership and new software licence fees, and the remainder is a scheme management fee to the City Council.  After payment of its own ITSO and licence fees, this represents a net revenue gain to the Council of about £14,000 as the net contribution to the costs of the smart card management scheme.  In addition, the annual cost of about £18,000 for issuing Concessionary Fare passes becomes a contribution to card scheme management costs.

The agreement negotiated with the Operators for their revenue contributions is, at their request, an average over 5 years of two elements: a “per bus joining fee” of £125, plus a per card fee of 26p, divided between the Operators on the basis of their approximate route mileage.  This assumes issuance of 30,000 cards ± 25% per year by the Council. The agreement includes a renegotiation facility should issuance fall outside this range, or if any other aspect of the scheme should materially change.  The reason for the Operators seeking a 5-year average management fee was so that they would have reasonable certainty as to their outgoings.

Benefits
There has been no attempt to quantify the potential benefits arising from the implementation of this project or to create a business case for it based on relating benefits to costs.  The qualitative assessment of benefits include:

For the Council:

· furtherance of its transport policies for making public transport (PT) more attractive and accessible through integrated ticketing (and the parallel RTI project, to which this project also contributes);

· providing the basis for the wider roll-out of integrated PT ticketing on a sub-regional basis through the Solent Transport initiative;

· furtherance of its e-government policies by stimulating the take-up of its multi-application smart card;

· improvement of management control and information relating to its Concessionary Fares service;

· reduction of congestion and its associated costs at key transport nodes, and improved time-keeping for bus services, through reductions in boarding times;

· an improved and more constructive partnership with the Bus Operators.

For the Bus Operators:

· reduced ticket issuance costs;

· reduced ETM maintenance costs;

· reduced fraud;

· reduced cash handling and consequent driver insecurity on buses;

· improved loading times and hence time-keeping;

· improved management control and information;

· the potential for improved Customer Relationship Management (CRM);

· the potential for creating new, “smart” ticketing products attractive to customers;

· an improved and more constructive partnership with the Council.

For Consumers:

· easier-to-use bus ticketing;

· less cash-handling;

· wider range of day-to-day lifestyle support on a single card;

· improved bus services through increased reliability through loading time reductions;

· potential for more integrated transport ticketing over a wider area, ultimately nation-wide through ITSO roll-out;

· improved security against loss through card hot-listing and value recovery.

An evaluation exercise will be undertaken to attempt to put some values to these anticipated benefits, partly to provide reassurance to policy-makers, and partly to provide some case study material for use by other Councils with an interest in deploying smart cards generally and, more specifically, for transport.  It is unlikely that the outcomes of this study will be available before the end of 2004 at the earliest and, even then, the benefits will not have been fully realised by that time, since some of them rely on having a substantial proportion of bus passengers using smart cards, which will not happen immediately after implementation.

4.6.4 Issues

· The timescale of this pilot project has precluded effective engagement with two prospective commercial partners; it is to be hoped that they will not retain a long-term negative stance in relation to becoming scheme partners in the future because of this experience;

· The timescale also precluded the prospect of a completed roll-out of the remaining Bus Pilot application, and hence no evaluation of its impacts has been possible;

· The timing of any approach to a prospective commercial partner is important; if their business is seasonal (as, for instance, with the Football Club as described in section 3) then any planned initiative has to take account of their operational requirements during the active season;

· Commercial partners may be unwilling to take a risk in implementing “leading edge” technological solutions unless the Council can provide persuasive evidence that the solution will not cause them difficulties during implementation and initial operation (see also the Football Club experience in section 3);

· Even if the technological solution offered by the Council is interesting and attractive to a prospective Commercial partner, they will be unwilling to embrace it if it is inconsistent or incompatible with current important business processes or partnerships (see the Ferry experience in section 4);

· Bus companies are prepared to negotiate contributions to the capital and revenue costs of implementing a smart card ticketing solution using Local Authority smart cards, within the following boundaries:

· Any capital contribution is likely to be limited to approximately the difference between the basic cost of the new ticketing equipment and the residual value of the equipment being replaced, i.e. it is unlikely to include a contribution to the costs of the smart card element, at least until there is clearer evidence of the operational and financial benefits to their businesses that may be achieved;

· Any revenue contribution is likely to be limited the perceived value of savings in ticketing costs through adopting smart card ticketing and, at present, there is not a great deal of evidence in the UK environment concerning the potential scale of such savings; this may be subject to change, or a shift in the boundaries for negotiations, once the scale of operational and financial benefits has been more clearly evaluated and demonstrated;

· Operators will want to see at least the maintenance of their current level of service to customers in terms of access to ticketing products; this has implications for card production and management, particularly in respect of authentication, for first time product issue on a Local Authority card, where transport ticketing is the only initial requirement of the citizen;

· Operators will feel more comfortable with any scheme transaction tracking and management facility (such as an ITSO HOPS) if it is NOT under the direct control of the Local Authority but is managed by a trusted third party;

· For Operators, it is mandatory that any such transaction tracking and management facility guarantees the privacy and security of their own transactions;

· If the costs of current Concessionary Fare scheme management and the revenue contributions negotiable from Operators are included, a bus transport application can make a key contribution to the cost of running a Local Authority multi-application smart card scheme, ASSUMING that the infrastructure required for the application is in place.

Royal Borough of Windsor & Maidenhead: Advantage Card

4.7 Project aims and objectives

The Advantage Card scheme is the Borough’s well known and supported ‘leisure card’ launched originally in 1995.  The current database system, installed in 2001 has over 125,000 records, which includes 85,000 Advantage Card holders.  The existing Advantage card is used as a “flash & go” card in over 100 retail and leisure outlets throughout the Borough to achieve discounts, but no usage records are kept when cards are used in this way.

As part of the National Smart Card Project (NSCP) and as an extension to the initial smart card pilot, one of the aims has been to create a solution to enable capture of usage information when the Advantage card is used as a discount card in this way.  The solution has also been extended to support a barcode reader, which will also allow the “non-smart” Advantage cards to be read.

The core objectives in the solution design have been:

· To build on the existing smart card infrastructure used in the pilot of up to 5,000 smart cards combining the functionality of Leisure, Library and Car Park Borough-issued cards in the Windsor area, in conjunction with the ODPM pilot initiative.

· To develop a card system which maximises the council’s potential to capture data usage for the marketing of services and future business/service development. 

· To build on the existing ‘Advantage Card’ brand.

· To enhance service provision, offer and improve the customer experience through use of a smart card technology.

· To develop and enhance the services offered and available to customers by third party business or ‘co-promoters’.

· To provide an enhanced sales and marketing service indicating customer card usage at retail outlets, as a chargeable service. 

The Borough service units operate several other card schemes all to a lesser volume of issue than the Advantage card scheme.  These include Car park season tickets, Staff Car park passes, Staff & Members ID passes, Taxi and Nightclub License cards, Library Cards (the second largest card scheme with circa 68,000 cards), and School Transport passes.

In piloting a cross boundary citizen Smart Card Scheme, with the support of the NSCP, the opportunity is created to integrate the functionality of all Council cards, especially those issued to residents and customers of services.  Full roll out would contribute to improving the quality of information of card usage, by customers, so as to make better-informed decisions for the development of services and improved marketing performance.  The second core objective of this project has been to construct a full Business Case to support this migration to smart cards and full roll out.

4.8 Project description and progress

4.8.1 Partners

Initially, 4 key commercial outlets and the largest Co Promoters of the Advantage scheme were identified to pilot the introduction of the solution - Windsor Castle, Windsor Arts Centre, LEGO land Windsor and Norden Farm Centre for the Arts.  However, time constraints, requirement for a more complex infrastructure at Windsor Castle to connect to the scheme and LEGO Land’s conflicting marketing plans, has meant that the solution is only being implemented in the Borough’s two arts centres in the pilot phase.  These are:

· Norden Farm Centre for the Arts, Maidenhead

· Windsor Arts Centre

The Borough’s involvement, support and partial funding were the main drivers in securing the arts centres’ involvement.  The following stakeholders in the smart Advantage card pilot and their relationships have been identified and are illustrated below in Figure 6.2.1:
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Figure 6.2.1: RBWM roles and relationships

4.8.2 Design and implementation

The current “non smart” Advantage card incorporates a magnetic stripe and barcode, enabling the card to be used in both leisure centres and car parks throughout the Borough, to generate discounts for the user.  Additionally, the card is used on a ‘flash & go’ basis in over 100 retail and leisure outlets throughout the Borough as a discount card.  Only card use at the Leisure Centres results in any electronic ‘capture’ of information.

The database behind the card issues the cards with a unique membership number and records a photograph of the cardholder, usually within a few minutes of taking the details.  Cards are currently available for issue at five sites in the Borough, at the Windsor, Magnet and Charters Leisure Centres, Bodyzone Performance and the Royal Windsor Information Centre.  An upgrade of the system in 1999 has provided ‘real time’ access to data across all sites.

A pilot project to trial the replacement of the Borough’s existing “non-smart” Advantage card scheme with a multi-application smart card is underway which integrates the, library, leisure and car parking functions using a smart card.  The pilot is confined to 5,000 residents between the ages of 5 and 55 living in the Windsor area.  Going forwards, there is potential to bid for further project funding to be able to roll out the card scheme Borough wide. 

An overview diagram of the various application components within the pilot platform is shown below in Figure 6.2.2.
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Figure 6.2.2: Main RBWM smart card system components

The design for the pilot is based on the use of an RBWM-hosted cardholder database system, which acts as a central data repository of both cardholder information and transactional information for reports.  Data capture and card issuing / card personalisation are via the Gladstone MRM.plus2 leisure management system, which sends the appropriate cardholder data to the cardholder database.  The BT developed cardholder database maintains a hotlist of lost and stolen cards, which is propagated to the appropriate source systems.  Cards are supplied to the issuing locations with APACS numbers already encoded into the chip.  For the pilot, cards will also be printed with a bar code to allow users to continue to use them in non-pilot locations.

The card production and management processes are illustrated in Figure 6.2.3 on the following page.  Note the integration of the various databases of the different applications using the BizTalk Integration Hub.  This model has subsequently been adopted by WP6 partner Southampton City Council for managing the integration of their Card Management Scheme and application databases.

The components of the Data Capture application are illustrated in Figure 6.2.4 on the following page, and the Data Capture processes are shown in Figure 6.2.5 on the subsequent page.

The scheme design, components and operation are all elaborated in greater detail in Appendix 3.  (See WP6-02 Volume Two for Appendices)
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Figure 6.2.3: RBWM card production and management schematic
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Figure 6.2.4: RBWM Data Capture Application Components
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Figure 6.2.5: RBWM Data capture processes

In order to keep costs to the retailer to a minimum, an offline terminal has been implemented, with usage data being captured by an application which is periodically transferred to the Council.  The data is loaded onto the existing smart card cardholder database and can then be reported on using the same applications as used for the main smart card pilot.

4.8.3 Scheme Operation

The following design solution has been implemented to meet these requirements, based around the reuse and extension of the existing cardholder database that has been deployed as part of the main smart card pilot.  This will be extended to accept usage data captured from retailers (see Appendix 3 for further operational details - see WP6-02 Volume Two for Appendices).

On presentation of an Advantage card (both smart and non smart) the card’s number, along with the date and time of the transaction will be logged and stored on the PC. Periodically the transaction log will be saved to a floppy disc, which will be sent to the Council where another PC application will read the file and transfer the transaction data to the cardholder database.  If a “non-smart” Advantage card is presented, it will be scanned by the bar-code reader instead and the Gladstone card number captured in the same way.  Crystal Reports set up for reporting purposes for the main smart card pilot, have been extended to cover the reporting requirements for the commercial application.

In addition, the application will read the date of birth from the card and display the age range of the cardholder, allowing it to be used for proof-of-age or proof-of-concession purposes.

	Cardholder Age
	Display on screen

	Under 18
	Age in years

	18 – 59
	“Adult”

	60 – 64
	“Over 60”

	65 and over
	“Over 65”


Figure 6.2.6: RBWM concession categories

Whilst a card is in the reader, a button will enable the retailer to drill down to obtain more detailed information on the card.  This will enable the retailer to check details if they are suspicious of the identity of the cardholder.  Details to be displayed are:

· Name

· Date of Birth

· Gender

· Card number

· Card expiry date

· Postcode

Point-of-Sale Application

A development is proposed to use a Point-of-Sale terminal, such as the GIS POST unit, to validate the Advantage cards presented to the retailer.  In order to minimise the development required to deliver the required functionality, it is proposed to develop this as a “client-server” application, with a laptop PC located under the counter acting as the server component.  This will enable a similar application to be deployed in such a way as to take up minimum counter space and yet provide the required functionality within the timescale and budget allowed.

Java Smart card Application
A small Java applet will be used on the Smart Advantage card to allow the appropriate cardholder data to be read out of the Mifare memory.  This applet will be reused from the main pilot and so will not need to be developed especially for this trial.

Project plan

A high level timetable of deliverables is set out in Figure 6.2.7below.
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Figure 6.2.7: RBWM high-level project plan

4.8.4 Costs and Benefits

Capital Costs and Contributions

The NSCP contribution to the RBWM pilot project breaks down as shown in Figure 6.2.8:

	ITEM
	COST

	BT offline application
	£45,000

	Hardware – terminals
	£5,000

	Project Management
	£20,000

	Business Case 
	£10,000

	Total
	£80,000


Figure 6.2.8: Breakdown of NSCP contribution to RBWM pilot project

Benefits
The qualitative assessment of benefits of the RBWM pilot applications is as follows:

For the Council:

· Improved management control with weekly data capture and management reporting

· Richer customer data

· Better opportunities for targeted marketing

· Future scalability – providing the basis for the wider roll-out of an online data capture solution 

· Replicable Solution - as a result of such a specific integration solution, Southampton City Council have undertaken to use the same BizTalk adaptors to roll out their solution

· More attractive business proposition to Co-Promoters

· An improved and more constructive partnership with Co-Promoters

· PR – heightened reputation amongst customers and businesses being involved with the latest technology.

For the Commercial Partners:

· Potential increase in footfall and acquisition of new customers and members

· An improved and more constructive partnership – extending their existing Service Level Agreement with the Council

· Richer customer data

· Targeted marketing opportunities

· Raises their profile in the community and with all Advantage cardholders and customers.

For Consumers:

· Improved range of customer promotions

· Receive better targeted marketing.

4.8.5 Issues

· Time constraints imposed by the main project have meant that it has been necessary to truncate some of the project scope to deliver within timescale.

· It has also not been possible to carry out a full evaluation of the project’s outcomes within the timescale.  Thus, benefits will not have been demonstrated and the practical tangible outcomes will not be demonstrable until after the promotional period when card usage statistics will have been analysed, customer feedback obtained and revenue monitored.

· Dovetailing successfully with commercial partners’ marketing, organisational and business plans and objectives is essential.

· Materials promoting the scheme and its applications can attract third-party advertising revenue to help defray the costs of promotion.

Planned Dissemination

Recognising that the pilot projects being implemented in the Royal Borough of Windsor and Maidenhead and Southampton will not produce substantive outcomes on the ground until the autumn of 2004, but that there is a need for those outcomes to be shared with other Local Authorities that might have similar interests and aspirations, a joint workshop and demonstration event is planned towards the end of the year.  Details will be made available, once finalised, through the Smart Card Networking Forum.

Conclusion – Summary of Issues

The positive outcomes to date of the pilot projects undertaken as part of the Commercial Applications section of the NSCP are as follows:

· Materials promoting the scheme and its applications can attract third-party advertising revenue to help defray the costs of promotion;

· Bus companies are prepared to negotiate contributions to the capital and revenue costs of implementing a smart card ticketing solution using Local Authority smart cards, within the following boundaries:

· Any capital contribution is likely to be limited to approximately the difference between the basic cost of the new ticketing equipment and the residual value of the equipment being replaced;

· Any revenue contribution is likely to be limited the perceived value of savings in ticketing costs through adopting smart card ticketing;

· The negotiating positions of Local Authorities on both capital and revenue contributions by Bus Operators may well improve once there is a body of evidence concerning the financial and operational benefits that Operators can expect to derive through joining a Local Authority smart card scheme;

· Operators will want to see at least the maintenance of their current level of service to customers in terms of access to ticketing products;

· Operators will feel more comfortable with any scheme transaction tracking and management facility (such as an ITSO HOPS) if it is NOT under the direct control of the Local Authority but is managed by a trusted third party;

· For Operators, it is mandatory that any such transaction tracking and management facility guarantees the privacy and security of their own transactions;

· If the costs of current Concessionary Fare scheme management and the revenue contributions negotiable from Operators are included, a bus transport application can make a key contribution to the cost of running a Local Authority multi-application smart card scheme, ASSUMING that the infrastructure required for the application is in place.

The outcomes to date of these pilots in terms of areas where particular care is needed in any approach to a prospective commercial partner are as follows:

· Dovetailing successfully with commercial partners’ marketing, organisational and business plans and objectives is essential;

· The timing of any approach to a prospective commercial partner is important; if their business is seasonal then any planned initiative has to take account of their operational requirements during the active season;

· Commercial partners may be unwilling to take a risk in implementing “leading edge” technological solutions unless the Council can provide persuasive evidence that the solution will not cause them difficulties during implementation and initial operation;

· Even if the technological solution offered by the Council is interesting and attractive to a prospective Commercial partner, they will be unwilling to embrace it if it is inconsistent or incompatible with current important business processes or partnerships.

Appendices

The following Appendices are contained in WP6-02 Volume Two:

Appendix 1: Southampton Bus Project: Memorandum of Agreement

Appendix 2: Southampton Bus Project: Contract Schedules

Appendix 3: Rbwm Bt Offline Proposal

Appendix 4: Rbwm Advantage Magazine Extract

5. Appendix 5 – National Smart Card Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 
	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations
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