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1 Abstract

This report sets out to investigate the key legal issues surrounding financial services regulation and consumer protection as it may impact on e-money, debit facilities and credit facilities if they were to be made available on a Local Authority Smartcard.

1.1 Financial Services Regulation

The Financial Services and Markets Act ("FSMA") and related regulations are the main legislative provisions which are of relevance to a Local Authority Smartcard scheme.  The FSMA applies to "regulated activities", which are explained in more detail in the body of the report and include (amongst other things) e-money and "accepting deposits".  Any firm engaging in a "regulated activity" will need to be authorised by the Financial Services Authority ("FSA") or exempt from authorisation.   Pursuant to its powers under the FSMA, the FSA has issued a detailed handbook of rules and guidance which it updates regularly.

In respect of e-money, there are a number of rules and regulations.  On a European level, the E-Money Directive, adopted in 2000, has now been adopted in the UK by way of secondary legislation.  The UK regime for entities wishing to issue e-money dictates that an entity will need to become an Electronic Money Institution ("ELMI") or become a bank in order to do so.  The regime for e-money issuers is set out in the FSA handbook on electronic money.  However, the FSA may in certain circumstances issue a certificate of exemption to "small e-money issuers" which takes them out of the regulated regime on issuing e-money.  There are three "conditions" (or situations) where the FSA will issue a small e-money issuer certificate and these are detailed in the report (and mentioned in part 1.1.3 below).  In order to obtain a small e-money issuer certificate, a person must apply to the FSA on a standard form enclosing specified information.  In addition to this, a small e-money issuer must comply with a number of ongoing administrative requirements.  Failure to satisfy these requirements and/or to meet any of the "conditions" may lead to the FSA revoking the certificate.  The advantage of obtaining this certificate is that small e-money issuers are not regulated by the FSA and thus are not subject to most of the FSA rules on issuing e-money.

In the case of the Local Authority Smartcard, a small e-money issuer certificate will only be issued if the e-money on the Smartcards is limited to €150 and the following conditions are satisfied:

· total e-money in circulation is less than €5 million; or

· total e-money in circulation is less than €10 million and the e-money can only be used within the same group of companies as the holder of the certificate; or

· total e-money in circulation is less than €10 million and the e-money can only be used in a scheme of not more than 100 businesses within a limited local area or in a close financial or business relationship.

If it is not possible to obtain a small e-money issuer certificate then an ELMI will have to be set up and the detailed regulated regime will have to be complied with.

There are also various requirements and provisions relating to debit facilities which may be provided by the Local Authority Smartcard related to possible FSMA regulation.  The key provisions relate to "deposit", which is a Specified Investment under the FSMA, and "accepting deposits", which is a Regulated Activity under the FSMA.  With respect to "deposit", this is defined as a sum of money paid by one person to another on terms that it will be repaid when a specified event occurs.  The debit facilities which may be made available on a Local Authority Smartcard are likely to come under the definition of "deposit".

“Specified Investments” will only be regulated by the FSA if they are carried on as a Regulated Activity.  In the case of a Local Authority Smartcard Scheme, the Regulated Activity would be that of "accepting deposits" and would be regulated if the provider of the facilities is able to make use of the sums of money it holds on account and satisfies two business criteria: (i) that the Regulated Activity is carried out "by way of business" and (ii) that the entity concerned is in fact "carrying on the business" of engaging in that activity (ie the provision of debit facilities is a business in its own right).  The second of these seems to carry the greatest weight.  Debit facilities may fall within the regime restricting financial promotion.  

Credit facilities – whether made available for any purpose the user wishes or only for specific goods or services – do not fall within the financial services legislation as long as the credit provided is a sum of money paid in advance or part-payment for the provision of goods or services.  

1.2 Anti-Money Laundering Rules and Regulations and Associated Issues

The Money Laundering Regulations impose an obligation on "relevant financial businesses" to maintain procedures of internal control and communication for the purposes of forestalling and preventing money laundering.  These regulations will certainly apply to the Local Authority Smartcard Scheme if e-money and/or debit facilities are available and the entity providing such facilities under the Scheme is likely to be a "relevant financial business".

The FSA has produced a Handbook on Money Laundering containing duties and procedures that must be complied with by entities carrying out "relevant regulated activities", and which are thus regulated by the FSA.  

1.3 Consumer Credit Regulation
The Consumer Credit Act 1974 ("Consumer Credit Act") regulates consumer credit and consumer hire agreements for amounts up to £25,000.  If credit facilities are made available on a Local Authority Smartcard, these facilities will fall within this legislation and as such it will be necessary to comply with the provisions of the Consumer Credit Act.  The implications of falling within the Consumer Credit Act include the fact that, practically speaking, consumer credit agreements cannot be entered into on-line and that the entity providing the credit facilities for the Local Authority Smartcard would:

· need to be licensed to do so

· have obligations to consumers in respect of faulty goods etc.

· be subject to detailed requirements relating to advertising.

It may be possible to outsource the credit facilities in order to shift the obligations contained in the Consumer Credit Act on a third party.  However this is an area which is undergoing substantial reform and modernisation and it is therefore crucial to keep up-to-date.

1.4 Distance Marketing

The recent EU directive on the Distance Marketing of Consumer Financial Services will relate to the provision of e-money, debit facilities and credit facilities and will impose a number of obligations on the entity providing such facilities as well as give rights to consumers (e.g. rights of withdrawal for specified periods).  As these provisions are yet to be implemented in the UK, it is not yet possible to assess fully the impact these will have on the Local Authority Smartcard Scheme should such facilities be made available under the Scheme.
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 Introduction

The purposes of this report are as follows:

· to investigate the key legal issues surrounding:

· financial services regulation in relation to e-money, credit facilities and debit facilities, each of which may be made available on a Local Authority Smartcard; and

· the issues surrounding consumer protection for the Card User.

· to act as a discussion document for the National Smartcard Project board members.

This report should be read in conjunction with the Introductory Report, which prefaces the series of legal reports produced by Masons in respect of Work Package 8.

In preparing this report, we have had regard to the following:

· the Financial Services and Markets Act 2000
 and regulations issued under it which are currently in force;

· the FSA Handbook of Rules and Guidance
 as currently in force;

· the Money Laundering Regulations 1993
 and related legislation which is currently in force, together with various rules and guidance;

· the Consumer Credit Act 1974 and regulations issued under it which are currently in force;

· the EU Directive concerning the Distance Marketing of Consumer Financial Services
.

This report reflects the law, and the view of Masons Solicitors, in relation to the matters covered herein as at 15 August 2003.

2 Scope of this Report

This report focuses solely on financial services regulation and consumer protection legislation as they may impact on the following potential uses/facilities which may be available on a Local Authority Smartcard:

· e-money

· debit facilities

· credit facilities

In order to review such uses in the context of the legislation it is helpful to set out here what each of these terms means.

2.1 E-money

2.1.1 What is e-money?  

E-money is a form of monetary value which is:

· paid for in advance;

· stored on an electronic device, e.g. a plastic card with a chip or magnetic strip, or on a computer; and

· accepted as a means of payment by persons other than the issuer.

Like notes and coins, e-money can be used to pay for goods and services in shops, supermarkets and other locations. As an electronic means of payment it can also be used over the internet or by phone. However, payment by e-money is only possible if the goods or services provider is equipped with an electronic device to accept and store e-money.

In many respects an e-money card may look and work like a debit card (see part 3.2). However, it is not necessary to have a bank account to use it, and losing e-money card can be the equivalent of losing cash.

For the purposes of this report, two types of e-money are considered:

1 closed e-purses – these are effectively prepaid schemes where payment is made in advance and stored on the card and deductions are made each time the goods and services which are part of the scheme are bought (eg public transport tickets such as the London Transport Oyster Card, school lunch tickets);

2 open e-purses – these are cards on which the equivalent of cash is stored.  The cash can be spent anywhere a goods or services provider is equipped with an electronic device to accept and store e-money.  

Electronic means of payment that are only accepted by the issuer and can only be used to pay for the issuer's own goods or services are not considered to be e-money for the purposes of the FSMA and issuers of these means of payment will not be regulated by the FSA.  

However, it is important to note that there is currently no FSA guidance in relation to outsourcing of goods and services. So for example it is not clear whether the following is e-money within the definition of the FSMA and therefore regulated: the issue by a local authority of an electronic card to pay for school lunches where the card is prepaid and the local authority has outsourced the provision of the lunches to a third party.  If the local authority had not outsourced the provision of the school lunches then this would clearly fall outside of the definition of e-money regulated by the FSA as it would be an electronic means of payment that was only accepted by the local authority and could only be used to pay for the local authority's goods (ie school lunches). 

2.1.2 Who might want to use e-money?

There may be lots of different users of e-money. These include:

· people who prefer to carry e-money on a plastic card, rather than a wallet, or purse, full of notes and coins

· people without access to a bank account or credit card

· people who feel more secure using e-money on the internet, rather than their debit or credit cards

· travellers who have the facility to add an e-purse to smartcard travel tickets.

2.1.3 How might e-money be made available on a Local Authority Smartcard?

E-money may be made available on a Local Authority Smartcard by way of both closed and open e-purses (see part 3.1.1 above for the differences between the two).  Examples of closed e-purses that could be available on a Local Authority Smartcard include pre-payment of school lunches, public transport tickets.  Both closed and open e-purses are considered in this report.

2.2 Debit Facilities

2.2.1 What are debit facilities?

Commonly banks and building societies offer debit facilities to their account holders on current accounts and also on some other accounts.  The debit facilities are made available as follows: the bank or building society issues a card which enables the user to pay for things by handing over the card to the merchant or supplier, following which the card is read by a machine and the payment is billed direct to the card user's current account. The machine prints out a payment slip which is checked and signed by the card user or the card user enters a PIN code.

Debit cards can also be used to pay for goods by phone and online. Here, the card user will be asked to provide the card number, the expiry and "valid from" dates and the security number from the back of the card and a receipt will usually be sent to the card user (by post or email). 

How might debit facilities be made available on a Local Authority Smartcard?

The debit facilities which may be made available on a Local Authority Smartcard could be provided by the setting up of current accounts for Card Users into which the Card Users themselves pay funds and/or into which funds are paid for their use (eg. state pension, income support, child benefit, etc). This is the type of debit facilities that are considered in this report.  

This sort of account is already being run by the Post Office and is offered by Citibank International plc through Post Office Ltd.  The Post Office card account
 can only be used to receive benefits, state pensions and tax credit payments. It is a simple account which does not allow the user to go overdrawn or incur any charges.  It allows an account holder to take cash out free of charge at any Post Office branch, using a plastic card and PIN. The card and PIN also allow the account holder to request a balance enquiry. No credit checks are carried out before a user is allowed to open an account. 

Although the debit facilities on a Local Authority Smartcard could in theory also include having the Card User's existing debit facilities from their current bank or building society account available on a Local Authority Smartcard (so obviating the need to have a separate debit card) this possibility is not examined in this report.  In any event such a facility would be governed by and subject to the bank or building society's own rules and regulations.

2.3 Credit Facilities

2.3.1 What are credit facilities?

Credit facilities are effectively a loan – but one for which the user does not have to apply every time he wants to buy something.  

One way in which credit can be provided is by way of a credit card which is issued to the user who can then use it to pay for things as he wishes, subject to the terms of the agreement between the user and the credit card company/card issuer.  These terms will include a maximum limit on the amount of the loan that can be outstanding at any one time.  Usually the user will receive a monthly statement detailing the transactions carried out that month (eg. purchases, refunds, interest charged on the balance).  The user has the option of paying off the whole amount owed or paying a minimum amount and carrying over the balance until the following month(s).  Different cards work in different ways, for example, interest may be charged on any balance from the statement date or from the date of each purchase.

Store cards represent a variation on traditional credit cards. These can only be used to buy things in certain shops and there may also be special offers made available to store card users such as discounts and late night shopping. Some store cards, usually called "budget cards" are not the same as credit cards as they give the user "revolving credit" and mean that the user has to save a certain amount each month before being allowed to spend a multiple of the amount saved.  The charges for these sorts of cards are usually very high compared to credit cards. 

Credit facilities are also provided by entities such as electricity and phone companies.  Here, for example, the user uses electricity for a set period (say, three months) and is then sent a bill for the electricity used in that period (plus other associated charges such as a standing charge) and the user then has a specified period in which to pay the bill.  The electricity used has been provided on credit.

2.3.2 How might credit facilities be made available on a Local Authority Smartcard?

The credit facilities which may be made available on a Local Authority Smartcard could be similar to the credit card scenario outlined above – that is, effectively a loan to the user which can be used by the user to buy anything he wishes, subject to a maximum limit and any other terms imposed.  

Alternatively, or as well, the credit facilities could be used to pay only for specified things in arrears, such as school meals or council tax. (Note that where, for example, school meals are paid for in advance – say at the beginning of a term – this may fall within the definition of e-money (see part 3.1) but would not be credit).

3 Financial Services Regulation

3.1 Introduction

3.1.1 Financial Services and Markets Act 2000
 

The Financial Services and Markets Act 2000 (“FSMA”) has been in force since midnight on 30 November 2001. It repealed considerable previous legislation (including the Insurance Companies Act 1982, the Financial Services Act 1986 and the Banking Act 1987) and also amended a very large number of statutes and statutory instruments such as the Companies Acts 1985 and 1989
, and the Insolvency Rules 1986.

There are numerous pieces of secondary legislation and volumes of detailed rules.  Key to this regime is the identification of "Regulated Activities" in relation to which authorisation is required.

3.1.2 The Financial Services Authority
 

The Financial Services Authority (the “FSA”) is the sole regulator of the financial services sector in the United Kingdom.  As the sole regulator, the FSA has a duty to act in accordance with the “regulatory objectives” set out in section 2(2) of FSMA. These are:

1. Market confidence - in other words, maintaining confidence in the financial system.

2. Public awareness -that is, promoting public understanding of the financial system.

3. The protection of consumers. i.e. securing the appropriate degree of protection for consumers.

4. The reduction of financial crime - that is, reducing the extent to which it is possible for a business carried on by a regulated person or in contravention of the “general prohibition” to be used for a purpose connected with financial crime.

3.1.3 The Regulatory Regime in the UK

In [part [4] of] this report the following capitalised phrases shall have the following meanings:

· "Regulated Activities Order" means the Financial Services and Markets Act 2000 (Regulated Activities) Order 2001
, SI 2001/544 (as amended) and the Financial Services and Markets Act 2000 (Regulated Activities) (Amendment) Order 2002
;

· "Regulated Activity" means an activity of the kind specified in the Regulated Activities Order which is carried on by way of business and which relates to an investment of a kind also specified in the Regulated Activities Order;

· "Specified Investment" means an investment of a kind also specified in the Regulated Activities Order.

· Under the regulatory regime in the UK, there is a “general prohibition” in relation to financial services which is that:

· “no person may carry on a regulated activity in the UK unless that person is authorised or exempt” (section 19 of the FSMA).  

Regulated Activities include:

· issuing e-money – see parts 4.2.1 to 4.2.3 for the background to this;

· accepting deposits – see part 4.3.2;

· dealing in investments as principal or agent;

· advising on, arranging deals in or managing investments;

· safeguarding and administering investments.

· The full list of Regulated Activities is set out in the Regulated Activities Order.
· Specified Investments include:

· e-money;

· deposits;

· stocks and shares.

The full list of Specified Investments is set out in the Regulated Activities Order.
Generally, therefore, any entity wishing to engage in a Regulated Activity must either be authorised by the FSA to carry on that activity or be exempt from authorisation. 

There is a further layer to the UK regulatory regime which applies only in the case of certain Regulated Activities: on the whole, in order for an activity to constitute a Regulated Activity it must be carried on “by way of business”.  However in relation to certain named Regulated Activities, this business element is not to be regarded as satisfied unless the person concerned is “carrying on the business” of engaging in that activity. This is a fine distinction and one that is examined in more detail in part 4.3.3 of this report.

It is an offence to contravene the general prohibition or falsely to claim to be authorised or exempt and penalties for contravention can be severe.  In addition, any agreement may be unenforceable and the consumer may be able to recover his money and may also claim compensation (where, for example, the market in the product has moved, reducing the value to the consumer).

It is also worth mentioning that where a person or entity is authorised to carry on a Regulated Activity, the FSMA sets out a number of "controlled functions" which must be carried out only by individually approved persons within that entity.  These "controlled functions" can be summarised under the following heads:

· governing functions – high-level functions taking in those traditionally performed by people like directors, CEOs or sole traders; 

· required functions – those required by the Act or otherwise, such as money laundering reporting, compliance oversight and actuarial functions; 

· systems and control functions – finance, risk assessment and internal audit; 

· significant management functions – self-explanatory, taking in areas such as investment business, insurance underwriting and settlements; and 

· customer functions – such as functions performed by investment advisers, pension transfer specialists, advisers on syndicate participation at Lloyd’s and customer trading. 

Other restrictions under the FSMA

Under the regulatory regime brought in by the FSMA, there are also restrictions in relation to the communication of financial promotions.  These are reviewed in part 4.6.  For the purposes of part 4.6 of this report it should be noted that the relevant legislation refers to "controlled activities" and "controlled investments".  Both these terms are defined by reference to Schedule 1 to the Financial Services and Markets Act 2000 (Financial Promotion) Order 2001
 (as amended) (the “Financial Promotions Order”). They are defined in broadly the same terms as "Regulated Activities" and "Specified Investments" respectively (see part 4.1.3).

3.2 E-Money

3.2.1 The E-Money Directive
 and its implementation in the UK

For a number of years both businesses and government have been aware of the need to implement rules and procedures to harmonise the issuing of electronic money and, with this, facilitate the development of electronic commerce and create a level playing field between traditional credit institutions and other entities issuing electronic money.  Also, there had been calls across industry for the implementation and enforcement of strong security mechanisms to aid the development of e-commerce generally.  

There are a number of ways in which these matters are now being tackled, including the advancement of encryption technologies (eg electronic signatures – see the separate report on security for further information on this matter). With regard to the issuing of e-money itself, the E-Money Directive was adopted by the European Council in June 2000.  This Directive sets out a regulatory framework for the taking up, pursuit of and prudential supervision of the business of electronic money institutions.

Article 1(4) of the E-Money Directive says that "Member States shall prohibit persons or undertakings that are not credit institutions……..from carrying on the business of issuing electronic money". The purpose behind this is to ensure that the only people/entities able to issue e-money are subject to a carefully regulated and rigorous regime designed specifically to deal with the risk of issuing e-money.   

The E-Money Directive was implemented into UK law by secondary legislation which amended the Regulated Activities Order.

In the UK, the FSA took responsibility for regulating e-money issuers on 27 April 2002.  

What is e-money for the purposes of the FSMA?

E-Money is now identified as a Specified Investment in article 74A of the Regulated Activities Order and is defined, in article 3(1)
 of that order, as:

· "monetary value, as represented by a claim on the issuer, which is stored on an electronic device, issued on receipt of funds and accepted as a means of payment by persons other than the issuer".

· "Issuing e-money" is a Regulated Activity.

3.2.2 The regime in the UK

The prudential regime is enforced in the UK in two ways:

1. for entities which are not firms authorised by the FSA, by the general prohibition (see part 4.1.3 of this report); and

2. for authorised firms, by the rules which are set out the FSA Handbook on Electronic Money
 (known as "ELM1"), the current version of which was published in June 2003.

Subject to limited exclusions (see part 4.2.4), an entity which wishes to issue e-money will either have to become an Electronic Money Institution (ELMI) or become a bank.  In the case of the former, there are a number of restrictions which come with that status, primarily that an ELMI is prevented from doing anything other than issuing e-money and certain related activities. The rationale behind this restriction is that the main prudential measures that apply to ELMIs are targeted specifically at the issue of e-money: in the case of banks issuing e-money, some of the features of the prudential supervisory regime which applies to banks have been removed but this has been balanced by a number of stricter rules.  

The FSA Rules and Guidance set out in ELM1 :

· set standards about the backing of e-money issued by an ELMI with high quality liquid assets;

· set minimum capital and other risk management standards;

· protect consumers by regulating the relationship between the issuers of e-money and those who hold their e-money.

For details of these standards and regulations, please refer to the FSA Handbook on Electronic Money.  In summary though, these standards and regulations provide as follows:

· entities must not issue e-money that has a value greater than its e-money price (ie issue money at a discount) and all e-money that is issued must be backed up by investment in eligible assets. However, an issuer is allowed, for promotional reasons for example, to sell e-money on terms that the buyer pays less than its monetary value.

· there are rules on the management of the e-money float to make sure that the financial liabilities related to outstanding e-money are backed at all times by sufficiently liquid low risk assets.  ELM1 sets out rules on credit risk, market risk, foreign exchange risk, large exposure risk and liquidity risk.  

· an e-money issuer must not pay interest (or any similar sum) on e-money.  This ban, however, does not prevent promotional activities such as loyalty or bonus payments in e-money.

· an e-money issuer is prevented from doing anything other than issuing e-money and certain related activities. This ban also applies to any "sub-group" (eg subsidiary undertakings) of the e-money issuer.  In other words, an e-money issuer (and any company in its sub-group) may only provide financial and non-financial services closely related to issuing e-money, such as administering e-money by performing operational and ancillary functions related to issuance, the issuing and administering of other means of payment and the storing of data on the entity's e-money electronic devices. 

· it is specifically stated that an e-money issuer must not grant any form of credit. 

· e-money issuers must set a limit of £1,000 on the amounts of money that may be held in individual e-money "purses". The purpose of this limit is to protect holders of e-money by restricting their individual loss should they lose their purse or should the issuer fail. This figure should only be exceeded if certain requirements are met, for example where the issuer is capable of blocking the use of a purse that has been reported lost, stolen, damaged or malfunctioning and the amount that a buyer is entitled to redeem is unaffected by the loss, theft, malfunction or damage to the purse.

3.2.3 Exemption for small e-money issuers

The FSA may in certain circumstances issue a certificate of exemption to what are defined as "small e-money issuers".  Articles 9C to 9G
 of the Regulated Activities Order contain the relevant provisions.

Only an incorporated body or a partnership may apply for a small e-money issuer certificate.  This means that, for example, sole traders and banks and building societies are not able to apply.

If an entity holds a small e-money issuer certificate (ie an exemption certificate) then it has effectively been granted an exemption from the need to be authorised for issuing e-money and so, although technically carrying on a Regulated Activity, the holder of a small e-money issuer certificate is not deemed to be carrying on a Regulated Activity.  This also means that the holder of a small e-money issuer certificate is not then subject to many of the FSA rules relating to issuing e-money (including the rules restricting activities of e-money issuers to only issuing e-money and certain related activities and the rules on the e-money float – see part 4.2.3).  Also a small e-money issuer is not subject to the FSA rules which are designed to protect consumers in relation to e-money.  For example, no claim under the compensation scheme may be made against a small e-money issuer because that scheme pays compensation only in respect of claims made in relation to Regulated Activities.  

There are three situations set out in the Regulated Activities Order and if any of them apply to the applicant for the certificate then the FSA must issue a small e-money issuer certificate.  The FSA refers in its ELM1 Guidance (in ELM8
) to these situations as "conditions".

These "conditions", which pretty much mirror the relevant provisions of the E-Money Directive, are as follows:

Situation 1

· the applicant must not issue e-money except on terms that the electronic device on which the monetary value is stored is subject to a maximum storage amount of not more than 150 euros (ie a Local Authority Smartcard would not be able to store more than 150 euros or its equivalent in sterling); and 

· the applicant's total liabilities with respect to issuing e-money do not (or will not) usually exceed 5 million euros and do not (or will not) ever exceed 6 million euros.  The FSA Guidance covers what it understands to be meant by the word "usually" in this context; 

Situation 2

Situation 1 (i) above applies and also:

(i)
the applicant's total liabilities with respect to issuing e-money must not (or will not) exceed 10 million euros; and 

(ii)
e-money issued by the applicant must be accepted as a means of payment only by:

· 
subsidiaries of the applicant which perform operational or other ancillary functions relating to e-money issued or distributed by the applicant or 

· 
other member of the same group as the applicant (other than its subsidiaries);

Situation 3

A(i) and B(i) apply and also:

(i)
e-money issued by the applicant must be accepted as a means of payment in the course of business by not more than 100 persons where:

· those persons accept such e-money only at locations within the same premises or limited local area; or 

· those persons have a close financial or business relationship with the applicant such as a common marketing or distribution scheme.

The FSA Guidance says that a scheme operated within the boundaries of a local authority would not of itself bring that scheme within Situation 3.  It also gives some examples of what it would consider to be meant by "locations within the same premises or limited local area" as including:

· a shopping centre, airport, railway station, bus station, campus of a university or similar educational establishment and

· an area not exceeding 4 square kilometres (but not two separate areas of e.g. 2 square kilometres 100 kilometres apart).

In relation to the meaning of "a close financial or business relationship", the FSA Guidance says a scheme that allows citizens to pay for bus tickets together with a range of other things would bring that scheme within Situation 3.  On the other hand, it is worth noting that arrangements for the acceptance of e-money between the applicant and a third party does not mean that those two persons have a close financial or business relationship for the purposes of obtaining a small e-money issuer certificate.

A person must apply for a small e-money issuer certificate by submitting an application form in the prescribed form which is available on the FSA website
 together with the required documentation. There is no application fee, or subsequent fee, for a small e-money issuer certificate. 

There are ongoing compliance/administrative matters that must be dealt with by the small e-money issuer. For example, the small e-money issuer must twice yearly (at the end of each financial year and half year) complete a 4-page form (called ELM-SI
) and submit it, together with the required information, to the FSA within 10 business days of that date.  Also if the relevant conditions (set out at Situations A to C above) cease to apply, or (with a couple of exceptions) the total liabilities of the e-money issuer with respect to issuing e-money exceed 5 million euros, then the small e-money issuer must within 2 business days of the change occurring complete form ELM-SI and deliver it, together with the required information, to the FSA. 

The FSA can revoke a small e-money issuer certificate if the small e-money issuer does not or fails to meet the relevant "conditions" (as set out above) or has contravened any of the ongoing rules or requirements. 

It is a criminal offence for a person to describe themselves as a small e-money issuer if they are not, or to hold themselves out in a way that indicates they are a small e-money issuer.

3.2.4 Other points

· The issuer is the issuer of the e-money rather than the issuer of the electronic device on which it is stored (if different).

· E-money is a prepaid product, issued on the receipt of funds.  The fact that a user may pay for the e-money by cheque (so that the e-money issuer does not receive the funds until the cheque has cleared) or by way of purchasing a scratchcard following which he has to enter a number on a website to activate the e-money account does not make it a deposit (a separate category of Specified Investment under the FSMA – see parts 4.1.3 and 4.3 ) – this would still be e-money. Conversely e-money paid for but not issued until some later stage may initially be a deposit (if it falls within that definition – again see later, part 4.3 ).

· Credit cards are excluded from the definition of e-money.  However e-money paid for with a credit card does count as e-money. The purchase of the e-money represents the purchase of monetary value. The fact that the purchaser is lent the funds to buy the e-money does not affect this. There are two contracts, one for the sale of e-money and one for credit.

Conclusion

Electronic means of payment which are only accepted by the issuer and can only be used to pay for the issuer's own goods or services are not considered to be e-money for the purposes of the FSMA and issuers of these means of payment will not be regulated by the FSA.  

In the context of a Smartcard Scheme, this means that all of the goods and services which may be purchased using the Smartcard would have to be provided directly by the Local Authority in question, without any third party involvement. Although this could be said to be a form of closed e-purse scheme, it would not be considered to be e-money for the purposes of the FSMA as it would not satisfy the third limb of the definition ("accepted as a means of payment by persons other than the issuer"). This means that the requirements of the FSMA would not apply. A Scheme of this nature would not require a framework agreement as there would be no third party with whom the Local Authority would be contracting. Instead, there would need to be a set of terms and conditions governing the relationship between the holder of the Smartcard and the Local Authority, which is a separate matter.

Examples of the types of goods and services which might be provided directly by the Local Authority include library and leisure facilities.

It is essential, however, to ensure that all of the goods and/or services that could be purchased by the holder of a Smartcard are being provided and/or sold directly by the Local Authority. For example, if a Smartcard could be used to pay for school lunches and the Local Authority had outsourced the provision of lunches to a third party, this might fall within the classification of e-money and would thus attract the requirements of the FSMA.  Even if a Smartcard stores "tokens" and one "token" is deducted each time certain outsourced services are used (such as a school lunch) then, depending on the structure of the arrangements between the Local Authority, the Secondary Service Provider and the Smartcard holder, this may amount to e-money.  Great care and specific advice should be taken when structuring these sorts of arrangements.

If the Smartcard may be used to pay for goods and/or services provided and/or supplied by third parties (and this may extend to outsourced goods and/or services – see paragraph above), then the Scheme may fall within the definition of 'e-money' under the FSMA and so the provisions of the FSMA in relation to e-money will apply.  As such:

i. the issuer of the e-money must be a bank;

ii. the issuer of the e-money must be an Electronic Money Institution ('ELMI'); or

iii. a small e-money issuer certificate of exemption must have been granted to the issuer of the e-money.

Where the Local Authority is to be the issuer of the e-money, none of the above will be possible. A Local Authority is not a bank so (i) above will not apply. Nor can a Local Authority be an ELMI because (amongst other reasons) the functions of a Local Authority are not limited to issuing e-money and related activities (a requirement of an ELMI). 

Finally, a Local Authority cannot obtain a small e-money issuer certificate of exemption because the FSMA requires a small e-money issuer to be an incorporated body or a partnership.

Unless a Smartcard is to be used to obtain goods or services exclusively provided by the Local Authority itself, it will be classified as 'e-money' and the FSMA will apply. As such, a Local Authority would have to do one of the following:

a) form a joint venture with a bank or other financial institution; or

b) set up an SPV (or other joint venture vehicle) to issue the e-money.

In the case of (b), if the SPV does not qualify for a 'small e-money issuer' exemption certificate (which would effectively take it outside the FSMA regime subject to continued satisfaction of certain conditions), it will need to adhere to, and maintain, the stringent rules required of ELMIs. In order to become an ELMI, the SPV would have to become authorised as such by the FSA. As an ELMI, the SPV would not be able to carry on any other activity (other than activities closely related to issuing e-money) and would have to comply at all times with strict standards and regulations.

Obtaining a small e-money issuer certificate of exemption would only be possible if the e-money purses on the cards were limited to 150 euro and:

i. the total e-money in circulation was less than five million euro; or

ii. the total e-money in circulation was less than ten million euro and the e-money could only be used within the same group of companies as the holder of the small e-money issuer certificate (but not its subsidiaries which would only be able to accept payment in relation to performing operational or other ancillary functions related to e-money); or

iii. the total e-money in circulation was less than ten million euro and was only used in a Scheme where not more than 100 businesses could accept payments by e-money and those businesses were either:

a) in a limited local area (eg a bus station but possibly not an area as wide as a local authority area); or

b) in a close financial or business relationship (eg a Scheme which allows for a citizen to use one card to pay for bus tickets as well as a range of other things).  It would not be a close financial or business relationship simply because the businesses all had arrangements to accept e-money pursuant to that one Scheme.

3.3 Debit Facilities

To determine whether the debit facilities which may be provided via a Local Authority Smartcard will invoke the provisions of the financial services regime in the UK, it is necessary to look at specific provisions and analyse them against the debit facilities which are envisaged (see part 3.2.2 for what debit facilities are envisaged).  It has already been mentioned that debit facilities may be e-money (see part 4.2.5 ).

The key provisions relate to "deposits" (a Specified Investment under the FSMA – see part 4.1.3) and "accepting deposits" (a Regulated Activity under the FSMA – see part 4.1.3).  

It is also essential to look at the "business element" – this is because certain activities carried on "by way of business" only constitute Regulated Activities (as defined – see part 4.1.3 ) if it can be said that the entity is in fact "carrying on the business” of that Regulated Activity (see further part 4.3.3 for an explanation of these two different tests).  

Deposits

A deposit is defined in article 5(2) of the Regulated Activities Order as:

"a sum of money paid on terms under which it will be repaid, with or without interest or a premium and either on demand or at a time or circumstances agreed by or on behalf of the person making the payment or the person receiving it".

In other words, a sum of money paid by one person to another on terms that it will be repaid when a specified event occurs (for example, a demand is made for it).

However, certain transactions are excluded from this:

· the definition of deposit itself excludes money paid in connection with certain transactions such as advance payments for the provision of goods or services and sums paid to secure the performance of a contract (as long as the money is repayable only in the event that the goods or services are not provided or the contract not performed). These exclusions are exhaustively stated in article 5(3) of the Regulated Activities Order. 

· sums received in consideration for the issue of debt securities (article 9 of the Regulated Activities Order).

· sums received in exchange for electronic money (article 9A) – see separate information on this in part 4.2.

In addition, several separate exclusions focus on the identity of the person paying the money and/or the person receiving it.  This means that payments are excluded from being deposits if:

· they are made by specified persons (such as local authorities or national or supranational bodies) or by persons acting in the course of a business consisting wholly or partly of lending money;

· they are paid between certain persons who are linked in a specified way (such as group companies or close relatives);

· they are received by persons acting for specified purposes. This covers sums received by authorised or exempt persons carrying on one of a specified range of Regulated Activities and acting within the scope of their permission or exemption.

None of these exclusions are likely to be applicable here.  Therefore debit facilities will normally fall within the definition of "deposit" under the FSMA and will thus count as being a Specified Investment for the purposes of the FSMA. 

3.3.1 Accepting deposits

Notwithstanding the fact that debit facilities may be a Specified Investment, such facilities are only regulated if they are carried on as a Regulated Activity. The Regulated Activity relating to deposits is that of "accepting deposits".

"Accepting deposits" is only a Regulated Activity if the money which is received by way of deposit is lent to others or if any other activity of the person accepting the deposit is financed wholly (or to a material extent) out of the capital of, or interest on, the money received by way of deposit. There are no applicable exclusions or exemptions in relation this Regulated Activity.  

So, for example, if the debit facilities available on a Local Authority Smartcard are structured so that the provider of the facilities is able to make use of the sums of money it holds on account (or the interest it gains on the sums of money held) then, subject to satisfaction of the business element (see part 4.3.3 below), this activity will fall within the ambit of being a Regulated Activity.

3.3.2 The business element 

Assuming that a Local Authority Smartcard debit facilities fall within the definition of "accepting deposits" (see part 4.3.2 above), in order to be a Regulated Activity under the FSMA, there is one final criteria to be satisfied: the business element.  In the case of the Regulated Activity of "accepting deposits", this criteria is two-fold.

Firstly, on the whole, in order for an activity to constitute a Regulated Activity it must be carried on “by way of business”. This component of the business test will clearly be satisfied. 

Secondly however, in relation to certain named activities, the business element is not to be regarded as satisfied unless the person concerned is in fact “carrying on the business” of engaging in that activity. In other words, the entity must be carrying on the business of accepting deposits in order for it to be carrying out a Regulated Activity.  If it does not come within this second test, then it is not carrying out a Regulated Activity.

The rationale behind the existence of these two different tests is that initially the Treasury believed that the new test under the FSMA (that is, of carrying on an activity “by way of business”) was broader than the business test which existed under the Financial Services Act 1986.  To ensure that the business test remained substantially the same as it had been under the previous regimes, the Treasury exercised its power to specify circumstances in which a person will and will not be regarded as carrying on an activity “by way of business”.  As a result, the Treasury has qualified the “by way of business” test by introducing the concept of the need to be “carrying on the business” in relation to certain activities so that it is more consistent with the test for investment business in the Financial Services Act 1986 and the business test for deposit taking business in the Banking Act 1987 (both of which were repealed by the FSMA).

Accordingly, it is important to distinguish the phrases “carrying on by way of business” and “carrying on the business”.

In relation to accepting deposits (ie. the relevant activity in relation to debit facilities), an entity is only likely to be carrying it on by way of business (and therefore carrying on a Regulated Activity for the purposes of the FSMA) if it holds itself out as accepting deposits on a day to day basis and any deposits accepted could not be said to be "accepted only on particular occasions".  

This is spelt out in the Financial Services and Markets Act 2000 (Carrying on regulated activities by way of business) Order 2001
 (section 2) which in fact states this matter in reverse.  In other words, the relevant provisions say that a person only carries on the business of accepting deposits (and is not to be regarded as doing so by way of business) if:

· he does not hold himself out as accepting deposits on a day to day basis; and 

· any deposits which he accepts are accepted only on particular occasions.  

It also says that in deciding whether deposits are accepted only on particular occasions, it will be necessary to look at the frequency of those occasions and to any characteristics distinguishing them from each other.

The FSA Guidance states that “carrying on the business” (the qualified test in the Order) is a narrower test than that of “carrying on by way of business” (the test in the FSMA) as it requires the Regulated Activities concerned to “represent the carrying on of a business in their own right” (the words in italics and quotes being the wording used in the FSA Guidance).  

The FSA Guidance does not elaborate further in its advice on this matter nor does it give any examples of what may amount to the carrying on of a business in its own right.

Of course, whether or not a person (whether a provider of debit facilities as part of a range of services available on a smartcard or otherwise) could be said to be “carrying on the business” of a particular activity (ie. carrying it on as a business “in its own right”) is ultimately a question of fact and degree. Relevant factors to take into account in this regard may include the percentage of turnover generated from such activity, the proportion which the activity bears to other activities carried on by the same person and the degree of continuity.

Although not directly on the point, the FSA Guidance gives some indication of the FSA’s views in relation to the factors to be taken into account in deciding whether or not an activity is carried on “by way of business” (NB. the wider test and not strictly relevant in relation to the activity of “accepting deposits” where the “carrying on the business” test applies).  However such FSA Guidance may be helpful.

It states that whether or not an activity is carried on “by way of business” is “ultimately a question of judgement that takes account of several factors (none of which is likely to be conclusive)”.

The FSA Guidance goes on to say that these factors “include the degree of continuity, the existence of a commercial element, the scale of the activity and the proportion which the activity bears to other activities carried on by the same person but which are not regulated”.

The nature of the particular Regulated Activity that is carried on will also be relevant to the factual analysis.

Conclusion

Although the provision of debit facilities under a Local Authority Smartcard Scheme may amount to "accepting deposits", in order for this to be a Regulated Activity (and therefore require authorisation from the FSA), this activity would need to be carried on as a business in its own right.  Whether this business test would be satisfied would be a question of fact and degree. Relevant factors which may be taken into account by the FSA in determining whether or not the accepting of deposits is being carried on as a business in its own right may include the percentage of turnover generated from accepting deposits, the proportion which the activity bears to other activities carried on by the provider of the facilities and the degree of continuity.

3.4 Credit Facilities

To determine whether the credit facilities which may be provided under a Local Authority Smartcard will invoke the provisions of the financial services regime in the UK, it is necessary to look again at the specific provisions as set out at part 4.3 above in relation to debit facilities and analyse them against the credit facilities which are envisaged (see part 3.3 for what credit facilities are envisaged).   It has already been mentioned that credit cards are not e-money (because the customer does not pay in advance for the spending power, the provision of credit is more akin to a loan).

3.4.1 Deposits

One of the exclusions from the definition of deposit (see part 4.3.1 ) relates to money paid in connection with certain transactions such as advance payments for the provision of goods or services and sums paid to secure the performance of a contract (as long as the money is repayable only in the event that the goods or services are not provided or the contract not performed). This takes credit facilities outside of the definition of a deposit.

3.4.2 Accepting deposits/the business element

Since credit facilities are not "deposits", it is not necessary to look any further at the application of this part of the financial services regime. 

3.4.3 Conclusion

Credit facilities – whether made available for any purpose the user wishes or only for specific goods or services – do not fall within the financial services legislation as long as the credit provided is in fact a sum of money paid in advance or part-payment for the provision of goods or services.  This would not change if a user returned goods that had been paid for using the credit facilities available on a Local Authority Smartcard and was entitled to a refund as this would still fall within the exclusion mentioned above (eg. that the money is repayable only if the goods or services were not in fact provided).

Other Regulated Activities

It is not currently envisaged that a Local Authority Smartcard will be used in relation to any other activity which is designated as a Regulated Activity under the FSMA.  

If the range of activities for which a Local Authority Smartcard is able to be used may change in the future, then it will be necessary to revisit the provisions of the FSMA in relation to Regulated Activities and the potential application of the regulated regime to a Local Authority Smartcard.

3.5 Restrictions on Financial Promotion

3.5.1 Overview of the financial promotion regime

Section 21 of the FSMA states that "A person must not, in the course of business, communicate an invitation or inducement to engage in investment activity” unless it (i) is communicated by an authorised person; or (ii) is approved by an authorised person; or (iii) falls within an exemption.  

Section 21(8) of the FSMA defines "engaging in investment activity" as:

· entering or offering to enter into an agreement the making or performance of which by either party constitutes a controlled activity; or

· exercising any rights conferred by a controlled investment to acquire, dispose of, underwrite or convert a controlled investment.

Breach of this prohibition on financial promotion is a criminal offence. It is also worth noting that the prohibition is media-neutral and applies to all types of communications.

Key to understanding the implications and possible impact of the financial promotion regime on a Local Authority Smartcard Scheme is a review of the relevant sections of the FSMA and associated orders that apply and the FSA Guidance on the regime.

The FSA Guidance includes its views on the meanings of:

· "communication" – this includes “causing a communication to be made” (eg. an advertising agency's work) 

· "invitation or inducement" – must be a degree of incitement and likely to need to be “promotional” but a causal link between the inducement and the investment is only one of the factors to be taken into account

· "in the course of business" – likely to require some commercial interest on the part of the communicator although that “commercial interest” need not be related to the main business of the communicator.

As explained previously (see part 4.1.4 ), "controlled activity" and "controlled investment" are both defined by reference to Schedule 1 to the Financial Promotions Order.

Set out overleaf is a flowchart setting out the logical way of looking at whether a communication falls within the financial promotion regime.

        Financial promotion flowchart – a logical approach


If yes


           If yes


          If yes

           IF NO

         Approval by an authorised person is required



3.5.2 Application to a Local Authority Smartcard

The activity of "issuing e-money" is not itself included as a controlled activity and "e-money" is not included as a controlled investment.

On the other hand, under the Financial Promotion Order the definitions of "accepting deposits" and "deposit" follow the definitions of those same phrases in the Regulated Activities Order and this means that "accepting deposits" is a controlled activity and a "deposit" is a controlled investment.  There are no other applicable controlled activities or controlled investments. This has a number of consequences:

· in relation to e-money: notwithstanding the inclusion of "deposit" within the financial promotion regime, as stated at part 4.2.5 above a sum is not a deposit if it is immediately exchanged for e-money.  In practice therefore, this means that care must be taken to ensure that when e-money is issued, it is done so immediately on receipt of sums paid/received in exchange for that e-money. Problems could arise if someone paid for e-money but that e-money was not issued until later as, until it is actually issued, the amount paid may be a deposit;

· in relation to debit facilities: as already explained (see part 4.3.4), debit facilities are likely to fall within the definition of deposit in the Regulated Activities Order and therefore debit facilities are also likely to fall within the definition of deposit for the purposes of the Financial Promotion Order. In the case of the financial promotion regime, although there is no "business element" test as such, there is a qualification to the definition of "accepting deposits" to the effect that the person accepting the deposits must hold himself out as doing so on a day to day basis and so if this qualification is satisfied and:

· the money which is received by way of deposit is lent to others; or

· any other activity of the person accepting the deposit is financed wholly (or to a material extent) out of the capital of, or interest on, the money received by way of deposit;

then the financial promotion regime will apply.  

If this is the case, then all promotional activity in relation to the provision of debit facilities under a Local Authority Smartcard (eg advertising materials, radio adverts, flyers) will either need to be carried out by an entity authorised by the FSA to do so or alternatively one of the exemptions to the application of the financial promotion regime would need to apply to the advertisement (or other financial promotion) concerned.  It is unlikely that any of the exemptions would be appropriate in the context of a Local Authority Smartcard and accordingly it is not intended to review these in any detail here. (Incidentally, however, the various exemptions can be found in the Financial Promotions Order).

· in relation to credit facilities: the provision of credit facilities will not ordinarily fall within the definition of deposit, therefore credit facilities are not a controlled investment under the financial promotion regime and accordingly it is not necessary to look any further at the definitions and/or application of the financial promotion regime to credit facilities.

3.5.3 Conclusion

The purchase price paid for e-money is not a deposit for the purposes of the Financial Promotion Order.  Therefore the financial promotion regime does not apply to e-money.

In relation to the provision of debit facilities under a Local Authority Smartcard Scheme, the financial promotion regime will apply unless the entity providing the debit facilities is able to satisfy the FSA that it is not accepting deposits on a day to day basis or that it is not lending that money to others or otherwise financing its business using those deposits.   If the financial promotion regime did apply, the provider of the debit facilities would have to be an authorised person or would have to have each "communication" in relation to the debit facilities approved by an authorised person. It is not likely that any exemption would be available to the provisions of the financial promotion regime.

The provision of credit facilities under a Local Authority Smartcard Scheme are unlikely to fall within the financial promotion regime.

4 Anti-Money Laundering Rules and Regulations and Associated Issues

4.1 The Money Laundering Regulations 1993
 (as amended)

4.1.1 Introduction

The Money Laundering Regulations 1993 (as amended) ("Money Laundering Regulations") seek to prevent the use of the financial system for the purposes of money laundering.  

In November 2002, the Treasury issued a consultation document
, including draft new regulations, on proposals to amend the Money Laundering Regulations 1993 (and 2001) in order to:

· implement the requirements of the Second EC Money Laundering Directive by including new professions and activities within the regulated sector; and
· consolidate, clarify and update the existing provisions of the Money Laundering Regulations with some substantive changes where problems have become apparent.
Although the Second EC Directive on Money Laundering required that Member States implement this directive by 15th June 2003, this has not yet been done in the UK although it is intended by the UK government that it will be done as soon as is reasonably possible.  

Breach of the regime under the Money Laundering Regulations is a criminal offence.

4.1.2 Current regime

The Money Laundering Regulations impose an obligation on "relevant financial businesses" to maintain procedures of internal control and communication for the purposes of forestalling and preventing money laundering.  These include procedures relating to identification, record keeping and reporting and there is an obligation to ensure that employees are aware of them.  See Appendix 1 for a summary of these procedures. 

The Money Laundering Regulations 2001
 brought money transmission businesses (MTBs) (eg. bureaux de change, cheque cashers) within the requirements of 1993 Regulations.

Application to a Local Authority Smartcard

It is possible that e-money, credit facilities and/or debit facilities will each be available on a Local Authority Smartcard.  For the purposes of the Money Laundering Regulations, it is necessary to consider whether the entity operating the relevant part of the Local Authority Smartcard Scheme will be a "relevant financial business" (as defined in the Money Laundering Regulations):

· as the issuer of e-money, the entity concerned will be "issuing e-money", a Regulated Activity and "relevant financial business" for the purposes of Regulation 4 of the Money Laundering Regulations (as amended)
;

· as the provider of debit facilities, the entity concerned will be "accepting deposits", also a Regulated Activity and a "relevant financial business" according to Regulation 4 of the Regulations (as amended).

This means that if e-money and/or debit facilities are available via a Local Authority Smartcard Scheme, the Money Laundering Regulations would apply and as such the obligations and procedures summarised in Appendix 1 would need to be complied with at all times.  However, it is worth noting that there is an important exception in Regulation 8 in relation to the obligation to identify.  This exemption will apply if:

· the circumstances are such that a payment is to be made by the applicant for business (ie. the Card User);

· it is reasonable in all the circumstances for the details of the payment to be given by post, telephone or any other electronic means; and

· payment is debited from an account held in the applicant's (Card User's) name at one of several specified institutions named in the Money Laundering Regulations. 

The institutions mentioned in the Money Laundering Regulations are:

· an institution which is, for the time being, authorised by the FSA under FSMA;

· a European authorised institution within the meaning of the Banking Co-ordination (Second Council Directive) Regulations 1992; or 

· any other institution which is an authorised credit institution.

This effectively relieves the entity issuing e-money or providing debit facilities under a Local Authority Smartcard Scheme of the obligation in the Money Laundering Regulations only as regards identification to the extent that payment is made for e-money or debit facilities are set up via direct debits/payments from banks, building societies and the like.

Proposed changes to the Money Laundering Regulations

The Second EC Directive on Money Laundering required that Member States implement this directive by 15th June 2003.  It was intended to do this by replacing or amending the Money Laundering Regulations 1993 and 2001 by new regulations with effect from 1 June 2003.  However, in response to requests from the industry for more time to implement training programmes and anti-money laundering procedures, the UK government has also decided that more work is needed on some aspects of the proposed new regulations.  Once the draft new regulations have been finalised and laid before Parliament, which the Treasury has announced will be done as soon as possible, there will then be a delay of three months before the regulations come into force. 

The Second Money Laundering Directive widened the types of offences for which reports on suspicious transactions are required and brought a number of additional sectors within the regulations.

Also the Financial Action Task Force ("FATP") on money laundering has published its revised Forty Recommendations to combat money laundering and terrorist financing.  The original declarations (drawn up in 1990 and amended in 1996) have been endorsed by more than 130 countries worldwide including the UK. The main changes include:

· the expansion of the customer due diligence process for financial institutions

· the extension of money laundering measures to designated non-financial businesses and professions. 

4.2 The FSA Handbook on Money Laundering

In the context of the its regulatory objectives, the FSA is charged with reducing financial crime. 

To this end, the FSA has issued a sourcebook on Money Laundering which applies to "relevant firms" (ie entities approved pursuant to the FSMA) with respect to their "relevant regulated activities".  In essence this means that the FSA sourcebook applies to nearly all firms which carry on to Regulated Activities (see part 4.1.3 for further information on Regulated Activities).  It will apply to the entity that operates a Local Authority Smartcard Scheme.

The FSA sourcebook sets out the anti-money laundering systems and controls it requires entities to have in place and also criteria in relation to approved persons exercising appropriate responsibilities in relation to such systems and controls. The rationale behind these requirements and criteria is to reduce the opportunities for money laundering and to protect consumers.  For example, each relevant entity must appoint a money laundering reporting officer who must be an individual employed within the entity or the group and who must have a sufficient level of seniority and also sufficient resources to perform this function.  

The sourcebook includes general money laundering duties, procedures to identify clients, reporting procedures (internally and externally), awareness of and training for staff, record keeping and notification requirements. 

4.3 The Joint Money Laundering Steering Group (JMLSG)
The JMLSG on behalf of the Financial Sector has published the "Money Laundering Guidance Notes" setting out procedures to be followed and these have been approved by HM Treasury for the purposes of the Proceeds of Crime Act 2002
. Their stated purpose is to help navigate through the rules and regulations on money laundering prevention as laid down by the FSA (see part 5.2 above) and indeed they are specifically referred to in the FSA sourcebook.  The FSA has said that it will take the JMLSG Money Laundering Guidance Notes into account when considering whether a breach of the FSA Rules has occurred.  

An updated version of the JMLSG Money Laundering Guidance Notes is due for publication shortly after the coming into force of the new Money Laundering Regulations (see part 5.1.4 above).

The JMLSG Money Laundering Guidance Notes are available in a loose-leaf ringbinder and online.  They can be ordered from the British Bankers Association website (www.bba.org.uk).  

4.4 Other Important Legislation

4.4.1 Anti-Terrorism Crime and Security Act 2001

This is a wide ranging piece of legislation brought in as a direct response to the events of 11 September 2001. In relation to money laundering, it introduced section 21A into the Terrorism Act, meaning that a person who obtains information in the course of financial business in the regulated sector (which includes almost every kind of financial business and would include the e-money, credit facilities and/or debit facilities if they were available under a Local Authority Smartcard Scheme) as a result of which that person knows or suspects or has reasonable grounds to know or suspect that another person is engaged in money laundering is required to report that information to the National Criminal Intelligence Service as soon as reasonably practicable. Breach of this provision is a criminal offence. The inclusion of the words "…or has reasonable grounds to know or suspect…." give this offence an objective test, that is, a person could be guilty of this offence if they should have known or suspected that someone was engaged in money laundering even if in fact they did not.  

4.4.2 Proceeds of Crime Act 2002

In relation to money laundering, this Act sets out an equivalent objective test (as is in the Anti-Terrorism Crime and Security Act 2001 – see above part 5.4.1) for failing to report knowledge or suspicion of money laundering from drug trafficking but this offence, and the objective test, applies only in relation to those persons in the regulated sector and in deciding whether a person has committed the offence, the court must consider whether that person followed any guidance issued by a supervisory authority and approved by the Treasury (eg. this would include the FSA Rules and the JMLSG Guidance Notes referred to at 5.2 and 5.3 above).

Penalties include fines and/or up to 14 years imprisonment for laundering or helping to launder and fines and/or up to 5 years imprisonment for failing to report knowledge or suspicion.

4.4.3 Terrorism (United Nations Measures) Order 2001 (SI 2001/3365)
 and Afghanistan (United Nations Sanctions) Order 2001 (SI 2001/396)

Amongst other things, these two orders make it an offence to make funds or financial services available to terrorists or persons or entities associated with terrorists. The Bank of England issues lists of terrorist suspects from time to time and financial institutions are required to check whether they hold an account for the persons or entities listed and, if they do, must freeze the account and report their findings to the Bank of England and the NCIS.

4.5 Conclusion

If e-money or debit facilities are made available under a Local Authority Smartcard Scheme, the Money Laundering Regulations together with the raft of other legislation now in force within the UK will require the entity operating the relevant facilities to implement many procedural safeguards and these will need to be regularly monitored and reviewed to ensure compliance.  

As the law in this area is becoming increasingly prescriptive both nationally and globally, the obligations in relation to the prevention of money laundering and its associated crimes will become ever more draconian. 

5 Consumer Credit Regulation

5.1 Introduction

The Consumer Credit Act 1974 (as amended) (the “Consumer Credit Act”) regulates consumer credit and consumer hire agreements for amounts up to £25,000. Its protections apply to agreements between traders and individuals, sole traders, partnerships and unincorporated associations.

The Consumer Credit Act lays down rules covering:

· the form and content of agreements;

· credit advertising;

· the method of calculating the Annual Percentage Rate (APR) of the total charge for credit;

· the procedures to be adopted in the event of default, termination, or early settlement;

· extortionate credit bargains.

The Consumer Credit Act implements the European Directive on Consumer Credit.

5.2 Key Definitions

A consumer credit agreement is defined under the Consumer Credit Act (section 8) as an agreement between an individual (the "debtor”) and any other person (the "creditor”) by which the creditor provides the debtor with credit not exceeding £25,000.  

The debtor must be an “individual”.  This includes a partnership but not a corporation (section 189).  Generally speaking, therefore, credit agreements which will be caught by the Consumer Credit Act are those where the debtor is a natural person or a partnership and the amount of credit does not exceed £25,000.

5.3 Exemptions

There are a number of exemptions to Consumer Credit Act control. These can be found in section 16 of the Consumer Credit Act and the Consumer Credit (Exempt Agreements) Order 1989 (SI 1989/869)
 (as amended) (the "Exempt Agreements Order"). The exemptions relate primarily to the following types of agreement:

· certain agreements secured on land and where the creditor is a building society, bank or body specified in Schedule 1 to the Exempt Agreements Order (article 2)

· certain agreements where, amongst other criteria, the number of payments to be made by the debtor does not exceed the number specified in the Exempt Agreements Order (article 3) – see further details on these "DSC agreements" overleaf

· certain agreements where the creditor is a credit union and the amount charged for credit is a rate which does not exceed 12.7% or where the agreement is not offered to the public generally (only to a particular class of individual) and which does not exceed the highest of any specified banks' base rates plus one per cent (article 4)

· certain agreements having a connection with a country outside the United Kingdom (article 5)

The only exemption which may be possible in relation to any credit facilities to be provided under a Local Authority Smartcard Scheme is the one referred to at the second bullet point listed under part 6.3 above (article 3 of the Exempt Agreements Order).  In particular, the possible exemption relates to certain “debtor - creditor - supplier” agreements (a "DCS Agreement").  

A DCS Agreement is defined in section 12 of the Consumer Credit Act. It is essentially where the supplier of goods or services is either the same person as the creditor or a party to arrangements between himself and the creditor.  This contrasts with a "debtor – creditor" agreement where the supplier either does not feature in the credit arrangements at all or features but without any arrangements between himself and the creditor. Examples of DCS Agreements include hire purchase agreements, mail-order credit accounts, credit card accounts but not, for example, a personal loan which can be used by the debtor for any purpose he chooses (this would be a debtor – creditor agreement).

The DCS agreements over which there is no Consumer Credit Act control are (although with some exceptions):

· "an agreement for fixed sum credit under which the total number of payments to be made by the debtor does not exceed four, and those payments are required to be made within a period not exceeding 12 months beginning with the date of the agreement"; 


in other words, a credit agreement with not more than four payments (although such payments need not be equal) and paid over a period of not more than 12 calendar months;

· "an agreement for running account credit which provides for the making of payments by the debtor in relation to specified periods and requires that the number of payments to be made by the debtor in repayment of the whole amount of the credit provided in each such period shall not exceed one";

in other words, a credit account which is completely paid off at specific periods (eg monthly accounts, charge cards, etc). 

These two exemptions are set out in Article 3(1)(a) of the Exempt Agreements Order.

Other Points

In practice, consumer credit agreements cannot be entered into on-line.  This is partly because some of the provisions of the Consumer Credit Act and its related regulations assume the existence of paper documentation and these provisions and regulations preclude or would make it extremely difficult to use electronic means of communication.  For example, Regulation 6(2) of the Consumer Credit (Agreements) Regulations 1983 talks about prescribed information being in lettering of a colour which is readily distinguishable from the colour of the paper. It also refers to the debtor signing in a particular box and the creditor having to sign outside that signature box with the date of signature also being outside the box. However, see part 6.6.2 for proposed amendments to this aspect.

A licence is required to carry on any type or category of business regulated by the Consumer Credit Act (section 21).  Failure to hold an appropriate licence is a criminal offence. In addition, any agreement will not be enforceable against the debtor, although the debtor will still be able to enforce an unlicensed agreement against the creditor.  

5.4 How Consumer Credit Act Control May Apply to a Local Authority Smartcard Scheme

If it is intended that a Local Authority Smartcard will have credit facilities available, it is likely that these credit facilities will be available to natural persons to gain credit of less than £25,000.  As such it will be necessary to comply with – or to find an applicable exemption from – the provisions of the Consumer Credit Act. To the extent that the credit exceeds £25,000, the Consumer Credit Act will not apply.

The only likely possible exemptions to Consumer Credit Act control are where the credit agreements concerned relate either to agreements with not more than four payments (although such payments need not be equal) and over a period of not more than 12 calendar months (this is (a) above) or credit accounts which are completely paid off at specific periods (eg monthly accounts, charge cards, etc).

The implications of falling within the Act include:

· the fact that consumer credit agreements cannot be entered into on-line.  Currently they need to be signed in accordance with section 61 of the Consumer Credit Act – which effectively means a physical document has to be signed.  However, see part 6.6.2 for proposed amendments to this aspect.

· the need to be licensed. The category of business for which the entity providing the credit facilities for a Local Authority Smartcard Scheme may require a licence is "consumer credit business".  This includes lending money, offering credit or giving people time to pay for goods or services as part of the business operated. Other categories may also be required and any licence should cover all possible categories.  Applications for licences are made to the Office of Fair Trading.  Each entity carrying out consumer credit business will need to have its own licence – group licences are not available. As part of the application procedure (and on any change), the individuals behind the business need to be notified to the OFT so that the OFT can satisfy itself that they are fit persons to be involved in the activities the licence covers. 
· the entity providing the credit facilities for a Local Authority Smartcard Scheme would have obligations to consumers in respect of (amongst other things) faulty goods and services which have been purchased using the credit facilities available on a National Smartcard (section 75 of the Consumer Credit Act) (albeit that it would have a like claim against the supplier).

· the entity providing the credit facilities for a Local Authority Smartcard Scheme would be subject to detailed requirements relating to advertising.  These are set out in the Consumer Credit (Advertisements) Regulations 1989
 and relate to the form and content of any advertisements.
· It may be appropriate or possible to set up a separate company or to outsource the credit facilities being made available under a Local Authority Smartcard Scheme.  The obligations to comply with consumer credit legislation would fall upon the entity operating the consumer credit facilities.  The corporate structuring of a Local Authority Smartcard Scheme is however outside the scope of this report.
5.5 The Immediate Future – Proposed Changes to Consumer Credit Legislation

5.5.1 At European level

The European Commission has recently published proposals for modernising the European Directive on Consumer Credit.  These proposals, aimed at harmonising consumer credit rules throughout the EU, include:

· improved transparency on products (costs, terms and conditions)

· improved opportunity for lenders to assess borrower risk but coupled with new "know your client" obligations

· consumers will have right of withdrawal within 14 days, free of charge and without justification.

5.5.2 At UK level

Following a consultation document published in July 2001 called "Tackling Loan Sharks – and more!", there has begun a programme of consultation papers in relation to reforming and modernising consumer credit law.  The priority areas for reform were listed as follows:

· increasing/removing the financial limit of £25,000 so that more credit agreements are regulated and a review of the current exemptions

· making early settlement regulations fairer

· enabling credit agreements to be entered into electronically

· reforming the licensing regime and targeting enforcement on keeping loan sharks out of the market

· strengthening the protections for consumers against extortionate credit agreements

· strengthening the advertising regulations including the regulations on APRs

· simplifying the rules on multiple agreements.

So far, the first two issues have been consulted upon and the DTI is currently considering the making of provisions for credit agreements to be entered into electronically. The EU Electronic Commerce Directive 2000
 required Member States to ensure that their laws allowed for contracts to be entered into by electronic means and the UK Electronic Commerce (EC Directive) Regulations 2002
 seeks to implement this EU Directive.  However the Consumer Credit Act contains some obstacles to this and one of the key aims is to try to overcome these obstacles whilst still protecting consumers.    The Distance Marketing of Consumer Financial Services Directive (see part 7 ) also requires certain information to be given where contracts falling within its scope are carried out and concluded at a distance – whilst not all electronically concluded contracts will fall within this Distance Marketing of Consumer Financial Services Directive, many will and so the DTI Consultation Process will include a consideration of this Directive. 

It was announced in July 2003 that a White Paper will be published in the Autumn to implement a package of reforms that will deal with the various key areas for reform.  In brief it will:

· abolish the 'Rule of 78' - the formula often used by lenders to calculate how much consumers have to pay when they settle a loan early. This tends to overestimate the outstanding loan balance so borrowers pay more than they would if other more accurate ways of working out the balance are used;
· introduce a new actuarial method to calculate costs, which is fair to the lender and borrower;
· ensure lenders give early settlement examples and a summary of early settlement rules prior to the signature of a loan agreement;
· allow most lenders to recoup their early settlement administrative costs by claiming one month's additional interest beyond the settlement date; and
· allow lenders to defer the settlement date for up to 28 days to allow both parties to organise the processing of the final payment.
The White Paper will also include provisions to strengthen the current credit-licensing regime, set up a coordinated money advice service, modernise the existing legislation to allow for on-line agreements and simplify existing rules governing the advertising of credit.

5.6 Conclusion

In relation to a Local Authority Smartcard Scheme, if credit facilities are to be made available then, to the extent that credit does not exceed £25,000, the provision of credit facilities will be governed by the Consumer Credit Act.  This means that the entity operating that part of the Local Authority Smartcard Scheme will have to have a consumer credit licence and will also have to abide by many other stringent requirements and obligations unless the only credit agreements entered into are exempt agreements.

It may be appropriate or possible to set up a separate company or outsource the credit facilities being made available under a Local Authority Smartcard Scheme.  The obligations to comply with consumer credit legislation would fall upon the entity then operating the consumer credit facilities.  

The law in relation to consumer credit as it applies in the UK is undergoing substantial reform and modernisation.  Up to date advice should be sought at the time of proposed implementation of a Local Authority Smartcard Scheme to check whether there has been any changes which could affect the operation of the Scheme.   

6 Consumer Protection - Distance Marketing of Consumer Financial Services

6.1 Introduction

The EU Directive on the Distance Marketing of Consumer Financial Services (2002/65/EC)
 (the "DMD") has yet to be adopted in the UK.  The DMD is part of the European Commission's action plan to improve the single market for financial services (the Financial Services Action Plan ("FSAP")), a programme of approximately 42 directives.  The FSAP has three strategic objectives:

· ensuring a single market for wholesale financial services
· open and secure retail markets (it is pursuant to this objective that the DMD was adopted by the European Council and Parliament in September 2002)
· up-to-date prudential supervision rules.
The FSAP also has an overall objective of wider conditions for an optimal single market. The aim of FSAP is to achieve an integrated European financial sector by 2005 and a fully integrated securities and risk capital market by 2003.

In the UK, the FSA will be responsible for implementing the DMD for those entities it already regulates (or will regulate in the future). The DTI will implement the DMD for consumer credit, amongst other things.  The Treasury has overall responsibility within the UK for implementation.  The DMD must be implemented in the UK by no later than 9 October 2004.

In March 2003 the FSA issued a Discussion Paper on the implementation of the DMD.

In July 2003 the UK government issued a consultation paper inviting comments by no later than 17 October 2003.

6.2 Overview of the DMD

The DMD aims to protect consumers when entering into a financial services contract sold "at a distance". "Consumers" are defined as natural persons acting for purposes that are outside their trade, business or profession. The DMD applies where there is no face to face contact between a consumer and the person providing the service in the offer, negotiation and conclusion of the contract (eg post, internet, fax and telephone).  

The DMD applies to "any service of a banking, credit, insurance, personal pension, investment or payment nature". Thus it will catch the issuing of e-money (being services of a payment nature) and also the provision of debit facilities (also services of a payment nature) and credit facilities (services of a credit nature).

The DMD contains provisions regarding provision of information to the consumer (see Appendix 2 for a full list of such information), rights of withdrawal for specified periods from certain types of agreement.  For example, article 3.1 of the DMD sets out the minimum information that must be provided to the consumer "in good time before the consumer is bound by any distance contract or offer" and article 6.1 requires that contracts for the supply of certain services have the right of withdrawal for a period of 14 days. This withdrawal period will commence on the later of the date on which the contract is concluded and the date on which the consumer receives the contractual terms and conditions and the necessary pre-contract information.

This provisions will apply to contracts relating to e-money, deposit-taking and credit facilities when sold "by distance means".

6.3 Some Potential Problems

There could be problems in being sure whether a contract is a "distance" or "non-distance" contract. For example, where a consumer asks for a leaflet in person but then takes the application form away and fills it in at home, returning to the office to hand it in.  The FSA's view is that this particular example would be a "distance" contract.

There are also likely to be problems for the FSA and the DTI in aligning current rules and guidance (eg for deposit takers in the case of the FSA) with the new requirements under the DMD.

6.4 Conclusion

Once implemented in the UK, the DMD will affect the issuing of e-money and the provision of debit facilities and credit facilities under a Local Authority Smartcard Scheme.

However it will be necessary to wait until the Treasury, together with the FSA and the DTI, have fully implemented the DMD in the UK to properly consider the potential impact that its provisions may have on the issuing of e-money and the debit and credit facilities which may be available under a Local Authority Smartcard Scheme.

7 Appendix 1 – Summary of Money Laundering Obligations

7.1 Identification

Generally this will be required where there is a "business relationship" between the parties regardless of the amount of money involved or where there is a "one-off transaction" between the parties and the transaction is for €15,000 or more (or where two or more one-off transactions appear linked and are together for €15,000 or more).  For the purposes of the Money Laundering Regulations, "business relationship" means any arrangement between two or more persons where:

· the purpose of the arrangement is to facilitate the carrying out of transactions between the persons concerned on a frequent, habitual or regular basis; and

· the total amount of any payment or payments to be made by any person to any other in the course of that arrangement is not known or capable of being ascertained at the time the arrangement is made.

The person must obtain, as soon as reasonably practicable after first contact with an "applicant for business", satisfactory evidence of the applicant's identity.  Although the Money Laundering Regulations do not give any examples of what may amount to satisfactory evidence of identity, it must be reasonably capable of establishing that the customer is who he claims to be and the person carrying out the checks must be satisfied that it does so.

There is an important exception in Regulation 8 to the obligation to identify.  The exemption will apply if:

· the circumstances are such that a payment is to be made by the applicant for business (ie. the Card User in these circumstances);

· it is reasonable in all the circumstances for the details of the payment to be given by post, telephone or any other electronic means; and

· payment is debited from an account held in the applicant's name at one of several specified institutions named in the Money Laundering Regulations. 

The institutions mentioned in the Money Laundering Regulations are:

· an institution which is, for the time being, authorised by the FSA under FSMA;

· a European authorised institution within the meaning of the Banking Co-ordination (Second Council Directive) Regulations 1992; or

· any other institution which is an authorised credit institution.

This effectively relieves an entity of the obligation in the Money Laundering Regulations only as regards identification to the extent that, for example, payment is made for e-money or debit facilities are set up via direct debits/payments from banks, building societies and the like.

7.2 Record Keeping 

Records must be kept for at least five years of the evidence of customer identity and all transactions carried out by a customer in the course of relevant financial business.  

7.3 Reporting 

Internal procedures include the requirement to appoint a reporting officer to whom all staff must report all suspicious transactions.

7.4 Employee Awareness 

Employers must ensure that all employees are aware of the policies and procedures in relation to money laundering.  Although the Money Laundering Regulations do not specify any particular procedures, every employee should be told of their own personal obligations under the criminal law and practical training is probably the best way of achieving this.
8 Appendix 2 – Distance Marketing of Consumer Financial Services

Information to be provided to Consumers under the EU Directive concerning the Distance Marketing of Consumer Financial Services.  The following information has to be provided to consumers prior to the conclusion of a contract by means of distance communication.

· the identity, main business and geographical address of the supplier and also the geographical address of the supplier (and any representative thereof) in the consumer’s country of residence;

· the identity and geographical address of any professional with whom the consumer is dealing other than the supplier and also the capacity in which this professional is acting;

· the registration number and name of any trade registry to which the supplier belongs and also, if the supplier's activity is subject to any authorisation scheme, the particulars of the supervising authority;

· a description of the main characteristics of the financial service;

· the total price of the financial service, including all related fees, charges, expenses and taxes or where an exact price cannot be indicated, the basis for the calculation of the price enabling the consumer to verify it;

· where relevant, notice indicating that the financial service is related to instruments involving special risks related to their special features or operations to be executed or whose price depends on fluctuations in the financial markets outside the supplier's control and that historical performances are no indicators for future performances;

· notice of possibility of other taxes and/or costs which are not paid via or imposed by supplier;

· any limitations of the period for which the information provided is valid;

· the arrangements for payment and performance of the contract;

· the period for which the offer or the price remains valid;

· any specific additional cost to the consumer of using the means of distance communication, if such cost is charged;

· the existence or absence of a right of withdrawal and, where it exists, its duration and the conditions and procedures governing its exercise;

· the minimum duration of the contract;

· information on terminating the contract early or unilaterally including any penalties imposed;

· practical instructions for withdrawal including the address to which notification of withdrawal should be sent;

· the law taken by the supplier as a basis for establishing relations with the consumer prior to conclusion of the distance contract;

· any contractual clause on law applicable to the distance contract and/or on competent court;

· in which language(s) the contractual terms and conditions and prior information are supplied and in which language(s) the supplier, with the agreement of the consumer, undertakes to communicate during the duration of the distance contract;

· out-of-court complaint and redress procedures.

The above information and all the contract terms and conditions must also be communicated to the consumer on paper or on a durable medium in good time before the consumer is bound by any distance contract or offer.

Appendix 3 – Key Criminal Offences

	Offence
	Relevant legislative provision(s)
	Penalty

	Carrying on a Regulated Activity or purporting to do so without authorisation or exemption
	Sections 19 & 23 FSMA
	On summary conviction, imprisonment for a term not exceeding 6 months or a fine or both

On conviction on indictment, imprisonment for a term not exceeding two years or a fine or both

	Communicating an invitation or inducement to engage in investment activity without being authorised or having it approved or being exempt
	Section 25 FSMA
	Same as above

	Failing to maintain systems and training to prevent money laundering
	Regulation (5)2 Money Laundering Regulations 1993
	On conviction on indictment, imprisonment for a term not exceeding two years or a fine or both

On summary conviction, fine not exceeding statutory maximum (the maximum on the standard scale is currently £5,000)

	Failing to report knowledge or suspicion of money laundering from drug trafficking
	Proceeds of Crime Act 2002
	Fines and/or up to 14 years imprisonment for money laundering

Fine and/or up to 5 years imprisonment for failing to report knowledge or suspicion

	Making funds or financial services available to terrorists or entities associated with terrorists
	Terrorism (United Nations Measures) Order 2001 
	On conviction on indictment, imprisonment for a term not exceeding 7 years or a fine or both

On summary conviction, to imprisonment for a term not exceeding 6 months or a fine or both

	Making funds available to the Taliban or Osama bin Laden and his associates
	Afghanistan (United Nations Sanctions) Order 2001
	On conviction on indictment, imprisonment for a term not exceeding seven years or to a fine or to both

On summary conviction, imprisonment for a term not exceeding six months or to a fine not exceeding the statutory maximum (see above) or to both


9 Appendix 4 – National Smart Card Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations
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