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1. Abstract

1.1 Introduction

This report considers the legal issues connected with electronic signatures, PKI, biometric identifiers and the security measures set out in ISO 17799. It charts the legal background to the above issues, and considers the current position under English law. Section 7 of this report considers the issues in the context of a Smart Card Scheme and the way in which certain risks may be managed by means of contract.

1.2 Electronic signatures

There are now two statutory definitions of an electronic signature under English law. The first is that contained in S7 of the Electronic Communications Act 2000.  The second is the definition of an "Advanced Electronic Signature" set out in the Electronic Signatures Regulations 2002, which is the same as the definition contained in the EU Directive. 

The Law Commission issued an Advice in December 2001 in which it adopted a functional equivalent approach. It concluded that virtually any form of electronic signature is valid (regardless of the two definitions referred to above). The courts will consider the evidential weight to be given to each type of electronic signature. As such, under English law electronic signatures are in the same legal position as their manuscript counterparts. The courts will determine the appropriate weight to give to the electronic signature. The Law Commission's view is that where an electronic signature is created using PKI technology it should be presumed to fulfil the necessary authenticating intention unless evidence can be adduced to the contrary.

In light of the Law Commission Advice, the Electronic Signatures Regulations did not include any wording to implement Article 5 (1) of the EU Directive
. The definition of "Advanced Electronic Certificate" in the Electronic Signature Regulations 2002 is used solely in connection with the issue of a qualified certificate and the liability imposed on a certification-service-provider in respect thereof
.

1.3 Certification–Service–Providers

The person who verifies a digital signature is known as a certification authority, trusted third party or certification-service-provider.  Under the Electronic Signatures Regulations 2002, certification-service-providers are, in certain circumstances, required to accept liability in respect of the certificates issued by them.  This only applies in relation to qualified certificates which have to include the information set out in Schedule 1 to the Regulations and be issued by a certification-service-provider meeting the criteria set out in Schedule 2.  Any certification-service-provider who has gone through the approval process with tScheme will meet the criteria set out in Schedule 2.

The Electronic Signature Regulations impose a duty of care on certification-service-providers and impose liability on them unless the certification-service provider can demonstrate that it has not acted negligently.

1.4 ISO 17799

ISO 17799 is the international standard on information security, which sets out both technical and organisational security measures designed to safeguard information. Information security is characterised in ISO 17799 as being the preservation of confidentiality, availability and integrity of information. The PIU Report, published in April 2002, makes a recommendation that the public sector should adopt the measures set out in ISO 17799 as standard practice.

The Compliance section of ISO 17799 represents the most legally significant part. In order to comply with this section, a Card Issuer will need to:

· ascertain and assess all legal obligations that it is under:
· identify and evaluate all of the risks imposed on it, and 
· ensure that it puts in place procedures for managing each risk.
As a data controller, a Card Issuer must comply with its obligations under the Data Protection Act 1998. By implementing the measures set out in ISO 17799 and achieving accreditation status, the Card Issuer should satisfy the requirement of the seventh data protection principle. In addition, the Card Issuer has an obligation under the 1998 Act to impose similar standards on its data processors. The Card Issuer should consider whether it is appropriate to insist that its data processors have also implemented ISO 17799.

1.5 Authentication

All Smart Card Schemes to some extent require the verification of the identity of individuals before smart cards are issued to them. Further, depending on the nature of the services being provided via the smart card, it may be necessary to authenticate identity each time the Card is used.  A Card User's identity can be authenticated by means of something that the Card User knows, possesses or is.  The Office of e-Envoy has published Registration and Authentication e-Government Strategy Framework, Policy and Guidelines and HMG's Minimum Requirements for the verification of the identity of individuals in which it creates a number of verification and authentication levels.  The extent to which an identity has to be verified will depend largely on the purpose for which the smart card is to be used.  

One of the most reliable identity authentication methods is the use of biometrics.  However, there are considerable data protection issues which need to be borne in mind if considering using biometric information. These issues are considered by the Article 29 Data Protection Working Party’s working document on biometrics.  There is a risk that biometrics are considered to be infallible.  This is not the case, and any suggestion that the system is always correct should be resisted. 

It is extremely difficult to conclusively verify an identity.  This was recognised by the Office of the e-Envoy in its HMG's Verification Requirements, which provides as follows:

"In reality, there is no single piece of evidence, or combination of evidence, that can conclusively verify an identity. Other things being equal, the more pieces of evidence that are adduced which confirm a registrant's attributes, and the greater the trustworthiness of the sources of evidence, the greater the potential degree of certainty
."

1.6 Smart Card Issues

The topics covered in this report all apply to Smart Card Schemes and wherever possible smart card specific examples have been used to illustrate a point. There are a number of specific issues which arise in relation to Smart Card Schemes and these are considered in the context of the other sections of this Report.

The use of electronic signatures in an application process and the use of a smart card as an electronic signature creation device require the Card Issuer to consider carefully the status of the certification-service-provider and impose certain obligations on Card Users in relation to the use of the Card.

The PIU Report recommends that the public sector should seek accreditation under ISO 17799. This has implications at an organisational and technical level.  The Card Issuer will need to review security in relation to each component part of the smart card infrastructure, not least the Cards. Where biometric data is stored on a Card, such data should be encrypted.

In addition to ensuring that a Card User's identity is verified correctly before a Card is issued, the Card Issuer must put in place a process for managing complaints that the biometric or other identifying data has become corrupted.

The Card Issuer will want to enter into contracts with Card Users and with any certification-service-provider whose services it retains. The main security issues to be dealt with in the contract with Card Users include:

· Identity of the Card User

· Data protection fair collection and dealing issues
· Card security
· PIN and password security

· Biometric issues

· Use of the card as an electronic signature creation device

Appendix 2 to the Report sets out an example of a memorandum of agreement to be entered into when appointing a certification-service-provider.
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2. Introduction

2.1 The purposes of this report are as follows:

To investigate the key legal issues surrounding:

· the admissibility of electronic signatures as evidence in legal proceedings;

· the use of PKI and the liability of certification-service-providers;

· the adoption of ISO 17799 Information Security Standard in accordance with Recommendation 13 of the Performance and Innovation Unit report entitled "Privacy and data-sharing: The way forward for public services"; and

· the use of biometrics to verify and authenticate the identity of a Card User.

This report should be read in conjunction with the Introductory Report, which prefaces the series of reports in the Legal section of the National Smart Card Project.

In preparing this report, we have had regard to the following:

· United Nations Commission on International Trade Law ("UNCITRAL") Model law on Electronic Commerce (1996) ("E-Commerce Model Law") (view this document at http://www.uncitral.org/english/texts/electcom/ml-ecomm.htm) 

· EU Directive on a Community framework for electronic signatures (1999) ("EU Directive") (view this document at http://europa.eu.int/eur-lex/pri/en/oj/dat/2000/l_013/l_01320000119en00120020.pdf);

· Electronic Communications Act 2000 (view this document at http://www.uk-legislation.hmso.gov.uk/acts/acts2000/20000007.htm);

· UNCITRAL  Model Law on Electronic Signatures (2001) ("E-Signatures Model Law") ( view this document at  http://www.uncitral.org/english/texts/electcom/ml-elecsig-e.pdf)

· Law Commission Advice on Electronic Commerce: Formal Requirements in Commercial Transactions (December 2001) ("Law Commission Advice") (view this document at http://www.lawcom.gov.uk/library/lcspecial-1/e-commerce.pdf);

· The Electronic Signatures Regulations 2002 (view this document at http://www.legislation.hmso.gov.uk/si/si2002/20020318.htm);

· Electronic Commerce (EC Directive) Regulations 2002 (view this document at http://www.legislation.hmso.gov.uk/si/si2002/20022013.htm);

· Performance and Innovation Unit Report entitled "Privacy and data-sharing: The way forward for public services" (April 2002) ("PIU Report") (view this document at http://www.number-10.gov.uk/su/privacy/index.htm);

· Judicial Studies Board Digital Signature Guidelines 2000 (view this document at http://www.jsboard.co.uk/publications/digisigs/index.htm);
· Registration and Authentication e-Government Strategy Framework, Policy and Guidelines September 2002 ("Registration and Authentication Guidelines") (view this document at http://www.e-envoy.gov.uk/assetRoot/04/00/09/60/04000960.pdf);
·  HMG's Minimum Requirements for the verification of the identity of individuals June 2003 ("HMG's Verification Requirements") (view this document at  http://www.e-envoy.gov.uk/assetRoot/04/00/08/52/04000852.pdf) ;
· e-Europe Trailblazer 8 on User Requirements for Cardholder Identification, Authentication and Digital Signatures 7 June 2003 (view this document at http://www.eeurope-smartcards.org/Download/02-4.PDF); and

· Article 29 Data Protection Working Party Working Document on Biometrics August 2003 ("Article 29 Report") (view this document at http://europa.eu.int/comm/internal_market/privacy/docs/wpdocs/2003/wp80_en.pdf).

Throughout this  Report reference will be made to the use of PKI technology. The “Certification Service Providers” section 4 of this report looks at how PKI technology works and the legal issues surrounding it
. 

It is important to remember that an electronic signature will at best indicate that either a message was sent from a particular machine by someone with access to the digital signature or by someone in possession of a particular smart card and the associated PIN or password. Whilst an electronic signature does not guarantee that a message comes from a particular person, nonetheless it creates a strong presumption that the message has come from that person. This is the case even when PKI technology is used. However, where PKI technology is used the risk that the person who used the electronic signature is not who they claim to be can be passed on to the certification authority.
 The one exception to this rule may be where the signature is linked to a biometric.

PKI technology relies upon a "trusted third party" to issue and verify the use of an electronic signature. The trusted third party is often referred to as the "Certification Authority". However, in both the EU Directive on a Community framework for electronic signatures (1999) and the Electronic Signatures Regulations 2002 the term used is "certification-service-provider". This is the terminology preferred in this Report.

3. Electronic Signatures

3.1 Introduction

Over the last 7 years there have been various attempts to grapple with the question of the validity of electronic signatures.  During this period a number of different definitions as to what constitutes an electronic signature have been put forward.  Each of these definitions has played an important part in the development of the current position under English law in relation to the enforceability of electronic signatures. Whilst nearly all of the legislative attempts have been intended to be technologically neutral, almost all have favoured the use of PKI or biometric technology
.  

In 1996 the United Nations Commission on International Trade Law (UNCITRAL) published its influential Model Law on Electronic Commerce.  Article 7 of the E-commerce Model Law dealt with the issue of electronic signatures. It provided that where a signature is required by law, then that requirement is satisfied if: 

"(a) 
a method is used to identify that person and to indicate that person's approval of the information contained in the data message
; and 

(b) that method is as reliable as was appropriate for the purpose for which the data message was generated or communicated, in the light of all the circumstances, including any relevant agreement."

UNCITRAL took the approach that the purpose of an electronic signature is to provide a functional equivalent for a handwritten signature and for other kinds of authentication mechanisms used in paper based documents (hereinafter referred to as the "functional equivalent principle"). As such, any method used both to identify the individual and to indicate that individual's approval of the information contained in the message will constitute a signature provided it is as reliable "as was appropriate for the purpose for which the data message was… communicated".
  This means that depending on the importance of the transaction to which the signature relates, the appropriateness of a particular type of electronic signature will vary.  The more important it is to identify the individual then the more sophisticated the technology used will have to be. This is particularly important where, for example, a smart card is being used to identify a person receiving medical treatment or accessing medical records.

The E-commerce Model Law on Electronic Commerce has been adopted by a number of countries around the world as their primary legislation in relation to e-commerce.  It was influential in the way in which the European Union developed its own e-commerce legislation.  

3.2 EU Directive

In 1999 the European Union adopted Directive 1999/93/EC on a Community Framework for Electronic Signatures. The EU Directive recognises that "electronic communication and commerce necessitate "electronic signatures" and related services allowing data authentication
".  The aim of the Directive was to provide a framework within which electronic signatures could be recognised. The EU Directive was intended to be technologically neutral.  It is important to note that the EU Directive explicitly states that it is open to parties to agree amongst themselves the terms and conditions under which they will accept electronically signed data
.  A contract can be used to specify the form that an electronic signature must take and to set parameters for its use. 

Article 1 of the EU Directive provides that "the purpose of this Directive is to facilitate the use of electronic signatures and to contribute to their legal recognition".  The EU Directive then goes on to provide two definitions of electronic signature.  

The basic "electronic signature" definition is:

"data in electronic form which are attached to or logically associated with other electronic data and which serve as a method of authentication".  

In addition the Directive includes the definition of an "advanced electronic signature"
 which means an electronic signature which meets the following requirements:

"(a)
it is uniquely linked to the Signatory;

(b)
it is capable of identifying the Signatory;

(c)
it is created using means that the Signatory can maintain under his full control; and

(d)
is linked to the data to which it relates in such a manner that any
 subsequent change of the data is detectable."

The EU Directive provides that in certain circumstances Advanced Electronic Signatures will satisfy the legal requirements of a signature in the same way as a  hand-written signature and that such signatures will be admissible as evidence in legal proceedings
.  However, this only applies to Advanced Electronic Signatures which are based on a "qualified certificate"
 and have been created using a "secure-signature-creation" device
. 

Rather than being technologically neutral, the prerequisite of a qualified certificate for an Advanced Electronic Signature to be treated in the same way as a manuscript one limits the application of Article 5(1) to the use of PKI technology
. 

The EU Directive goes on to deal with the admissibility of other electronic signatures
.  A basic electronic signature must not be denied legal effectiveness and admissibility in evidence solely on the grounds that it is in electronic form or that it does not fulfil all of the requirements of an Advanced Electronic Signature. However, this only deals with objections based on the electronic nature of the signature and does not give any indication as to the enforceability or admissibility in evidence of basic electronic signatures.

Member States had until 19 July 2001 by which to implement the provisions of the Directive.  In fact the Directive was not transposed into English law until 8 March 2002 when the Electronic Signatures Regulations 2002 came into force. In the intervening period the Electronic Communications Act 2000 was passed and the E-Signatures Model Law and Law Commission Advice were published which affected the way in which the EU Directive was implemented.  

3.3 Electronic Communications Act 2000

The Electronic Communications Act 2000 is the first piece of legislation under English law dealing specifically with the question of electronic signatures. The Electronic Communications Act 2000 was intended to deal with two main issues. First, it provided a statutory regime for the creation of a public register of approved providers of cryptography support services
 and second it was intended to facilitate electronic commerce. 

So far as electronic signatures are concerned the key part of the Act is Section 7, which provides that in any legal proceedings electronic signatures and any associated certificates are admissible in evidence "in relation to any question as to the authenticity of the communication or data or as to the integrity of the communication or data".  

The definition of an electronic signature contained in the Electronic Communications Act 2000 fulfils the basic electronic signature definition set out in the EU Directive
.  However, the definition also deals with the use of the signature to establish the integrity of the communication, which is more akin to one of the requirements under the Advanced Electronic Signature definition in the EU Directive. The definition under the Electronic Communications Act does not fulfil all of the criteria of an Advanced Electronic Signature. That being said any electronic signature which meets the criteria set out in Section 7 is admissible in evidence. The Electronic Communications Act 2000 leaves it to the courts to determine the evidential weight which should be attributed to such signatures.

3.4 Uncitral Model Law on Electronic Signatures

In 2001 UNCITRAL published its Model Law on Electronic Signatures.  This once again concentrated on the functional equivalent principle by considering the way in which signatures are used in the real world and how the equivalent may be achieved in the electronic world. The definition of electronic signature in the Model Law on Electronic Signatures is in essence the same as that provided in Article 7 of the Model Law on Electronic Commerce.  

The key article within the Electronic Signatures Model Law is Article 6 entitled "Compliance with a requirement for a signature".  The first part of Article 6 provides that where the law requires a signature of a person that signature requirement is met if the electronic signature used is "as reliable as was appropriate for the purpose for which the data message was generated or communicated".  This, together with the definition of electronic signature, reiterates the position under Article 7 of the Model Law on Electronic Commerce.  

However, Article 6 goes on to provide examples of when an electronic signature will be considered to be reliable.  It provides for a four part cumulative test. An electronic signature will be considered to be reliable if:

"(a)
the signature creation data are, within the context in which they are used, linked to the Signatory and to no other person;

(b)
the signature creation data were, at the time of signing, under the control of the Signatory and of no other person;

(c)
any alteration to the electronic signature, made after the time of signing, is detectable; and 

(d)
where a purpose of the legal requirement for a signature is to provide assurance as to the integrity of the information to which it relates, any alteration made to that information after the time of signing is detectable."

The provisions of Article 6(3) in relation to the reliability of any particular signature are very similar to the requirements which have to be met in relation to an Advanced Electronic Signature for it to be treated in the same way as a manuscript signature.  However, the E-Signatures Model Law makes it clear that failure to meet the criteria set out in Article 6(3) is not in itself fatal and compliance does not in itself equate to reliability. The E-Signatures Model Law does not prevent any person from establishing by other means the reliability of a signature or in the alternate to produce evidence of the non-reliability of an electronic signature.

Perhaps unusually, the E-Signatures Model Law also seeks to impose obligations on the Signatory.  Article 8 requires each Signatory to:

· take reasonable care to avoid unauthorised use of its signature creation data; and 

· without delay notify any person that may be reasonably expected to rely on the signature or to supply services in support of the electronic signature if the Signatory knows that its signature creation data appear to have been compromised. 

Further, the E-Signatures Model Law provides that the Signatory should bear legal consequences of its failure to satisfy such obligations. Whilst there is no equivalent obligation imposed under English law, such obligations may be imposed contractually on parties using an electronic signature for a particular purpose. Whilst it may not be reasonable to transfer all of the risk on to the Signatory, it is perhaps not unreasonable to prevent the Signatory from making a claim in circumstances where the loss is due in whole or part to the Signatory failing to comply with such obligations.

The functional equivalent approach adopted by UNCITRAL in relation to electronic alternatives to document based systems was extremely influential in the deliberations of the Law Commission. When it was considering the question of the validity of electronic signatures. 

3.5 Law Commission Advice

In December 2001 the Law Commission published an Advice entitled "Electronic Commerce: Formal Requirements in Commercial Transactions".  The purpose of the Advice was to examine the current legal status of electronic documents and electronic signatures under English law.  

The Law Commission Advice took a very different approach to that taken by the EU Commission and British Government up to that date.  It is important to note that the Law Commission Advice pre-dated both the Electronic Signatures Regulations and the E-Commerce Regulations and was very influential in the way in which those Regulations were drawn up.

The Law Commission was swayed by the UNCITRAL proposition that an electronic signature had to adopt a functional equivalent approach.  In the Model Law on Electronic Signatures, UNCITRAL considered that handwritten signatures were used:

· “to identify a person;

· to provide certainty as to the personal involvement of that person in the act of signing;


· to associate that person with the content of a document."

The Law Commission noted that UNCITRAL focused on the ability of an electronic signature to identify the Signatory and to indicate the Signatory's approval of the contents of the message. The Law Commission then went on to consider the position under English law.

In its advice, the Law Commission commentated that under English law there are few statutory signature requirements.  These are normally linked to a requirement for a document to be in writing, e.g. a deed recording the sale of property must be in writing and requires a signature.  The first question therefore which needed to be resolved was whether an electronic document constitutes "writing".  Once again, the Law Commission was swayed by the functional equivalent principle adopted by UNCITRAL.  

With regard to writing, UNCITRAL had identified the functions of paper-based documents as being:

· to provide tangible evidence of intention of the parties to bind themselves;

· to help parties to be aware of consequences of entering into a contract;

· to provide a document legible to all;

· to provide a permanent record of a transaction;

· to allow a document to be reproduced and copies to be held by all parties;

· to allow authentication by way of signature;

· to provide a document in a form acceptable to public authorities and courts;

· to finalise and record the intent of the author;

· to allow easy storage in tangible form;

· to facilitate control and subsequent auditing for accounting, tax or regulatory purposes; and

· to create legal rights where writing is a required element of legal validity.

Whilst it had been a commonly held view that the definition of "writing" in the Interpretation Act 1978
 precluded electronic documents, the Law Commission disagreed.  Those that considered that electronic documents did not constitute writing argued that the phrase "words in a visible form" could not apply to electronic documents which are made up of a series of electronic bits which are not visible.  However, the Law Commission was of the view that electronic documents have a dual form; an invisible form and a visible one. Where two computers communicate without human intervention, then only the invisible form of the electronic document exists and so the electronic document will not constitute writing
. However, where there is some human intervention the electronic document can be seen on a screen
. Accordingly, electronic documents can fulfil the definition of writing and for legal purposes constitute a written document.  

With regard to signatures, the Law Commission took the view that most people would consider a signature to be a person's full name or their initials and surname written by hand.  However, the Law Commission pointed out that over the years a number of other forms of signature have been accepted including signatures made simply with an "X" or by initials only.  In fact, the courts have taken a pragmatic approach as to what will satisfy the requirement for a signature.  The main question is whether the Signatory intended to authenticate the document. This is known as the "authenticating intention". 

If the Signatory intends to authenticate a document, it is not necessary for him to be the actual person who signs the document.  Over the years, the courts have upheld signatures:

· which have been applied using a stamp;
· printed;
· typed; and
· faxed. 
The Law Commission found the court's decision in the case of Re A Debtor (1995), relating to a signature sent by a facsimile machine, to be particularly relevant when considering the validity of electronic signatures.  In that case, the court held that a scanned signature on a fax was valid for the purposes of a notice served under the Insolvency Rules 1986.
 The technology used in faxing a document is not dissimilar to that used in scanning a document to create an electronic file to be stored and processed on a computer.

The Law Commission came to the conclusion that in each case the courts were concerned in determining whether a signature fulfilled the function of a signature by demonstrating the necessary authenticating intention.  In light of this, the Law Commission decided that in order for an electronic signature to fulfil the statutory requirement of a signature it must be something which is not purely oral and which evidences the necessary authenticating intention of the Signatory.  

"Would the conduct of the Signatory indicate an authenticating intention to a reasonable person?" is the objective test set by the Law Commission in its advice. With this in mind, the Law Commission then went on to consider four specific types of electronic signature, namely:

· digital signatures;

· scanned manuscript signatures;

· typed signatures; and

· "click" signatures.

Digital Signatures

By "digital signature" the Law Commission meant signatures which are created using PKI technology and which involve a certification authority or certification-service-provider
.  Digital signatures provide a high level assurance as they demonstrate the communication has been sent by the person whose digital signature has been attached to the document and certified by a third party. The way in which a digital signature works also means that the recipient can be certain that the document to which it is attached has not been changed en route.  According to the Law Commission it is clear that where a digital signature is used, the Signatory had the necessary authenticating intention. Accordingly, a digital signature will satisfy all statutory signature requirements.

Scanned Manuscript Signatures

The Law Commission then considered the position with regard to a manuscript signature which was scanned and stored in electronic form and then incorporated into an email or other document.  In this respect, the Law Commission was swayed by the decision in Re A Debtor (1995).  The Law Commission considered that there was little difference between a signature which was faxed and one which was scanned and attached to a document electronically.  The Law Commission concluded that a scanned manuscript signature was capable of indicating that the Signatory had the necessary authenticating intention in exactly the same way as a manuscript signature.

Typed Signatures

The Law Commission went on to consider the position where a person typed their name at the end of an e-mail.  The Law commission saw no reason why this should be treated any differently to a typed signature on a paper document and considered that the typing of a name in an e-mail is capable of indicating that the Signatory had the necessary authenticating intention.  Accordingly, a typed signature is capable of satisfying a statutory signature requirement.  The Law Commission pointed out that this was consistent with the case law which had found that stamped, printed and typed signatures were all valid.

The Law Commission accepted that it may be extremely difficult to determine whether a typed signature is authentic. However, this did not in itself prevent the signature from being valid as "reliability is not essential to the validity of a signature".

Click Signatures

The Law Commission went on to consider whether the act of clicking on a button on a website could constitute a valid signature.

The Law Commission considered that when a person clicks on a website button on placing an order for goods or services, that person is demonstrating his or her intention to enter into a binding contract.  As such the "click" demonstrates the necessary authenticating intention.  In many ways, a click is the technological equivalent of an "X".  As the general trend under English law is to determine the validity of a signature based on its function rather than its form, there is no reason why a click should not be acceptable as a valid signature.  

Whilst a click is not in a visible form, it is usually associated with information typed into an order form which is then submitted to the online vendor.  This information typically includes the name and address of the purchaser and details of the credit or debit card of the purchaser.  As such there is a clear audit trail showing that the order was placed and that the button was clicked upon.  Once again, the Law Commission made it clear that the reliability of a means of signature should not be confused with its validity.

In conclusion, the Law Commission accepted that not everyone would accept their view.  However, whilst the Law Commission Advice is not binding, it is extremely persuasive.  The arguments put forward are cogent and there is little reason to conclude that the Law Commission view is incorrect.  The key to determining whether an electronic signature satisfies the statutory signature requirements is to look at the function of the signature not the form.  It is for the courts to determine what weight will be attached to any such signature when it is submitted in evidence.

3.6 Electronic Signature Regulations 2002

The Law Commission Advice was extremely influential in the drawing up of the Electronic Signatures Regulations.  The Electronic Communications Act 2000 definition of an electronic signature did not satisfy the Advanced Electronic Signature definition contained in the EU Directive.  Further, the Electronic Communications Act 2000 did not specify that any form of electronic signature would be treated as an equivalent of a manuscript signature.  During the consultation process, the Department of Trade & Industry made it clear that there would need to be a change to English law in order to comply with the EU Directive in this respect.  However, following the publication of the Law Commission advice in 2001, the Department of Trade & Industry took a different view.  

If the Law Commission Advice is correct, then there is no need under English law to distinguish between a basic and advanced signature as each will be treated equally.  The only difference will be the weight that the court attaches to a signature when it is submitted in evidence.  In other words, the more important it is to identify an individual and to identify an authenticating intention, the more sophisticated the electronic signature should be.  As all forms of electronic signature are equally enforceable under English law, the Electronic Signatures Regulations made no changes in this respect.  Rather the regulations deal with the supervision of certification-service-providers, the liability of certification-service-providers and certain data protection issues flowing from the changes. 

4. Certification-Service-Providers

4.1 Introduction

Whilst the EU Directive sought to be technologically neutral, there is a clear bias towards the use of PKI. The term 'PKI' stands for public key infrastructure.  It enables use of a public non-secure network, such as the internet, to transmit information both securely and privately.  In order to do this it uses an asymmetric encryption technology which creates a pair of encryption keys known as the public key and the private key.  These keys are created using an algorithm applied to two large prime numbers.  Each key pair created is unique.  

The public key is made available as widely as possible.  Typically this will be through the means of a digital certificate attached to e-mail and by publishing it in directories operated by a trusted third party.  If a person wishes to send an encrypted message to another person, he looks up the intended recipient's public key which the sender then uses to encrypt the message.  This means that the message can then only be de-coded by the intended recipient using his or her private key.  For obvious reasons the private key is kept confidential.

In order for PKI to work, it requires the intervention of a third party known as a 'certification authority'.  The certification authority is responsible for the issues of the keys, verifying the identity of the Signatory and issuing a digital certificate. The certification authority plays a key role in relation to the use of digital signatures. 

It is important not to confuse a 'digital certificate' with a 'digital signature'. A digital certificate is an electronic file attached to a document or e-mail. It is issued by a certification authority. The certificate sets out the following: 

· the name of the holder of the certificate;

· expiry date of the certificate;

· the serial number of the certificate;

· the holder's public key; and 

· the digital signature of the certification authority.

A digital signature is used by the sender of an electronic document as a secure form of signature. The way in which a digital signature is created using PKI works is as follows:

1.
The Signatory creates a summary of the message which he intends to send using a hash function.

2.
The product of the hash function is then encrypted using the Signatory's private key and attached to the electronic message or document.

3.
The intended recipient makes a summary of the message using an equivalent hash function.

4.
The intended recipient then uses the public key of the Signatory to decrypt the hashed summary.  If the two hash summaries are the same, then the recipient knows that the message has not been altered en route and that it was sent by someone using the private key of the Signatory.

In practice all of the above is automated and is verified by the certification authority. 

4.2 Trusted Third Parties and Certification-Service-Providers

In 1997 the Department of Trade and Industry published its proposals for the licensing of trusted third parties in relation to the provision of encryption services.  This was a public consultation paper which proposed that all trusted third parties, including those providing digital signature services, would have to be licensed in order to be able to lawfully provide those services in the United Kingdom.  In order to be licensed, the trusted third party had to meet certain criteria
.  Further, it was proposed that a key escrow system would be used whereby all trusted third parties would be required to keep copies of the private keys and make them available to law enforcement agencies if required to do so.  Both of these proposals were extremely controversial, and the resulting legislation provided for a voluntary registration scheme and imposed a general obligation on the person holding the private key to deliver it up on demand if requested to do so by a law enforcement agency.

The EU Directive considered the role of trusted third parties, which it termed "certification-service-providers".  In particular, the EU Directive required that there should be no compulsory licensing scheme put in place for certification-service-providers.
  However, the EU Directive recognised that it is important that certification-service-providers meet certain standards in order to bolster public confidence.  Accordingly, the EU Directive created the concept of "qualified certificate" which had to meet certain requirements and could only be provided by a certification-service-provider which met certain criteria.
  Where an Advanced Electronic Signature is based on a qualified certificate the EU Directive provides that it should be treated in exactly the same manner as a hand-written signature.

Following on from the original proposal to introduce a compulsory licensing scheme for trusted third parties, the Government introduced a voluntary registration scheme in Part 1 of the Electronic Communications Act 2000.  Under this registration scheme, all providers of cryptography support services
 had the option to enter their details on a public register of approved providers.  Whilst there was no legal requirement to register before providing such services
, it was hoped that market forces would lead to cryptography service providers registering on a voluntary basis.  In order to be an approved service provider, an organisation had to demonstrate that it met certain criteria.  However, Part 1 of the Electronic Communications Act 2000 has not been brought into force.  The reason for this is that the Government decided that it would prefer to allow industry to regulate itself.  In this respect, the tScheme was introduced in 2000.

The tScheme is a non-profit making company limited by guarantee set up for the express purpose of providing a self regulation alternative to Part 1 of the Electronic Communications Act 2000. It has developed a number of 'approval profiles'.  These approval profiles are designed to establish that the service providers who meet the profiles are properly established and resourced
.  In order to meet the approval profile the service being provided by the supplier must be sufficiently defined. 

The tScheme considers whether the service being provided is done so on fair and reasonable terms and that it is being delivered in accordance with its definition. One of the key areas that the tScheme investigates is that of security. In order to meet the approval profile the service must be secure.

Any organisation that has been approved by the tScheme meets the criteria set out in Schedule 2 of the Electronic Signatures Regulations in relation to the essential characteristics of a certification service provider issuing a qualified certificate.

When using a digital signature, the message to which the signature is attached will be sent via a trusted third party.  That trusted third party will then verify that the signature is that of the Signatory, attach its own digital certificate and forward it to the intended recipient.  In view of the importance of the role of the certification authority, the EU sought to impose certain liabilities on the certification-service-provider. These liabilities have now been transposed into English law by the Electronic Signatures Regulations 2002.

4.3 Qualified Certificate

Both the EU Directive and the Electronic Signatures Regulations 2000 include a definition of a 'qualified certificate'.  In order to be accorded the status of a qualified certificate, a certificate has to contain the following information which is set out in Schedule 1 to the Electronic Signatures Regulations 2002:

"(a)
an indication that the certificate is issued as a qualified certificate;

(b)
the identification of the certification-service-provider and the Member State in which it is established;

(c)
the name of the Signatory or a pseudonym, which shall be identified as such;

(d)
provision for a specific attribute of the Signatory to be included if relevant, depending on the purpose for which the certificate is intended;

(e)
signature-verification data
 which correspond to signature creation data under the control of the Signatory;

(f)
an indication of the beginning and end of the period of validity of the certificate;

(g)
    the identity code of the certificate;

(h)
the advanced electronic signature of the certification-service-provider issuing it;

(i)
limitations on the scope of the use of the certificate, if applicable; and

(j)
limits on the value of transactions for which the certificate can be used, if applicable."

In addition, the qualified certificate must be issued by a certification-service-provider which meets the criteria set out in Schedule 2 to the Electronic Signatures Regulations 2002, which are as follows:

"(a) 
demonstrate the reliability necessary for providing certification 
services;

(b) 
ensure the operation of a prompt and secure directory and a 
secure and immediate revocation service;

(c) 
ensure that the date and time when a certificate is issued or 
revoked can be determined precisely;

(d) 
verify, by appropriate means in accordance with national law, the identity and, if applicable, any specific attributes of the person to which a qualified certificate is issued;

(e) 
employ personnel who possess the expert knowledge, experience, and qualifications necessary for the services provided, in particular competence at managerial level, expertise in electronic signature technology and familiarity with proper security procedures; they must also apply administrative and management procedures which are adequate and correspond to recognised standards;

(f) 
use trustworthy systems and products which are protected against modification and ensure the technical and cryptographic security of the process supported by them;

g) 
take measures against forgery of certificates, and, in cases where 
the  certification-service-provider generates signature-creation data, 
guarantee confidentiality during the process of generating such data;


(h) 
maintain sufficient financial resources to operate in conformity with the requirements laid down in the Directive, in particular to bear the risk of liability for damages, for example, by obtaining appropriate insurance;


(i) 
record all relevant information concerning a qualified certificate for an appropriate period of time, in particular for the purpose of providing evidence of certification for the purposes of legal proceedings. Such recording may be done electronically;

(j) 
not store or copy signature-creation data of the person to whom the certification-service-provider provided key management services;

(k) 
before entering into a contractual relationship with a person 
seeking a certificate to support his electronic signature inform that 
person by a durable means of communication of the precise terms 
and conditions regarding the use of the certificate, including any 
limitations on its use, the existence of a voluntary accreditation 
scheme and procedures for complaints and dispute settlement. 
Such information, which may be transmitted electronically, must be 
in writing and in readily understandable language. Relevant parts of 
this information must also be made available on request to third 
parties relying on the certificate;

(l) 
use trustworthy systems to store certificates in a verifiable form so 
that:

· only authorised persons can make entries and changes, 

· information can be checked for authenticity, 

· certificates are publicly available for retrieval in only those cases 
for which the certificate-holder's consent has been obtained, and 

· any technical changes compromising these security requirements are apparent to the operator."
4.4 Certification-Service-Provider Liability

Regulation 4 of the Electronic Signatures Regulations imposes liability on certification-service-providers in certain circumstances.  In order for certification-service-providers to be liable to a person relying on the certificate issued by it in relation to a digital signature, the certification-service-provider must either have issued the certificate as a qualified certificate, or guaranteed a qualified certificate to the public.  

Anyone bringing a claim against a certification-service-provider in relation to a qualified certificate must have reasonably relied on that certificate for any of the following:

· the accuracy of any information contained in the qualified certificate at the time of issue;

· the inclusion of all of the information referred to in Schedule 1
;

· the fact that the Signatory held the signature-creation data corresponding to the signature verification data given or identified in the certificate;

· the signature creation and signature verification data can be used in a complimentary manner.

The person bringing the claim then has to show that he or she has actually suffered loss as a result of such reliance.  Regulation 4 provides that a certification-service-provider will be liable for damages in respect of any such loss unless the certification-service-provider can prove that he was not negligent
.  It was not certain that such a duty of care existed under English law. Therefore, Regulation 4(2) created a statutory duty of care between the certification-service-provider and those relying on a qualified certificate issued or guaranteed by the certification-service-provider.  

A similar regime is put in place in relation to a failure by certification-service-provider to register the revocation of a certificate.  Once again, there is a four-tier test, the last limb of which is for the certification-service-provider to prove that it was not negligent.

The effect of regulation 4 is to transfer the risk of misuse of a digital signature to the certification-service-provider. In theory, it is open for the Card Issuer to rely entirely upon the qualified certificate. However, the Regulations recognise that the certification-service-provider will wish to limit its liability. Accordingly the information to be contained in a qualified certificate includes details of any limitation on the scope of the certificate and/or on the value of transactions for which the certificate may be used
. 

5. INFORMATION SECURITY: ISO 17799

5.1 Introduction

In April 2002, the PIU Report considered the need to balance the issues of privacy and data sharing in order to facilitate e-government.  It is beyond the scope of this report to consider the PIU Report in detail. However, the PIU Report makes a number of key recommendations, of which Recommendation 13 states: 

"the public sector should at least match best practice in the private sector for information security.  As part of this, the ISO 17799 standard and its associated processes should be adopted across the public sector to provide privacy safeguards..."

ISO 17799 is the international standard on information security.  Information security is defined in the introduction to ISO 17799 by means of description of what it is intended to achieve.  In answer to the question "what is information security", the introduction to ISO 17799 states:  

"information security is characterised here as the preservation of:

a)
confidentiality: ensuring that information is accessible only to those authorised to have access;

b)
integrity: safeguarding the accuracy and completeness of information and processing methods;

c)
availability: ensuring that authorised users have access to information and associated assets when required"
This is sometimes referred to as the "CIA" definition.  It is a useful starting point but there are a number of other drivers which require information to be kept secure and a number of other benefits resulting from information security, not least public confidence.

It is worth considering why information security is important and why the Performance & Innovation Unit made its recommendations.  It is clear that any Smart Card scheme will involve the processing of a considerable amount of personal data.  In order for any smart card scheme to operate efficiently, it is essential that the Card Issuer and each Secondary Service Provider can rely on the accuracy of the information passing through the Card Infrastructure and the identity of the person using a smart card.  The PIU Report makes a further recommendation in relation to the need to improve authentication procedures, and this is looked at in more detail in section 6 below.  

The Data Protection Act 1998 imposes obligations on all organisations which collect and use personal data.  Principle 7 of the Data Protection Act requires all data controllers to adopt appropriate technical and organisational measures to ensure that the personal data collected, stored and processed by the data controller is kept secure.

All Smart Card Schemes are to an extent going to depend upon public confidence in the technology used.  The Card Issuer will need to demonstrate that it has taken appropriate security measures to protect the information which it collects, stores and processes in relation to each Card User or other data subject.  Depending on the purpose for which the Card is issued and used, the security requirements may vary.  The more sensitive the data, the higher the degree of security that will need to be put in place.

5.2 ISO 17799

ISO 17799 started off life as a Code of Practice issued by the Department of Trade & Industry in the United Kingdom.  It was then rebranded and republished as the first version of the British Standard 7799 in February 1995.  The Standard went through a major revision in 1999 and was first published as an ISO International Standard in December 2000.  It is a detailed security standard and is divided into ten major sections.  The sections are:

· security policy;

· organisational security;

· asset classification and control;

· personnel security;

· physical and environmental security;

· communications and operations management,

· access control;

· systems development and maintenance;

· business continuity management;

· compliance.

ISO 17799 adopts a top-down approach to information security in that it requires senior management within an organisation to take responsibility for security. It also looks at security from an organisational as well as a technical perspective.  In essence, ISO 17799 requires organisations to:

· identify their assets;

· evaluate the potential risks to those assets;

· develop a security policy to deal with the identified risks; and

· to implement such security policy, which will need to be reviewed on a regular basis
.  

The key section of ISO 17799 from a legal perspective is that on compliance.  Legal compliance is concerned with ensuring that the Card Issuer complies with the laws and regulations which are applicable to it and its business.  In the context of a Smart Card Scheme, this means that the Card Issuer has reviewed all of the legal obligations and risks imposed on it and implemented appropriate policies to manage those risks. ISO 17799 identifies intellectual property rights, data protection and rules of evidence as some of the key compliance issues. However, the Card Issuer needs to consider the legal risks which it may face. For a review of the legal risks which a Card Issuer needs to consider, please see the Risk Register (WP8-08). 

One of the less obvious benefits of going through the ISO 17799 accreditation for a Card Issuer is the review of all of the information held by the Card Issuer. As a Local Authority, the Card Issuer will be subject to the provisions of the Freedom of Information Act 2000 (when fully implemented). As such it is important that the Card Issuer has immediate and easy access to all of the information held by it so that it is able to comply with an information request under that Act.

5.3 Third Party Suppliers

It is not only the information security of the Card Issuer which is important.  Where the Card Issuer uses third parties to provide services to it, it needs to ensure that those third parties also have in place suitable information security.  This is particularly important if the supplier is in any way processing the personal data on behalf of the Card Issuer.  Principle 7 requires data controllers to enter into a data processing agreements with all of their data processors. The purpose of the Agreement is to impose security obligations upon the data processor.

The difficulty for the Card Issuer is to ensure that he has in place the requisite technical and organisational measures to protect the personal data being processed by the supplier. Merely including a clause requiring the supplier to have in place 'adequate' or 'appropriate' security will not be sufficient to discharge the Card Issuer's obligations to ensure that the level of security is appropriate
. This difficulty is largely overcome if the supplier is accredited under either of the BS 7799 or the ISO 17799 standards. The Card Issuer would not need to make such a thorough investigation of the supplier's security as this will been undertaken already by the relevant certifying body. The contract with the supplier would impose an obligation on the supplier to ensure that it maintains its accreditation and complies with its security policy, which should be attached to the contract. The fact that the supplier has a BS 7799 or an ISO 17799 accreditation does not mean that its security will be impregnable nor will it obviate the need for the Card Issuer to include a suitable data processor provision in the agreement if the supplier will be processing personal data.

However, a number of the suppliers to a typical Smart Card Scheme will not be accredited to either the British or international standards.  In these circumstances, the Card Issuer needs to enquire as to the security measures which have been put in place by the supplier.  In particular, the Card Issuer will want to ascertain whether the supplier is at least compliant with the information security standard, if not accredited.  In this respect, the first question would be to ask for a copy of the supplier's security policy together with a specification of the technical and physical security measures which it has in place.  It will then be for the Card Issuer to determine whether the security measures in place are appropriate.

Assuming that the Card Issuer is satisfied with the supplier's level of security, the Card Issuer needs to ensure that it imposes a contractual obligation on the supplier to maintain and enhance that security.  This means that the supplier will be in breach of the agreement if it fails to maintain at least the level of security set out in the policy and the technical and organisational specifications attached to the contract.  The ongoing obligation to review and enhance is very important as information security must keep up with the technology innovations being used both by hackers and the security industry.

Finally, if personal data is going to be processed on behalf of the Card issuer the contract will need to include a data processing provision.
 The Data Protection Act 1998 makes no reference to any particular standard of information security to be adopted by data controllers or to be imposed on data processors. Rather, Principle 7 imposes an absolute obligation to implement technical and organisational measures to prevent unlawful access to or processing of personal data. As no security system is ever 100% effective, this places the data controller in a difficult position. At the very least the data controller must be able to demonstrate that it has adopted security measures which are considered to be best practice within its own industry. In most cases this will be the equivalent of ISO 17799. For the public sector, it is clear from the PIU Report recommendation that ISO 17799 is the correct benchmark.

6. Verification and authentication

6.1 Introduction

In order for any Smart Card Scheme to operate efficiently it is essential that the Card Issuer and each Secondary Service Provider can be certain as to the identity of an individual Card User seeking to access services using the Card. There are two separate identification issues: verification and authentication.

Verification:
First, the Card Issuer must verify the identity of a Card User before issuing a card.  This process is often referred to as "Registration". The first step is to verify that the identity actually exists.  This may be done by checking against an electoral roll or similar public register.  The next step, and the more difficult, is to verify that the individual is actually the owner of that identity.  

Authentication:  Once the Card User's identity has been verified and Card issued to him or her, then the Card Issuer will still need to verify or authenticate that person's identity each time the Card is used.  In this instance, the purpose of the authentication is to ensure that the person using the Card is actually the Card User and not a third party.

A Card User’s identity can be authenticated by means of:

· something that the Card User knows, e.g. pin or password;

· something which the Card User possesses, e.g. smart card, token or fob; and/or

· something which the Card User is, e.g. a biometric.

The PIU report recommends that "the government should give further consideration to strengthening the procedures for establishing the identity of those about whom it holds data, especially where the risks of fraud are greatest…"

Recommendation 17 of the PIU report provides that "authentication technologies have the potential to enable public services to provide high levels of security for personal data and to ensure electronic identification and authentication – which in turn will facilitate the realisation of consumer benefits in public services…..".  In this respect the PIU report goes on to recommend the setting up of pilot schemes to enable increased government involvement in authenticating technologies.

The office of the e-Envoy has published a number of guidelines in relation to the verification and authentication of individuals.  For the purposes of this report, the key publications are "Registration and Authentication, e-government Strategy Framework Policy and Guidelines" 
 and "HMG's Minimum Requirements for the Verification of the Identity of Individuals e-government Strategy Framework Policy and Guidelines".
  

In this Report, we have considered the use of PKI technology.  It is important to note that one of the weaknesses of PKI technology is that it identifies a machine or a Card rather than an individual.  PKI can only identify that a particular machine has been used in conjunction with a particular signature verification device.  If you wish to identify an individual, then the current solution is to adopt biometric technology.  However, the use of biometric technology gives rise to key issues which need to be considered, not least of which is in relation to data protection.

6.2

Identification

The ability to identify the person to whom a Card is issued and the person using a Card at a particular time is essential.  However, depending on the nature of the services to be provided using the card, different levels of assurance as to the identity of the Card User will prevail.  In some circumstances, there will be no need to confirm the identity of the person using the Card (for example, where the Card is used to access publicly available information on a system). In other circumstances the identity of the individual using the Card will be crucial (for example, where the Card has an e-money function on it).  The person who collects the initial data and verifies the identity of the individual to whom the Card is to be issued is known as the registration authority.  The registration authority may be the Card Issuer.  Alternatively, the Card Issuer may use a third party to provide these verification services.  There have been a number of reports published with regard to the establishment of the identity of an individual.  

In January 2003 the eEurope Smart Cards Trailblazer 8 on User Requirements for Card Holder Identification, Authentication and Digital Signatures was published.  In its report, eEurope Smart Cards asserts that any smart card system must be User friendly and incorporate appropriate levels of security. It was noted that, where biometric information is used, for preference the verification of that information should be carried out using a contactless system. For example, the Card User should not be required to place a scanner in contact directly with his or her eye in the case of an iris scan.  The Trailblazer Report makes it clear that the Card Users consent must be obtained prior to obtaining biometric information and that the Card User will have the right to know what is stored on the Card or any central database in so far as such data relates to him or her.  The Trailblazer Report envisages nine levels of identification that may be appropriate with regard to the verification of an individual's identity. However, the Report elaborates on only four of these levels.  

The Trailblazer Report makes twelve recommendations, including:

· the right for the consumer to be able to choose the level of identification which they provide to the service provider after having been informed of any limitations that this will impose on the services that the consumer will be able to access if only a low level of identification data is provided;
· the ability of the card holder to operate in a "pseudonymous" mode if the consumer chooses to do so
;
· the card holder should have the facility to choose an alternative to a biometric identification system.  
In September 2002 the Office of the e-Envoy published its e-Government Strategy Framework Policy and Guidelines on Registration and Authentication.  These guidelines apply to all Government agencies. They provide guidance as to the processes which should be adopted by the public sector.

In the guidelines:

"registration" is defined as the "process by which a user gains a credential such as a user name or digital certificate for subsequent authentication". 

"authentication" is defined as the "process by which the electronic identity of a user is asserted to, and validated by, an information system for a specific occasion using a credential issued following a registration process".

The need for registration and authentication arises where there is a need to have trust in the identity and authority of those with whom you are dealing.  This is equally applicable in connection with the provision of services by means of a smart card.  

The HMG's Verification Requirements create four levels of registration and authentication in Government transactions.  With regard to the registration process, the levels are as follows:

"Level 0
minimal damage might arise from the misappropriation of the [Card User's] real world identity;

Level 1
minor damage might arise from the misappropriation of the [Card User's] real world identity;

Level 2
significant damage may arise from the misappropriation of the [Card User's] real world identity;

Level 3
substantial damage may arise from the misappropriation of the [Card User's] real world identity."

The HMG's Verification Requirements draw a distinction between "real" world and "electronic" world identities. A person's "real" world identity is his or her everyday persona. The "electronic" world identity is that contained in a digital certificate or signature and used electronically. 

In each case HMG's Verification Requirements provide examples of what each level may cover.  The same levels are then applied to the authentication process but in relation to the damage caused where the electronic world identity has been misappropriated.  The registration levels need to be contrasted with those published in HMG's Verification Requirements (see below).

The Registration and Authentication Guidelines include a section on risks and countermeasures.  This section identifies a number of risks and proposes certain countermeasures to them
.  

The Guidelines also consider certain data protection issues, principally in relation to the seventh principle relating to security.  The Guidelines point out that once the data on the individual has been collected, it needs to be kept secure and strict procedures in place which relate to the release of that data.  Further, any data collected should not be used for a secondary purpose and there should be transparency in relation to the process of registration.  This means that the Card User will be told why the registration or enrolment information has been requested and the purposes for which it will be used.  The Guidelines go on to point out that personal data should not be held any longer than necessary.  However, in the HMG's Verification Requirements document the recommendation is that this information should be kept for a minimum of seven years.  

The Registration and Authentication Guidelines make it clear that where the Card Issuer is relying on a third party to undertake the registration process on its behalf and that third party is performing the registration process on behalf of other service providers, then the trusted third party must only provide such data to each of those party relying on its services which is relevant to that party.

HMG's Verification Requirements established four levels of identity verification.  These are as follows:

Level 0
no verification of the identity of the individual has been undertaken;

Level 1

on the balance of probabilities the identity of the individual has been verified;

Level 2

there is substantial [likelihood] that the identity of the individual has been verified;

Level 3

the identity of the individual has been verified beyond reasonable doubt.

HMG's Verification Requirements to review the types of evidence and collection methods that may be utilised and recommends that records of the supporting evidence collected and the methods used should be kept for a minimum period of seven years.

6.2 Biometrics 

Biometrics is the science of measuring behavioural and/or physiological characteristics of an individual. Biometrics technology is used to provide a unique electronic identity for a person. 

In order for biometrics to provide an identity solution for a Smart Card Scheme, it must rely on data, which is universal in a sense that each Card User must be able to create such data whilst at the same time being unique to each Card User.  It also needs to be permanent in that it must not change frequently or else the system will become bogged down in recapturing the individual's data.  The typical biometrics which are used include fingerprints, facial thermograms, iris and retinal scans, hand geometry, voice recognition, signature recognition and keystroke analysis.  

In any biometric system, Card Users will need to be enrolled.  This is the initial process of collecting the biometric data from the Card User and then storing it in an electronic template for later comparison. The raw data collected using a biometric technology is then converted into a template which is a digital representation of the biometric data.  The template can then be encrypted to ensure that there is further protection with regards to the data. However, before any biometric data can be collected, it is essential that the identity of the Card User has first been verified
.

One of the most difficult questions with regard to the use of biometric data is that of storage.  Should the storage of the biometric data be solely on the Card issued to the Card User or should the data also stored on a central database.  To a large extent, the question of storage will depend on the use to which the Card is to be used.  Insofar as the Card is being used to authenticate the identity of the Card User in a transaction, then there is no need for the biometric data to be stored on a central database.  Rather the template of the biometric data can be stored on the Card itself. Such a system for authentication might work as follows:

Step 1
The Card User either inserts his or her Card into a Reader or swipes his Card through the Reader. 

Step 2
The Card User then types in either a PIN or a password.  

Step 3 
A biometric reading is taken which is compared with the encrypted template on the smart card.  This reading may be for example a face scan or fingerprint scan.

The use of biometric data is very sensitive.  Resistance to the use of biometrics may arise as there is concern that human rights and privacy of an individual may be infringed.  Any system which is using biometric technology will need to ensure that it has extremely strong security.  At the very least, the Card Issuer will wish to demonstrate that it and its suppliers are ISO 17799 accredited as opposed to being merely compliant.  

The use of biometric technology also raises a number of other concerns:

· Regardless of whether the biometric data is stored on a Card or a central database, the question of the access to that information by the Card User and third parties (in this case including the Card Issuer) needs to be considered.  The Card User will wish to know what biometric data has been collected and the purposes for which it is being used.  The ability of third parties to access a central database for the purposes of authentication or verification of an individual's identity needs to be carefully considered.

· Biometric data needs to be updated on a regular basis.  In the United States where biometric technology has been used in schools, it has been found that due to the growth rate of children, the data needs to be recollected on average every 4 years.  Data will also need to be updated whenever there is a significant change in an individual's appearance.

· If a central database is used, then speed of use has to be considered.  Once again, the experience in the United States with regard to the use of biometric technology for school children found that in many incidences it was quicker for students to type in their student identification number than to use the scanner.  The difficulty was that the database stored a number of templates all of which had to be interrogated in order to ascertain the correct match.

· No biometric system is infallible.  However, there is a risk that such a system will be treated as being infallible.  This raises considerable concerns as to the way in which a system may be used.  This was an issue which was looked at in more detail in the Article 29 Report.

· All biometric readings should require a live subject to be present. In other words a photograph or amputated limb will not generate a recognisable reading.

· If biometric data becomes corrupted or unreliable, it is extremely difficult to rectify.

· The use of biometric data raises a number of data protection issues which have been considered in detail by the Article 29 Report.

6.3 Article 29 Data Protection Working Party: Working Document on Biometrics

On 1st August 2003 the Article 29 Data Protection Working party published its working document on biometrics.  In the Article 29 Report, the working party reviews the way in which biometrics work.  Where biometrics are being used to authenticate the use of a particular Card by an individual, the working party concludes that there is no need for there to be a central database.  Rather, the biometric information can be decentralised and stored on individual smart cards.  However, where the biometrics are being used to verify the identity of the individual, then this requires the use of a central database against which the biometric data will be matched.

The Article 29 Report concludes that biometric data by its very nature constitutes personal data for the purposes of data protection.  The data quite clearly identifies a natural person.  Further, in certain circumstances the data which is collected may disclose ethnic origins and would therefore be classed as sensitive personal data.  Accordingly, any use of biometric technology has to be in light of the obligations imposed by data protection legislation.

This means that the data protection principles apply.  The Article 29 working party identified three main areas of concern.  The first of these was in relation to the principle of "purpose and proportionality".  The second principle under the Data Protection Act 1988 states: 

"Personal Data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible without purpose or those purposes".

This means that before collecting the biometric data, the Card Issuer needs to determine the purpose for which that biometric data will be collected and processed.  There must be a lawful purpose, which is associated with the collection.  However, at the same time, the Card Issuer needs to evaluate the question of proportionality.  The question posed by the Article 29 working party is: Can the intended purpose be achieved in a less intrusive way? 

In this respect, the Article 29 working party was particularly concerned to ensure that the biometric data should not be stored in a central database unless absolutely necessary and for preference biometrics which may leave a trace such as fingerprints should be avoided.

The test of proportionality also applies with regards to the third principle of the Data Protection Act which states:

"Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed."

The balance to be reached is that between the necessity for collecting the biometric data and the use to which it is going to be put.

The second area of concern was in relation to fair collection.  As we have already seen, the guidelines published by the office of the e‑Envoy require transparency.  The principle of fair collection means that the person whose biometrics are being collected should be told exactly what information is being collected and for what purposes it will be used prior to the collection of that date.

Finally, the Article 29 Report points out that there have to be legitimate grounds for processing the biometric data.  This meant that the biometric data can only be processed provided that it was lawful and fair to do so in accordance with the first principle of the Data Protection Act 1998.  The working party recommends that whenever a new biometric system is being developed, that it should be referred to the relevant Data Protection Commissioner
 to ascertain whether the system is compliant.

The question of security was also considered in the Article 29 Report.  Not surprisingly, it concentrates on the seventh principle of the Data Protection Act 1998.  The problem with biometrics is that any loss of integrity, confidentiality or availability is clearly prejudicial to the interests of the individual concerned.  It calls into doubt all future applications based on the biometric information.  

The Article 29 Report gives an example where a fingerprint scan is used.  If the fingerprints of individuals are mixed in a central database, then this can lead to an unauthorised person accessing services to which he or she is not entitled and the authorised person not being able to access those services.  Further, all future "fingerings" of the authorised person will be unreliable in the future.  Consequently, any errors in a biometric system have severe consequences.  

An error in a biometric system may lead to a false rejection of an authorised person or the false acceptance of an unauthorised person.  The problem is that the illusion may be created that the system is always correct.  The biometrics may become treated as "indisputable evidence".  This makes it extremely difficult for an individual to prove to the contrary.  If the computer records show that the biometric attributable to a particular identity is that of a third party, the person whose identity has been incorrectly linked with third party data will find it difficult to prove that his biometric data is the correct data.  

Not surprisingly, the Article 29 Report recommended that industry should produce a code of practice to deal with biometric system and that this code of practice should be developed in conjunction with the data protection authorities.

6.4 Gateway

In 2001 the Office of the e-Envoy launched the Gateway, which is an authentication and routing engine built to open standards. It allows different Government departments to communicate with each other and with individuals. The Gateway service is available to local authorities as well as central government agencies. The common infrastructure used by it creates an alternative and arguably cheaper means for the Card Issuer to provide verification and authentication services compared with building its own systems or outsourcing the process to a third party. The Gateway creates a "Known Facts" database, which facilitates the verification and/or authentication of an identity. However, at present the Gateway is only able to offer levels 1 and 2 verification. This may be sufficient for the majority of Smart Card Schemes. A review of the Gateway is beyond the scope of this Report
. 

7. Smart Card Issues

7.1 Introduction

In this report the following topics have been considered:

· The validity, enforceability and admissibility in evidence of electronic signatures;

· The use of PKI and the liability of certification service providers;

· The need for accreditation under or compliance with the ISO 17799 international standard on information security; and

· The issues which arise with regard to the verification and authentication of identities and the use of biometrics.

All of the issues considered are applicable to Smart Card Schemes and where possible examples have been given in the context of the Smart Card Schemes. In this section some Smart Card Specific issues are considered.

7.2 Electronic Signatures

It is clear that a smart card can be used to generate a valid and enforceable electronic signature. Whilst this signature need not be based on PKI technology, the reliability of the signature will depend upon the technology used.  The courts will take into account the nature of the technology and all of the circumstances surrounding its use when considering the weight to be given to a particular electronic signature in evidence.  

Unless a biometric measure is used, any electronic signature embedded in a smart card will:

· identify the smart card and not the person; and 

· will authenticate that the Card has been used by someone who has in it his or her possession and has knowledge of any associated PIN or password.

It will not confirm the identity of a particular person.

Care should be taken if electronic applications for Cards are accepted by the Card Issuer. Where an electronic signature is used as a means of identification in such an application, the Card Issuer must check the terms of the certification-service-provider's certificate and undertake other methods of verification. In particular, where the electronic signature is being relied upon as part of an application process it is preferable for only digital signatures issued with a qualified certificate
 to be accepted. Even then the qualified certificate should be checked to see what limitations as to its use and value have been set by the certification-service-provider.

7.3 Certification-service-providers

Where a “qualified” certificate has been issued in relation to an electronic signature, then the certification-service-provider will assume liability for the content of that certificate.  However, the certification-service-provider is entitled to limit the purposes for which this certificate may be used and value of transactions for which the certificate may be relied upon. There is a Memorandum of Agreement set out in Appendix 2 relating to the appointment of a certification-service-provider. The Card Issuer will need to know what steps the certification-service-provider has taken to identify the person to whom the electronic signature has been provided.

In order to be able to issue a qualified certificate the certification-service-provider must meet the criteria set out in Schedule 2 to the Electronic Signatures Regulations 2002. These criteria should be met by any certification-service-provider whose certificates the Card Issuer accepts or whose services the Card issuer uses regardless of whether the certificate in question is a qualified certificate. Any certification-service-provider approved by the tScheme meets these criteria. However, if the Card Issuer wishes to rely on a certification-service-provider which has not been so approved, it will need to undertake its own investigations in to that certification-service-provider's financial standing, security and competence.

7.4 ISO 17799

It is clear that the level of security which needs to be adopted by a Card Issuer will depend to a large extent on the uses to which the Card is to be put.  Where the Card will be used to store and/or process personal data, then a high degree of security will be necessary.  The PIU Report recommends that the public sector should as a minimum match the best practice adopted by the private sector and should seek accreditation under ISO 17799.  Arguably, this in turn means that suppliers to the public sector should also either be accredited or at the very least be able to demonstrate compliance with the international standard.  

The key to any security strategy is to determine the areas of potential risk. In relation to any Smart Card Scheme there will be a number of different component parts which need to be protected. These will include:

· Card:  The smart card itself will need to include security in the form of encryption of certain of the data and the design of the chip itself in relation to the way in which data is stored and processed. This is particularly important in relation to:

· any biometric template, which should be encrypted;

· any e-purse function, which should be accessible by the e-money issuer only and not by the Card User; 

· any personal data which needs to be segregated and not freely accessible; and

· any personal data which needs to be freely available in an emergency such as certain medical information (e.g. blood type, long term illness or allergies).

· Reader: The Reader may pose security issues not least in connection with its location. If personal  or confidential data is stored on the Card and this is to be displayed on the Reader display screen, then this must be designed and located in such a way that only the person using the Reader can see the data stored on or accessed via the Card when it is displayed on the screen

· Telecommunications network:  The telecommunications network used to transfer the data also needs to be secure. It is the Card Issuer's responsibility to ensure that appropriate security measures have been put in place.

· Central Database:  The heart of any Smart Card Scheme is a central database which will need to be protected by firewalls and other technical devices. Where the central database stores and processes sensitive data, in particular biometric data, it is essential that the security adopted in all cases amounts to best practice and is reviewed and upgraded regularly. 

The Card Issuer will also need to consider organisational measures in relation to the security and management of access to data processed using smart cards e.g. staff training. It is important that data is not disclosed to third parties unlawfully by untrained or inexperienced staff.

The consequences of data becoming corrupted may be mitigated by the simple process of backing up the data regularly in an easily searchable format.

7.5 Verification and Authentication

One major area of concern is in relation to identity fraud.  This can take two guises.  First, an individual may lie about certain of his or her attributes.  For example, a minor may claim to be over 18.  Secondly, an individual may adopt either a false identity or the identity of a third person for the purposes of obtaining services to which he or she is not entitled.  

The use of biometrics can, to an extent, limit the incidence of identity theft.  However, this in itself raises grave issues with regard to the security of the biometric data.  Where a central database of the biometric data of Card Users is created, then it is essential that stringent security measures are applied to that database.  The consequences for individual Card Users of biometric data becoming corrupt or copied are extremely serious. The Card Issuer will need to put in place appropriate processes to deal with individuals who claim that their identity has been stolen or that their biometric data has been corrupted.

The Card issuer needs to have put in place workable dispute resolution processes before launching any biometric scheme. These processes will need to provide a mechanism for:

· verifying the identity of the Card User without reference to biometric data and without reference to any third party whose records have been compromised. In view of the significance of this process, the identity will need to have been verified to Level 3
;
· revoking any compromised or false biometric data;
· correcting any compromised biometric data or associations

If biometric technology is adopted, then at the same time processes need to be put in place to deal with any complaints which may arise.  The Article 29 Working Party on data protection recommends that new biometric systems are developed in consultation with the relevant data protection authorities.  

7.6 Contractual Issues

Certification-service-providers

Appendix 2 to this report sets out a Memorandum of Agreement to be entered into between a certification-service-provider, a Card Issuer and third parties such as Secondary Service Providers or other local authorities and agencies.  As a memorandum of agreement, it is designed to deal with the issues at a high level.  It is not intended to be used as a standard agreement to be entered into by all of those parties. 

From a security perspective the Card Issuer will need to ensure that its agreement with its certification-service-provider covers the main issues set out below:

· Services:  The services to be provided by the certification-service-provider will need to define clearly.  In particular, where the certification-service-provider is going to be responsible for verifying the identity of each individual Card User, then the level to which identity checks will be made must be agreed.  Further, the evidence which the certification-service-provider will rely upon and the methods of collecting that evidence should be set out in full. The Card Issuer will want to ensure that the data collected is kept for an appropriate time by the certification-service provider.

· Purposes:  The purposes for which certificates can be relied upon and any limit on the liability of the certification-service-provider;

· Certificate Terms:  The terms on which any certificate, qualified or otherwise, will be issued by the certification-service-provider need to be established at the outset. If the certification-service provider will be issuing certificates based on different levels of verification, then this needs to be agreed and a process adopted to differentiate easily between the differing levels of certificate. This avoids any risk of the certification-service-provider issuing qualified certificates which have low limitations of liability provisions or are so restricted as to the purpose for which they can be used that the certification-service-provider’s liability is limited;

· tScheme Approval: Regardless of whether it is intended that  qualified certificates will be issued, an obligation should be imposed upon the certification-service-provider to ensure that either :

· it is at all times during the term of the contract accredited by the tScheme; or 

· it demonstrates that it meets the relevant approval profile issued by the tScheme and that it will continue to do so through out the term of the contract
;

· Security:  Notwithstanding the fact that the certification-service-provider may be approved by tScheme, the contract should deal specifically with the security to be put in place and maintained by the certification-service-provider. For preference this should be linked to the certification-service provider's accreditation under ISO 17799. The contract should set out the certification-service-provider's security obligations clearly and in full.

· Revocation Procedures: The contract will need to deal with the revocation policies and procedures of the certification-service-provider in relation to lost, stolen or misused signatures;

· Data Processor:  If the certification-service-provider will be processing personal data on behalf of the Card Issuer then an appropriate data processing clause should be included
.
Card Users

The key security matters
 to be dealt with in the agreement with Card Users are as follows:

· Identity:  The Card User will be required to undertake and confirm that all of the information supplied by him or her is correct and that the identity asserted is that of the individual.
· Data Protection:  Where personal data
 is being collected, this should be made be made known to the Card User at the point of collection, as should the purpose for which that data is being collected. If it is intended to check that data against data held on the individual in a separate database (e.g. electoral roll) then this fact should be explicitly made known to the Card User before the data is collected and if appropriate the Card User's consent should be obtained.
· Purpose:  The purpose for which the Card can be used and the way in which it can be used both need to be set out clearly.  If appropriate the fact that he Card is personal to the Card User and should not be used by any one else should be made clear in the contract.
· Card Security:  The Card User should be required to keep the Card safe at all times and not to share its use with any third person. In the event that that the Card is lost or stolen then the Card User should be placed under an obligation to inform the Card Issuer immediately. The contract will need to set out the mechanism for the Card User to report such loss or theft and deal with the mechanism for issuing a new Card.
· Password Security:  Obligations should be imposed on the Card User to ensure that at all times he or she keeps confidential any PIN or password issued in connection with the use of the Card.  In the event that the Card User becomes aware that the PIN or password may have been compromised the Card User should be placed under an obligation to inform the Card Issuer immediately. The contract will need to set out the mechanism for the Card User to make such a report and deal with the mechanism for issuing a new PIN or password.
· Biometrics:  The use of biometrics give rise to a number of legal issues. The first is in relation to the data to be collected and its use. This needs to be made clear to the individual at the outset. The Card User must be required to notify the Card Issuer of any changes which might affect the continued validity of the biometric data collected (e.g. loss of finger, scarring to face etc.) The contract will need to set out the mechanism for the Card User to make such a report and for collecting alternative biometric data (if available).  The contract should also impose an obligation on the individual to submit himself or herself for the recollection of biometric data at given intervals so as to ensure that the biometric data stored is accurate.
· Dispute Resolution:  It is important that the contract contains a mechanism for bringing complaints and for resolving any disputes. This is particularly important in relation to any complaint in relation to the validity of Biometric data
.
· Limitation of Liability:  The Card Issuer will in most cases wish to limit its exposure under its agreement with the Card Users
. In the event that the Card User has failed to notify the Card Issuer of the loss of theft of the Card or of the fact that the PIN/password security has been compromised, then the contract should limit the ability of the Card User to bring a claim against the Card Issuer for any loss which arises as a result of any such failure to notify.
· Signatures:  If the Card is to be used as an electronic signature creation device then the contract needs to set out the purposes for which such signatures can be used and any limitations in their use. The security obligations imposed in relation to the Card, PINs and passwords and in particular the notification obligations in relation to lost or stolen Cards and compromised PINs apply equally where the Card is used to create a signature. However, in addition obligations may be imposed on the Card User to notify the relevant certification-service-provider of any such loss or compromise.
· Card Issuer Security Obligations:  In view of the need to ensure that it has put in place appropriate security measures, the Card Issuer may wish to deal with this obligation in its contract with the Card User. It is preferable for the Card Issuer to accept specific objective obligations in relation to security rather than just accept an open ended obligation to provide adequate security.
8. APPENDIX 1 – Glossary of Security Terms

	Defined Term
	Meaning

	Biometrics
	the science of the measurement and analysis of physiological and behavioural data of an individual.

	PKI 
	Public Key Infrastructure

	Signatory
	The person authenticating a document by appending his signature to the document or having his signature appended to it on his behalf.


9. APPENDIX 2 - MEMORANDUM OF AGREEMENT
In preparing the Memorandum of Agreement the following assumptions have been made:

1.
Each of the parties are in an equal bargaining position so that no one party's interest is preferred over any other party except to the extent that it is appropriate to do so.

2.
The Card Issuer will act as the Registration Authority. If the Certification Authority is to provide these services to or on behalf of the Card Issuer then the associated obligations will need to be imposed on the Certification Authority.

3.
The Certification Authority has been approved by the tScheme. This means that the tScheme has reviewed the Certification Authority's financial standing, competence, service, security and terms and conditions. If the Certification Authority has not obtained tScheme approval, then the Card Issuer will need to satisfy itself on all of those issues.

4.
The Certification Authority has ISO 17799 accreditation. If the Certification Authority is not so accredited, the Card Issuer will need to undertake a full review of the Certification Authority's security measures. 

5. At the time the Memorandum of Agreement is entered into the parties are the Certification Authority, the Card Issuer and two Secondary Service Providers. The Memorandum of Agreement anticipates that additional Secondary Service Providers and other third parties such as other local authorities or government agencies may join into the Scheme at a later date.

6. The Certification Authority will be the data controller of all personal data relating to individual Card Users passed to it by the Card Issuer. Accordingly there is no need to include a clause appointing the Certification Authority as a data processor
. The Card Issuer and any other party providing personal data to the Certification Authority will need to ensure that they have the necessary power to provide the Certification Authority with such information.

      The Certification Authority will not charge a fee to the Card Issuer for the provision of its services but will be paid direct by each Card User for the issue of a Digital Signature to the Card User. This may not be appropriate where it is mandatory under the Smart Card Scheme for each Card User to have a Digital Signature, in which case the Certification Authority may charge the Card Issuer for its services
.

7. MEMORANDUM OF AGREEMENT
This Memorandum of Agreement is made 
day of


200

Between:

1.
[insert name] of [insert address] ("Certification Authority");

2.
[insert name] of [insert address] ("Card Issuer");

3.
[insert name] of [insert address] ("ABC"); and

4.
[insert name] of [insert address] ("XYZ").
Recitals:

A.
The Certification Authority issues digital signatures to the public and provides authentication services and is approved by the tScheme.

B.
The Card Issuer operates the Smart Card Scheme and undertakes the verification of the identity of each of the Card Users prior to the issue of a smart card.

C.
The Card Issuer wishes to use digital signatures issued and authenticated by the Certification Authority as part of its Smart Card Scheme.

D.
The certificates issued by the Certification Authority may be relied upon by the Secondary Service Providers and Third Party Agencies to the extent set out in the individual certificates and in this Memorandum of Agreement.

Now it is agreed as follows:

Interpretation

In this Memorandum of Agreement the following words and phrases shall have the following meanings unless the context requires otherwise: 

	"Agreement"
	means this Memorandum of Agreement and any appendices and schedules hereto;

	"Authentication Services"

	means the issue and authentication of Digital Signatures and the issue of Certificates in accordance with the provisions of Clause [4] and part 1 of Schedule 4;

	"Business Day"
	means a day (other than a Saturday or Sunday) on which the clearing banks are open for business in the City of London;

	"Card User"
	means an individual, being a natural person, to whom a smart card is issued by the Card Issuer pursuant to the Smart Card Scheme;

	"Certificate"
	means each Certificate issued by the Certification Authority in accordance with the provisions of clause [4] and containing the information set out in Part 2 of Schedule 4;

	"Certificate Policy"
	means the certificate policy issued by the Certification Authority (a copy of which is attached hereto as Appendix A);

	"Deed of Adherence"
	means a Deed of Adherence in substantially the form set out in Schedule 1;

	"Digital Signature"
	means a digital signature created using of a private and public key pair issued by the Certification Authority and in respect of which the Certification Authority will provide the Authentication Services;

	"Registration Authority"
	means the Card Issuer and such other of the Secondary Service Providers and/or Third Party Agencies as provide Verification Services;

	"Revocation Services"
	means the Revocation Services to be provided by the Certification Authority in accordance with the provisions of clause [5];

	"Secondary Service Providers"
	means [ABC] and [XYZ] and such other Secondary Service Providers as may provide service to Card Users under the Smart Card Scheme and as have joined into this Agreement by executing a Deed of Adherence;

	"Security Policy"
	means the Security Policy
 of the Certification Authority (a copy of which is attached to this Agreement as Appendix B);

	"Smart Card"
	means a smart card issued pursuant to the Smart Card Scheme;

	"Smart Card Scheme"
	means the [insert scheme name] operated by the Card Issuer;

	"Subscriber Agreement"
	means the Certification Authority's standard from of agreement to be entered into with individuals to whom it provides digital signature services (a copy of which is attached as Appendix C);

	"Term"
	means the period of [insert period
] from the date hereof;

	"Third Party Agency"
	means any local authority, government agency or third party entity  wishing to rely upon Certificates and which has entered into a Deed of Adherence;

	"Verification Services"
	means the verification of the identity of an individual Card User in accordance with the provisions of clause [3] and Part 1 of Schedule 3;


In this Agreement (except where the context requires otherwise):

any reference to or use of an English legal term for any action, remedy, method of judicial proceeding, legal document, legal status, court, official or any legal concept will, in respect of any jurisdiction other than England, be deemed to be or include a reference to what most nearly approximates in that jurisdiction to the English legal term;

any phrase introduced by the terms "including", "include", "in particular" or any similar expression will be construed as illustrative and the words following any of those terms will not limit the sense of the words preceding those terms; 

words importing a particular gender do not exclude other genders; 
headings are included for convenience only and will not affect the construction or interpretation of this Agreement;

use of the singular includes the plural and vice versa;

reference to a party includes reference to its successors and permitted assigns

any reference to "persons" includes natural persons, firms, partnerships, bodies corporate, corporations, associations, organisations, governments, states, foundations and trusts (in each case whether or not incorporated and whether or not having separate legal personality); 

any reference to a statute, statutory provision or statutory instrument includes a reference to that statute, statutory provision or statutory instrument together with all rules and regulations made under it as from time to time amended, consolidated or re-enacted;

any reference to a recital, clause or Schedule is to the relevant recital, clause or Schedule of this Agreement and any reference to a sub-clause or paragraph is to the relevant sub- clause or paragraph of the clause or Schedule in which it appears;

The Schedules, Appendices and recitals form part of this Agreement and will have effect as if set out in full in the body of this Agreement.

In the case of conflict or ambiguity the order of precedence for this Agreement and the documents attached to or referred to in this Agreement will be as follows:

the body of this document

the Schedules to this document

the Appendices to this document

"writing" shall include documents in electronic form including e-mail.

Consideration

In consideration of the mutual obligations assumed by each of the parties hereunder
:

the Certification Authority will provide the Authentication Services and Revocation Services; and 

the Registration Authority will provide the Verification Services.

Verification Services

The Registration Authority undertakes to provide the Verification Services in accordance with the provisions of Part 1 of Schedule 3.

Once the Registration Authority has verified to its satisfaction the identity of a Card User it will provide the Certification Authority with confirmation of the level of identification it has undertaken [and request that the Certification Authority issues that Card User with a Digital Signature] [on request in support of any application by the Card User to be issued with a Digital Signature]
.

The Registration Authority will keep and maintain a separate record of all the identity checks it undertakes in respect of individual Card Users and of each of the supporting documents it relies upon. Where appropriate, and subject to its ability to do so lawfully, it will provide the Certification Authority with reasonable access to such records to the extent only that the Certification Authority needs such information in order to be able to provide its services.

The records to be created and maintained in accordance with the provisions of Clause 3.3 will be kept for a period of [7] years
.

The Registration Authority will allow its procedures and documentation to be submitted for scrutiny by the Certification Authority or its auditors in order to ascertain compliance with the relevant laws of the United Kingdom and the terms of this Agreement. 

Where there is more than one Registration Authority the provisions of this clause 3 and Part 1 of Schedule 3 will apply in respect of each individual whose identity is to be verified by that Registration Authority.

Authentication Services

The Certification Authority will issue a Digital Signature to each Card User whose identity has been verified by the Registration Authority [and who has applied to the Certification Authority for a Digital Signature
] subject only to that Card User having first entered into a Subscription Agreement with the Certification Authority.

The Certification Authority will authenticate each Digital Signature each time that it is 


used by a Card User and will either:

issue and attach a Certificate; or 

notify the Card User and the Card Issuer that the Digital Signature is invalid, lapsed or revoked as the case may be.

The Certification Authority undertakes to provide the Authentication Services set out in clauses 4.1 and 4.2 in accordance with the provisions of its Certificate Policy and the provisions of Part 1 of Schedule 4.

The Certification Authority will keep and maintain a separate record of all Digital Signatures issued and authenticated by it. Where appropriate, and subject to its ability to do so lawfully, the Certification Authority will provide the Card Issuer and/or any secondary Service provider or Third Party Agency (as the case may be) with reasonable access to such records.

The records to be created and maintained in accordance with the provisions of Clause 4.4 will be kept for a period of [7] years
.

The Certification Authority will allow its procedures and documentation to be submitted for scrutiny by the Card Issuer or its auditors in order to ascertain compliance with the Certificate Policy, the relevant laws of the United Kingdom and the terms of this Agreement. 

Revocation Services

The Certification Authority will revoke any Digital Signature issued to a Card User in accordance with its Certificate Policy:

upon receipt of notification from the Card Issuer that the Card Issuer that the Card User's Smart Card has been suspended, cancelled or revoked;

upon receipt of notification from the Card Issuer or from the Card User that the Card User's Smart Card has been lost, stolen or compromised;

upon receipt of notification from the Card Issuer, any Secondary Service Provider, Third Party Agency or from the Card User that the Digital Signature issued to the Card User has been compromised; or

following a breach of the Subscription Agreement by the Card User.

The Certification Authority will keep an accurate record of all Digital Signatures which have been revoked and will publish this information in accordance with its Certificate Policy.

The records to be created and maintained in accordance with the provisions of Clause 4.4 will be kept for a period of [7] years
.

The Certification Authority will allow its procedures and documentation to be submitted for scrutiny by the Card Issuer or its auditors in order to ascertain compliance with the Certificate Policy, the relevant laws of the United Kingdom and the terms of this Agreement.
Warranties and Undertakings 

The Certification Authority hereby warrants and undertakes to each of the other parties that:

it will provide the Authentication Services with all due care and skill and in accordance with the provisions of clause 4 and Schedule 4;

it will provide the Revocation Services with all due care and skill and in accordance with the provisions of clause 5;

it has been approved by the tScheme to provide the Authentication Services and that it will retain such approval for so long as this Agreement remains in force (a copy of the Certification Authority's tScheme Approval Certificate is attached as Appendix D)
;

it is accredited to ISO 17799 Information Security Standard and that it will maintain such accreditation for so long as this Agreement remains in force (a copy of the Certification Authority's ISO 17799 Accreditation  Certificate is attached as Appendix E) 
; and 

the Digital Signatures are compatible with: 

the computer software and hardware used by the Card Issuer in operating the Smart Card Scheme; and 

the Smart Cards

and will not cause any corruption or loss of data nor unduly slow or interfere with the performance of the Card Issuer's computer software and hardware in any way.

The Registration Authority hereby warrants and undertakes to the Certification Authority that it will provide the Verification Services with all due care and skill and in accordance with the provisions of clause 3 and Part 1 of Schedule 3.

Each of the Card Issuer, the Secondary Service Providers and Third Party Agencies hereby severally undertake to each other and the Certification Authority that:

it will rely on any Certificate solely for the purposes set out in Part 3 of Schedule 4;

it will notify the Certification Authority and each of the other parties forthwith upon becoming aware that a Digital Signature has been compromised;

all and any information which it provides to any other party in relation to a Card User or the use of a Digital Signature will be true and accurate in all material respects.

Limitation Of Liability

Except to the extent that a party specifically accepts such liability under the terms of this Agreement no party will have any liability to the other for any claim to the extent that the same is or can be characterised as a claim for (or arising from):

loss of revenue or profits;

loss of anticipated savings;

loss of goodwill or injury to reputation;

loss of business opportunity;

losses suffered by third parties; or

indirect, consequential or special loss or damage.

The Certification Authority’s liability to the Card Issuer, each Secondary Service Provider and Third Party Agency for each occasion that the party in question has relied on the Certificate in respect of all losses, damages, costs, claims or expenses suffered by such party arising out of or in connection with:

any and all breaches by the Certification Authority of the terms of this Agreement (including but not limited to, claims arising in respect of a breach of warranty); or

any and all torts or breaches of statutory duty committed by the Certification Authority (or any officer, employee, sub-contractor or agent of the Certification Authority in connection with the performance or purported performance of the Certification Authority’s obligations under this Agreement,

will be limited to and will in no circumstances whatsoever exceed the higher of the amount set out in Part 3 of Schedule 4 for that party and the limit on the Certificate's value (if any) set out in the Certificate.

The Certification Authority’s liability to the Card Issuer for any loss or corruption of the Card Issuer's data caused and all other losses, damages, costs, claims or expenses suffered by such party arising out of or in connection with:

any and all breaches by the Certification Authority of the terms of this Agreement (including but not limited to, claims arising in respect of a breach of warranty); or

any and all torts or breaches of statutory duty committed by the Certification Authority (or any officer, employee, sub-contractor or agent of the Certification Authority in connection with the performance or purported performance of the Certification Authority’s obligations under this Agreement,

will be limited to and will in no circumstances whatsoever [insert amount].

The Registration Authority will only be liable to any of the other parties in relation to any loss sustained as a direct result of Registration Authority failing to comply with its obligations hereunder and in any event such liability will be limited in respect of each occasion that a party has relied upon the identity of such individual to the amount set out in Part 2 of Schedule 3.

Nothing contained in this Agreement will restrict any party's liability:

for death or personal injury resulting from any act, omission or negligence of that party or its officers, agents, employees or sub-contractors;

for fraud or fraudulent misrepresentation.

Term and Termination

This Agreement commences on the date shown on the first page, and will continue in force for the Term. Subject to earlier termination as provided for in this Agreement, this Agreement may be terminated by either the Certification Authority or the Card Issuer giving to all of the other parties not less than [three] month’s written notice expiring at any time after the expiry of the Term.

Any Secondary Service Provider or Third Party Agency at any time may terminate this Agreement in so far as it relates to that party by giving not less than [one] month's written notice to the Card Issuer and the Certification Authority and upon the expiry of such notice such Secondary Service Provider or Third Party Agency (as the case may be) shall cease to be entitled to receive any benefit under this Agreement and will not incur any further liability under this Agreement 

Notwithstanding the provisions of clause 8.1, this Agreement may be terminated at any time immediately by notice in writing:

by the Card Issuer if the Certification Authority is in material or continuing breach of any of its obligations under this Agreement and fails to remedy the same (if capable of remedy) for a period of 30 days after written notice of the breach by the other party;

by the Certification Authority if the Card Issuer [or Registration Authority]
 is in material or continuing breach of any of its obligations under this Agreement and fails to remedy the same (if capable of remedy) for a period of 30 days after written notice of the breach by the other party;

[by the Card Issuer if the Certification Authority ceases to be:

approved under the tScheme; and/or  

to be accredited to ISO 17799]

by the Card Issuer if any of the following events (or any event analogous to any of the following occurs in a jurisdiction other than England & Wales) occurs in respect of the Certification Authority: 

a proposal is made for a voluntary arrangement within Part I of Insolvency Act 1986 or of any other composition scheme or arrangement with, or assignment for the benefit of, its creditors;

a shareholder’s meeting is convened for the purpose of considering a resolution that it be wound up or a resolution for its winding-up is passed (other than as part of, and exclusively for the purpose of, a bona fide reconstruction or amalgamation);

a petition is presented for its winding up (which is not dismissed within 14 days of its service) or for the making of an administration order, or an application is made for the appointment of a provisional liquidator or a creditor’s meeting is convened pursuant to s.98 of Insolvency Act 1986;

a receiver, administrative receiver or similar officer is appointed over the whole or any part of its business or assets; or

it is or becomes insolvent within the meaning of s.123 Insolvency Act 1986.

Termination of this Agreement howsoever caused will be without prejudice to any obligations or rights of any of the parties hereto accrued prior to such termination and will not affect any provision of this Agreement which is expressly or by implication intended to come into effect on, or to continue in effect after such termination. 

Confidentiality

Each party recognises that under this Agreement it may receive trade secrets and/or confidential or proprietary information belonging to the other. Subject to the exclusions detailed in Clause 9.3, all such information which is designated as confidential or which is otherwise clearly confidential in nature constitutes "Confidential Information".

Each party agrees not to divulge Confidential Information belonging to another to any third party and agrees not to use Confidential Information for any purpose other than that for which it is supplied under this Agreement.

The following will not be Confidential Information for the purposes of this clause:

information which is in, or which comes into, the public domain otherwise than by reason of a breach of this Agreement or of any other duty of confidentiality relating to that information;

information obtained from a third party without that third party being under an obligation (express or implied) to keep the information confidential;

information which is lawfully in the possession of the other party before the date of this Agreement and in respect of which that party is not under an existing obligation of confidentiality.

Each party will be permitted to disclose Confidential Information to the extent that it is required to do so:

to enable the disclosing party to perform its obligations under this Agreement; or

by any applicable law or by a court, arbitral or administrative tribunal in the course of proceedings before it; or

by any regulatory body (including any investment exchange) acting in the course of proceedings before it or any regulatory body (including any investment exchange) acting in the course of its duties, or

in order to give proper instructions to any professional adviser of that party who also has an obligation to keep any such Confidential Information confidential;

The obligation in Clause 9.1 above will survive the expiry or termination of this Agreement for a period of [5] years or, in respect of any particular item of Confidential Information, until such earlier time as that item of Confidential Information reaches the public domain otherwise than by reason of a breach of this Agreement or of any other duty of confidentiality relating to that information.

Security

For so long as this Agreement remains in force the Certification Authority will adopt the procedures and implement the security measures set out in the Security Policy.

For so long as this Agreement remains in force and in accordance with the terms of the Security the Certification Authority Policy will review and enhance its security measures and the Security Policy.

The Certification Authority will allow its security facilities, procedures and documentation to be submitted for scrutiny by the Card Issuer or its auditors in order to ascertain compliance with the security policy, the relevant laws of the United Kingdom and the terms of this Agreement.

Assignment and Sub-Contracting 

The Certification Authority may not assign any benefit or obligation arising under this Agreement, without the prior written consent of the Card Issuer.

Any purported assignment which does not comply with the terms of this clause will, as between the parties to this Agreement, be null and void.

The Certification Authority will not sub-contract the performance of any of its obligations under this Agreement without the prior written consent of the Card Issuer.

The Certification Authority will be responsible for all acts and omissions of its subcontractors as though they were its own.

Benefit of Agreement

No term of this Agreement is intended to confer a benefit on, or be enforceable by, any person who is not a party to the Agreement (whether under the Contracts (Rights of Third Parties) Act 1999 or otherwise). 

Notwithstanding the provisions of clause 12.1, nothing in this Agreement will affect any rights which a third party, who has relied on a Certificate, may have against the Certification Authority under the provisions of the Electronic Signatures regulations 2002.

Entire Agreement

This Agreement, together with the Certificate Policy, the Security Policy, the Subscriber Agreement, [specify any other documents], constitutes the entire agreement and understanding between the parties in respect of the matters dealt with in [it][them] and supersedes any previous agreement between the parties [or any of them] relating to such matters [notwithstanding the terms of any previous agreement or arrangement expressed to survive termination].

Each of the parties acknowledges and agrees that in entering into this Agreement, and the documents referred to in it, it does not rely on, and will have no remedy in respect of, any statement, representation, warranty or understanding (whether negligently or innocently made) of any person (whether party to this Agreement or not) other than as expressly set out in this Agreement [as a warranty]. The only remedy available to it for breach [of the warranties] will be for breach of contract under the terms of this Agreement. 

No Partnership/Agency

Nothing in this Agreement is intended to create a partnership or joint venture of any kind between the parties or any of them, or to authorise any party to act as agent for any other. Save where expressly so stated in this Agreement no party will have authority to act in the name or on behalf of or otherwise to bind any other.

Variation

Any amendment, waiver or variation of this Agreement will not be binding on the parties unless set out in writing, expressed to amend this Agreement and signed by or on behalf on the parties
.

Waiver and Remedies

No forbearance or delay by either party in enforcing its rights will prejudice or restrict the rights of that party, and no waiver of any such rights or of any breach of any contractual terms will be deemed to be a waiver of any other right or of any later breach.
The rights and remedies provided by this Agreement are cumulative and (subject as otherwise provided in this Agreement) are not exclusive of any rights or remedies provided at law or in equity.

Severance 

If any provision of this Agreement is judged to be illegal or unenforceable, the continuation in full force and effect of the remainder of the provisions will not be prejudiced.
Notices

Notices will be in writing, and will be sent to the other party marked for the attention of the person at the address set out for such party in Schedule 2 of this Agreement [or in the event that another address has been notified by a party hereunder in accordance with and making specific reference to this clause [25] then to that other address]. Notices may be sent by first-class mail or facsimile transmission provided that facsimile transmissions are confirmed within [24] hours by first-class mailed confirmation of a copy. Correctly addressed notices sent by first-class mail will be deemed to have been delivered 72 hours after posting and correctly directed facsimile transmissions will be deemed to have been received instantaneously on transmission provided that they are confirmed as set out above.













Counterparts

This Agreement may be executed in any number of counterparts, each of which, when executed and delivered, will be an original, and all the counterparts together will constitute one and the same instrument.

English Language

This Agreement is written in English which shall be the governing language. Any translation of this Agreement into another language will be for convenience only. In the event of any conflict between the English version and any other language version of this Agreement the English version shall take precedence.

Governing Law and Jurisdiction

This Agreement will be governed by and construed in accordance with the laws of England and Wales.

Each party irrevocably agrees to submit to the non-exclusive jurisdiction of the courts of England and Wales over any claim or matter arising under or in connection with this Agreement or the legal relationships established by this Agreement.

Signed by the parties on the day and year first before written.
SCHEDULE 1

DEED OF ADHERENCE

This Deed is made on [ ] 200[ ]

Between:

1. 
[insert name] of [insert address] ("Certification Authority");

2.
[insert name] of [insert address] ("Card Issuer"); 

3.
[insert name] of [insert address] ("ABC");

4.
[insert name] of [insert address] ("XYZ");

5.
[insert name] of [insert address] ("NERCO");
Recitals:
A
This Deed is supplemental to:-

(i)
a Memorandum of Agreement dated [insert date] 200[] between the Certification Authority (1) the Card Issuer (2) ABC (3) and XYZ (4) in relation to the provision of Verification Services and Authentication Services [(“the Memorandum of Agreement”); and

(ii)
[recite any supplemental agreements/deeds of adherence]

B
Newco wishes to join in the Memorandum of Agreement as a [Third party Agency]
 on the terms and subject to the conditions set out in this Deed.

Now it is agreed as follows:

1
Interpretation
1.1
In this Deed, save where the context otherwise requires, words and expressions defined in the Memorandum of Agreement shall bear the meaning given to them in that Agreement.  

1.2
Clause 1.2 of the Memorandum of Agreement shall apply to this Deed as if the same were set out herein

2
Newco's Undertaking

2.1
Newco hereby undertakes with each of the other parties hereto that with effect from [insert date] (“the Effective Date”) it will perform, discharge and be bound by all liabilities and obligations, and shall be entitled to all rights and benefits arising under, the Memorandum of Agreement as if:

(a)
it had been a party thereto ab initio as a [Third party Agency
]; and, 

(b)
the information set out in the Schedule to this Deed had been included in the relevant Schedule to the Memorandum of Agreement

save that Newco shall only incur liabilities and acquire rights under the Memorandum of Agreement as from and after the Effective Date

3
Acknowledgement of Existing Parties

3.1
The parties hereto (other than Newco) hereby acknowledge that Newco shall be entitled to all rights and benefits arising under the Memorandum of Agreement as if it had been a party to it as a [Third Party Agency] as from the Effective Date.   

4
Existing Rights and Obligations

4.1
The provisions of this Deed shall be without prejudice to any obligations or rights of any party to the memorandum of Agreement which may have accrued prior to the Effective Date in respect of which such obligations or rights Newco shall have no liability or entitlement.

5
English Language

5.1
This Deed is written in English which shall be the governing language. Any translation of this Deed into another language will be for convenience only. In the event of any conflict between the English version and any other language version of this Deed the English version shall take precedence.
6.
Law and Jurisdiction
6.1
This Deed is governed by and shall be construed in accordance with the laws of England.  The parties hereto hereby submit to the non-exclusive jurisdiction of the English Courts

Executed and delivered as a Deed by the parties hereto the day and year first before written.

THE SCHEDULE

The following information is to be inserted into the following Schedules of the Memorandum of Agreement:

Schedule 3 Part 1

[insert appropriate details]

Schedule 3 Part 2

[insert appropriate details]

Schedule 4 Part 3

[insert appropriate details]

Executed as a deed by 

)

[
             ] Limited 

)

acting by any two directors
)

or any director and the 

)

company secretary

)














Director

















Director/Secretary

Repeat Appropriate Execution provision for each party.

SCHEDULE 2

ADDRESSES FOR NOTIFICATION

Certification Authority

Address:

For the attention of:

E-mail:

Card Issuer


Address:

For the attention of:

e-mail:


ABC


Address:

For the attention of:

e-mail:

XYZ


Address:

For the attention of:

e-mail:

SCHEDULE 3

PART 1

VERIFICATION SERVICES

[This Schedule sets out the Verification Services to be provided by the Registration Authority. In particular the Schedule will set out:

· the level to which the Registration Authority will verify each Card User's identity by reference to the levels set out in HMG's minimum requirements for the Verification of the identity of Individuals
. In most cases this will be either level 2 or level 3.

· the processes which the Registration Authority is going to adopt to verify that the identity exists, such as 

· cross checking name and address against the electoral roll

· confirm against existing relationship 

· obtain third party corroboration

· the verification data and combinations of the different types of verification data which will be relied upon by the Registration Authority typically these will include such items as:

· personal statements made by the Card User

· current passport

· current driving licence

· current benefit book

· recent Inland Revenue tax notification

· current firearms certificate

· birth or adoption certificate

· recent utility bill

· current year local authority tax bill

· the method to be adopted for collection of the verification data e.g. face to face meeting, post, on-line etc.

Where the Verification Services are to be provided by the Certification Authority this section should:

· refer to the Certificate Policy;

· include any specific verification data or processes which are required of the Certification Authority and which are not dealt with in the Certificate Policy; and

· include any changes that the parties wish to make to the way in which the Verification Services are to be provided as opposed to the way in which those services would have been provided under the Certificate Policy.

PART 2

VERIFICATION LIABILITY VALUES

[This Schedule will set out the limits of the liability accepted by each Registration Authority. Where a Registration Authority verifies the identity of individuals to different levels depending on the purpose for which the smart card is issued then different levels of liability will be set out for each level of verification. The Schedule will also make it clear that the Registration Authority will be liable only in the event that it has failed to undertake any of the procedures set out in Part 1 of this Schedule or has failed to use all due care and skill in the provision of the Verification Services.]

SCHEDULE 4

PART 1

AUTHENTICATION SERVICES

[In this part of Schedule 4 will be set out:

· any specific Authentication Services required of the Certification Authority which are not dealt with in the Certificate Policy; and 

· any changes that the parties wish to make to the way in which the Authentication Services are to be provided as opposed to the way in which those services would have been provided under the Certificate Policy.

PART 2

CERTIFICATE REQUIREMENTS

[Each Certificate will contain the following information
:

· A statement that the Certificate is issued as a qualified certificate under the Electronic Signatures regulations;

· the name of the Certification Authority and the country
 in which it is established;

· the name of the Card User;

· signature-verification data which correspond to signature creation data under the control of the Card User;

· details of the period of validity of the Certificate;

· the identity code of the Certificate;

· the advanced electronic signature of the Certification Authority;

· the following limitations on the scope of the use of the Certificate: [insert details]
;  and

· the following limits on the value of transactions for which the Certificate can be used: [insert details]
.

The wording to be included in each Certificate should be agreed. In view of the potentially complex nature of the differing purposes and values for which each party may be entitled to rely on the Certificate, it may be preferable to include general wording pointing to the levels agreed under this Agreement. The purposes for which Certificates can be relied upon and any limitations of value are set out in Part 3 of Schedule 4]

PART 3

CERTIFICATE PURPOSES

[Part 3 of Schedule 4 will set out clearly for each party:

· the purposes for which Certificates can be relied upon by that party; 

· and any limitations of value specific to that party.

The purposes and limitations should be reflected in the Certificate.]

10.
Appendix 3 – National Smart Card Project Glossary B

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazeteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































� For an example of a data processor clause see the Information Law Report


�  See Commercial Conditions Checklist for details of what to include in a payment clause.


� The exact nature of the Authentication Services will depend on the services provided by the Certification Authority and the purposes for which the Digital Signatures will be used. The services set out in this Agreement are intended to be illustrative only.


� This assumes that the Security Policy incorporates the Certification Authority's Security Specification which set out the technical and organisational security measures and includes a timetable for reviews to be undertaken of the Certification Authority's security. If these matters are dealt with in separate documents then those documents need to be included to the definition and appended at Appendix B.


� This will represent the minimum period of the agreement subject only to termination for breach of contract or insolvency.


� The consideration under this Agreement is based on the each of the parties accepting certain obligations. The key obligations are the provision of verification, authentication and revocation services. Where the Certification Authority also provides the Verification Services an obligation will need to be imposed on the Card Issuer to provide the Certification Authority with details of the Card Users.  Where the Certification Authority charges the Card Issuer for the provision of its services this clause should be amended so that the consideration is the payment of those charges.


� The two options deal with the situations where (a) each Card User is required to apply for a Digital Signature and  (b) where this is optional.


� This follows the recommendations of the Office of the e-Envoy. However, generally speaking, personal data should be retained only as long as is absolutely necessary.


� The words in brackets apply where the use of digital signatures is not mandatory.


� This follows the recommendations of the Office of the e-Envoy. However, personal data should be retained only as long as is absolutely necessary.


� This follows the recommendations of the Office of the e-Envoy. However, personal data should be retained only as long as is absolutely necessary.


� If the Certification Authority is not approved by tScheme but has been approved by an equivalent body then details of that approval or accreditation should be inserted in place of a reference to the tScheme. If the Certification Authority has not been approved or accredited by any such body then this clause should be deleted.


� If the Certification Authority is not accredited to ISO 17799 but has been an equivalent accreditation (e.g. BS 7799) then details of that accreditation should be inserted in place of a reference to ISO 17799. If the Certification Authority has not been accredited to information security standard then this clause should be deleted.


� This warranty could be backed up by an indemnity. If this is the case then specific reference to the indemnity should be made in clause 7 so that the Certification Authority's liability is not unduly limited in respect of such indemnity.


� The words in square brackets will not be appropriate if the Certification Authority is acting also as the Registration  Authority.


� If the Certification Authority is not so approved, then either the details of the relevant approval body should be inserted or a separate right of termination for breach of the Certification Authority's Security Policy or Certificate Policy.


� Alternatively any amendment need only be signed by the Certification Authority and the Card Issuer.


� This notices clause does not allow the parties to serve notices by e-mail. If e-mail is to be included as a means of serving notice, a suitable definition of the system to which e-mail notices may be sent etc will need to be included.


� Insert appropriate category of party


� Insert appropriate category of party.


� http://www.e-envoy.gov.uk/assetRoot/04/00/08/52/04000852.pdf


� The information set out in this Schedule represents the information required to be included in a 'qualified certificate'  under Schedule 1 to the Electronic Signature Regulations 2002.


� In order to issue a qualified certificate the Certification Authority will need to be established in the European Union.


� The wording of this limitation should be agreed in advance. The Certificate can be used to establish different levels of liability to each of the Card Issuer, the Secondary Service Providers and the Third Party Agencies.


� The value of the transactions  for which the Certificate can be used should be agreed in advance. The Certificate  can be used to establish different levels of liability to each of the Card Issuer, the Secondary Service Providers and the Third Party Agencies.





� Article 5 (1)  provides that an Advanced Electronic Signature supported by a "qualified certificate" issued by a "certification-service provider" meeting the criteria set out in Annex ii to the Directive will be treated in the same way as a manuscript signature. For more information see section 4 on certification-service-providers. 


� See section 4 below.	


� HMG's Minimum requirements for the Verification of the Identity of Individuals Section 4 "Requirements for Registration Levels"





� For a further non technical explanation as to how digital signatures work see paragraphs 18 to 23 of the Judicial Studies Board Digital Signature Guidelines 2000. (� HYPERLINK "http://www.jsboard.co.uk/publications/digisigs/index.htm" ��http://www.jsboard.co.uk/publications/digisigs/index.htm�).


� The extent to which this risk can be passed to a certification authority is considered in more detail in section 4 of this Report.


� For information regarding the use of biometrics please see section 6 of this report.


� In the Model Law the term "data message" relates to any information generated, sent, received or stored by electronic, optical or similar means.  


� Similar provisions were included in the E-Signatures Model Law (see below).


� Recital 4


� Recital 16


� for the remainder of this Report such signatures are referred to as "Advanced Electronic Signatures".


� Article 5 (1)


� In order to be a qualified certificate the certificate attached to the signature must be a issued by a certification-service-provider meeting the requirements set out in Annex II to the Directive  and contain all of the information set out in Annex I of the Directive. Qualified certificates are considered in more detail in part 4 of this report.


� The Directive sets out certain criteria which have to be met by devices in order to be treated as a secure-signature-creation device. For further information see Annex III to the Directive.


� The Directive refers to this third party service provider as a "certification-service-provider", for more information on PKI technology see section 4 below.


� Article 5 (2)


� In fact Part I of the Electronic Communications act 2000 is still not in force. The Government has preferred to rely upon self regulation and in this respect the tScheme was established (see section 4 on Certification-service-providers for more information).


� S7(1) of the Act defines an electronic signature as anything in electronic form as " (a) is incorporated into or otherwise logically associated with any electronic communication or electronic data; and (b) purports to be so incorporated or associated for the purpose of being used in establishing the authenticity of the communication or data, the integrity of the communication or data, or both."


� For example, a Signatory should not be able to bring a claim against the Card Issuer based on the unlawful use of the Signatory's Smart Card in circumstances where the Signatory knows that his or her smart card has been compromised but has failed to notify the Card Issuer. See further section 7 of this report.


� UNCITRAL model law on electronic commerce with guide to enactment 1996, paragraph 53.


� UNCITRAL model law on electronic commerce with guide to enactment 1996, paragraph 48.


� Interpretation Act 1978 Schedule 1 defines "writing" as including "typing, printing, lithography, photography and other modes of representing or reproducing work in a visible form, and expressions to writing are construed accordingly."


�  This will be the case with electronic data interchange (" EDI") systems where the computer systems of two or more organisations share data without the need for human intervention.


�  This will be the case in relation to e-mail, documents viewed on a web page etc.


� Re A Debtor [1996] 2 All ER 345


� for further information on certification-service –providers see section 4 below.


� The criteria related to the financial stability and competence of the trusted third party.


� The relevant provisions can be found in Part 1 of the Electronic Communications Act 2000 and Part 3 of the Regulation of Investigatory Powers Act 2000.


� Article 3 (1) provides "members states shall not make provision of certification services subject to prior authorisation".  


�  The requirements for qualified certificates are set out in Annex I to the Directive and the requirements for certification-service-providers issuing qualified certificate are set out in Annex II of the Directive.  Both of these annexes have been implemented into English law by the Electronic Signatures Regulations 2002 as Schedules 1 and 2 respectively.


�  Article 5(1) .


� Cryptography support services includes the provision of electronic signature services.


� Article 3 of the EU Directive on establishing a Community framework on electronic signatures prohibits the implementation of a compulsory registration scheme.


� This is not dissimilar to the criteria for trusted third parties.


�  For more information regarding the tScheme, please see the tScheme website at http://www.tscheme.org


�  Signature-verification data is data which is used for the purpose of verifying an electronic signature.  This will include reference to the public cryptographic key.


�  The regulation recognises that all certificates represent a snapshot.  If a valid certificate is issued, it will remain valid, notwithstanding the fact that within hours the signature to which it relates may be revoked.


� This is the information required for inclusion in a qualified certificate. See section 4.3 above.


�  In other words, that the signature has been created by the Signatory using the private key.


�  This only applies where both sets of data were created by the certification-service-provider.  It is an entitlement to rely upon the fact that the system used by the certification-service-provider actually works.


�  Regulation 4(d).


� See paragraphs i and j of Schedule 1 of the Electronic Signatures Regulations 2003 (4.3 above).


� Principle 7 is set out in Part I of Schedule 1.  It provides that "appropriate technical and organisation measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of or damage to personal data."  For information concerning the Data Protection Act 1998, the security issues raised by it and other legislation relating to the collection, storage and processing of data, please see the Information Law Report.


� On-going review of security is very important as the technology used and the organisations themselves develop constantly.


� For further information on this, see Information Law Report.


� On the face of it using words such as 'adequate' or 'sufficient' seems very appealing. The obligation to ensure that the security is appropriate is put back on the supplier. However, no information security system is ever going to be 100% effective. If it is breached then by definition it was inadequate or insufficient. Accordingly, no supplier should be willing to accept such an open ended obligation. The Data Protection Act 1998 imposes an obligation on the Card Issuer to review the security measures being taken by its data processors. If the obligation in the agreement is expressed merely as a requirement to have 'adequate' security, what will the Card Issuer measure that obligation against? What happens if the Card Issuer and the supplier have different views as to what constitutes 'adequate' security?


� The Information Law Report has specimen data processing provisions in it.


� The Information Law Report has specimen data processing provisions in it.


� See paragraph 1.20 of the PIU report.


� Published in September 2002.  Available via the e-envoy website at http://www.e-envoy.gov.uk.


� Published in January 2003 and available at the website of the office of the e-envoy "http://www.e-envoy.gov.uk) . For a review of this framework policy and guidelines see paragraph 10.6 and Section 11 in the Card Governance Report.


� The consumers identity has been verified to a high level, but in a transaction the consumer does not have to disclose his or her personal information. However, there may still be an audit trail from which the consumer's identity may deduced.


� See page 27 of the Guidelines (5 Risks and Countermeasures).


� For more information on this see part 10 of the Card Governance Report


� see section above.


� See Information Law Report


� For review of information law, see the Information Law Report.


� In the case of the UK the Information Commission


� For further information concerning the Gateway see the web site of the Office of the e-Envoy (http://www.e-envoy.gov.uk)


� See section 4.3 above.


� HMG's Verification requirements (see Section 6.2 above)


� Biometric data will be associated in the database with individuals.


� Where the certification-service-provider is not approved by the tScheme the onus will be on the Card Issuer to undertake its own investigations into the financial status and competence of the certification-service-provider. This is particularly important if the Card Issuer wishes to rely on any qualified certificate issued or guaranteed by the Certification-service-provider.


� See Information law report for an example of this type of clause.


� The main terms to be included in a contract with Card Users are considered in more detail in the Commercial Conditions checklist.


� Personal data includes biometric data.


� See section 7.5 above


� See Commercial Terms checklist
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