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1. AbstractError! Reference source not found.  TC "
EXECUTIVE SUMMARY"\l 1 

This report considers the information law issues connected with a Smart Card Scheme.  It applies the general information law issues to the specific circumstances of a Smart Card Scheme.  An overview of information law issues is set out in Appendix 2.  However, as the design of a Smart Card Scheme is something that will vary in each case this report is designed as a starting point for raising awareness of the issues to be considered.  It is not a substitute for taking specific legal advice on each Scheme.

The Office of the e-Envoy draft policy framework "Smart Cards: Enabling e-Government" cites four principal hurdles to the successful delivery of smart card services and their take-up by citizens.  Of these, two are directly relevant to information law – the need to safeguard citizens' rights in respect of Data held about them and the requirement to demonstrate someone is who they say they are, online. In addition, a MORI survey commissioned by the DCA in 2003 revealed that 60% of the public are very or fairly concerned about public services sharing their personal information. It is therefore vitally important that Card Issuers build in a consideration of the information law issues when establishing a Smart Card Scheme and that they build in compliance throughout the lifecycle of a Scheme. 

The areas addressed by this report are:

1.1 Lawfulness for Processing Data and vires

Before considering data protection compliance, human rights compliance, confidentiality and so on, a Card Issuer should always establish its powers to operate an overall Smart Card Scheme and its powers to carry out each activity involved in a Smart Card Scheme.  It should also consider the powers of any other Public Authority involved in the Scheme to satisfy itself that that Public Authority has lawful authority.  Card Issuers and other Public Authorities may have express or implied powers to carry out functions or activities.

In conjunction with considering data protection compliance and general lawfulness, a Card Issuer must consider its compliance with Article 8 of the Human Rights Act.

1.2 Status of parties for data protection purposes
There could be a complex web of relationships involved in a Smart Card Scheme.  A Card Issuer needs to establish the data protection relationships involved in a Smart Card Scheme and deal with these appropriately by contracts with Data Processors or contracts or protocols with others, ensuring at the same time that Data Subjects are aware which Data Controllers Process their information.

1.3 Data involved in the Smart Card Scheme 

Most Data held and collected as part of a Scheme from Card Users will be Personal Data and protected by the Data Protection Act.  Some Data may be Sensitive Personal Data, requiring additional protection.  A Scheme may also involve functionally "anonymised" Data although it is unlikely that a Scheme will operate solely on an anonymised basis.  When using anonymised Data the Card Issuer should consider whether at any level it may be identifiable – for example because it states that only one person in a particular postcode has taken up a particular service.  In any event Card Users should be made aware of this use of their information.

1.4 Grounds for Processing Data

Data Controllers need to have a ground for Processing Personal Data from Schedule 2 of the Data Protection Act and an additional ground from Schedule 3 where they Process Sensitive Personal Data.  There are no exemptions from this requirement.  For Local Authorities acting within their lawful powers the Schedule 2 ground available will be that the processing is "necessary for the exercise of any functions conferred…by or under any enactment".  Consent is not a ground available to Local Authorities under data protection but may well be necessary for human rights purposes.  Under Schedule 3 Card Issuers will require a further ground to Process Sensitive Personal Data.  Card Issuers should again be able to rely on the fact that the Processing is necessary for the exercise of any function conferred by or under any enactment but should therefore consider to what extent Sensitive Personal Data are needed for the purposes of the Scheme.  Other non-public sector participants may require explicit consent of Card Users to Process their Sensitive Personal Data.

1.5 Information for Data Subjects

It is important, not just from a compliance perspective but also from a public perception perspective, that Card Issuers ensure that they provide the correct information to Card Users in the most appropriate way.  It has been suggested (for example by the DCA) that public confidence in the way in which the public sector uses personal information has never been high -Smart Card Schemes may be seen as an opportunity to improve public perception.

From the LCD/ DCA  consultation, it appears that Card Issuers should have at least the following documentation in place:

· Public Services Trust Guarantee

· Service Specific Statement 

· Code of Practice

· Management Guidance

· Complaints Procedure

· Data Sharing Protocols if required

In terms of providing information to Card Users, (otherwise called a data protection notice or privacy statement) Card Issuers need to concentrate on the service specific statements and the wording to be provided on application forms as this is the information required to be provided under the Data Protection Act and will be smart card specific.  Whilst it is important to take into account making the other information available to individuals, particularly the complaints procedure,  these (with the exception of the data sharing protocols) are likely to be common to the Card Issuer's organisation as a whole and their creation will not necessarily be within the remit of the Smart Card Scheme.

The methods of making information available may vary but will include websites, information leaflets, application forms and in response to specific requests.  Consideration should be given to use of the Information Commissioner's "padlock".

1.6 Use of Personal Data for marketing

It is recognised that marketing is not generally actively undertaken by Local Authorities but Card Issuers and others that do market must ensure compliance with the Data Protection Act and the new Privacy and Electronic Communications (EC Directive) Regulations 2003 which govern marketing by e-mail, telephone SMS/MMS and fax and regulate the use of cookies.  

Card Issuers must establish their lawfulness for using Personal Data for marketing purposes.

1.7 Use of any smart card number

Card Issuers need to ensure that they do not fall foul of the law by using certain existing numbers such as National Insurance numbers for smart card reference purposes.  They should ensure that the use of any specifically created unique smart card numbers for wider purposes is carefully controlled.

1.8 Data sharing

Once a Card Issuer has determined that it has a power to share Data, the rest of the law in this area such as the Human Rights Act and the Data Protection Act can be seen as providing safeguards for individuals in the way in which this is done, rather than necessarily providing barriers.  Common processes, consent forms and information can assist from the outset in ensuring that data sharing is managed effectively. 

1.9 Disclosures

Data in a Smart Card Scheme may be of value to others and a Card Issuer may receive requests for this.  Data sharing issues should be considered but if the Card Issuer wishes to disclose the Data the non-disclosure exemptions contained in the DPA should also be considered in relation to specific disclosures as these may be a way in which a disclosure can be legitimised although they do not make a disclosure mandatory.

1.10 Data matching 

Data Controllers should have regard to any powers or restrictions both on passing on Personal Data within their organisation to other departments and on using Data collected by other departments to check their own information.

1.11 Security

Security is a key issue for a Card Issuer.  It must have regard to technical and organisational measures to protect Personal Data.  This could include access controls and segregation as well as staff training.

1.12 Subject access and individual rights 

The most frequently exercised right under the Data Protection Act is that of subject access.  Card Issuers should have procedures in place for dealing with this, should consider whether other members of the Scheme are Data Controllers or Data Processors and how other members of a Scheme will comply and should consider how to make access available more quickly than the 40 days provided for by law.  They should have regard to the other individual rights and ensure that they can comply with these.

1.13 Compliance with other data protection principles

There are eight data protection principles which must be complied with, for example, in relation to retention and accuracy of Personal Data.

1.14 Notification

All Data Controllers involved in a Smart Card Scheme must ensure that they are correctly notified with the Information Commissioner.  Failure to do so is a criminal offence.

1.15 Freedom of Information

Freedom of Information is likely to have wide-ranging effects on the public sector.  A Card Issuer should consider what impact this will have on a Scheme and what policies and procedures the Scheme should have in place.

Human rights and confidentiality are not included as specific areas of the report as they are discussed throughout the report in the areas on which they have an impact.  An overview of these topics is however included in Appendix 2.

A selection of Data Processor agreements/clauses is included at Appendix 4 and a data protection notice toolkit at Appendix 5.  Card Issuers will need to take advice on the use of these appendices.  Please note that the copyright in Appendices 4 and 5 vests in Masons.
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2. 2  TC "
INTRODUCTION"\l 1 
Introduction

This report focuses on the information law issues connected with a Smart Card Scheme.  It applies the general information law issues to the specific circumstances of a Smart Card Scheme.

By way of background to this report, a brief guide to information law is attached at Appendix 2. 

This report should be read in conjunction with the Introductory Report, which prefaces the series of legal reports.

In preparing this report, we have had regard to:

The legislative and secondary source material listed in Appendix 3 makes 
the following assumptions:

· the assumptions listed in the Introduction to the Card Governance Report and in the Introductory Report;

· that the Local Authority will take specific advice or carry out specific investigation into its statutory powers to undertake the Smart Card Scheme;

· that, as a Smart Card Scheme will vary in each case, specific legal advice will be sought on the information law issues as they relate to each Scheme.  This report is intended to act as a guide to the issues only;

· that each participant in a Smart Card Scheme will determine for itself whether it is a Public Authority for the purposes of vires and lawfulness as well as for the purposes of the Freedom of Information Act 2000.

Examples of a Data Processor contract and Data Processor terms are set out in Appendix 4.  A sample Data Protection Notice and guidance is set out in Appendix 5.  However, these appendices are for guidance only.  They may be used by Card Issuers as part of the procurement pack envisaged but are a starting point, not a comprehensive method of ensuring compliance in each case.  Please note that the copyright in Appendices 4 and 5 vests in Masons.

Phrases or words beginning with a capital letter are defined terms.  Definitions may be found in either the body of this report, the master glossary or the Information Law specific glossary at Appendix 1.

Throughout this report we have assumed that Smart Card Schemes will be set up to ensure interoperability.  This is discussed further in the Card Governance report.  The information law issues relating to interoperability are discussed where appropriate throughout this report – for example in relation to the status of the parties for data protection purposes, information for Data Subjects, security and segregation. 

Social inclusion and accessibility are not purely data protection issues and the wider issues have been discussed in the Card Governance report.  Where appropriate data protection issues arise, these are flagged in the body of this report.  For example, accessibility issues arise in making information available to Data Subjects as well as in collecting and protecting Sensitive Personal Data. 

3. 3  TC "
LAWFULNESS FOR PROCESSING DATA AND VIRES"\l 1 
Lawfulness for Processing Data and Vires

3.1 Introduction

This report does not look at the overall lawfulness or vires of a Card Issuer to operate a Smart Card Scheme as this is something that each Card Issuer must consider in relation to each Scheme.  However, it is vitally important that a Card Issuer operates within its powers but it is particularly important where Personal Data are Processed.  This section sets out the basic principles for Card Issuers to consider.  Public Authorities should document the legal basis on which they purport to be acting. The DCA Legal Guidance gives a comprehensive summary of some of the legal issues relevant to Public Authorities Processing Personal Data.
3.2 Human Rights Act

Article 8 of the European Convention on Human Rights, incorporated in the Human Rights Act 1998 states that "Everyone has the right to respect for his private and family life, his home and correspondence".  Any interference with this right by a public body must be justified as being in accordance with the law, in pursuit of a legitimate aim and necessary in a democratic society.  The legitimate aims are set out in Appendix 2.

There is therefore a proportionality requirement whenever a Public Authority seeks to interfere with this right on one of the permissible grounds.  The Public Authority must weigh up the rights of the individual or individuals against the wider public interest goal taking into account all the circumstances of the case, including whether the interference in that particular way is necessary, whether appropriate safeguards are in place and whether the aims are clear and legitimate.


There has been case law under the European Convention on Human Rights as to collecting personal information.  The collection of personal information without consent, whether from the Data Subject under compulsion or from third parties, by a Public Authority will generally be an interference with the privacy right as will the collection of a dossier of information about an individual without the knowledge or consent of the Data Subject.  Any interference must be for one of the legitimate purposes and proportionate and in accordance with the law.  For example in X v UK (30 DR 239 1982) the court found that a statutory requirement to provide information in connection with a national census was a justifiable interference with Article 8.
Card Issuers must therefore ensure that a Scheme does not involve any covert or compulsory collection of Personal Data unless there is a legal basis for this and it is justifiable.

The Card Issuer must ensure compliance in addition to compliance with the Data Protection Act.  Whilst consent may not be necessary under the Data Protection Act, it may be appropriate to ensure compliance with human rights although, as discussed below, the Card Issuer will still need a lawful statutory power to Process the Data.  Consent is not a means of curing unlawful Processing.

3.3 Principle 1 Data Protection Act

Principle 1 of the Data Protection Act states that Personal Data must be Processed fairly and lawfully.  In terms of lawfulness, this means that if a Card Issuer acts outside its statutory powers (or common law or prerogative powers for central government) and the Processing of Personal Data is involved, it will automatically be in breach of the Data Protection Act.

This is an area that can be overlooked by Public Authorities, particularly where an activity appears to benefit the public.  However, simply because a Smart Card Scheme may seem like a good idea, this does not mean that the Card Issuer is entitled to do it.  Additionally, even if it is lawful for a Card Issuer to operate an overall Smart Card Scheme, individual aspects of the Scheme may not be lawful.  For example, Card Issuers should be particularly careful to establish the lawfulness of sharing Personal Data, of cross-matching Personal Data, of using Personal Data collected for one purpose for another purpose and so on. All these issues are covered in more detail later in this report.  Often organisations may consider that if they obtain the consent of the individual to do something, this legitimises the Processing.  Consent does not legitimise the Processing if there is no power to do it in the first place.

Lawfulness issues may arise in particular where a Mandatory Scheme is proposed, particularly where the service provided by the Card Issuer is a statutory service. For example, if there is a requirement for a service to be provided, will a Mandatory Scheme mean that in some cases a service may not be available, such as when a Card is lost?  If so, the Card Issuer would not be acting in accordance with the law if it failed to provide the service.  Mandatory Schemes are discussed further in the Card Governance report.

Lawfulness also needs to be considered when collecting Personal Data in the first place.  Are there statutory powers to collect Data, whether express or implied? Is collection of Data reasonably incidental to statutory powers?  Databases that are maintained in connection with an administrative function could be said to be incidental to that function but the situation is not clear-cut where several Public Authorities wish to set up a shared database with a multiplicity of purposes.  Data segregation may be one means of getting around this – see Section 10.6 on data sharing and Section 13.3 on security.   

3.4 What powers do Card Issuers have?

The starting point for a Card Issuer is always to consider whether it has the powers to carry out any proposed activity.  This is a question of administrative law and needs to be looked at on a case by case basis.  A Card Issuer cannot act outside its statutory powers and so the first thing a Card Issuer should do is determine the purpose or purposes for the Scheme and the powers it has to carry out the purpose or purposes.  The powers may be express statutory powers or they may be implied.  For example, section 111(1) Local Government Act 1972 provides that Local Authorities "shall have the power to do anything …which is calculated to facilitate, or is conducive or incidental to, the discharge of any of their statutory functions". This is not a free-standing power.  It applies where the authority has a specific statutory function and allows the authority to carry out tasks that are incidental to achieving the function.

Section 2(1) of the Local Government Act 2000 provides that Local Authorities have the power to do anything which they consider is likely to achieve the objectives of the promotion or improvement of the economic well-being of their area, the social well-being of their area or the environmental well-being of their area as long as there is no statutory bar to their doing so.

These provisions are likely to be useful to Card Issuers setting up a Scheme and also where several Card Issuers are setting up a joint Scheme but other powers may be needed, for example charging powers.  The issue of lawfulness and data sharing is discussed in more detail in Section 10 on data sharing.

4. 4  TC "
STATUS OF THE PARTIES FOR DATA PROTECTION PURPOSES"\l 1 
Status of the Parties for Data Protection Purposes

4.1 Introduction

It is important for data protection purposes to establish whether those involved in a Smart Card Scheme are Data Controllers, Data Processors, Data Subjects or third parties.  The legal issues that affect each party are different.  This section explains how each party is classified and relates this to a Smart Card Scheme.  It also discusses contractual issues that need to be considered in an information law context.   It is worth remembering that the status of each party will depend on how the Scheme is structured.  The Card Governance report deals with this further but in relation to information law issues a governing board or management structure will be highly desirable as a means of authorising or agreeing particular activities and ensuring consistency.

4.2 Data Controllers

A Data Controller is a party which controls the purposes for using the Personal Data.  This may be linked to data ownership but does not necessarily have to be.  For example, a database can be owned by one party but other parties can have access to this information in their own right and in such a case it is likely that all parties will be Data Controllers for the information that they use.

It is important for a party to determine if it is a Data Controller as it is Data Controllers that have legal responsibility for complying with the Data Protection Act.

4.3 Data Processors

A Data Processor is a person or organisation that Processes Personal Data on behalf of a Data Controller.  Data Processors do not have ultimate control over the Personal Data although having some autonomy in the actual way in which Personal Data are Processed does not necessary preclude them from being a Data Processor.  There does not need to be any significant access to Personal Data for an organisation to be a Data Processor, nor does the prime purpose of the organisation's involvement have to be to Process Personal Data.   For example, IT suppliers and consultants can be Data Processors if their systems involvement gives them access to Personal Data.

Where a Data Controller uses a Data Processor, the Data Controller must ensure that it enters into a contract with the Data Processor under which the Data Processor can act only on the instructions of the Data Controller and under which the Data Processor provides certain security guarantees.  This is a requirement of the DPA, Principle 7.  It is also commercially sensible for the Data Controller to obtain warranties and indemnities from the Data Processor in relation to compliance.  The contract can be a standalone contract or provisions can be included in terms and conditions or a contract dealing with other issues.  An example of each is included at Appendix 4.  

The LCD/DCA consultation referred to in Section 7.6 also recommends that sub-contractors (ie Data Processors) that provide services should be required to sign up to the proposed public services trust guarantee and this could be built into the contractual process although this is over and above the requirements of the DPA.

4.4 Data Controllers and Data Processors in a Smart Card Scheme

A Smart Card Scheme is likely to involve a complex set of relationships.  The contractual issues relating to these relationships are discussed in the Card Governance report.  This section discusses these relationships from a data protection perspective, 

4.5 Card Issuers

The Card Issuer will be a Data Controller as it has overall responsibility for the provision and operation of the Smart Card Scheme and therefore has responsibility for the Personal Data it collects as part of the Smart Card Scheme.  However, whilst it will be responsible for the Personal Data collected in conjunction with the overarching Smart Card Scheme as well as any service it provides via the Smart Card Scheme, it will not necessarily be responsible for the Personal Data collected by Secondary Service Providers or joint Card Issuers.  This will depend on how the relationship and contract is structured with each Secondary Service Provider or joint Card Issuer and to what extent there is data segregation.   

4.6 Secondary Service Provider 

Each Secondary Service Provider will be a Data Controller for the Personal Data it collects as part of the Smart Card Scheme.  This is in addition to the Card Issuer being a Data Controller.  It is likely that the Card Issuer and the Service Provider will have control over different sets of Data.

Whilst there is not necessarily a legal obligation to include specific contractual clauses in a contract between two Data Controllers, it is advisable for the contract between the Card Issuer and the Secondary Service Provider to deal clearly with data protection status.  The contract should make it clear to what Personal Data each party has access and rights over; that in relation to each set of Personal Data each party is a Data Controller and responsible for compliance in its own right and should deal with security and segregation issues.  The contract may also deal with practical issues such as each party providing the other with assistance if a subject access request for information is received from a Data Subject and in respect of any joint application process etc. The identity of each Data Controller must be made available to Data Subjects – see Section 7.2 on information for individuals.  The Card Issuer may require a warranty from the Secondary Service Provider that it will comply with its obligations and an indemnity in the event of loss caused by a failure to do so.    

4.7 Joint Card Issuers

Where there are Card Issuers involved in a joint Scheme it is likely that the Card Issuers will be Data Controllers either jointly or in common depending on whether it is the same Data that the Card Issuers have access to or only Data from those in their own areas.  This should be dealt with in an agreement between joint Card Issuers.  It is also important that Card Users are aware of who has their information.  This is discussed in Section 7.2 on information for individuals.

4.8 Card Supplier

The Card Supplier may or may not be a Data Processor depending on the scope of its activities.  If the Card Supplier simply provides physical Cards to the Card Issuer without being involved in any Personal Data collection then the Card Supplier will not be a Data Processor; the Card Issuer need only consider general contractual issues.

Where a Card Supplier provides further services, for example in sending out cards, in activating cards with personal details or anything else that involves use of Personal Data then the Card Supplier will be a Data Processor.  The Card Supplier will not be a Data Controller unless it is using information in its own right which is unlikely if it is simply providing a service to the Card Issuer.

The Card Issuer will need to put in place a Data Processor contract or clauses with the Card Supplier in such cases.  Each Secondary Service Provider will need to consider whether a Card Issuer has access to its Personal Data and again put in place a contract where appropriate.  

4.9 Other Card Issuers and other Secondary Service Providers

Where Smart Card Schemes are set up to ensure interoperability, Card Issuers may have access to the Personal Data of other Card Issuers or Secondary Service Providers.  It is likely that each Card Issuer will be a Data Controller for whatever Personal Data it accesses and this issue should be dealt with between the parties by way of contract or protocol.  

Similarly, where it becomes necessary for one Secondary Service Provider to have access to the Personal Data of another Secondary Service Provider or Card Issuer it is likely that all parties will be Data Controllers and this should be dealt with in a contract between the parties.

These issues are discussed further in Section 10 on data sharing.    

4.10 External Project Manager/Consultants

Any external project managers or consultants in relation to a Smart Card Scheme, for example during the Development and Implementation Stages, will be Data Processors if their work involves access to Personal Data. 

4.11 Contractors & Sub-contractors

Any other contractors will be Data Processors to the extent that they have access to Personal Data.  As recommended in the Card Governance report, where a prime contractor uses sub-contractors, the Card Issuer should be established as an interested third party, able to enforce its rights directly.  This applies in relation to the Data Processor Contract or clauses – either the Card Issuer as Data Controller should enter into a direct Data Processor Contract with sub-contractors or the contractor contract should have a provision giving the contractor delegated authority to appoint sub-contractors and requiring it to impose certain conditions on its sub-contractors with a direct power for the Card Issuer to enforce.

4.12 Employees

Employees of a Data Controller do not become Data Controllers or Data Processors where acting in the course of their duties and so no specific data protection provisions need to be imposed over and above the usual data protection and confidentiality clauses in employment contracts.  The issue of employees and security is discussed in the Section 13.3 on security.

4.13 Data Subjects/Card Users

Card Users will be Data Subjects under the Data Protection Act – individuals on whom Personal Data are Processed.  Card Users will have the rights given to them under the Data Protection Act and will be able to exercise these against Data Controllers.  In relation to any one Smart Card Scheme, Card Users may have a relationship with several Data Controllers.  Card Users cannot exercise data protection rights against Data Processors under the Data Protection Act but may be able to enforce contractual provisions against a Data Processor where these are expressed to be for the benefit of the Data Subject in the contract.

4.14 Disclosures

This is discussed in Section 11 on disclosures but Card Issuers should be aware of who they disclose information to.  Such a person or organisation may be a Data Controller or a Data Processor.  Card Issuers should impose restrictions on others with access to any Data for which the Card Issuer is a Data Controller.

4.15 Changes to status

If the involvement of any of the parties in a Smart Card Scheme changes, it is important to consider such changes in a data protection context.  When any new parties come on board it is again important to establish their status and deal with this appropriately.  We have not looked at any specific issues relating to the Card Issuer being or subsequently becoming a separate company or a joint venture company but in such cases it is particularly important to establish the identity of the correct Data Controller to ensure that Data Subjects are provided with correct information.  An example of a change of status would be where service provision is transferred to a new organisation which would become a Data Controller and Card Issuers should allow for this possibility when setting up a Scheme, for example by referring to this in notices to Data Subjects.

5. 5  TC "
DATA INVOLVED IN THE SMARTCARD SCHEME"\l 1 
Data Involved in the Smart Card Scheme

5.1 Introduction

This section considers what is meant by Personal Data and what sort of Personal Data may be included in a Smart Card Scheme.

5.2 Personal Data

A definition is included in the Glossary and more information is given in the Legal Guidance issued by the Information Commissioner but Personal Data include both automated or computerised data and manual data held in relevant filing systems.

In a smart card context all information on Card Users collected as part of the Scheme is likely to be Personal Data.  This applies whether the Card User can be directly identified from a piece of information or indirectly identified, for example because the information is referenced by smart card number rather than by name.  The provisions of the Data Protection Act apply to all Personal Data.

5.3 Sensitive Personal Data

It is likely that Sensitive Personal Data will be Processed in connection with a Smart Card Scheme, for example in relation to accessibility of a Reader it may be that a Card User chooses certain preferences based on a disability.

A Card Issuer and other participants may need consent to Process Sensitive Personal Data and this should be built into the application process or any subsequent collection process, such as where a Card User chooses new preferences on a Reader.

Card Issuers should consider the extent to which Sensitive Personal Data are required and the need to retain this information.

5.4 Anonymous data and non-Personal Data

It is unlikely that a Smart Card Scheme will be operated wholly anonymously.  A wholly anonymous Scheme will lead to difficulties in providing customer support, determining card misuse, determining take up etc.  Secondly in semi-anonymous schemes, even where information is Processed by reference to a number, it is likely that the Card Issuer will have the key to link the number with the name and so will know the identity rather than a name, even if it has no intention of using that identity.

However, in some cases anonymous Data may be used, for example for statistical analysis such as in determining take up of the Scheme or popularity of particular services.  Where the information is truly anonymised, the Data Protection Act will not apply.  The Information Commissioner's view is that it can be difficult to truly anonymise Data simply because the Data Controller may be able to cross-reference with other Data to arrive at Personal Data, again even if it has no intention of doing so.  In addition, it would be sensible to treat all Data on individuals as Personal Data, even where this may not be Personal Data under the Data Protection Act.  This is to ensure compliance with Article 8 of the Human Rights Act as the privacy right is not restricted to Personal Data.  A Card Issuer should require all participants to agree to this.

6. 6  TC "
GROUNDS FOR PROCESSING PERSONAL DATA"\l 1 
Grounds for Processing Personal Data

6.1 Introduction

Principle 1 of the Data Protection Act requires a Data Controller to have a ground or justification for Processing Personal Data.  The possible grounds are set out in Schedule 2 of the Data Protection Act.  Where Sensitive Personal Data are Processed, the Data Controller must have an additional ground for Processing from those set out in Schedule 3 of the Data Protection Act.  This section looks at the grounds that may be applicable to a Card Issuer.  It is important to remember that each Processing activity requires a ground for Processing so that a Secondary Service Provider that relies on consent for setting up its Scheme may find that it does not have consent to do everything now required – for example making a disclosure to the police.  It would need to consider what ground it had for that specific disclosure.

It is important to remember that there may be many parties involved in a Scheme, some of which will be in the public sector such as Local Authorities and government departments, others which will be in the private sector.  Different grounds may apply to each.

As discussed in Section 3 on lawfulness, Local Authorities must act under statutory powers.  Therefore, under the Data Protection Act they should always be able to rely on the ground that it is necessary for the exercise of functions conferred by enactment (see Section 6.2.2).  Having consent will not help an Authority if it does not have lawful power in the first place and if it does have lawful power then it does not need consent.

However, consent may be required under the Human Rights Act to legitimise Processing – see Section 3.2. Unless a Public Authority can justify its interference with the fundamental human right under one of the permissible grounds it will need the consent of the individual and in any event will need to act lawfully and proportionately.  Having consent will not do any harm from a data protection perspective as it will go towards a Local Authority ensuring fairness under Principle 1 which is a general requirement.  However, Card Issuers should bear in mind that if they do not need consent under human rights then data protection does not impose a requirement for them to have consent.  Similarly, the fact that they have determined that an activity is lawful and necessary for the exercise of functions conferred by or under any enactment under the DPA may point to its being lawful and proportionate under Article 8 HRA but Local Authorities need to bear in mind that the HRA may impose a higher burden on them as the interference must fall within one of the specified grounds and the HRA does not just relate to Personal Data.  Other participants may however need consent.  Authorities need to establish and document both their human rights and their data protection justifications for carrying out any activity.

6.2 Schedule 2 Grounds

The most commonly cited ground in Schedule 2 is that of consent.  It is a common misconception that Data Controllers need the consent of a Data Subject before they can use Personal Data.  This is not the case as consent is only one of the grounds listed in Schedule 2 and as discussed above and below consent in data protection terms is not available to Local Authorities.

6.2.1 What is consent?

Consent may need to be obtained by Secondary Service Providers and by Card Issuers for human rights purposes.

There is no definition of consent in the Data Protection Act, however there is a definition in the Data Protection Directive 95/46/EC on which the Data Protection Act is based.  This says that consent must be a freely-given, specific and informed indication of the wishes of the Data Subject.  This means that a Data Subject must not be forced or coerced into giving consent, they must not be misled and must be given a clear indication of what they are consenting to.  Data Subjects must also signify their agreement in some way for consent to be valid, there must be a positive action such as ticking a box, returning a form or indicating consent in a telephone call. Consent cannot be inferred from silence. 

However, Card Issuers should consider what will happen where consent may not be possible or appropriate.  Consent must be freely given and can be withdrawn – this means that Card Users that are asked to consent to something must be able to say no, either at the outset or subsequently.  Therefore, in relation to a Mandatory Scheme covering a statutory service where there is no opportunity for the Card User to obtain the service in a different way and the Card Issuer will be in breach of its obligations if it fails to provide the service, consent would not be appropriate.  This is because the consent would effectively not be freely given as the Card User would have no choice and because those Card Users who subsequently withdraw consent would have no means of obtaining the service.  The same may apply where Cards are issued on the basis of existing information without an application process, unless Card Users have to go through a positive process of activating the Cards – this would be the case, for example, where existing Data are used to issue the Cards but Card Users that wish to take up the Cards have to return something to activate the Card, such as a signed application form or have to physically activate the Card in a Reader.  

In cases where no positive action is required, human rights implications must be considered i.e. is this a justified interference with the Article 8 privacy right or is consent required?

Consent is, however, likely to be the ground used where a Secondary Service Provider is providing additional benefits and services to Card Users.  The way in which consent is obtained is discussed in Section 7.5 on Information for Data Subjects. 

Consent may also not be appropriate where a Card is issued to a minor – the Card Issuer may have to consider obtaining the consent of the parent or guardian,  although minors may be capable of providing valid consent, certainly where they are over a certain age.  The age at which children are regarded as being able to give consent may vary with the right in question but in terms of data protection it is generally considered that children over 12 have sufficient capacity to exercise legal rights and this could be applied to the issue of consent.  Although it is a question of fact in each case whether a child has sufficient capacity earlier or later than 12, a Card Issuer will need a policy that it can consistently follow and it should consider at what age it will ask a child for consent, weighing up the subject matter of the consent, the rights and interests of the child and any prejudice that might result from asking parents or guardians for consent.  The situation is different for contractual purposes as discussed in Section 10.7.2 of the Card Governance report (WP8-02).

6.2.2 Other Schedule 2 grounds

The following Schedule 2 grounds are further examples of how the Processing in a Smart Card Scheme may be justified:

Necessary for the performance of a contract to which the Data Subject is a party.  

Where a Card Issuer is making services available to Card Users for which they have actively signed up, it could be argued that there is then a contract in place between the Card Issuer and the Card User and any particular type of Processing is necessary to fulfil this contract.  However, in such a case it would be more usual to rely on consent or functions conferred by enactment as the grounds for Processing.   This ground could be used if it was not entirely clear from the application process whether a Card User has consented to something (for example because a particular method of Processing or a particular disclosure was not spelt out).  This ground may not be appropriate where a Card Issuer is fulfilling a statutory obligation to provide a service as, in such a case, it is unlikely that there will be a contract for the provision of the service, the Card Issuer is simply fulfilling its statutory duty.  Guidance on contract law is included in the Card Governance report at Appendix 2.

Necessary for compliance with a legal obligation other than one imposed by contract.

This may be argued where the Card Issuer is under a statutory obligation to disclose Data, it would not have to seek consent to disclose.

Necessary for the administration of justice

This is unlikely to be of wholesale use for a Smart Card Scheme but may be of relevance where a particular data sharing exercise is proposed.

Necessary for the exercise of any function conferred on any person by or under any enactment.

This ground will be argued where a Card Issuer is providing a statutory service and determines that a Smart Card Scheme is necessary to enable this service to be provided.  However, it arguably goes wider than this to permit Processing "where governing legislation simply empowers  rather than obliges a controller to carry out a particular function" (Jay and Hamilton).  The DCA Legal Guidance states that this will cover "processing that is carried out pursuant to express statutory powers or that is reasonably required or ancillary to the exercise of express or implied statutory functions".  A Card Issuer acting within its lawful powers should always be able to rely on this ground.

Necessary for the exercise of any other function of a public nature exercised in the public interest by any person.

This ground goes wider than where a Smart Card Scheme is being operated in accordance with express or implied statutory powers.  It applies to any person and so could apply to voluntary organisations or private bodies that are Processing for functions of a public nature exercised in the public interest – arguably Secondary Service Providers such as bus companies that are now in the private sector but are traditionally seen as a public function could rely on this ground.  However, this has not been tested although there is case law under the European Convention on Human Rights which suggests that a function is public if the state would provide it if no-one else did.

Necessary for the purposes of the legitimate interests of the Data Controller or a third party to whom Data are disclosed where this is not unwarranted by reason of prejudice to the rights and freedoms or legitimate interests of the Data Subject in any particular case.

This is a ground often used by the private sector to justify a variety of activities such as marketing.  It involves a case by case consideration of the benefits to the Data Controller or third party versus the interests of the individual.  In a Smart Card Scheme this ground could be used by Card Issuers and Secondary Service Providers where they do not have consent provided that they have considered the proportionality of any activity.

6.2.3 What is "necessary"?

The DCA's view in its Legal Guidance is that necessary "encompasses matters which are "reasonably required or legally ancillary to" the accomplishment of the specified purposes, it is not limited to those matters which are "absolutely essential" to the accomplishment of those purposes".  If there is any interference to the rights of the individual and to the rights of third parties then the proportionality of this interference will also go towards determining whether it is necessary.  

For example in R v Chief Constable of Essex, ex parte Ellis [2003] EWHC 1321 (Admin) the court considered interference to the rights of the individual as well as his family (in relation to a photo of the individual being used in an "Offender Naming Scheme").
The Information Commissioner's view in his Legal Guidance of "necessary" is that Data Controllers "will need to consider objectively whether:

the purposes for which the data are being processed are valid, 

such purposes can only be achieved by the processing of personal data and,

the processing is proportionate to the aim pursued."
6.2.4 Schedule 3 grounds

It is generally more difficult to find a ground for Processing Sensitive Personal Data.  There is the ground of explicit consent.  It is not clear what the difference is between consent and explicit consent but the Information Commissioner advises that Data Controllers would want to make sure that they give information as to the specific detail of the Processing, the particular type of Data to be Processed (or even the specific information), the purposes of the Processing and any special aspects of the Processing which may affect the individual, for example, disclosures which may be made of the Data.

Other grounds under Schedule 3 which may be relevant to a Smart Card Scheme will be that the Processing is necessary for the administration of justice or for the exercise of any functions conferred on any person by or under an enactment which will generally be the ground that a Local Authority will rely on.  There is no wider ground as with Schedule 2 that allows Processing for the exercise of functions of a public nature. 

Card Issuers that Process Sensitive Personal Data as part of a Smart Card Scheme need to consider carefully why this is needed and the grounds on which they are Processing – and it may be unlikely that there is wholesale collection of Sensitive Personal Data.  However, there is likely to be some, for example in relation to Reader preferences.

7. 7  TC "
INFORMATION FOR DATA SUBJECTS"\l 1 
Information for Data Subjects

7.1 Introduction

Principle 1 of the Data Protection Act requires certain specified information to be provided to Data Subjects. This information is the identity of the Data Controller, the purposes for the Processing and any other information necessary in the circumstances of the case to make the Processing fair.  If this information is not provided then the Processing is not to be treated as fair for the purposes of Principle 1.

Where Data are collected directly from a Data Subject, this information must be provided or made readily available at or before the time it is collected from the Data Subject.  Where Data are collected from a third party (and not directly from the Data Subject), the information must be provided or made readily available generally at or before the time of collection or as soon as reasonably practicable thereafter.  Where Data are to be disclosed to a third party within a reasonable period then providing information to Data Subjects can be delayed until the time of such disclosure.

This section looks at the type of information that should be provided to Card Users and how this can be made available.  This section takes into account the consultation issued by the LCD (now the DCA) in April 2003 and the response published in November 2003.  A data protection notice toolkit is provided at Appendix 5.
7.2 Identity of the Data Controller

Who the Data Controller is has been discussed in Section 4 and it is this identity that needs to be clear to the Card User.  Where a joint Scheme is operated or Secondary Service Providers are involved, the identities of these Data Controllers must also be made clear and it is important to consider how this will be done – whether each Data Controller will issue its own documentation or whether a joint set of documentation can be used.  In either case, the full legal name of each Data Controller must be given to Card Users.  Even if a joint set is used, it may not be appropriate for other participants to access all the information provided and controls will need to be in place to ensure that only the appropriate information is accessed by each Data Controller.  This is discussed further in Section 13.3 on segregation.

7.3 Purposes for the Processing

Each purpose for the Scheme must be considered and documented.  The Card Issuer will need to consider a balance between providing enough information for the Card User to be fully informed as to the purposes without giving them so much information that they do not then understand it.  This would undermine public confidence in the Scheme.

It is unlikely to be sufficient to simply state the purpose of the Smart Card Scheme, for example to provide school meals as there will be wider, less obvious, purposes that will need to be explained.  These could include analysing take up of services, marketing, credit checking, disclosing or sharing information, use of the Smartcard number etc. 
Any future purposes of the Smart Card Scheme that are contemplated but not rolled out at inception must be considered to ensure that the Card is "future-proof" so that the Card Issuer does not have to renotify Card Users of additional purposes as and when required which in many cases would require consent for such use to be obtained (see Section 15.3 on Principle 2).  As it is likely that a Smart Card Scheme will always be multi-application with future services being added at the request of the Card User, the possibility of future partnerships and new services must be covered in the initial documentation.

7.4 Any other information necessary in the circumstances to make the Processing fair

This information will vary in each case.  It may include telling people about their right to subject access, how they can correct inaccurate Data, to whom Data may be disclosed and who else can access the Data on the Card, what marketing methods may be used, whether information to be provided is voluntary or mandatory and what happens if it is not provided, what choices the Card User has etc.  In a Smart Card Scheme it is likely to include all of these categories.

7.5 Consent

Consent is discussed in Section 3 in respect of compliance with the Human Rights Act and discussed further in Section 6.2.  It is raised here because the data protection notice/application form will be the obvious place to get this consent for a Smart Card Scheme.  This is not just because this is a simple collection mechanism but also because of the requirement for consent to be fully informed.  Asking for consent where required after having explained the uses to which Personal Data will be put helps to meet this requirement.

7.6 How to make this information available

The way in which the required information is usually made available is by way of a data protection notice or collection notice, often backed up by a privacy statement.  It is important to make the information available at the correct time and in a smart card context this would typically be on application forms (whether paper or web based).  If an entire statement cannot be provided on an application form then a statement referring to the full privacy statement and where this can be located can be used as this is generally considered to be making the information "readily available". However, this method may not be satisfactory to obtain consent if this is required.  Each Scheme must be considered on its own facts.  Whether a reference to a privacy statement to be found elsewhere will be sufficient will depend on the way in which the information is presented and how clearly this is drawn to the Card User's attention.  Card Issuers that simply issue Cards on the basis of existing information and therefore do not have an application process nevertheless need to consider how information will be provided, for example by information leaflet.  The Information Commissioner has a padlock symbol which can be used at appropriate points to draw a Data Subject's attention to a privacy statement.  It is suggested that doing everything possible to provide the information in a clear and accessible way will not only ensure compliance but encourage and reassure Card Users that their information will be properly handled.     

Where information is collected from a third party (for example in data sharing situations or in one-off disclosures from a third party) it is important to consider how the required information will be made available.  Where a data sharing scenario is going to take place a common form could be used so that on collection by the third party the identity of the future Data Controller (ie the Card Issuer) and the purposes for its Processing is made clear.  The Card Issuer would need to satisfy itself that this is actually being done as it would remain the responsibility of the Card Issuer.

The LCD / DCA consultation suggests that all Public Authorities adopt a common statement of standards (a "guarantee" or "charter") to let the public know what they can expect and what they can do to help ensure that information is kept up to date.  The draft includes statements such as "when we ask you for personal information, we will…ensure you know why we need it…ensure you know if you have a choice about giving us information…make sure we don't keep it longer than necessary…"  As at December 2003, the DCA is revising its draft guarantee for reissue.
Under this there would then be service specific statements (which would serve the same purpose as the privacy statements referred to above and would be the way in which the information required to be provided under the Data Protection Act is communicated).  This would translate the principles into the activity being undertaken.  An example of a service specific statement can be found at www.dwp.gov.uk . 

In a smart card context the guarantee could either be issued by the Card Issuer for all its functions and made available as part of the Scheme documentation or, where there is a joint Scheme, the guarantee could be issued jointly.  It would be sensible to consider requiring Secondary Service Providers to sign up to the guarantee and make reference to this on their documentation as any public perception that a Secondary Service Provider provides a lower level of privacy protection than a Card Issuer is likely to reflect badly on the Scheme as a whole. The LCD / DCA consultation also suggests that organisations should require their subcontractors to sign up to the guarantee where they deliver services. 

Similarly a service specific statement could be issued by a Card Issuer and each Secondary Service Provider individually or a joint statement could be issued, depending on the way in which the Scheme operates.  If core operations of the Scheme are likely to be the same then even if individual statements are issued it would be sensible to operate under an agreed form of wording for at least the core functions so that a consistent message is delivered to Card Users.   

The LCD / DCA consultation goes on to suggest supporting codes of practice explaining when the right to privacy can be curtailed, explaining the underpinning legislation that protects privacy etc.  Public authorities should avoid making any promises that it will be difficult to keep and should be realistic in the information and statements that they issue.

The consultation recommends that the guarantee must be promoted on websites and in public offices.  It should be made available on request in Braille, large print and ethnic minority languages.  Where dealings are by e-mail or letter the service specific statement should be included.

Over and above the guarantee, statement and codes of practice, the consultation suggests that management guidance (for staff use on a day to day basis) should be available to individuals to demonstrate how the principles of the code of practice are interpreted into action.  Complaint procedures should be referred to in codes of practice, data sharing protocols and management guidance.

Therefore from the LCD / DCA consultation, it appears that Card Issuers should have at least the following documentation in place:

· Public Services Trust Guarantee

· Service Specific Statement 

· Code of Practice

· Management Guidance

· Complaints Procedure

· Data Sharing Protocols if required

In terms of providing information to Card Users, Card Issuers need to concentrate on the service specific statements and the wording to be provided on application forms as this is the information required to be provided under the Data Protection Act and will be smart card specific.  Whilst it is important to take into account making the other information available to individuals, particularly the complaints procedure, these (with the exception of the data sharing protocols) are likely to be common to the Card Issuer's organisation as a whole and their creation will not necessarily be within the remit of the Smart Card Scheme.  

The DCA has provided guidance on data sharing protocols and complaints procedures as well as providing examples of best practice which Card Issuers can refer to.


7.7 Other information

This report does not look at the wider terms and conditions that may be required to be provided to Card Users.  This is covered in the Card Governance report.  The Card Issuer should consider how the information requirements of the Data Protection Act can be tied in with the wider contractual issues.  For example, the data protection information could be included as part of wider terms and conditions but Card Issuers should consider keeping this separate and referring to it in the terms and conditions as this makes it more readily accessible to Card Users.

8. 8  TC "
USE OF PERSONAL DATA FOR MARKETING"\l 1 
Use of Personal Data for Marketing

8.1 Introduction
The Data Protection Act applies to any use of Personal Data for marketing as this is a Processing operation.  In particular, the Principle 1 requirements to tell Data Subjects of the purposes for the Processing need to be met.  It is also considered fair to inform people by what method marketing may ensue, for example telephone, fax or electronic communication. Card Issuers should bear in mind the requirement to act within their lawful powers and therefore it may not be possible to use some Data for marketing purposes.

This section looks at new Regulations that came into force on 11 December 2003 which regulate marketing by fax, telephone, e-mail, SMS, MMS and other electronic mail and apply over and above the Data Protection Act.

It is recognised that Local Authorities do not generally engage in marketing activities but Secondary Service Providers and other participants in a Smart Card Scheme might and if a Scheme is established jointly then the Card Issuer should be aware of the rules.

8.2 Privacy and Electronic Communications (EC Directive) Regulations 2003

A detailed discussion of these new Regulations is outside the scope of this report but Card Issuers and others need to ensure that they comply with the Regulations if they intend to market by telephone, fax or electronic mail (which includes e-mail, voice messages and MMS).  This may mean resorting to permission based marketing in order to comply, in order to be able to share Data for marketing purposes and in order to avoid negative public perception associated with spam (unsolicited marketing e-mail).

The Regulations also deal with cookies and provide that organisations using cookies on their website must provide clear and comprehensive information as to what the cookie is for and a right to refuse.

The Regulations provide that use of location based Data to provide added value services must be with consent.  There are various other provisions which are not covered here.

The Information Commissioner has issued detailed guidance on these Regulations.
9. 9  TC "
USE OF ANY SMARTCARD NUMBER"\l 1 
Use of any Smart Card Number

9.1 Introduction

Under the Data Protection Act there is provision for the Secretary of State to prescribe "general identifiers".  A general identifier is any identifier, such as a number or code, used for identification purposes which relates to an individual and forms part of a set of similar identifiers which is of general application.

If there is a general identifier then the Secretary of State must prescribe conditions relating to the Processing of such an identifier to ensure that it is Processed fairly and lawfully under Principle 1 of the DPA.

There are currently no prescribed general identifiers but there are identification numbers that have other restrictions on their use and there is a possibility that general identifiers may be prescribed in future. 

9.2 Use of certain numbers

Although there are currently no prescribed general identifiers, certain numbers cannot be used for certain purposes.  Examples of these are the NHS Number, the Pupil Identification Number and the National Insurance Number.  This is because these numbers were established for statutory purposes and it is considered unlawful (in that there is no enabling legislation) to use these numbers for anything other than the purposes for which they were established or other limited compatible purposes.  For example the National Insurance Number can be used for Inland Revenue purposes and purposes for which use has been authorised such as by the Criminal Records Bureau, the UK Passport Agency and by BBC TV Licences.  In all of these cases customer consent is still required.  A Card Issuer should not be using these numbers for smart card identification purposes unless the number relates to the core function of the smart card (which is unlikely as smart cards are likely to be used for a number of purposes) or there is enabling legislation.  If it does it will be acting outside its powers and in breach of Principle 1 and Principle 3 of the Data Protection Act as its Processing of such a number is likely to be excessive. 

If the UK ever introduces an entitlement card scheme it is possible that the entitlement card number will be prescribed as a general identifier for the purposes of the Data Protection Act.  In any event it will be statutorily created and so Card Issuers should not consider using such a number in conjunction with their Scheme unless permitted to do so.   

9.3 Use of a unique smart card number

Any unique smart card identification numbers established will be Personal Data as an individual will be identifiable from these whether directly or indirectly.  It may be that these become prescribed as general identifiers with conditions for their use but in the absence of this, Card Issuers should control the use of such numbers carefully and treat them as Personal Data.  Any disclosures of such numbers should be treated as disclosures of Personal Data.  In order to ensure interoperability, it may be that Card Issuers start using such numbers across Schemes.  This is not necessarily prohibited but Card Issuers should ensure that Data are correctly segregated, that there is no prejudice afforded to individuals that do not have a number for any reason and that Card Users are aware of the purposes to which their unique number may be put.   

10. 10  TC "
DATA SHARING "\l 1 
Data Sharing 

10.1 Introduction

There is much misunderstanding as to the issue of data sharing within the public sector and from the public sector to the private sector.  Data sharing will often seem like a good idea and of benefit to the public.  It may provide more cost-effective service delivery, a greater understanding of the needs of Card Users, better co-ordination between Card Issuers and between Card Issuers and Secondary Service Providers and better targeted outcomes.  However, organisations that adopt data sharing protocols or schemes need firstly to think about the lawfulness for the sharing and also about the enforcement and monitoring of the process between the parties.  The data sharing protocol itself is only one part of the whole.  

This section gives guidance on data sharing and suggests matters that Card Issuers and others should take into account.  Data sharing can be in relation to the Card Issuer sharing Data with Secondary Service Providers or operating a joint Scheme with other Card Issuers, the Card Issuer sharing Data with other public bodies, for example sharing information with the police or with a private company that could offer benefits to Card Users or the Card Issuer sharing information internally with other departments or sections of the Card Issuer.  The considerations can broadly be broken down into:

· Administrative law

· Human Rights Act 1998

· Data Protection Act 1998

· Confidentiality

This section takes into account the Legal Guidance on data sharing issued by the Department for Constitutional Affairs.  This follows on from the PIU report issued in April 2002 which looked at the issue of the public sector making better use of information whilst at the same time safeguarding the privacy of individuals.  The DCA is also in the process of preparing a toolkit which currently includes the Legal Guidance, guidance on data sharing protocols, guidance on complaints procedures and examples of best practice and will include a privacy impact assessment, guidance on producing codes of practice and management guidance and guidance on privacy statements.  Other guidance may be available: for example, there is guidance from the Department of Health on data sharing; the DCA guidance is expected to be the overarching guidance for all sectors that sector specific guidance feeds into.


10.2 Administrative Law

The starting point must be to establish whether the Card Issuer has the power to carry out data sharing.  This has been discussed Section 3 on lawfulness.  In relation to data sharing or disclosing Data, there is no general statutory power to do so.  A Card Issuer will have to consider whether the function for which the Smart Card Scheme is established, if statutory, allows for data sharing.  This could be express or implied.  Express powers are rare. An example is the Crime and Disorder Act 1998 section 115.  This is a permissive gateway which allows for data sharing.  Another example is section 8 of the National Audit Act 1983 which is a mandatory gateway.

A power to share Data may also be implied.  As discussed in Section 3.4 Local Authorities have powers to do things that are reasonably incidental or conducive to express powers.  Card Issuers should therefore first consider whether they have the power to set up the Smart Card Scheme and operate the functions of the Scheme and then consider whether, as incidental to the Scheme, they are entitled to share Data in any given way.

The issue of what the data sharing is for should be considered as well as whether this is on a case by case basis or on a wholesale basis.

Card Issuers should also consider whether there are any statutory bars to a data sharing proposal.  For example, it is considered by the Information Commissioner that council tax data should not be used for other purposes because the Local Government Finance Act 1992 permits the making of regulations allowing for the supply of personal information and therefore, as no regulations have been made, implicitly this means that all disclosures of council tax personal information are prohibited if for non-council tax purposes.  This is under review by the ODPM although it is not expected that any changes are imminent.

There may be specific legislation enacted to widen the scope for data sharing but at present this appears to be on a case by case basis rather than to allow a general power.  For example the Local Government Bill proposes provisions that will allow Local Authorities to use council tax data to identify empty properties.  There is consideration being given to enacting a general power to make gateways by way of subordinate legislation and the DCA has indicated that a draft Bill may be published in the Spring of 2004.


Administrative law is further discussed in the Introductory report.

10.3 Human Rights Act 1998

Article 8 of the European Convention on Human Rights, incorporated in the Human Rights Act 1998 states that "Everyone has the right to respect for his private and family life, his home and correspondence".  Any interference with this right by a public body must be justified as being in accordance with the law, in pursuit of a legitimate aim and necessary in a democratic society.  The legitimate aims are set out in Appendix 2.

There is therefore a proportionality requirement whenever a Public Authority seeks to interfere with this right on one of the permissible grounds.  The authority must weigh up the rights of the individual or individuals against the wider public interest goal.

An interesting case on this issue is Peck v UK (ECHR, January 2003) where it was found that even though the Council was acting in accordance with its powers, the disclosure of a CCTV image of Mr Peck to the media was not justified as it represented a disproportionate interference with his Article 8 right to privacy since his consent to its use had not been obtained. 

In relation to data sharing, human rights issues should be considered when setting up a data sharing protocol.  The Card Issuer should determine if there is an interference with the individual's privacy rights, which there may be, for example if certain information on children is shared with a social work department for whatever reason without parental consent.  The Card Issuer should then determine on which Article 8 ground the interference may be permissible and then whether the interference is proportionate.  For example, a data sharing scheme that shares Data on all Card Users may be considered not to be proportionate.  Whereas a Scheme that shares Data on a particular high risk category of Card Users or Card Users on a case by case basis may well be considered to be proportionate.  

Even where there is a statutory power to share Data, the proportionality of the way in which this is done must be considered.

10.4 Confidentiality

Confidentiality is a common law right.  It is not an absolute bar to disclosure but can be overridden in favour of the public interest.  A duty of confidence arises in many cases, for example over financial or medical information.  Where the Card Issuer has confidential information it should not disclose it without consent unless there is an overriding public interest.  There are many cases on confidentiality and when it can be overridden but examples include justifications similar to those taken into account when looking at Article 8.

Card Issuers will be treated as subject to confidentiality and should not disclose, even within the public sector, without taking this into account.

10.5 Data Protection Act 1998

This report deals generally with data protection compliance issues and there is an overview at Appendix 2.  These issues, in particular the data protection principles, must all be complied with in relation to data sharing, as with any other Processing operation.  Therefore data sharing must be carried out securely, there must be a grounds for Processing, the Data Subject should be aware of the purposes for the Processing etc.  

10.6 Practical issues for a Smart Card Scheme

A Card Issuer should consider the following – 

· what does the Card Issuer want to do and why?

· is this necessary to deliver the service?

· does it have the power to do this – express or implied?

· who does it want to do this with?

· does that organisation have the power to do this?

· how will it be done?  

· what is the impact on the individual?

· can any impact be minimised?

· has the Card Issuer considered data protection, human rights and confidentiality?

It is important not to overlook the role of the organisation with which the Data are being shared as this is a disclosure of Personal Data.  The Card Issuer should satisfy itself that the disclosee also has the power to share Data if it is a public sector organisation.

Card Issuers should carefully consider the need to share Data.  It may be that a proposal does not need identifying information to be shared.  For example, if an organisation wishes to make a facility available free of charge to all Card Users, that organisation may not need any Personal Data in order to be able to do so.  A Card User could simply show their Card on entry and at that stage if the facility provider wanted to collect Personal Data it could do so direct from the Card User outside the Scheme.

Once a Card Issuer has decided to go ahead with a data sharing proposal it should consider the mechanics of this.  There has been much discussion recently of data sharing protocols.  A protocol is an information sharing contract that parties agree to and sign up to.  The LCD/DCA issued a consultation paper in April 2003 which included suggestions for data sharing protocols and its toolkit gives guidance on data sharing protocols.  When preparing a protocol, the toolkit suggests taking into account :

· the purpose of data sharing

· the role and responsibilities of partners

· lawfulness

· whether consent is required

· how data will be shared

· record keeping and electronic data sharing

· security

· complaints procedure

· training

· monitoring and review

It is therefore important to remember issues such as audit and enforcement as the Card Issuer will want to satisfy itself that the protocol is being met.  Card Issuers should also consider data segregation as a means of ensuring, by technical means, that only the appropriate Data are shared.  This is discussed in Section 13.3.
11. 11  TC "
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Disclosures

11.1 Introduction

A disclosure of Personal Data is a Processing operation in terms of the Data Protection Act and the Principles apply.  The Data Controller must be sure that it is disclosing in accordance with the Data Protection Act.  This section raises the issue of non-disclosure exemptions.  If a non-disclosure exemption applies then a Data Controller can disclose information without needing to comply with Principles 1 – 5 (other than the requirement to have a ground for Processing).  This does not mean that Data have to be disclosed.  Where it is considered that certain disclosures are likely, this should be included on the data protection notice – see Section 7 on information for Data Subjects.

11.2 Section 29 Data Protection Act

Section 29 provides a non-disclosure exemption where Personal Data are disclosed for the purpose of the prevention or detection of crime, the apprehension or prosecution of offenders or the assessment or collection of any tax or duty.

If the disclosure is for one of these purposes and complying with the provisions would be likely to prejudice these purposes then a disclosure can be made without complying.

However, it is for the Data Controller to satisfy itself that it is disclosing in accordance with the law.  For example, where a police request for information is received, the police will be able to provide a certificate which explains that the disclosure is required for one of the specified purposes.  In relation to a Smart Card Scheme, it is likely that others will want access to the Data as this is likely to be a valuable source of information.  The Card Issuer should ensure that it verifies any disclosure and it would be sensible to have documented procedures and staff training in place.

11.3 Section 35 Data Protection Act

Disclosure is permitted where required by or under enactment or court order or where it is for the purposes of or in connection with legal proceedings, for obtaining legal advice or otherwise necessary for the purposes of establishing, defending or exercising legal rights.

Again, the Card Issuer should satisfy itself before making any disclosure and it would be sensible to have documented procedures and staff training in place.

12. 12  TC "
DATA MATCHING"\l 1 
Data Matching

This is the process by which a Card Issuer cross-checks information that it has obtained either from another or collected in one context with information that it has collected in another context or uses information given to it by a Data Subject, for example change of address, across other services.

It seems sensible that, in light of the accuracy requirements of the Data Protection Act and in terms of efficiency, a Card Issuer should be able to cross-check information and pass on information to other departments.  However, it is not necessarily lawful for a Card Issuer to do so either because of a Card Issuer not having the power to do this, for example with council tax Data, or because this would be use of information for a different purpose than that which individuals were informed of.  The government is looking at this issue in relation to providing joined-up services.

When information is collected from a Card User it would be sensible to tell them that the information may be used for these purposes and to obtain their consent to check other existing information (provided that there is a lawful ground for carrying out this activity). 

13. 13  TC "
SECURITY "\l 1 
Security 

13.1 Introduction

Principle 7 of the Data Protection Act requires appropriate technical and organisational measures to be taken to ensure the security of Personal Data.  The measures must protect against unauthorised Processing, unlawful Processing and against accidental loss or destruction or damage to Personal Data.

Complying with Principle 7 involves taking into account the reliability of employees who have access to Personal Data and ensuring that appropriate Data Processors are used with whom written contracts are in place.  

A Data Controller can have regard to the state of technological development in respect of security and the cost of any proposed security measures when implementing them but must ensure a level of security appropriate to the harm that might result from anything happening to the Personal Data and the nature of the Data to be protected.

13.2 Measures generally

Measures must be technical (e.g. computer access controls, disaster recovery etc.) logical (e.g. encryption) and physical (e.g. building access control, fireproofing etc.).  A Card Issuer would be advised to have a security policy in place for the Smart Card Scheme.  This would be something that the Card Issuer could comply with and it could require all other participants in the Scheme to adhere to this.  A simplified version could be made available to the Card Users if requested (although obviously not to the extent that security would be compromised).

13.3 Access and Segregation

The Card Issuer should consider who has access to the information collected under the Smart Card Scheme.  

13.3.1 Employees

In relation to employees, access should be under appropriate confidentiality obligations and staff should be trained in data protection issues, although it may not be appropriate for all staff to have access to all information.  For example it may not be appropriate for administrative staff that deal with general Card queries to have access to all Sensitive Personal Data on the Card. Access controls and a segregated database should be considered to deal with this.

13.3.2 Data Processors

In relation to Data Processors, these should be under an appropriate contract and the Card Issuer should be happy with the security guarantees offered.  It is becoming increasingly common to require Data Processors to comply with BS7799/ISO17799 as the security standard.  This demonstrates best practice.  Data Processor contracts are discussed further in Section 4.3 and Appendix 4.

13.3.3 Segregation for Data sharing and Reader purposes

In relation to others such as Secondary Service Providers and other Card Issuers, the parties need to consider who should have access to which sets of Data and put in place appropriate access controls.  It is preferable for access controls to be by technical means such as the architecture of the database, use of passwords etc. although staff training and contracts or protocols with others will play some part.  The whole structure of the Scheme needs to be considered to ensure that the correct access controls are put in place for participants in the Scheme generally as well as for those having access to information on a smart card.  For example, it may not be appropriate for Readers on buses to show personal information.  The driver would simply need to know that the Card User was entitled to transport.  Similarly, it may not be appropriate for leisure centre staff, where a free swim is offered to all Card Users, on entering the Card into the leisure centre Reader, to obtain access to all Data on the Card.  In particular, it may not be appropriate for the staff to access Sensitive Personal Data.

There are therefore two important issues to consider.  Firstly, what information is it appropriate to share between Card Issuers, Secondary Service Providers and others and what measures should be in place to ensure only this information is shared?  Data sharing and disclosures are discussed in Sections 10 and 11; in terms of security, Card Issuers need to consider what back office systems, technical measures, access controls etc are in place as well as what organisational policies are in place and what training is needed.

Secondly, Card Issuers need to consider what information should be given out on Readers and what will be in place to ensure only this information is provided.  The issue may vary depending on who is accessing the Reader and again back office systems, Reader systems, technical and organisational measures and training should be considered.

13.4 Reader Security

The security of Card Readers should not be overlooked.  This may include having regard to where Readers are sited so that a Card User cannot be overlooked.  The technical architecture of the Reader must be sufficiently robust so as to ensure that, if information is collected via the Reader, it is routed to the correct recipient or to the correct part of any central database and not made available to participants in the Scheme generally.

13.5 Data sharing

Where data sharing is agreed, any contracts or protocols should reflect the security requirements of the Data Protection Act.  All parties should be required to sign up to adequate standards.  Data sharing is discussed further in Section 10.

13.6 Disclosures

Where a one-off disclosure is made, the Card Issuer still needs to ensure that it is disclosed securely.  Is the Card Issuer sure of the identity of the disclosee? Is the method of disclosure (eg. e-mail) appropriate to the Data being disclosed? 

13.7 Identity of the Card Users

It is important that Card Issuers ensure that a robust mechanism is in place for identity verification.  This is in relation to wider issues such as identity fraud but also under data protection in that an unlawful disclosure may be made if information is disclosed to an incorrect Card User or a third party purporting to be a Card User.

The Card Governance report refers to the e-envoy Identity Guidelines and the 4 levels of verification that may be required from an applicant.  It also refers to the need to ensure security of documents where these are accepted by post.  Where original identification information is retained, Card Issuers should be wary of always relying on this in the event of a Card being reapplied for after loss or theft.

Card Issuers should also consider the security issues involved in issuing Cards on the basis of existing information without an application process.  It may not be appropriate to send out identifying information on such Cards in case intended recipients have moved away.  Card Issuers should carry out a risk assessment based on for example, how accurate its existing Data are considered to be, how likely it is that a third party may gain access to the information and what prejudice or harm this may cause to the Data Subject.
A Card Issuer may consider the use of biometrics in a Scheme for identification purposes.  Biometric systems involve the use of, for example, fingerprint verification, iris recognition and voice recognition for identification purposes and can be used either as a single identifying factor or in conjunction with, for example, a password or PIN number.

Biometric information will be Personal Data and should be protected as such and the Card Issuer should ensure that the data protection principles are complied with, for example by informing Card Users of the uses of this Data.  Card Issuers should also ensure compliance with the HRA, in particular, is collection of biometric Data a proportionate interference with the right of privacy?

Card Issuers should consider the storage of such Data, for example, is it necessary to store such Data on a central database or can the Scheme operate if the Data are only stored on each Card, for example on a microchip?  Storage on a central database will create a greater security risk and lead to the risk of the Data being used for different purposes.

The Article 29 Working Party (established under the Data Protection Directive) has published a document on biometrics which Card Issuers should have regard to.

13.8 Loss or theft

A Card Issuer should consider what technical measures it can put in place to prevent the misuse of Personal Data after loss or theft of a Card.  There should be the ability to neutralise Personal Data stored on a Card, for example the first time the Card is used on a Reader after the loss or theft has been reported.

14. 14  TC "
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Subject access and Individual Rights

14.1 Introduction

Under the Data Protection Act, Data Subjects have a right to access the information that a Data Controller holds on them.  Access must be given within 40 days of the date of receipt of the request, sufficient information for the Data Controller to locate the Data and the fee (if this is being charged).  There are some exemptions to subject access and Data Controllers must in particular consider the rights of any third parties before disclosing their information.

There are other individual rights in the DPA and Principle 6 of the DPA requires Data Controllers to comply with the individual rights.

14.2 Subject access to smart card data

The e-Envoy draft policy framework states that one of its policies is that personal information stored on or accessed via a smart card should be readily accessible by the Card User.  It suggests that organisations should build into Smart Card Schemes the ability to provide citizens with their own Personal Data within a much shorter timescale than the 40 days provided in the Data Protection Act.

This could be done by enabling Card Users to check their details each time they access a reader.  However, the Card Issuer is likely to have additional information on each Card User and in response to a subject access request should make this available.  Card Issuers may want to consider writing a subject access policy for smart cards to ensure a prompt response and asking others involved in the Scheme to sign up to this.

Where there is a joint Scheme or several Card Issuers or Secondary Service Providers are involved, a Card User may expect to be given access to all their information relating to the Scheme when in reality the organisation that they have made the request to only has access to a limited set of information.  In order to manage public expectations and avoid any negative perception, a policy may be sensible to deal with this – for example it could be agreed that the person receiving the request forwards this to all members of the Scheme for a response (although Card Issuers should bear in mind that this may not always be appropriate, for example if a Card User is in dispute with a Secondary Service Provider and does not want it to know about the request) or that one organisation co-ordinates responses on behalf of all and that the Card User is told which organisations may also hold their Data.  

Card Users should not be required to make Card information available to others where they have no right to this.  For example, it would not be appropriate for a bank to ask to see the smart card as proof of identity when the bank is not a Secondary Service Provider.  Card Issuers will need to manage expectations of Card Users and others as to what the Card and the Scheme is for.

14.3 Children

For young children, the right can be exercised on their behalf.  However, the Commissioner has issued guidance which suggests that a child of 12 or more will generally be old enough to understand the implications of a request and therefore if such a request is made, the child should be treated as having the capacity to do so in his or her own right.  

If someone makes a request on behalf of a child over 12 then the Data Controller should consider whether to respond to the child rather than to the applicant unless there are circumstances that suggest that it should not.  If it provides the information to anyone other than the child then it is potentially disclosing in breach of the Data Protection Act.

Conversely, where a child under 12 makes a request the Data Controller should not necessarily respond to the child's parent or guardian, the child may be fully capable of understanding the request and receiving the response.

A policy should be set up to deal with these issues.

14.4 Other individual rights

The other individual rights in the Data Protection Act are the right to object to direct marketing, rights in relation to automated decision making, rights to prevent Processing likely to cause unwarranted damage or distress and rights in relation to inaccuracies.  Card Issuers should be aware of these rights and how to comply with them.

15. 15  TC "
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Compliance with other Data Protection Principles

15.1 Introduction

Principle 1 has been covered at length in the requirements to Process Data lawfully (Section 3.3.), the requirement to have a ground for Processing (Section 6) and the requirement to provide information to Data Subjects (Section 7).  It is discussed here in relation to general fairness.

Principle 6 has been covered in looking at individual rights (Section 14) and Principle 7 has been covered in looking at security issues (Section 13).

15.2 Principle 1 – fairness generally

As well as the requirements of Principle 1 already discussed, there is a general requirement to process Personal Data fairly.  This includes having regard to whether any person from whom the Personal Data are obtained is deceived or misled.  Information provided to Card Users is therefore particularly important for this requirement.  However, fairness is assumed where the Data are obtained from a person who is authorised by or under enactment to supply it or required by or under enactment to supply it – this may be relevant for Data sharing purposes but does not avoid the other requirements of Principle 1 such as to have a ground for Processing and to Process lawfully.

15.3 Principle 2

This provides that Personal Data shall be obtained only for one or more specified and lawful purposes and shall not be further Processed in any manner incompatible with those purposes.  It is straightforward to ensure that a purpose is specified as this can be done either by telling the individual in accordance with Principle 1 requirements or by telling the Information Commissioner in accordance with notification requirements.

The requirement to Process lawfully should also be met in relation to Principle 1.

The area where Principle 2 problems arise is in relation to compatibility of purposes.  Information should not be Processed in any manner incompatible with the original purpose.  The question is what is a compatible further purpose?  Consideration must also be given to the purpose for which any disclosee will use the Data when looking at compatibility.

It states in the Information Commissioner's Legal Guidance that "It is to be noted that the Commissioner takes a strict view of the concept of compatibility of processing of personal data".  Legal gateways will assist, for example, it may be that information collected for the purposes of running a smart card could be made available to others pursuant to section 115 of the Crime and Disorder Act 1998 without this being incompatible.  The view of the DCA however is that compatibility "has a relatively low threshold".  In the DCA's view, it does not mean identical to the original purpose; a purpose that is not contradictory to the original specified purpose will be compatible with it. In other words, the DCA takes a wide view of compatibility.
It is not therefore clear what compatibility means and Card Issuers will need to look at this on a case by case basis.  In any event, it is not a substitute for a Card Issuer clearly thinking through the purposes for which Data may be used and informing Data Subjects of these as informing Data Subjects is a Principle 1 requirement. If a Card Issuer determines that a purpose is not compatible with the original purpose then a lawful basis for the new Processing will have to be found and consent will generally be required from individuals for the use of Personal Data for a new purpose.   It would be sensible as part of the overall structure of a Scheme, to build in a requirement that the further use of a Scheme or a change of use is vetted and approved, for example by a governance board.

15.4 Principle 3

This provides that Personal Data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are Processed.

A distinction can be drawn between any Personal Data on a physical smart card and any Personal Data on a central database.  It may be excessive to include all Personal Data held by a Card Issuer on a physical smart card.

This Principle also needs to be considered in the context of collecting information from Card Users and sharing information on Card Users with others.  When collecting information a Card Issuer needs to ensure that it collects the right amount of information to enable identification and verification of the identity of the Card User and provision of the services but does not embark on a general collection exercise or fishing expedition simply because information may one day be needed.   

In relation to multi-use smart cards, information may be excessive for one purpose but necessary for another.  This issue would need to be dealt with by segregation where possible.  The Secretary of State for the Home Department paper on Entitlement Cards and Identity Fraud suggests that the advantages in terms of the convenience to the Card User of having one card to fulfil a number of purposes probably outweigh the disadvantages of displaying on a single card more information than is strictly necessary for each purpose but Card Issuers should nevertheless consider dealing with the issue by Data segregation, access controls and contractual terms with Secondary Service Providers.  Card Issuers should not be making excessive Personal Data available to Secondary Service Providers.  Data segregation is discussed further in Section 13.3.

15.5 Principle 4

This provides that Personal Data shall be accurate and, where necessary, kept up to date.

This can be addressed in a number of ways.  Firstly, the application process will need to be robust enough to establish the identity of the Card User and then to verify that identity and the details provided.  Secondly, staff inputting Data will need to be properly trained and aware of the importance of accurate Data.  Thirdly, Card Users will need to be encouraged to keep their Data up to date.  The requirement for them to do this can be explained in the guarantee and service specific statement.  The mechanism for them to do this should also be made clear.  In relation to a Smart Card Scheme it would be sensible to build in the technical opportunity for Card Users to update their information when accessing a Smart Card Reader.

This may not go far enough for some types of Personal Data.  For example, if important medical information is held on a Card, how will a Card Issuer ensure that this is kept up to date?  A Reader should be able to transpose new information onto a Card as well as being able to collect information from a Card User.  Card Issuers that issue Cards on the basis of existing information need to ensure that the Personal Data on which they base the process are accurate.

In relation to particular types of Data there may be statutory requirements for Card Users to notify changes to their details, for example for Council tax or electoral roll purposes but this is unlikely to be universally applicable to a Smart Card Scheme (unlike the proposal for entitlement cards which suggests that there would be a requirement in law for card holders to inform the issuing authority of changes to their details.)

15.6 Principle 5

This provides that Personal Data Processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or purposes.

This requires the Card Issuer to consider any statutory retention periods and thereafter to consider how long it should keep Data connected with a Smart Card Scheme.  It is likely that some Data will need to be kept beyond expiry of a Card or a Card User moving away, for example to enable reapplication or to guard against fraudulent application, but it may not be necessary to retain all Data indefinitely.  A Card Issuer should have a retention policy in place and agree this with other Scheme members.  The e-Envoy Identity Guidelines suggest that supporting documents should be maintained for seven years in case of reapplication but it is suggested that a Card Issuer considers this carefully as it may not be necessary to keep all information for seven years in the absence of any statutory obligation nor may it be appropriate to use this information for reapplication. 

15.7 Principle 8

This requires that Personal Data should not be transferred outside the European Economic Area unless adequate protection is in place or a condition is met, such as having the consent of the Data Subject.  Card Issuers will need to consider whether any Data may become available abroad and how this will be safeguarded.

16. 16  TC "
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Notification

16.1 Introduction

A Data Controller must be registered/notified with the Information Commissioner.  This is done on an annual basis and it is an offence to fail to notify or to keep a notification up to date.  A Data Controller can only have one entry on the register and needs to ensure that this covers all of its Processing activities.

16.2 Application to a Smart Card Scheme

A Card Issuer will need to ensure that the notification it already has is wide enough to cover the purposes of the Smart Card Scheme.  In most cases, as a Card Issuer will simply be offering an existing service in a new way, notification entries should be adequate.  However, where new services are offered, a notification may need updating and this should be done preferably before the Processing starts and in any event within 28 days thereafter.  The same applies to other Data Controllers involved in a Smart Card Scheme.  Where a new company is set up, whether for one Data Controller or as a joint venture, the new company will be the Data Controller and therefore will need to be registered in its own right.  If this becomes a standard way of operating Smart Card Schemes it may be worth asking the Office of the Information Commissioner for a standard template to be established for a Smart Card Scheme which would simplify the administrative process.

17. 17  TC "
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Freedom of Information

17.1 Introduction

Public Authorities are required to comply with the Freedom of Information Act 2000.  As well as having publication schemes for information, from January 2005 they will be required to respond to specific requests for information held by them or on their behalf.  This could include information held as part of the Smart Card Scheme and a Card Issuer should consider implementing Scheme wide policies for handling requests and for dealing with contractors.

The FOIA comes fully into force in January 2005.  It provides for Public Authorities to make information available in the form of publication schemes and also to respond to specific requests for information.  A detailed discussion of the FOIA is outside the scope of this report.  An overview is provided in Appendix 2 and guidance is available from the Information Commissioner. Card Issuers are likely to require specific internal or external advice as to how the FOIA applies within a Scheme and it may be that much policy work has already been carried out within a Card Issuer already that can be used.

This section looks at what information in the context of a Smart Card Scheme may become publicly available and how the parties should deal with this.  Public Authorities should remember that information may be publicly available in other ways, for example under legislation such as the Environmental Information Regulations 1992 or under codes of practice.

17.2 Status for freedom of information purposes

The FOIA applies to Public Authorities.  Public Authorities are defined in the Act and include Local Authorities, the police, the NHS, schools etc.  Companies that are wholly owned by a Public Authority are also covered which may be relevant to any smart card joint venture companies.  There is provision for the Secretary of State to designate other organisations as a Public Authority for the purposes of the Act, for example where they are carrying out, under a contract with a Public Authority, any service which is a function of that Public Authority.  Therefore if a Card Issuer is required to provide a service and has outsourced its provision, it is possible that the outsourced provider could be designated as a Public Authority.  It is likely that consultation will take place before such a designation. 

In relation to a Smart Card Scheme, any information held either by or on behalf of a Public Authority can be requested.  This means that even information held by Secondary Service Providers and others could be covered if it is deemed that this is being held on behalf of the Card Issuer.  It also means that any information the Card Issuer holds on Secondary Service Providers or others can be requested and such third parties may not be aware of this where they are private organisations.

17.3 Freedom of information at the tender stage

It is sensible to make tenderers aware of the fact that information they disclose to the Card Issuer/procurer may become publicly available under the FOIA.  It is important not to leave this until the contract stage as even information on unsuccessful tenderers may be requested.  As part of the procurement process it would be sensible for Card Issuers to have a standard Scheme form of wording to refer to this and a policy as to what they will disclose.  For example, a Card Issuer may say that the invitation to tender will always be available but that responses will not be available until award of the contract.

17.4 Freedom of information at the contract stage

It will be necessary to cover freedom of information in any contracts, not just with Secondary Service Providers but with other Card Issuers and with any Data Processors.

The confidentiality clause of the contract should expressly carve out information deemed to be necessary to disclose under the FOIA or any other access legislation (environmental information is covered by separate provisions).  The contract should make it clear that the Card Issuer is subject to the FOIA and has absolute discretion to disclose, even where this information has been provided by or relates to the contractor.  It is unlikely that a contractor will be comfortable with such a wide provision and in many cases a contract will refer to reserved information that will not be disclosed without consultation with the contractor.  This information can be specified in a Schedule of information agreed by both parties as being potentially exempt from disclosure under the FOIA (for example because it is a trade secret or confidential to the contractor).  If a request for such information is received, the Card Issuer would consult with the contractor and take its views into account before disclosing.

Where Card Issuers or other Public Authorities enter into data sharing arrangements they should consider their disclosures to other Public Authorities as information may be requested on one Public Authority where it is held by another.  A Card Issuer entering into Data sharing arrangements should consider what information it discloses and set out provisions for it to be consulted before its information is released by another, at least where this is confidential or commercially sensitive.  It would be sensible to have an information sharing policy which specifically deals with freedom of information issues.

It would be sensible for Card Issuers to consider segregation of Data in the light of freedom of information as they may not hold information where they do not have access to this, as long as it cannot then be said that it is held by someone else on their behalf.  Again, this could be covered in agreements with Secondary Service Providers and other Card Issuers as appropriate.

17.5 Freedom of information and Personal Data

Where an applicant asks for Personal Data about himself or herself, this is treated as a subject access request under the Data Protection Act. Where an applicant asks for Personal Data about someone else, this is treated as a freedom of information  request but subject to the data protection principles and any objection received in relation to the right to prevent Processing likely to cause unwarranted damage or distress. In the case of Card Users, it is unlikely that an applicant would be successful in obtaining his or her information as the privacy of the individual would generally prevail.  However, in relation to employees of the Card Issuer or other Public Authorities, there may be more of a presumption in favour of disclosure especially the higher up the individual is in the organisation and employees should be made aware of this.  

17.6 Policies

It would be sensible to have a standard precedent clause for use in contracts.  Where there is a joint Scheme or where several parties are involved in a Scheme, it would be sensible for the parties to agree a policy relating to disclosure of information and contractual clauses in order to demonstrate consistency.  It may affect perception of the organisations involved if an applicant is refused information from one organisation in a Scheme but granted it from another.


18. GLOSSARY OF TERMS"\l 1 
Appendix 1 – Glossary of Information Law Terms

	Defined Term
	Meaning

	Data
	shall have the meaning ascribed to it in the Data Protection Act 1998, which includes manual files and computerised information.

	Data Controller
	means the person who, either alone or jointly or in common with other persons, determines the purposes for which and the manner in which any Personal Data are, or are to be, Processed.

	DPA
	means the Data Protection Act 1998

	Data Processor
	means any person who Processes Personal Data on behalf of a Data Controller 

	Data Subject
	means an individual who is the subject of Personal Data

	DCA
	means the Department for Constitutional Affairs

	E-Envoy Identity Guidelines
	means the Office of the e-Envoy report entitled "HMG's Minimum Requirements for the Verification of the Identity of Individuals, January 2003.

	FOIA
	means the Freedom of Information Act 2000

	HRA
	means the Human Rights Act 1998

	LCD
	means the Lord Chancellor's Department

	Mandatory/Mandatory Smart Card Scheme
	has the meaning given in the Card Governance Report

	Personal Data
	means Data which relate to a living individual who can be identified – 

(a) from those Data, or 

(b) from those Data and other information which is in the possession of, or is likely to come into the possession of, the Data Controller;

and includes any expression of opinion about the individual and any indication of the intentions of the Data Controller or any other person in respect of the individual.

	Processing
	in relation to Data, means obtaining, recording or holding the Data or carrying out any operation or set of operations on the Data, including

(a) organisation, adaptation or alteration of the Data,

(b) retrieval, consultation or use of the Data,

(c) disclosure of the Data by transmission, dissemination or otherwise making available, or

(d) alignment, combination, blocking, erasure or destruction of the Data,

and the words "Process", "Processes" and "Processing" shall be construed accordingly.

	Public Authority
	a public authority is an organisation which carries out public functions.  A public function is something which is carried out by or on behalf of the State.  Public authorities include Local Authorities, NHS Trusts, government departments and the police.  For the purposes of the Freedom of Information Act, public authority has a specified meaning as set out in that Act.

	Sensitive Personal Data
	means Personal Data consisting of information as to – 

(a) the racial or ethnic origin of the Data Subject;

(b) his political opinions

(c) his religious (or similar) beliefs

(d) whether he is a member of a trade union;

(e) his physical or mental health or condition;

(f) his sexual life;

(g) the commission or alleged commission by him of an offence;

(h) any proceedings for any offence committed or alleged to have been committed by him.
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Appendix 2 – Overview of Main Areas of Law

This Appendix is intended only as a very brief overview of the Data Protection Act 1998, the Human Rights Act 1998, the Freedom of Information Act 2000 and common law confidentiality.  Detailed legal advice should be sought on applying any provisions of the legislation.

19.1 Data Protection Act 1998

19.1.1 Definitions
The following is a summary of key definitions - 

Personal Data means information which relates to a living individual and from which he or she can be identified.  This includes any information which is either processed by computer or held in a relevant manual filing system.  

Data Subjects are living individuals on whom Personal Data are processed.

A Data Controller is the person who determines the purposes for which and the manner in which Personal Data are processed.  

A Data Processor is a person who processes Personal Data on behalf of a Data Controller.

Processing covers a wide range of activities including collecting the information, holding it, storing it, destroying it.  Basically, any operation carried out on Personal Data will be classed as Processing.  

Sensitive Personal Data is Personal Data relating to:

· Racial or ethnic origin;

· Political opinions;

· Religious or other similar beliefs;

· Membership of a trade union;

· Physical or mental health or condition;

· Sexual life;

· Commission or alleged commission of any offence;

· Any proceedings for any offence committed or alleged to have been committed, the disposal of such proceedings or the sentence of any court.

19.1.2 Who does the Act apply to?

A Data Controller must comply with the provisions of the Data Protection Act.  A Data Processor does not have any liability under the Data Protection Act but may have contractual liability.  A Data Subject can enforce their rights against a Data Controller.  Employees do not have to comply with the Act as they are not Data Controllers but their employer should ensure that employees are aware of the provisions of the Act and how the employer needs to comply.  

19.1.3 The Principles

All Data Controllers must comply with the following principles:-

.1.1 Personal Data must be processed fairly and lawfully (this includes telling Data Subjects who the Data Controller is, the purposes for the Processing and any other information required in the circumstances to make the processing fair).  Data Controllers must also have a lawful ground for processing as set out in Schedule 2 of the Act and an additional lawful ground for Processing as set out in Schedule 3 of the Act where they process Sensitive Personal Data;

.1.2 Personal Data may only be processed for specified and lawful purposes and may not be used for any other purpose;

.1.3 Personal Data must be adequate relevant and not excessive;

.1.4 Personal Data must be accurate and up to date;

.1.5 Personal Data must not be kept for any longer than is necessary;

.1.6 Personal Data must be processed in accordance with the rights of the Data Subject;

.1.7 Personal Data must be kept secure and protected against unauthorised or unlawful processing and against accidental loss destruction or damage;

.1.8 Personal Data must not be transferred to a country outside the European Economic Area unless the country provides an adequate level of protection.

19.1.4 Individual Rights

Data Subjects have the following rights:-

· The right of subject access;

· The right to prevent Processing likely to cause substantial and unwarranted damage or distress;

· The right to prevent Processing for marketing purposes;

· The right to object to automated decision making and to be informed of such decision making;

· The right to compensation.

· The right to have inaccurate information rectified.

· The way in which these rights apply is regulated by the Data Protection Act and enforced by the Information Commissioner.

19.1.5 Exemptions

There are various exemptions in the Act.  There are exemptions from notification.  There are exemptions from subject access and the requirement to provide Data Subjects with information.  There are exemptions which allow a disclosure to be made where otherwise it would not comply with the Act.  The exemptions apply on a case by case basis, they are not intended to be blanket exemptions for any processing activity.

19.1.6 Notification

All Data Controllers unless exempt are required to notify annually with the Information Commissioner.

19.1.7 Enforcement and Offences

The Information Commissioner enforces the Data Protection Act.  The Information Commissioner can take enforcement action in response to a complaint from a Data Subject.  Data Subjects also have the right to pursue compensation for damage and associated distress (and in limited circumstances for distress alone) in the Courts.  There are some offences in the Data Protection Act.  It is an offence to fail to notify or to keep a notification up to date.  It is also an offence for anyone to procure Personal Data or offer to sell Personal Data without the consent of the Data Controller other than in very limited circumstances.  

19.2 Human Rights Act 1998

The Human Rights Act incorporates the rights given in the European Convention on Human Rights.  Article 8.1 of this Convention states that "Everyone has the right to respect for his private and family life, his home and his correspondence."

This right cannot be interfered with by a public authority other than where this is

(a) In accordance with the law

(b) Necessary in a democratic society

(c) In pursuit of a legitimate aim which are stated in Article 8.2 to be - the interests of national security; public safety or the economic well-being of the country; for the prevention of disorder or crime; for the protection of health or morals; for the protection of the rights and freedoms of others.

Therefore, this right to privacy is a qualified right.  Any interference with it must be lawful, justified and proportionate.

19.3 Freedom of Information Act 2000

19.3.1 Introduction
The Freedom of Information Act 2000 provides for information held by Public Authorities to become publicly available.  It will be fully in force by January 2005 and will be enforced by the Information Commissioner.  

19.3.2 Publication Schemes

Every Public Authority will be required to have in place a publication scheme.  The publication scheme will set out the categories or classes of information that the Public Authority undertakes to publish, where this information will be available and whether there will be any cost for this.  

19.3.3 Right of access

In addition to the requirement to have a publication scheme, Public Authorities will be required to respond to any specific requests for information.  This means that even information that is not included in a publication scheme can be requested.  A request can be made by any person whether an individual, a company or another Public Authority.

The Public Authority has statutory obligations as to how to respond to such a request.  There is a code of practice on handling requests for information that Public Authorities should have regard to.  

19.3.4 Records Management

Records Management will become important under the Act so that authorities can proactively publish information and also so that they can find information in response to specific requests.  There is a code of practice on records management which Public Authorities should have regard to.  

19.3.5 Exemptions

There are a number of exemptions in the Act which may mean that Public Authorities do not have to disclose information.  These include exemptions for trade secrets, information provided in confidence and information which would prejudice the commercial interests of any person.
19.3.6 Enforcement

The Information Commissioner is the regulator for the Freedom of Information Act.  The Information Commissioner can take enforcement action either of his own volition or in response to a complaint from an applicant.  However, there is no right for an applicant to take a Public Authority to court.  

19.4 Common law confidentiality

Confidentiality is a common law right although obligations of confidence can be created by contract or statute.  It is not an absolute bar to disclosure but can be overridden in favour of the public interest.  A duty of confidence arises in many cases due to the nature of a relationship, for example over financial or medical information.  

In order to make an action for breach of confidence, the information must have the necessary quality of confidence such as having some sensitivity, it should not be generally available, it should be communicated in circumstances giving rise to an obligation of confidence and there should be unauthorised use of the information.  

Where an organisation has confidential information it should not disclose it without consent unless there is an overriding public interest or it is under a legal obligation to disclose.  There are many cases on confidentiality and when it can be overridden but examples include justifications similar to those taken into account when looking at Article 8 of the Human Rights Act.
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Appendix 3 - Sources

PRIMARY SOURCES - LEGISLATION

a. Data Protection Act 1998

b. Freedom of Information Act 2000

c. Human Rights Act 1998

d. Local Government Act 2000

e. Local Government Act 1972

f. Privacy and Electronic Communications (EC Directive) Regulations 2003

SECONDARY SOURCES – PUBLISHED DOCUMENTS

g. Performance and Innovation Unit; Privacy and Data Sharing; April 2002

h. Lord Chancellor's Department; For your information: how can the public sector provide people with information on, and build confidence in, the way it handles their personal details?; April 2003

i. Department for Constitutional Affairs; Response to the consultation paper (above); November 2003

j. Department for Constitutional Affairs; Legal Guidance on public sector data sharing; November 2003

k. Department for Constitutional Affairs; a toolkit for Data Sharing; November 2003

l. Department for Constitutional Affairs; A guide to Data Sharing Protocols; November 2003

m. Department for Constitutional Affairs; Complaints Procedures; November 2003

n. Department for Constitutional Affairs; Data Sharing Library; November 2003

o. Department for Constitutional Affairs; Survey of Public Awareness and Perceptions; June-July 2003

p. Office of the e-Envoy; Smart Cards: Enabling e-Government Draft Policy Framework; July 2003

q. Children and Young People's Unit; IRT: Information Sharing to Improve Services for Children

r. Office of the Information Commissioner; Data Protection Act 1998; Legal Guidance

s. Office of the Information Commissioner; Freedom of Information Act 2000; Introductory Guidance

t. Office of the e-Envoy; HMG's Minimum Requirements for the Verification of the Identity of Individuals; January 2003

u. Secretary of State for the Home Department; Entitlement Cards and Identity Fraud consultation paper; July 2002

v. CITU; Modernising Government, Smartcards

w. Jay and Hamilton; Data Protection Law and Practice; 2nd Edition; Sweet and Maxwell; 2003

x. Office of the Information Commissioner; Guidance to the Privacy and Electronic Communications (EC Directive) Regulations 2003; November 2003

y. Article 29 Working Party document on biometrics 12168/02/EN; August 2003

(d) 
(e) 
(f) 
(g) 
(h) 
(i) 
(j) 
(k) 
(l) 
(m) 
(n) 
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 Appendix 4 – Data Processor Agreements

21.1 Guidance for the Completion of the Data Processor Agreements and Data Processor Contract Letters

Note – these clauses and agreements are intended as a guide as to how to deal with the data processor requirements of the data protection act 1998.  Specific legal advice should always be taken on their use in any particular circumstances. 

Data Processor Contract Letter A

The Data Processor contract letter A can be sent to those service providers with whom the Data Controller has an existing service agreement, for example where a Card Issuer already has a database contract in place.  This letter should be signed and returned by the service provider and the provisions contained in it will become collateral to the main service agreement.

Data Processor Contract Letter B 

The Data Processor contract letter B can be used in circumstances where the Data Controller has no written service agreement with the service provider, for example where services have been provided to a Card Issuer on an informal or ad hoc basis or where a Data Controller is entering into a new informal arrangement.  The letter therefore serves to evidence the agreement which the Data Controller has with the service provider and to ensure that the Processing of Personal Data for the purposes of the services provided is done in accordance with the provisions contained in the letter.

Data Processor contract clauses

The clauses are suggested as a starting point for a Data Controller to comply with the requirements of Principle 7 of the Data Protection Act 1998 in ensuring that a written contract is in place with its Data Processors.  These clauses are best practice in a high value agreement or an agreement that includes particularly sensitive or confidential information; not all are strictly necessary for compliance and in other circumstances a simpler agreement or letter may suffice.  These can be inserted into terms and conditions or standard contracts.  A Card Issuer, for example, may use these clauses in a bespoke contract for the provision of a database or other software to be used in the provision of a Smart Card Scheme.

Full Data Processor Agreement

The full Data Processor agreement should be used in circumstances where no written service agreement is in place between the Data Controller and the service provider, and a simple Data Processor contract letter is considered unsuitable.  Generally, this will be the case with larger service providers and where particularly sensitive or confidential information is involved.  

The full Data Processor agreement evidences the Data Controller’s agreement with the service providers and ensures that the Personal Data specified in the agreement are processed in accordance with the provisions of the agreement.  A Card Issuer, however, may prefer to have all the contract terms in one place and therefore may be more likely to use the contract clauses above for insertion in a bespoke agreement.  

Consideration

A valid contract must include "consideration" (see Appendix 2 to the Card Governance Report).  Consideration does not have to be monetary and it can be nominal but it must not be past consideration.  This may be a particular consideration where a collateral letter is issued where there is an existing contract in place.  In order for the collateral letter to be valid as a contract there must be fresh consideration. We have addressed this issue in each of the contracts but suggest that a Card Issuer should take specific legal advice on ensuring that its contracts include valid consideration.  

21.2 Data Processor Contract Letter (A)

BY POST

[Insert name]

[Insert address]

[Insert date]

Dear [insert]

[SERVICE AGREEMENT]
Under the Data Protection Act 1998, [insert data controller’s name] [(“     ”)] is required to put in place an agreement between [insert data controller’s name] and any organisation which processes personal data on its behalf governing the processing of that data. 

Under an agreement made between [insert data controller’s name] and [insert data processor's name] [(“      “)] (“the Agreement”), [insert data processor's name] processes the following data (“the Personal Data”) on behalf of [insert data controller’s name]:

· [e.g. information relating to individuals who have applied for or use a smart card provided by [insert data controller's name]]

The Personal Data are and will remain the property of [insert data controller’s name] at all times. 

In consideration of [the continuing mutual promises and obligations provided in the Agreement]/[the payment of [£X] by [insert data controller's name] to [insert data processor's name], [insert data processor's name] undertakes that it will process the Personal Data strictly in accordance with its obligations under the Agreement and with the following conditions:

2. [insert data processor's name] shall employ appropriate operational and technological processes and procedures to keep the Personal Data safe from unauthorised use or access, loss, destruction, theft or disclosure;

3. [insert data processor's name] shall ensure that only such of its employees who may be required by it to assist it in meeting its obligations under the Agreement shall have access to the Personal Data.  [insert data processor's name] shall ensure that all employees used by it to provide the services as defined in the Agreement have undergone training in the law of data protection and in the care and handling of Personal Data;

4. [insert data processor's name] shall process the Personal Data only in accordance with the laws of the United Kingdom;

5. [insert data processor's name] agrees to assist [insert data controller’s name] promptly with all subject information requests which may be received from the data subjects of the Personal Data;

6. [insert data processor's name] shall not use the Personal Data for any purposes which may be inconsistent with those notified to the data subjects on or before the time of collection;

7. [insert data processor's name] shall not disclose the Personal Data to a third party in any circumstances other than at the specific request of [insert data controller’s name]

[insert data controller’s name] reserves the right upon giving reasonable notice and within normal business hours to inspect [insert data processor's name]’s systems in order to satisfy itself that [insert data processor's name] is adhering to the terms of the letter.

Signed

[
]




[
]

[authorised signatory]



[Director]

On behalf of [insert data controller’s name]
On behalf of [insert data processor's name]

21.3 Data Processor Contract Letter (B)

BY POST

[Insert name]

[Insert address]

[Insert date]

Dear [insert]

AGREEMENT RELATING TO [INSERT BRIEF DESCRIPTION OF SERVICES] 
Under the Data Protection Act 1998, [insert data controller’s name] [(“     ”)] is required to put in place an agreement between [insert data controller’s name] and any organisation which processes personal data on its behalf governing the processing of that data. 

In the course of providing the Services, [insert data processor's name] processes the following data (“the Personal Data”) on behalf of [insert data controller’s name]:

· [e.g. information relating to individuals who have applied for or use a smart card provided by [insert data controller's name]

The Personal Data shall be processed for the following purposes (“the Services”):

· [e.g. to enable verification of identity of each individual user when the smart card is activated].

The Personal Data are and will remain the property of [insert data controller’s name]at all times.

In consideration of [the payment of [£X] by [insert data controller's name] to [insert data processor's name], [insert data processor's name] undertakes to provide the Services and that it will process the Personal Data strictly in accordance with the following conditions:

8. [insert data processor's name] shall process the Personal Data in accordance with our reasonable instructions.

9. [insert data processor's name] shall employ appropriate operational and technological processes and procedures to keep the Personal Data safe from unauthorised use or access, loss, destruction, theft or disclosure;

10. [insert data processor's name] shall ensure that only such of its employees who may be required by it to assist it in providing the Services have access to the Personal Data.  [insert data processor's name] shall ensure that all such employees have undergone training in the law of data protection and in the care and handling of Personal Data;

11. [insert data processor's name] shall process the Personal Data only in accordance with the laws of the United Kingdom;

12. [insert data processor's name] agrees to assist [insert data controller’s name] promptly with all subject information requests which may be received from the data subjects of the Personal Data;

13. [insert data processor's name] shall not use the Personal Data for any purposes which may be inconsistent with those notified to the data subjects on or before the time of collection;

14. [insert data processor's name] shall not disclose the Personal Data to a third party in any circumstances other than at the specific request of [insert data controller’s name];

[insert data controller’s name] reserves the right upon giving reasonable notice and within normal business hours to inspect [insert data processor's name]’s systems in order to satisfy itself that [insert data processor's name] is adhering to the terms of this letter.

Signed

[
]




[
]

[authorised signatory]



[Director]

On behalf of 
On behalf of

[insert data controller’s name]
[insert data processor's name]

21.4 Data Processor Clauses

NB. These clauses are intended for inclusion in terms and conditions or an agreement.  Therefore a Card Issuer must address other contractual issues such as termination, consideration etc.

Definitions

	"Client Personal Data "
	means any personal data for which the Client is a Data Controller where "personal data" has the meaning set out in the Data Protection Act 1998;

	"Data Controller"
	has the meaning set out in the Data Protection Act 1998;

	"Data Processor"
	has the meaning set out in the Data Protection Act 1998;

	"Data Subject"
	has the meaning set out in the Data Protection Act 1998;

	“Individual Rights”
	means the rights of Data Subjects under the Data Protection Act 1998;  

	"Processing"
	has the meaning set out in the Data Protection Act 1998 and “Process” and “Processed” shall be construed accordingly;


Data Protection Clauses

15. The Supplier acknowledges that it acts as a Data Processor in respect of any Client Personal Data Processed by it in connection with this Agreement. [Note – this clause removes any ambiguity as to who is the Data Controller]
16. The instructions given by the Client in respect of the Client Personal Data shall at all times be in accordance with the laws of the United Kingdom.

17. The Supplier agrees and warrants that:

17.1 it shall only Process Client Personal Data strictly in accordance with the Client's instructions from time to time; [Note – this is a mandatory clause]
17.2 it has appropriate operational and technological processes and procedures in place to safeguard against any unauthorised access, loss, destruction, theft, use or disclosure of the Client Personal Data [including but not limited to … if the Client has any specific security requirements or security policies that must be adhered to these could be specified here/in a Schedule; an alternative is to ask the Supplier to complete a security questionnaire and to attach this to the contract as the minimum security standard for the Supplier or to require the Supplier to adhere to BS7799/ISO17799]; [Note – this is a mandatory clause]
17.3 it shall ensure that only such of its employees who may be required by the Supplier to assist it in meeting its obligations under this Agreement shall have access to the Client Personal Data and that all employees used by it have undergone training in the law and practice of data protection; [Note – the minimum requirement is that the Supplier must ensure the reliability of its employees who have access to the Personal Data]
17.4 it will promptly assist the Client with all notices, requests or other enquiries relating to the Individual Rights which may be received whether by the Client or the Supplier;

17.5 it will not use any Client Personal Data for any purposes which may be inconsistent with those notified to the Data Subject on or before the time of collection;

17.6 it will not disclose any Client Personal Data to a third party except at the specific request of the Client or where obliged to do so under any statutory requirement (in which case it shall use reasonable endeavours to advise the Client in advance of such disclosure and in any event immediately thereafter);

17.7 it will not transfer or Process any Client Personal Data outside the [United Kingdom]/[European Economic Area] without the prior written consent of the Client;

18. Where any notice, request or other enquiry relating to the Individual Rights is received by the Supplier it will forward such notice, request or other enquiry to the Client’s [Data Protection Compliance Officer] within 2 working days of receipt by the Supplier.

19. The Supplier will allow its data processing facilities, procedures and documentation to be submitted for scrutiny by the Client or its auditors in order to ascertain compliance with the relevant laws of the United Kingdom and the terms of this Agreement.  [Note – this is a required clause as the Data Controller must take reasonable steps to ensure the Supplier’s compliance with security measures]
20. The Supplier shall, from time to time, comply with any reasonable request made by the Client to ensure compliance with the measures in this Clause [] and the Data Protection Act 1998. 

21. On termination of this Agreement, howsoever caused, the Supplier shall immediately cease Processing the Client Personal Data and, at the Client’s option or direction, arrange for the prompt and safe return and/or destruction of all Client Personal Data together with all copies in its possession or control and, where requested by the Client, certify that such destruction has taken place.  

22. The Supplier will indemnify the Client and keep the Client indemnified from and against any and all costs, claims and expenses (including but not limited to legal costs) which the Client may incur arising out of any breach of this Clause [ ] . 

23. Can the Supplier sub-contract?  If so, there would need to be a clause that requires them not to disclose any Client Personal Data to a sub-contractor unless and until such sub-contractor has entered into an agreement with the Supplier in substantially the same terms as this clause or the sub-contract allows the Data Controller to enforce.
21.5 FULL DATA PROCESSOR AGREEMENT

Below is an explanation of each of the terms of this agreement and why they are required.

Parties
The details of the Data Processor must be inserted to complete this paragraph.

Agreement
2.
Standards of Performance
This clause obliges the Data Processor to use all reasonable skill and care in carrying out the Processing and to meet the standards set out in the Business Requirements Schedule.  Therefore the Business Requirements Schedule must be carefully worded so that the Data Processor is obliged to give the standard of service that the Data Controller requires.

3.
The Term
This agreement must be for a defined period.  The clause introduces the concept of an initial period, to be inserted, and then a subsequent rolling period subject to notice of intention to end the agreement. The Data Controller may wish to ignore setting an initial period, in which case the relevant text can be removed.  The Data Controller may also wish to use this contract for one-off processing projects in which case it could delete clause 3 and replace 5.1 with a clause as follows:


"The Data Processor undertakes that it shall provide the Services strictly in accordance with the Data Controller's instructions from time to time and in any event the Services shall be provided by [insert date]."
4.
Obligations on the Data Controller

The Data Controller must provide the Personal Data to allow the Data Processor to complete its task and instruct the Data Processor according to the law.  These are the only substantive obligations upon the Data Controller except the requirement to pay for the Processing.

5.
Obligations on the Data Processor
The Data Controller must control strictly what the Data Processor does with the Personal Data.  The Business Requirements Schedule will set out the standards that the Data Controller requires the Data Processor to meet.  This is considered below.

One point to note is that the Data Controller must include any Personal Data held by its Data Processors when replying to a subject access request.  Clause 5.5 requires the Data Processors to assist the Data Controller. 

Any Data Processors who collect Data on behalf of the Data Controller must be required to put the Data Controller's data protection notices in front of individuals when they collect the Data.  Such a clause should read:


"The Data Processor shall ensure that a person whose Personal Data the Data Processor collects in accordance with the Business Requirements Schedule has received the Data Controller's data protection notice according to the Data Controller's instructions."
Alternatively, this requirement should be included in the Business Requirements Schedule.

6.
Warranties and Indemnities
This section is where the Data Processor is required to make certain promises to the Data Controller.  This generally means it will exercise due skill and care.

7.
Ownership
It is vital that the agreement states that the Data Controller owns the Data.  This protects its position as Data Controller.

8.
Confidentiality
This clause ensures that Data Processors do not disclose any of the Personal Data to any organisation other than the Data Controller.

9.
Termination for Breach
Clause 3 sets a term and notice period for this agreement.  Clause 9 allows either party to withdraw sooner if the other party breaches the agreement or becomes insolvent.

This will prevent the Data Controller being tied into the agreement if the contractual relationship breaks down.

10.
Consequences of Termination
This clause ensures that the Personal Data that each Data Processor holds is returned to the Data Controller if the agreement is terminated.

11.
Waiver
If any of the Data Processors commit a breach under clause 9, the Data Controller may wish to take some time to consider if it will terminate this agreement.  This clause prevents the Data Processor from arguing that the Data Controller has waived its right to terminate by not acting immediately.

12.
Third Party Rights
The Contracts (Rights of Third Parties) Act 1999 enables certain third parties to have rights under a contract to which they are not a party. For these rights to apply the contract must state that it is made for the benefit of such third parties. This clause allows Data Subjects to sue the Data Processor. Without it they would have no such rights.

13.
Invalidity
This provides that any invalid terms will be removed and the rest of the agreement will continue with the parties agreeing on an amendment.  If this clause was not included the entire agreement could be struck out as invalid.

14.
Entire Agreement
This means that the entire agreement is stated in this document and neither party can point to other statements or documents to alter, contradict or add to the terms of the agreement.

15.
Notices
This clause sets out how notices will be sent to the other party.

Business Requirements Schedule
This schedule is used to set out what the Data Controller requires each Data Processor to do.  It includes the Processing requirements placed upon the Data Processor, the service levels that must be achieved and the procedures to be used.  This is therefore used to ensure that the Data Processor works to the standards that the Data Controller requires.

DATED                                                                                                 2003
 INSERT ORGANISATION NAME

- and -

[DATA PROCESSOR]
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DATA PROCESSOR AGREEMENT dated [                                                       ] 2003

BETWEEN

(1)
INSERT ORGANISATION NAME, [insert address] [insert registered number] (“the Data Controller”); and

(2)
DATA PROCESSOR [insert address] [insert registered number] (“the Data Processor”)

RECITALS

(A)
The Data Controller wishes to appoint the Data Processor as its [insert description of processing tasks e.g. database services agent] to perform the Services (as defined below).

(B)
In order to perform the Services on the Data Controller's behalf, the Data Processor will require certain Personal Data (as defined below) to be made available to it by the Data Controller.

(C)
The parties now wish to enter into this Agreement in order to regulate the provision and use of the Personal Data.

AGREEMENT

24. 1  TC "
DEFINITIONS AND INTERPRETATION"\l 1 
Definitions and Interpretation
24.1 The following words and phrases used in this Agreement and the Schedules shall have the following meanings except where the context otherwise requires:

“Business Requirements”
means the Data Controller’s business requirements as set out in the Business Requirements Schedule;

"Client Personal Data”
means [insert description of the data to be supplied e.g. information relating to individuals who have applied for or use a smart card provided by the Data Controller];

“Confidential Information”
means all information relating to the Data Controller’s customers and prospective customers (including without limitation the Client Personal Data), current or projected financial or trading situations, business plans, business strategies, developments and all other information relating to the Data Controller’s business affairs including all other information of a confidential nature imparted by the Data Controller to the Data Processor during the term of this Agreement or coming into existence as a result of the Data Processor’s obligations;

"Fees"
means the fees set out in the Business Requirements Schedule;

"Data Subject"
means an individual who is the subject of personal data (where "personal data" has the meaning given in the Data Protection Act 1998);

“Services”
means the Services to be carried out by the Data Processor in accordance with the Business Requirements Schedule.

24.2 The headings in this Agreement are inserted for convenience only and shall not affect its construction or interpretation.  References in this Agreement to Clauses and Schedules are, unless otherwise stated, references to the clauses of and schedules to this Agreement.

25. 2  TC "
STANDARDS OF PERFORMANCE"\l 1 
Standards of Performance
The Data Processor shall provide the Services to the standards set out in the Business Requirements Schedule using all reasonable skill and care throughout the term of this Agreement.

26. 3  TC "
THE TERM"\l 1 
The Term
This Agreement shall continue in full force and effect for a period of [specify] unless or until terminated by the Data Controller giving three months’ written notice to expire at any time or unless terminated for breach by either party in accordance with clause 9. 

27. 4  TC "
OBLIGATIONS OF THE DATA CONTROLLER"\l 1 
Obligations of The Data Controller
27.1 In consideration of the Data Processor undertaking to comply with its obligations under this Agreement, the Data Controller shall provide the Client Personal Data to the Data Processor
 together with such other information as the Data Processor may reasonably require in order for the Data Processor to provide the Services.

27.2 The instructions given by the Data Controller to the Data Processor in respect of the Client Personal Data shall at all times be in accordance with the laws of the United Kingdom.

28. 5  TC "
OBLIGATIONS OF THE DATA PROCESSOR"\l 1 
Obligations of The Data Processor
28.1 In consideration of the Fees, the Data Processor undertakes that it shall process the Client Personal Data strictly in accordance with the Data Controller's instructions from time to time and in accordance with this Agreement.

28.2 The Data Processor undertakes that it has full legal authority to enter into this Agreement.

28.3 The Data Processor shall ensure that only such of its employees who may be required by the Data Processor to assist it in meeting its obligations under this Agreement shall have access to the Client Personal Data.  The Data Processor shall ensure that all employees used by it to provide the Services have undergone training in the law of data protection and in the care and handling of personal data.

28.4 The Data Processor undertakes to process the Personal Data only in accordance with the laws of the United Kingdom.  

28.5 The Data Processor hereby agrees to assist the Data Controller with all subject information requests which may be received from the Data Subject.

28.6 The Data Processor undertakes that it shall not use the Client Personal Data for any purposes which may be inconsistent with those notified to the Data Subject on or before the time of collection.

28.7 The Data Processor will grant the Data Subject the same enforceable rights as are available to them in the United Kingdom.

28.8 The Data Processor undertakes not to disclose the Client Personal Data to a third party in any circumstances other than at the specific request of the Data Controller.

28.9 The Data Processor will allow its data processing facilities, procedures and documentation to be submitted for scrutiny by the auditors of the Data Controller in order to ascertain compliance with the relevant laws of the United Kingdom and the terms of this Agreement.

29. 6  TC "
WARRANTIES AND INDEMNITIES"\l 1 
Warranties and Indemnities
29.1 The Data Processor hereby undertakes to the Data Controller that the Services shall be provided with reasonable skill and care.

29.2 The Data Processor warrants that it has appropriate operational and technological processes and procedures in place to safeguard against any unauthorised access, loss, destruction, theft, use or disclosure of the Client Personal Data.  

29.3 Each party shall indemnify the other against all costs, expense, including legal expenses, damages, loss, including loss of business or loss of profits, liabilities, demands, claims, actions or proceedings which the other party may incur arising out of any breach of this Agreement.

30. 7  TC "
OWNERSHIP"\l 1 
Ownership
All right, title and interest in the Confidential Information shall vest solely in the Data Controller.

31. 8  TC "
CONFIDENTIALITY"\l 1 
Confidentiality
31.1 The Data Processor shall procure that all Confidential Information disclosed to it by the Data Controller under this Agreement or which may at any time during the term come into the Data Processor's knowledge, possession or control, shall be kept secret and confidential and shall not be used for any purposes other than those required or permitted by this Agreement and shall not be disclosed to any third party except insofar as this may be required for the proper operation of this Agreement and then only under appropriate confidentiality provisions approved by the Data Controller.  

31.2 The Data Processor shall promptly notify the Data Controller if any Confidential Information is required by law to be disclosed by it or any other person receiving it under or pursuant to this Agreement and shall co-operate with the Data Controller regarding the manner of such disclosure (but without prejudice to any obligation to comply with any law).  The obligations of confidentiality shall not apply to any information which:

31.2.1 is or becomes generally known to third parties (other than as a result of a breach of the provisions of this Agreement); or

31.2.2 which is already lawfully in, or which comes lawfully into, the Data Processor's possession other than under this Agreement; or

31.2.3 is independently developed by the Data Processor.

32. 9  TC "
TERMINATION FOR BREACH"\l 1 
Termination for Breach
32.1 This Agreement may be terminated with immediate effect by either party giving written notice to the other where:

32.1.1 the other party is in breach of any material obligation under this Agreement and, where the breach is capable of remedy, has failed to remedy the breach within 21 days of receipt of notice so to do; or

32.1.2 a resolution is passed or an order is made for the winding up of the other party (otherwise than for the purposes of solvent amalgamation or reconstruction) or the other party becomes subject to an administration order or receiver or administrative receiver is appointed or an encumbrancer takes possession of any of the other party's property or assets or if the other party is dissolved; or

32.1.3 the other party ceases or threatens to cease to carry on business in the United Kingdom.

33. 10  TC "
CONSEQUENCES OF TERMINATION"\l 1 
Consequences of Termination
On termination of this Agreement, for whatever reason, the Data Processor shall cease to use the Confidential Information and shall arrange for the prompt and safe return of all Confidential Information belonging to the Data Controller together with all copies of the Confidential Information in its possession or control and shall certify that all copies have been destroyed.

34. 11  TC "
WAIVER"\l 1 
Waiver
No forbearance or delay by either party in enforcing its rights will prejudice or restrict the rights of that party, and no waiver of any such rights or of any breach of any contractual terms will be deemed to be a waiver of any other right or of any later breach.
35. 12  TC "
THIRD PARTY RIGHTS"\l 1 
third party rights
35.1.1 A person who is not a party to this Agreement has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement but this does not affect any right or remedy which exists or is available apart from the Act.

35.1.2 Notwithstanding clause 12.1.1 immediately above, this Agreement is entered into for the benefit of the Data Subject and the Data Subject is hereby entitled to enforce the terms and conditions of this Agreement as a third party beneficiary.

36. 13  TC "
INVALIDITY"\l 1 
Invalidity
If any term or provision of this Agreement shall be held to be illegal or unenforceable in whole or in part under any enactment or rule of law such term or provision or part shall to that extent be deemed not to form part of this Agreement but the enforceability of the remainder of this Agreement shall not be affected provided however that if any term or provision or part of this Agreement is severed as illegal or unenforceable, the parties shall seek to agree to modify this Agreement to the extent necessary to render it lawful and enforceable and as nearly as possible to reflect the intentions of the parties embodied in this Agreement including without limitation the illegal or unenforceable term or provision or part.

37. 14  TC "
ENTIRE AGREEMENT"\l 1 
Entire Agreement
This Agreement, [together with the documents referred to in it][specify documents], constitutes the entire agreement and understanding between the parties in respect of the use, processing and transfer of any personal data subject to this Agreement and supersedes any previous agreement between the parties [or any of them] relating to such matters [notwithstanding the terms of any previous agreement or arrangement expressed to survive termination].

 Each of the parties acknowledges and agrees that in entering into this Agreement, and the documents referred to in it, it does not rely on, and will have no remedy in respect of any statement, representation, warranty or understanding (whether negligently or innocently made) of any person (whether party to this Agreement or not) other than as expressly set out in this Agreement [as a warranty]. The only remedy available to it for breach [of the warranties] will be for breach of contract under the terms of this Agreement. 
· 
· 

38. 15  TC "
NOTICES"\l 1 
Notices
Notices will be in writing, and will be sent to the other party marked for the attention of the person at the address [set out for such party in this Agreement][set out below].  Notices may be sent by first-class mail or facsimile transmission provided that facsimile transmissions are confirmed within [24] hours by first-class mail confirmation of a copy.  Correctly-addressed notices sent by first-class mail shall be deemed to have been delivered 72 hours after posting and correctly directed facsimile transmissions shall be deemed to have been delivered instantaneously on transmission providing that they are confirmed as set out as above.  


[If for the Data Controller:

Name:
[insert name]

Address:
[insert address]


[insert address]


[insert address]

Telephone No: 
[insert telephone number]

Fax No: 
[insert fax number]

If for the Data Processor:

Name:
[insert name]

Address:
[insert address]


[insert address]


[insert address]

Telephone No: 
[insert telephone number]

Fax No: 
[insert fax number]]
39. 16  TC "
GOVERNING LAW"\l 1 
Governing Law
This Agreement shall be governed by and construed in accordance with English law and each party hereby submits to the exclusive jurisdiction of the courts of England and Wales.


40. 17  TC "
COUNTERPARTS"\l 1 
Counterparts
This Agreement may be executed in any number of counterparts, each of which, when executed and delivered, will be an original and all the counterparts together will constitute one and the same instrument.


SIGNED by





)

for and on behalf of INSERT ORGANISATION NAME
)
in the presence of:




)

SIGNED by





)

for and on behalf of THE DATA PROCESSOR

) 

in the presence of:




)

  TC "BUSINESS REQUIREMENTS SCHEDULE"\l 1 BUSINESS REQUIREMENTS SCHEDULE

Refer to the services to be provided, how, any timescales etc.

Include details of fees

Include service standards

Include any other relevant information


22. DATA PROTECTION NOTICE TOOLKIT"\l 1 
Appendix 5 – Data Protection Notice Tool Kit

NOTE – THIS IS INTENDED AS GENERAL GUIDANCE.  SPECIFIC REFERENCE SHOULD BE MADE TO THE INFORMATION LAW REPORT

GUIDANCE NOTES TO DATA PROTECTION NOTICE / PRIVACY STATEMENT

KEY TERMS EXPLAINED

“Data” means information processed automatically, i.e. by computer, or manual data held in a “relevant filing system”, and “personal data” are data which enable a living individual to be identified, either from those data alone or by combining those data with other information in the possession of the data controller or likely to come into its possession.

A person who controls what is done in relation to the personal data which it holds is known as the “data controller” in respect of those data, and such a person is subject to a number of legal obligations imposed by the Data Protection Act 1998.  Note that there can be more than one data controller in relation to one set of personal data. 

What is done in relation to data is defined in the Act as “processing”. This wide definition covers anything that can be done with data – just keeping a record of a name by filing a letter containing it is enough.

A “data subject” is the individual who is the subject of personal data. 

A “data processor” is defined as any person (other than an employee of the data controller) who processes personal data on behalf of the data controller. 

PURPOSE OF PRECEDENT DOCUMENT

This precedent document provides a data protection notice (sometimes referred to as a collection notice or a fair obtaining notice) which has been drafted to cover the information which is legally required to be given to individuals whose personal data are being collected.  

Data protection notices will vary from organisation to organisation and even within organisations, depending upon the type of personal data processed and the uses to which the data are put.  Section 7 of the Information Law Report deals with the information to be provided to individuals and suggestions as to how this can be done.  Card Issuers and other data controllers should bear in mind that it may be necessary to include a data protection notice on printed material such as brochures, advertisements, application forms and letters, on internet sites as well as building a notice into telephone scripts if personal data are collected over the telephone.  Specific advice should be taken on these notices.

The precedent notice is designed for use with an application/registration form so that where opt-ins or opt-outs are required, a tick box or voluntary field can be included in the form.  An alternative would be to include tick boxes in the notice itself.  The action of ticking a box must be recorded and appropriately acted upon.

Section 8 of the Information Law Report deals with the use of personal data for marketing.  It is recognised that marketing is not generally an activity undertaken by the public sector but private sector organisations involved in a Scheme should take note of this.

This precedent is therefore only one example of the type of data protection notice which can be used.  It can, however, easily be adapted for use in other situations, using the guidance notes below.   In particular, it should be noted that the precedent is comprehensive.  In many cases a data protection notice will be relatively short either because that is all the information that that data controller is required to provide or because the data controller has made the information available elsewhere, for example in a privacy statement (see below).

Card Issuers should pay particular regard as to who is issuing the notice – for example is this specific to the Card Issuer or is this being issued as a joint notice on behalf of a number of participants in a Scheme?

GUIDE TO DATA PROTECTION NOTICE

41. Introduction

Set out below is a guide to the content of a data protection notice.  Before writing a data protection notice, data controllers should consider carrying out a data protection compliance audit, by which they will record and understand who are their data subjects, the uses to which they will put the personal data, the disclosures they will make of the data, and anything else of relevance.  

42. General requirements of a data protection notice
The Data Protection Act 1998 (the “Act”) requires data controllers to provide certain information to their data subjects.

42.1 Who is to provide the required information?
The Act applies to data controllers who are established in the UK, or who are outside the EEA but use equipment in the UK, in which case they are required to nominate a representative in the UK.  Organisations established elsewhere in Europe will be subject to similar data protection legislation under their national laws and so are likely to have to provide information similar to that required by UK law, subject to any specific requirements of those laws.

The issue of the status of parties in a smart card context is discussed in Section 4 of the Information Law Report.

42.2 What information must be provided?
The data controller must state:

· the identity of the data controller and of any nominated representative;

· the purposes for which the data controller intends to process the personal data; and

· any additional information which is necessary in the particular circumstances to make the processing fair.

The required information is therefore potentially wide-ranging and will vary according to the particular circumstances.

42.3 When must the data controller provide it?
The required information must be provided or made available to data subjects both when the personal data are collected from data subjects themselves and when they are collected from third parties. Where data are collected directly from the individuals, the required information should be provided or made available either before or at the time of collection.  Where data are obtained from third parties and the data controller intends to disclose those data to someone else, then the provision of the required information can wait until the time of the further disclosure.  

In the case of collection from third parties, there is an exemption from the requirement that certain information be provided where such provision would involve a disproportionate effort.  This exemption will not, however, be generally available.

42.4 How should the information be provided?
42.4.1 Data protection notices

The required information is commonly provided in the form of a data protection notice on web sites, brochures, application forms etc.

The information should be prominent and easy for individuals to understand.  It should be given or a link provided to it whenever personal data are collected.

42.4.2 Privacy statements

Privacy statements are often used as a means for providing information to individuals.  This is not a legal requirement for a web site.  However, as long as the required information is given, the manner in which it is done does not matter so long as the information is clear and accessible to those who need to have it.  

The information required under the Act could be provided as part of a privacy statement.  This may be a less formal way of explaining what personal data are collected and why.  The precedent can be adapted for use in a privacy statement.  However, where consent is required, a positive action on the part of the data subject will be necessary such as ticking a box or returning an on-line application form. A privacy statement simply positioned as a link on the site will not be sufficient to meet this requirement without anything further.

Various alternatives are possible, for example providing limited information in a data protection notice with a link being provided to a more detailed privacy statement.  The Information Commissioner has also issued an "Information Padlock" which can be used to alert people to the fact that information is being collected and to direct them to an explanation of how their information will be used.  In any event, if used, a privacy statement should be prominent with links accessible from all pages from which personal data may be collected.  

Demonstrating compliance with the data protection legislation not only satisfies a legal requirement but may also increase user confidence in the data controller itself, in addition to enhancing and protecting its reputation.

Failure to use a notice where required may render the information collected unusable for the purposes required as well as exposing the organisation to the risk of enforcement action from the Information Commissioner and civil action from data subjects.

43. Specific categories of information
The full legal identity of the data controller and the purposes for the processing must be specified in every case.  What other information needs to be provided to ensure fairness will depend on the circumstances of the case but may include the categories of information set out below.  

In some cases, other legislation governs the provision of information and, where appropriate, this has been detailed below.  If you are in doubt as to whether or not to include any information in a data protection notice, it is best to err on the side of caution and give individuals as much information as possible as to the use of their personal data without overwhelming them; an individual can ask for further details where necessary if a contact is provided.

43.1 Who is the data controller

The Act requires that whoever is the data controller is identified to the data subject.  Note that this could be a public authority, company, an individual, or a group of authorities or companies, or any other type of organisation. The full legal name of the organisation should be given.

Any nominated representative should also be identified.

43.2 Purposes of the processing
The purposes for which the data controller is processing or intends to process the personal data should be set out.  It is important for data controllers to consider carefully all the purposes for which they process data and any future uses to which they may wish to put data since, if a purpose is missed out, the personal data cannot be used for that purpose without further notifying the data subjects.  Examples of purposes that may not be immediately obvious to data subjects are credit checking and use for fraud prevention or money laundering checks.

43.2.1 Marketing purposes

Special consideration is required where personal data are going to be used for marketing purposes either by the data controller who collects the data or by joint data controllers, third parties etc. to whom the data are disclosed.

In order for the processing to be fair, data subjects should always be told whether their details will be used for marketing purposes.  In certain cases, their consent may need to be obtained.   

The Privacy and Electronic Communications (EC Directive) Regulations 2003 ("Privacy Regulations") regulate the use of fax and telephone for direct marketing.  These provide that a caller may not make an unsolicited direct marketing telephone call to an individual where the caller has been asked not to do so by the individual or where the telephone number has been registered with the telephone preference service.  A call will not be treated as unsolicited if the individual has notified the caller that he does not object to such calls being made on his line.  Such notification requires some action on the part of the individual and, although the requirements of the Regulations and the Act apply independently of one another, the data protection notice can cover both sets of obligations.

If the data protection notice clearly says that telephone contact for marketing purposes is proposed and gives a clear opt out box (or makes the field for the telephone number voluntary), then an individual who does not complete the opt out box or supplies his telephone number has, arguably, notified the data controller that he does not object to telephone marketing.

As regards fax marketing, an individual is required to actively consent to such marketing.  An opt-in should be provided or, again, completion of the field for fax number could be made voluntary as long as it is clear that if the number is provided, marketing may result.

In relation to electronic mail (which includes e-mail, voice and MMS and SMS messages) prior consent or opt-in is required to unsolicited communications.  However, where an e-mail address has been collected in the context of the sale or negotiations for sale of a product or service then the same person or organisation may contact the individual by e-mail with details of its own similar products or services provided that an opt-out has been given on collection and is given in each subsequent e-mail.  The opt-out must be free of charge and easy to use.

E-mails must not disguise/conceal the identity of the sender and must contain a valid address to which the recipient may send a request that such communications cease.

A wide range of activities are regarded as marketing activities, including contact for customer care purposes, promoting an organisation’s objectives, and fundraising.

Aside from the specific requirements imposed by these Regulations, consent may be needed in other cases for marketing purposes, for example where the personal data involved are sensitive personal data (see below) or are subject to a duty of confidence; where the data controller is a monopoly supplier; where the data subject is a minor; and where the data controller is subject to an industry Code of Practice which recommends consent.

Data controllers should ensure they maintain adequate suppression lists to deal with people who do not wish to receive marketing.  As well as the specific regulations, the Act provides that an individual has an absolute right to object to direct marketing at any time.

44. Obtaining personal data
The notice should contain a description of the type of personal data collected, how the data are collected, and from whom.  For example, personal data may be obtained from the data subjects themselves or from third parties.  The required information must be provided to the data subject in both cases.

Where personal data are collected covertly, such as through the use of cookies, data subjects must be told of this collection.  It is possible that even where an attempt is made to anonymise such information so that it does not relate back to a real world name or other details of an individual, it may nevertheless be classed as personal data under the Act.

Under the Privacy Regulations storing information on an internet user’s computer or accessing such information is only allowed on condition that the subscriber or user is provided with clear and comprehensive information about the purposes of the processing and is offered the right to refuse such processing.  There are various types of cookies and various ways in which a user can refuse a cookie such as disabling this in the browser or by the data controller switching this off and setting these out in a data protection notice or privacy policy may prove unwieldy and difficult to keep up-to-date.  The domain name www.AboutCookies.org gives users further details of how to delete or control cookies.

In some cases the personal data of other people is also collected from a data subject, for example by offering the facility to e-mail a friend. The Act requires a data controller to provide the specified information to these new data subjects.  If such a  new data subject is contacted, then a data protection notice should be included in the communication.  If there is no mechanism for contacting the third party, then a form of wording should be included in the original data protection notice specifying that the first data subject is acting on behalf of the new data subject.

45. Recipients 

A description of the recipients or classes of recipients should be included, for example service providers etc.

46. Data Processors
Where personal data are transferred to, or collected directly by, agents or service providers on behalf of the data controller (for example by ISPs, delivery agents etc.) then Principle 7 of the Act requires a written contract to be in place between the data controller and each data processor, which requires the data processor to act only in accordance with the instructions of the data controller and which imposes security obligations on the data processor equivalent to those imposed on the data controller by the Act.

47. Overseas transfers
Where personal data are transferred overseas, special considerations apply under Principle 8 of the Act, which prohibits transfer outside the European Economic Area unless the transferee country provides an adequate level of protection.  Currently only Argentina, Switzerland and Hungary are deemed to qualify, but personal data may also be transferred to US companies which have signed up to the “Safe Harbor” rules and to organisations whose personal data are covered by the Canadian Personal Information Protection and Electronic Documents Act 2000.  

Where personal data are transferred to a data processor overseas, then provided the data controller has put in place the required data processor contract, the Act will also be complied with.  Standard contractual clauses have been issued by the European Commission to cover these arrangements although other clauses can be used. 

Other transfers of data overseas will be prohibited, in most cases, unless a data controller can bring itself within an exemption contained in Schedule 4 of the Act.  The most obvious exemption for a data controller to use is that of the consent of the data subject and the precedent data protection notice asks for this consent.  However, putting a consent provision in a notice may not always work.  For example if the personal data involved are of employees, it may be difficult to argue that employees are freely able to consent in an employment context. 

The EU Commission has approved a model set of contractual clauses which can be put in place to ensure that adequate protection is provided by specific overseas organisations, and these clauses are available from its website although do not have to be used.

48. Credit reference agencies

Individuals should be told if their data will be used for credit checking purposes.  There is particular wording which should be used for credit checking and for membership of fraud avoidance databases such as CIFAS. 

49. Sensitive personal data
Under the Act, the processing of all personal data is required to be legitimised by one of the conditions in Schedule 2.  In addition, where sensitive personal data are processed, further justification must be sought under the conditions set out in Schedule 3 to the Act.  Sensitive personal data are data which relate to a persons’:

· Race/ethnic origin

· Political opinions

· Religious beliefs

· Trade union membership

· Physical or mental health or condition

· Sexual life

· Criminal offences, sentences or the disposal of criminal proceedings

One ground on which processing of such data can be legitimised is that the explicit consent of the data subject was obtained.  The precedent data protection notice deals with obtaining consent for such processing, although the data controller should not collect sensitive personal data unless it is necessary for the data controller's purposes.  “Explicit consent” must both be informed and involve a positive action on the part of the data subject, so the more information you can provide as to the use of sensitive personal data, the better.  It may not be sufficient just to include this information in a privacy statement; because explicit consent requires that the data subject actively does something, such as returning an application or registration form. 

50. Security
Data controllers are required to put in place security measures under Principle 7 of the Act; these measures must also be imposed on their data processors as outlined above.  It would be helpful for a data controller to offer a brief explanation of its security procedures in order to reassure individuals that their data will be kept safe.  

51. Links
A data controller who displays on its site links or advertisements for other sites cannot guarantee that personal data will be kept secure on these other sites, nor that any processing there will be in accordance with the Act.  This should be pointed out to individuals to enable them to make an informed choice as to whether or not to use such sites.  In order to limit its own liability, a data controller should make it clear that it does not act as an agent or representative of any of these sites (where this is the case).  The situation may be different where links are provided to other sites run by the organisation or its group companies. 

52. Individual rights
Individuals are given extensive rights under the Act, in particular of access to the personal information held on them and to have any inaccuracies corrected.  A data controller should consider informing individuals of these rights in order to ensure fair processing.  A data controller may charge a fee (currently a maximum of £10) for dealing with a subject access request. 

53. Retention periods and quality requirements
The Act requires that data controllers keep personal data accurate, up to date and that they retain the data for no longer than is necessary.  Telling data subjects this may increase their confidence and so encourage them to provide their details. 

54. Contact details
In view of the requirement to keep personal data up to date, data controllers should encourage individuals to inform them of changes to their details.  Providing contact details also ensures fairness because data subjects then have a point of call if they have any queries or complaints. Wherever possible a real world address should also be given to ensure fairness.

55. Distance Selling Regulations
The Consumer Protection (Distance Selling) Regulations 2000 came into force on 31 October 2000.

Where contracts for the supply of goods and services to consumers are concluded at a distance, for example over the internet, certain information must be provided, for instance the main characteristics of the goods or services, the delivery costs and price and the right to cancel in most circumstances.

56. E-Commerce Regulations
The E-Commerce Regulations require a seller to provide additional information such as the steps to be taken to conclude the contract, set out in a way which ensures that informed consent is given.  A contract will be concluded only when the purchaser has received from the seller an acknowledgement of his acceptance of the contract, and has confirmed receipt of this acknowledgement.  When setting up a web site these Regulations should be taken into account.

57. Other Jurisdictions
Where a web site is to operate in, or be targeted at countries other than the UK, then specific advice should be sought, not just as to the data protection legislation in such jurisdictions but also in relation to compliance with the relevant national laws in general.

58. Changes
Data protection notices and privacy policies should be reviewed and updated regularly, but it may not be enough simply to amend the notice.  In some cases data subjects may need to be contacted or alerted, in order to be told that a change has been made, for example if the purposes have changed, or where a further consent of the data subject is required.  

NOTE – THIS NOTICE IS ONLY INTENDED AS AN EXAMPLE OF HOW INFORMATION CAN BE PROVIDED.  EACH SMART CARD SCHEME WILL OPERATE DIFFERENTLY AND THEREFORE WILL HAVE A DIFFERENT NOTICE.  GUIDANCE ON SOME OF THE ISSUES TO CONSIDER WHEN DRAFTING IS SET OUT IN THE PRECEDING NOTE AND THE DETAILED ADVICE THAT FORMS THE INFORMATION LAW REPORT SHOULD BE CONSIDERED.

We (Insert name of Data Controller & any joint Issuers, Secondary Service Providers etc. if appropriate) will obtain personal information from you when you enquire about or sign up for any of our services, [insert any other ways that information may be collected].  

We will use your personal and other information to administer the Smart Card Scheme, to provide you with the services you have signed up for, for customer services purposes, [for credit scoring]
, for marketing, to analyse your use of the services and to ensure that the content, services and advertising that we offer are tailored to your needs and interests. We may use the specific smartcard number assigned to you for these purposes and for [insert any other purposes].  We may collect biometric information on you such as [insert relevant details] for identity verification and for [insert any other purposes].  We may keep your information for a reasonable period for these purposes. 

We may need to share your information with our service providers, associated organisations and agents for these purposes. We may disclose personal data in order to comply with a legal or regulatory obligation. As part of a multi-application smart card scheme, we may share your information with other partners so that they can offer you services and benefits unless you have specifically asked us where indicated on the registration form not to share this information.  Our current partners are:

and we may form new partnerships in the future.

[To help make credit decisions about you, to prevent fraud, to check your identity and to prevent money laundering, we may search the files of credit reference agencies who will record any credit searches on your file.  We may also disclose details of how you conduct your account to such agencies.  The information will be used by other credit grantors for making credit decisions about you and the people with whom you are financially associated, for fraud prevention, money laundering prevention and occasionally for tracing debtors.]

We may also share your information with carefully selected third parties for marketing purposes.  If you do not wish us to do so, please indicate this where provided on the registration form.  We or they may contact you by mail, telephone, fax, e-mail or other electronic  messaging with offers of goods and services or information that may be of interest to you.  By providing us with your fax number or telephone number you consent to being contacted by these methods for these purposes
.   

We need your e-mail address to be able to contact you in connection with your services and we may contact you by e-mail with details of similar products or services that we offer.  If you do not want us to do this, please indicate this where provided on the registration form. If you are happy for your e-mail address also to be used for other offers of goods and services or information that may be of interest to you, whether by us or third parties, please indicate this where provided on the registration form.

In the event of a change of ownership either of the Smart Card Scheme as a whole or any service provider, customer information may be one of the assets transferred.  Where a service is to be provided by a new service provider, we or they will tell you of the identity of the new service provider.

We may store information about you in cookies (files which are sent by us to your computer or other access device) which we can access when you visit our site in future. If you want to delete any cookies that are already on your computer, please refer to the instructions for your file management software to locate the file or directory that stores cookies.  Our cookies will have the file names [X.txt,Y.txt and Z.txt]. If you want to stop cookies being stored on your computer in future, please refer to your browser manufacturer’s instructions by clicking “Help” in your browser menu.  Further information on deleting or controlling cookies is available at www.AboutCookies.org.  Please note that by deleting our cookies or disabling future cookies you may not be able to access certain areas or features of our site.  

When you visit our site, we may also log your IP address, a unique identifier for your computer or other access device.

By providing us with your personal information, you consent to our processing your sensitive personal data, such as health data, for the above purposes.  You also consent to our transferring your information to countries or jurisdictions which do not provide the same level of data protection as the UK, if necessary for the above purposes.  If we do make such a transfer, we will, if appropriate, put a contract in place to ensure that your information is protected.

If you provide us with information about another person, you confirm that they have appointed you to act for them to consent to the processing of their personal data and that you have informed them of our identity and the purposes (as set out above) for which their personal data will be processed.

We offer the use of a secure server when you access your information over the internet.  The secure server software encrypts your information before it is sent to us.  We also take appropriate measures to ensure that the information disclosed to us is kept secure, accurate and up to date and kept only for so long as is necessary for the purposes for which it is used.

We link to a wide variety of other sites and we display advertisements from third parties on our site.  We are not responsible for the content or privacy policies of these sites and third party advertisers, nor for the way in which information about their users is treated.  In particular, unless expressly stated, we are not agents for these sites or advertisers nor are we authorised to make representations on their behalf.

You are entitled to ask for a copy of the information we hold about you (for which we may charge a small fee) and to have any inaccuracies in your information corrected.  You can access the information that is held on your smart card and update this at any card reader.

If your personal details change, if you change your mind about any of your marketing preferences or if you have any queries about how we use your information, please let us know by contacting our Data Protection Officer at dpo@abc.gov or by writing to us at 111 High Street, Anytown, AB1 XYZ.

This data protection notice may change and therefore you should review it regularly.  We will of course notify you of any changes where we are required to do so.


23. Appendix 6 – National Smart Card Project Glossary
	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































�The parties may want to specify when the Personal Data will be provided, how often etc.


� It may not be the Card Issuer that provides the credit facilities, if any and how this works should be made clear and details of any credit organisation provided.


� It may not be the Card Issuer that provides the credit facilities, if any and how this works should be made clear and details of any credit organisation provided.


� This is applicable only where fields for telephone and fax numbers are voluntary.


� The application of the Privacy Regulations to each Data Controller must be determined and the form must include appropriate provisions.





