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1. Abstract

This report concentrates on the public procurement law issues for a Local Authority procuring works, supplies or services for the purposes of a Smart Card Scheme.

No recommendation is made in this report as to the most appropriate procurement model to be adopted as this will depend on the particular circumstances of the Scheme.

The following conclusions have been reached in this report:

1.1 Strategic Procurement Issues

It is essential that a Local Authority addresses the relevant strategic procurement issues at the relevant stage in the procurement process in order to (i) optimise its bargaining position; (ii) achieve the desired output; and (iii) maximise the contribution of the tenderers (if so required).  Examples of strategic procurement issues include establishing the business and commercial requirements, and considering the risks best transferred to the successful service provider.

1.2 Public Procurement Considerations Relevant to All Procurements (Save S-Cat and G-Cat)

The procurement of a Smart Card Scheme by a Local Authority may take various forms: stand alone procurements, framework agreements, S-Cat or G-Cat, public private partnerships or joint purchasing arrangements with other Local Authorities.  

Procurement outside the scope of S-Cat or G-Cat must be in accordance with the Public Procurement Directives where the value of the goods or services in question exceeds the relevant financial threshold.  Not surprisingly, procurement in line with the Public Procurement Directives is a more lengthy, albeit vital, process.

If the Public Procurement Directives do apply, the Local Authority must:

· determine which one of the three award procedures to follow (open, restricted or negotiated).  The Local Authority may freely choose between use of the open and restricted procedure, but may only use the negotiated procedure if the limited circumstances set out in the Public Procurement Directives apply;

· advertise its requirements by way of a series of standard form notices in the Official Journal of the European Union (prior information notice, contract notice and contract award notice), of which only the contract notice and contract award notice are mandatory; 

· conduct the selection stage in accordance with the rules on selection set out in the Public Procurement Directives.  The Directives set out an exhaustive list of grounds for automatic exclusion.  The Public Procurement Directives also list the types of evidence which a Local Authority may request of a tenderer to prove that the tenderer meets the Local Authority's minimum economic, financial and technical requirements;

· conduct the award stage of the procurement process in accordance with the relevant provisions of the Public Procurement Directives.  In particular, the Local Authority must award the contract in question on the basis of one of two award criteria – lowest price or most economically advantageous tender (MEAT).

The Local Authority is best advised to comply with the Public Procurement Directives as strictly as possible and at all stages of the procurement process in order to avoid any later legal challenges by disappointed tenderers.

1.3 S-Cat and G-Cat

If the goods or services which the Local Authority wishes to procure in respect of a Smart Card Scheme are of a type covered by the S-Cat or G-Cat framework, the Local Authority may employ the services of a supplier already registered under S-Cat or G-Cat.  As the public procurement procedure will have been already followed for the S-Cat and G-Cat framework agreements, the Local Authority will not be required to advertise its requirements by way of a contract notice in the Official Journal of the European Union or to follow the procedures set out in the Public Procurement Directives.  This should generally allow for a quicker procurement process.

1.4 Framework Agreements

If the Local Authority opts to use framework agreements, the terms and conditions of the contracts let under the framework agreements must be agreed up front and may not be subject to negotiation further down the line.  Any framework agreement should not exceed four years in duration.

1.5 Public Private Partnerships

The Public Procurement Directives were drawn up before public private partnerships became popular and so are not designed to deal with the various issues which might arise as a result of procurement by way of a public private partnership (including partnering arrangements and joint ventures).  However, there are certain issues which frequently arise in the context of public private partnerships of which the Local Authority should be aware, such as the accommodation of change during the procurement process or changes to the project specification.

1.6 Joint Procurements

If a Local Authority is to join forces with other Local Authorities for the purchasing of goods or services in relation to a Smart Card Scheme, the Public Procurement Directives will apply to the joint procurement.  In addition, the Local Authority must specify the fact that there is to be a joint procurement in the contract notice in order to inform interested suppliers.

1.7 Competition Law Issues

Competition law issues in terms of Chapter I (prohibition against agreements between undertakings which may distort competition within the UK) and Chapter II (prohibition against the abuse of a dominant position within the UK) of the UK Competition Act 1998 may arise during the procurement of a Smart Card Scheme.  They are more relevant in the context of procurement by way of framework agreements, bidder consortia and joint purchasing arrangements by Local Authorities.  Competition law issues are less likely to occur in relation to S-Cat, G-Cat and stand alone procurements.
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2. Introduction

The purpose of this report is as follows:

2.1.1 to consider key public procurement law issues for stand alone procurements of Smart Card Schemes; and

2.1.2 to examine public procurement law issues specific to frameworks (including the S-Cat and G-Cat procurement systems), Public Private Partnerships (PPPs) and joint purchasing arrangements between Local Authorities.

This report should be read in conjunction with the Introductory Report, which prefaces the series of reports produced in the Legal section of the National Smart Card Project.

In preparing this report, we have had regard to the following:

· the public procurement legislation listed in Appendix 2 and, in particular, the Public Services Directive;

· the new Consolidated Directive which is more thoroughly discussed at sections 2.10 and 2.11 below.  This new European Directive aims to modernise and simplify the existing public procurement framework.  It is likely to come into force in the UK in the first half of 2005.  This report refers to the Consolidated Directive because of the light it sheds on the European institutions' interpretation (and therefore the acceptability) of certain provisions within the current Public Procurement Directives such as framework agreements and e-procurement;
· 
· materials produced by the Office of the Deputy Prime Minister relating to local government procurement including that produced by the Strategic Partnering Taskforce and the IDeA.  

· legislation relating to local authorities, including the Local Government Acts 1972, 1999, 2000 and 2003;

· Central Government guidance on procurement policy.  The guidance is entitled "Central Government Accounting Chapter 22 – Procurement Policy Guidelines";

· various Office of Government (OGC) guidance on the application of the Public Procurement Directives.  The OGC guidance deals inter alia, with the minimum number of suppliers to bid and framework agreements and can be found under the heading "Guidance on EC Rules" on the following website: http://www.ogc.gov.uk/index.asp?id=1000084;

· UK competition law, namely the UK Competition Act 1998.

For the purposes of this report, the following assumptions have been made:

· a business case has been designed by the Local Authority and assessed internally;

· the Smart Card Scheme is initiated by the Local Authority and the Local Authority will not be joining an existing Smart Card Scheme that is operated by a third party. However, the Card Issuer may allow third parties (including private sector organisations) to become involved in the Smart Card Scheme;

· that the Card Issuer has the requisite powers and consents to establish and operate its chosen Smart Card Scheme – and that the proposed Scheme falls within the statutory framework for procurements described in section 8. 

· that each procurement of a Smart Card Scheme will be undertaken by a single Local Authority, save in respect of section 8 where joint purchasing by two or more Local Authorities;

· that each procurement by a Local Authority in respect of a Smart Card Scheme will be by way of one of the following procurement models:

· one or more stand alone procurements;

· S-Cat or G-Cat or other frameworks under which a Local Authority enters into an agreement with a supplier for a succession of purchases;

· Public Private Partnerships (PPPs), including partnering and joint ventures.

Whilst there may be a degree of overlap between the Procurement and Legal sections of the National Smart Card Project, it should be noted that the stated intention of the Procurement section is to identify appropriate procurement models and to provide guidance on the procedures and circumstances in which S-Cat or G-Cat or any other available procurement model may be employed.  The purpose of this report is to deal with the legal issues which arise under the procurement models.

The Public Procurement Directives apply to "contracting authorities", a term defined in the Directives to include local authorities.  Therefore, any reference in this report to contracting authorities should be read as encompassing a Local Authority.  Contracting authorities are obliged to comply with the Public Procurement Directives whenever they wish to purchase works, services or supplies, the value of which is above certain financial thresholds.  In setting up a Smart Card Scheme, a Local Authority will certainly have to procure works, services and/or supplies.  Whether or not the value of these individual contracts will be above the relevant financial threshold and, therefore, whether the Public Procurement Directives will apply, must be determined on a case by case basis.

At present there are three Public Procurement Directives: the Public Works Directive, the Public Services Directive and the Public Supplies Directive.  Each of these Directives has been implemented into the UK's national legislation by way of statutory instrument.  A list of the Public Procurement Directives and the implementing UK legislation is contained in Appendix 2.  Reference will be made throughout this report to the European Public Procurement Directives.  The principle of EU supremacy means that they would take precedence over the implementing legislation if there was ever a discrepancy between the European and UK legislation.  

Although there are three Public Procurement Directives, only one of these three Directives can apply to any single procurement by a Local Authority.  Therefore, it is necessary to determine at the outset whether a Local Authority wishes to procure works, services or supplies.  In certain cases, this is easily decided.  For example, where a Local Authority seeks simply to procure blank smart cards, the contract will be one for supplies only and the Public Supplies Directive will apply.  If, on the other hand, a Local Authority wished to purchase Readers and to have them installed, the contract would be one for a mixture of supplies and services.  At this point it must be determined which element of the contract (supplies or services) has the greater value.  If the value of the supplies element is greater, the Public Supplies Directive will apply and if the value of the services element is greater, the Public Services Directive will apply.

It is impossible to decide at this early stage which of the three Public Procurement Directives will apply to the procurement of a Smart Card Scheme by a Local Authority.  This will have to be determined on a case by case basis.  Of the three Public Procurement Directives, the Public Works Directive is least likely to apply because it is not envisaged that any construction works will be necessary.  Readers will be installed in existing buildings/locations.  For ease of reference, this report will refer to the Public Services Directive throughout, but will highlight, where necessary, any relevant differences between the Public Services and the Public Supplies Directives.  The provisions of the three Public Procurement Directives are very similar.

These three Directives will be superseded in the future by a new Directive known as the Consolidated Directive which, in a departure from the existing approach, combines in a single text provisions applying to the procurement of public works, services and supplies contracts.  The new Consolidated Directive will introduce certain changes to the current public procurement regime.  Changes relevant to the context of a Smartcard Scheme include changes regarding eProcurement and electronic auctions:
· eProcurement: eProcurement is to be placed on a level field with other forms of communication.  Where eProcurement is used for the submission of contract notices and contract documentation is made available electronically, time limits may be shortened.  This will allow for shorter procurement processes in the future.

· Electronic Auctions: under the open, restricted or negotiated award procedures electronic auctions may be used, provided the contract specification can be detailed.  This will be useful for a Local Authority procuring straightforward services (e.g. blank smart cards) for a Smart Card Scheme.

Since the Consolidated Directive is not yet in force, contracting authorities are not obliged to comply with its provisions.  However, it is interesting to note that the OGC has already looked to this new Directive for guidance in the context of framework agreements.  

The text of the new Consolidated Directive was agreed by the European Council and the European Parliament on 2 December 2003.  It was subsequently adopted by the EU on 2 February 2004, and will be published shortly in the Official Journal of the European Union, on which date it will enter into force as EU law.  Member States (including the UK) will then have 21 months in which to implement the new Consolidated Directive into their national laws, at the end of which period the new Consolidated Directive will become national law.


The current thinking is that the UK will implement the new Consolidated Directive into its national legislation sooner than the 21 months and maybe even within the first half of 2005.

In addition to the Public Procurement Directives, a Local Authority running a procurement in connection with a Smart Card Scheme should be aware of the various Government and OGC guidance on procurement.  There is no legal obligation to comply with Government or OGC guidance.  The goal of such guidance is to ensure best practice in procurement.  However, compliance is best practice because should any question arise as to the legitimacy of a procurement procedure run by a Local Authority, compliance with Government or OGC guidance can only strengthen the position of the Local Authority.  The following is a list of key Government and OGC guidance with which a Local Authority should be familiar:

· Central Government guidance on public procurement policy entitled "Government Accounting Chapter 22: Procurement Policy Guidelines".

· This general guidance on procurement was developed by HM Treasury and sets out the Government's policy on procurement.

· http://www.ogc.gov.uk/embedded_object.asp?docid=792
· Successful IT – Modernising Government In Action ("the McCartney Report").

· This report considers how best to improve the procurement of information technology in the public sector.

· http://www.e-envoy.gov.uk/assetRoot/04/00/08/35/04000835.pdf
· OGC eProcurement Guidance "Cutting Through the Hype".

· This OGC guidance provides general guidance on eProcurement.  Local Authorities should be aware that the encouragement of eProcurement in the context of public procurement is firmly on the agenda of the EU and the UK Government.  In accordance with the eEurope 2005 Action Plan, Member States should undertake a significant part of their public procurement electronically by the end of 2005.  

· http://www.ogc.gov.uk/index.asp?id=2314
More specifically, when procuring software development services, Local Authorities should be aware of the Government's policies on software which currently require open source solutions to be considered on a best value basis whenever procuring software.  For further detail please refer to the Work Package 8 report on Intellectual Property which at section 8 deals with the issues surrounding the use of open source in more detail.

3. Strategic Procurement Issues

Risk identification and management play a critical role in all IT procurements, both before and after the contract has been signed.  It is outside the scope of this report to deal with the wider commercial procurement issues that will be relevant to Smart Card Schemes (and Local Authorities should look to their usual contacts within the 4Ps and the OGC for strategic advice in this area).  However, we have highlighted in the following sections the main strategic risk management decisions that should be made at each of the key procurement stages.

3.1 Business requirements and strategy

The Local Authority must consider at the outset its business and commercial requirements, for example, whether it wishes to procure a Contact smart card or a contactless smart card.

Once the various stakeholders and participants are identified, an appropriate outline commercial strategy should be defined and the main project risks identified.  Funding issues may steer the Local Authority towards one commercial structure.  For example, if the necessary capital funds are not available within the purchasing Local Authority, it may be forced to look to a public private partnership arrangement to assist in the funding of the required investment.

By this stage, relevant internal authority should have been sought.  Consideration will also have been given to how the project will be internally resourced, using internal and outsourced expertise where appropriate.

In relation to the public procurement requirements, a PIN may be issued as part of this project phase for the purpose of gathering information from industry.  

3.2 Procurement strategy

The procurement may include one or more of the procurement vehicles described elsewhere in this report.  For example, a single Smart Card Scheme may involve a mixture of single procurements with individual suppliers, use of framework agreements, use of S-Cat and/or G-Cat or a partnership with one or more of the private sector participants in the Smart Card Scheme.  

This is the stage where pre-tender dialogue may be undertaken as described in section 7.2.1 below.

At this stage the Local Authority should make an assessment as to how the preferred procurement strategy and project timetable will be impacted by the relevant Public Procurement Directives according to the particular circumstances of the Smart Card Scheme.

The decision relating to the types of contracts to be used will influence how project risks are allocated amongst the Smart Card Scheme participants.  For example:

· S-Cat and G-Cat: since the contract terms are largely settled in advance, there is little scope for adjusting the risk profile that is hard-coded into the standard contracts.  (See section 5 below for further consideration of S-Cat and G-Cat.)

· Framework Agreements: these are likely to be suitable only where it is possible to define upfront the nature and pricing for call-off services / goods over the period of the framework relationship.  Existing framework agreements should be assessed for their suitability for use within the Smart Card Scheme.  (See section 6 below for further consideration of framework agreements.)

· PPPs: a bespoke contract will need to be drafted to cater for the individual requirements of the Smart Card Scheme.  There is wider scope here for ensuring that the Local Authority achieves appropriate risk transfer to the other participants.  (See section 7 below for further consideration of PPPs.)

3.3 Initiate procurement

Once the overall strategy has been determined, the appropriate contract notices and/or other advertisements should be drawn up taking into account the factors referred to in section 3.2.  It will be necessary to ensure that all bidders have signed up to generic tendering terms and conditions which deal with issues such as confidentiality, legal disclaimers, collusive tendering and costs of tendering.

The Local Authority may also issue the following documents:

Specification of requirements – during this phase, bidders will be provided with details of the Smart Card Scheme requirements.  As the Local Authority will be aware, best practice is to specify requirements in an output-based specification (where this is sensible bearing in mind the natural constraints that exist within technology-led projects, such as the need to use existing technology platforms or interface issues).  System design risks may only be fully transferred to the service provider by defining requirements in terms of the business outputs that are required rather than in terms of the technical specification of the various component parts of an individual Smart Card Scheme system.  A Local Authority need not concern itself greatly with the drawing up of the entire specification for a Smart Card Scheme.  Due to the various goods and services required for a Smart Card Scheme, it is unlikely that a Local Authority will procure the whole Smart Card Scheme within a single procurement process.

Contract terms – these are usually issued as part of an Invitation to Tender (ITT) or Invitation to Negotiate (ITN) and will encapsulate the Smart Card Scheme's approach to:

· value for money – for example the contract terms may provide for the service provider's charges for operating a  Smart Card Scheme to be benchmarked or market-tested at specified intervals.

· risk transfer in areas such as: 

· demand risk – who bears the cost of poor take-up of the Smart Card Scheme amongst the intended commercial partners/ users?

· performance risks – what are the consequences of the service provider giving poor or late delivery of the project?  What acceptance testing procedures have been included in the contract?  What are the contractual incentives for the service provider to give good performance?  

· project failure risks - does the contractual structure provide for  appropriate staging of the project / splitting up of the scope to avoid committing to a large project with the associated greater risks?

· risks relating to changes in requirements – who pays for a change in the Local Authority's stated requirements?

· technical risks – for example, how is obsolescence dealt with?  Who takes the risk that the system can be built?  Who has responsibility for ensuring that interface issues are dealt with?  Has end-to-end responsibility been given to the service providers where appropriate?

· financial risks – what happens if the Smart Card Scheme stops being affordable to the Local Authority?   To what extent can the service provider increase charges to cover increase in the underlying costs of the Smart Card Scheme?

· exit related risks – this is particularly relevant to longer term services contracts but an appropriate exit strategy should be agreed in relation to all Smart Card Schemes.

3.4 Evaluation

At the evaluation stage, the following key strategic issues arise:

· the Local Authority should decide whether to exclude any of the qualified bidders on the basis of the stated award criteria partway through the evaluation phase.  In a negotiated procedure, this can encourage competitive behaviour from bidders in the early stages of the negotiations;

· the Local Authority may wish to require bidders to refine their bids in a Best and Final Offer (BAFO) (only where the negotiated procedure is used) in order to obtain further improvements in the bids;

· the Local Authority should consider maintaining a procurement risk register from the outset.  This should be updated during the procurement process to reflect the current status of the negotiations, to ensure that the risks remain manageable by the Local Authority and that appropriate risk mitigation steps can be taken.

3.5 Contract award

This will take place when the Local Authority has selected the successful supplier, assuming that the updated business case for all participating Local Authorities remains justifiable taking into account the risk profile that is reflected in the negotiated contracts and project arrangements.

3.6 Contract implementation
Local Authorities should be proactive in ensuring that the contract governance mechanism is fully implemented throughout the project to monitor performance and benefits realisation (e.g. through the use of reporting systems and review meetings).  Proactive use of the audit and performance management provisions in the contract will also serve to reduce project risks during the term and to ensure non-performance is handled effectively.

4. Public Procurement Considerations Relevant to all Procurements Except s-cat and g-cat

Regardless of which procurement vehicle a Local Authority adopts, the Local Authority must ensure that it complies with the Public Procurement Directives if it wishes to let contracts in connection with the procurement of a Smart Card Scheme unless the Public Procurement Directives do not apply, e.g. due to the value of the proposed contract falling below the relevant financial threshold (see section 4.2 below).  The most important considerations relevant to all procurement vehicles (save S-Cat or G-Cat) are set out in the following sections 4.2 to 4.6.

4.1 Thresholds

A contracting authority need only run an open competition if the value of the contract in question is equal to or greater than the relevant financial threshold.  A Local Authority should be aware, however, that even if the value of the proposed contracts is less than the relevant financial threshold it may still be required to run an open competition in line with the Public Procurement Directives.  This will be the case where, for example:

· it is the policy of the Local Authority to procure contracts in accordance with the Public Procurement Directives where the value is below the relevant financial threshold, but above a stated de minimis value; or

· a Local Authority is in receipt of EU funding for the procurement of a Smart Card Scheme and it is a condition of the EU funding that the Local Authority complies with the Public Procurement Directives in any event.

4.1.1 The financial thresholds for works, services and supplies contracts let by a Local Authority are:

	
	Services
	Supplies
	Works

	Financial threshold
	£153,376

(€236,945)

	£153,376

(€236,945)

	£3,834,411

(€5,923,624)



Every two years the conversion rate for the national currencies of the Member States is revised to take account of fluctuations over the past 24 months.  The current financial thresholds, set out in section 4.2.2 above, have been in force since 1 January 2004 and will remain in force until 31 December 2005.
4.2 Advertising Requirements

If the relevant financial threshold is met or exceeded, then the Local Authority must advertise the contract opportunity on the European market.  This is done through the publication of a series of standard form notices in the Official Journal of the European Union ("OJ") during the course of the procedure, namely a prior information notice (PIN), a contract notice and an award notice.  These standard form notices can be obtained from www.simap.eu.int.

(a) The PIN Notice
The first notice that contracting authorities ought to place in the OJ is the PIN.  The purpose of this notice is to give potentially interested contractors and, in particular, those from other Member States, time to prepare for an eventual tender.  Contracting authorities are required to publish a PIN as soon as possible after the decision to proceed with the procurement of the contract in question.  The information provided in the PIN need not be detailed.  It will suffice if a Local Authority simply sets out the categories of services or supplies required and the estimated value of the contract.

In spite of the apparently mandatory language of the Public Procurement Directives, Commission guidance and case law have clarified that the publication of a PIN is not compulsory.  However, the Local Authority should bear in mind that where a PIN is published, it is permitted to shorten certain deadlines and, therefore, to cut down on the length of the procurement process.  This is only allowed where the PIN was published between 52 days and 12 months before the date on which the contract notice was despatched to the OJ.

(b) The Contract Notice
The importance of the contract notice cannot be overstated.  It is the cornerstone of the procurement process, being both the vehicle by which contractors are informed of the detail of the individual services contracts and often the basis on which a contractor will take the decision whether or not to tender.  This means that it is of fundamental importance that the contract notice describes the contract to be awarded fully and accurately. If this is not the case, it could be claimed that the contract has not been properly advertised, a fact that would put the contracting authority in breach of its obligations under the Public Procurement Directives.

Contracting authorities are obliged to respect the scope of the contract as described in the contract notice during the subsequent procedure. Failure to do so may lead to allegations that the contract has not been properly advertised.  However, minor alterations to the scope of the contract during the course of the procurement process are acceptable.  The test usually applied to determine if such alterations are major is whether the proposed changes are so significant that the altered contract, if re-advertised, would attract responses from a different group of tenderers from those that actually responded.  If the answer to this question is 'yes', then the existing procurement process should be abandoned and the contract, as fundamentally altered, should be re-advertised.  This may be the case where one or more of the important features of a contract (for example, value, scope, timing, financing arrangements) are significantly changed during the course of a procurement.

Contracting authorities should also consider whether there is any likelihood of them requiring further services of a similar nature to those noted in the contract notice.  The Public Services Directive permits contracting authorities to award contracts for new services consisting of “the repetition of similar services entrusted to the initial contractor” by direct negotiation, i.e. without the need to run a separate competition, where this possibility was mentioned in the original contract notice (Article 11.3(f)).  This option to award a contract for new and similar services may only be exercised within the three year period from the conclusion of the original contract.  (See section 4.4 below for further consideration of this option.)

In short, a Local Authority must consider at the very outset of the procurement what it intends to procure.  For example, if there is any doubt as to the scope or length of the contract, the Local Authority is best advised to draw up as broad a contract notice as possible.  This must be balanced against the aim of ensuring that interested contractors reading the contract notice will understand what the Local Authority requires.  If there is the possibility that the contract may be extended or that additional functionality or additional services may be required by the Card Issuer, then this must be stated in the contract notice.  

Consortium purchasing (and any flexibility as to the consortium membership) should also be specified in order that interested tenderers know with which Local Authority or Local Authorities they are dealing.  As stated above, the contract notice must detail the contract opportunity and this includes the type of contract and the parties with which the successful tenderer may be required to work.

(c) The Contract Award Notice
Once the award procedure has been completed and the contract awarded (i.e. the date of the signature of the contract), the Local Authority then has 48 days to publish a contract award notice in the OJ. 

The contract award notice will set out the most important aspects of the award procedure that has been followed such as the number of offers received, the identity of the successful contractor and the value of his offer. The Public Services Directive does permit the Local Authority to withhold certain information where release of that information would:

· impede law enforcement or otherwise be contrary to the public interest; or

· prejudice the legitimate commercial interests of particular enterprises, public or private, or which might prejudice fair competition between contractors.

A Local Authority procuring a Smart Card Scheme may choose, for example, not to reveal the value of the contract which it has just awarded.

4.3 Choice of Procedure

Once a Local Authority has established which one of the three Public Procurement Directives is applicable, the next step is to choose the appropriate procedure set out in the Directive.

Each of the Public Procurement Directives provides for three procedures: the open, restricted and negotiated procedures.  The timeframe for each of these three procedures is set out in Appendix 3 to this report.  

Contracting authorities are free in all cases to choose between the open and restricted procedure, and an accelerated version of the restricted procedure is also available in situations of urgency.  The choice of the negotiated procedure is only available if one of a limited set of circumstances listed in the Public Procurement Directives applies.  The ECJ has underlined that these circumstances must be narrowly construed and that the onus for proving they exist lies on the contracting authority.  Thus, if none of the specific circumstances apply, the contracting authority must use either the open or restricted procedure.  

Once a contracting authority has made the decision to pursue one of the three procedures, it must adhere to the rules of the particular procedure throughout the procurement process, and may not switch to a different procedure, except in one particular instance: a contracting authority may change to the negotiated procedure if "irregular" or "unacceptable" tenders are received in response to an open or restricted procedure (for more detail on this particular circumstance please see section d below).

Each procedure is examined below, including the circumstances when the negotiated procedure may be used.

(d) Open Procedure
As the name of this procedure suggests and as the diagram in Appendix 3 indicates, all interested suppliers may submit a tender in response to the advertised contract notice.  The contracting authority is obliged by the Public Procurement Directives to consider each of these submitted tenders provided they meet the contracting authority's minimum selection requirements (i.e. provided they are qualified tenderers).  The minimum selection requirements which a contracting authority is permitted to stipulate are set out in section 4.4 below.  Unlike the restricted and negotiated procedures discussed in more detail below, the contracting authority is not permitted to reduce the number of tenders which it must consider by selecting, or shortlisting between qualified tenderers.  Therefore, the Public Procurement Directives require that the tender of every candidate which meets the minimum selection requirements must be assessed.  As a result, the procurement process under the open procedure may be both time consuming and costly.

It is highly unlikely that a Local Authority procuring goods and services for a Smart Card Scheme would wish to use the open procedure, save perhaps in the purchase of pure commodities such as blank smart cards.

(e) Restricted Procedure
Under the restricted procedure the Local Authority selects the contractors to be invited to tender from amongst those who have submitted an expression of interest in response to the advertised contract notice.  Selected tenderers must meet the Local Authority's minimum selection requirements.  The tender itself is usually based on a single specification (although variant or alternative bids may be invited) which must be complied with by contractors and there is no opportunity for altering either the specification or the tenderer’s bid through negotiations.

The Public Services Directive makes provision for an accelerated form of the restricted procedure which may be used in situations of “urgency”.  "Urgency" is not defined in the Public Procurement Directives and can only be determined on a case by case basis.  Because of its potentially restrictive effects on competition, the ECJ has made clear that the use of this procedure is only justified in cases where the urgency does not result from the action or inaction of the contracting authority itself.  Where this procedure is used, the reasons for its use must be published in the contract notice.

(f) Negotiated Procedure
The Public Services Directive provides for two types of negotiated procedure, the negotiated procedure with  advertisement and the negotiated procedure without advertisement.  Each can only be used in the limited circumstances specified in the Public Procurement Directives and set out below.

Like the restricted procedure, the negotiated procedure with advertisement envisages:

· the advertisement of the contract by way of a contract notice; and

· the selection from amongst those expressing an interest and meeting the minimum selection requirements of a number of contractors based on their qualifications and experience.

Unlike the restricted procedure, the next stage envisaged is not the invitation to submit a tender to the selected tenderers, but rather the invitation to negotiate the terms of the advertised contract with the contracting authority.  

The Public Services Directive does not set out any rules to govern the conduct of negotiations which means that the contracting authority can establish its own procedures. However, the contracting authority is not entirely free in this respect.  It is bound by:

· the EC Treaty rules (for example, non-discrimination on grounds of nationality); and 

the obligations to apply transparent procedures, to treat all tenderers equally and to set proportionate requirements on tenderers (i.e. requirements which are both necessary and relevant to the goal of the contracting authority). 

 These obligations have arisen from the case law of the European Court of Justice (or ECJ);

The EC Treaty rules and the three ECJ obligations apply to all procurements by a Local Authority whether or not the procurement is of a type regulated by the Public Procurement Directives.  A contracting authority is also bound to respect the parameters of the contract which were set out in the original contract notice.  This means that a contracting authority may not change the scope of the contract through its negotiations with contractors.  Minor amendments to aspects of the contract may be permitted, but legal advice should be sought if there is any doubt as to whether a proposed amendment is minor or major.

The negotiated procedure without advertisement permits the direct negotiation of a contract between the contracting authority and a contractor of its choice, without, as the name indicates, the need for advertisement by way of a contract notice.

(g) Circumstances in which the negotiated procedure may be used
The Public Services Directive prescribes the circumstances in which the negotiated procedure, whether with or without advertisement, may be used. In cases involving the negotiated procedure without advertisement, the ECJ has emphasised that should a dispute ever arise, the onus is on the contracting authority to prove that one of the specified circumstances exists.

Please note that consideration is not given in this report to the circumstance where the products involved are manufactured purely for the purpose of research, experiment or study.  This circumstance does not extend to quantity production to establish commercial viability or to research and development (Article 7.2(b) of the Public Works Directive (negotiated procedure with advertisement) and Article 6.3(b) of the Public Supplies Directive (negotiated procedure without advertisement)).

The negotiated procedure with advertisement
The Public Services Directive sets out three circumstances in which the negotiated procedure with advertisement can be used, as described below:

· where the contracting authority has received only “irregular” or “unacceptable” tenders in response to an open or restricted procedure, the contracting authority may use the negotiated procedure without advertisement provided all qualified tenderers are invited to tender.  However, the contracting authority may not wish to negotiate with all such suppliers.  If this is the case, the contracting authority may use the negotiated procedure with advertisement.  In any event, the contracting authority must ensure that the terms of the original contract as advertised are not “substantially altered” (Article 11.2(a)).

The terms "irregular" and "unacceptable" are not defined in the Public Procurement Directives.  However, it is our view that use of the negotiated procedure on this ground would be justified where, for example, no contractor complied with all the substantial requirements set out in the contract documents, where no contractor had the requisite qualifications to perform the contract, or where all the prices submitted were either in excess of the contracting authority’s budget or abnormally low. 

However, where the contracting authority changes any of the principal terms of the contract, for example, the scope of the contract or the financing arrangements, it may not rely on this specific circumstance under the negotiated procedure.  Such a substantial change amounts to the creation of a new contract and so, a new procurement process should be begun and a new contract advertised by way of a contract notice.  In addition, the European Commission takes the view that the contracting authority may only rely on this ground where (i) it has issued a prior official statement setting out the grounds justifying the switch from the open or restricted procedure to the negotiated procedure with advertisement; and (ii) it has declared the previous open or restricted procedure closed.

· in exceptional cases, when the nature of the services or the risks involved do not permit prior overall pricing (Article 11.2(b)). This ground may be relied on only when overall pricing is not possible, and not because it is considered preferable not to fix the price structure in order to widen competition.  There is considerable debate about the circumstances in which this ground can be invoked.  In practice, this circumstance is frequently relied on for contracts being procured under the Private Finance Initiative (PFI), where risk and income generation are not often settled at an early stage of the process.  A Local Authority is unlikely to procure a Smart Card Scheme under the PFI following a recent HM Treasury report, "PFI: Meeting the Investment Challenge", which concludes that PFI does not consistently offer value for money in the context of IT projects.  The report highlights that there is now a strong presumption against use of PFI in the procurement of IT projects.
This ground is unavailable under the Public Supplies Directive.
· when the services involved are such that the contract specification cannot be established with sufficient precision to permit the award of the contract under the open or restricted procedure (Article 11.2(c)).

This ground is unavailable under the Public Works Directive or the Public Supplies Directive.

The unavailability of this ground is particularly unhelpful to a Local Authority wishing to procure complex smart card infrastructure.  It may be difficult for a Local Authority to draw up an exact specification without first consulting with relevant suppliers in the field.  As the negotiated procedure with advertisement will be unavailable in these circumstances, a Local Authority may be best advised to use the restricted procedure and to hold discussions with all invitees before the specification is issued.

The negotiated procedure without advertisement
The negotiated procedure without advertisement can be used in the following six circumstances (Article 11.3):

· where no tenders or no “appropriate” tenders were received in response to an open or restricted procedure, provided that the original terms of the contract are not "substantially altered" and that a report is communicated to the European Commission at its request (Article 11.3(a)).  The concept of no appropriate tenders means that the contracting authority has only received tenders which are irrelevant to the procurement and totally incapable of meeting the contracting authority’s requirements.  If the tenders are only non-compliant, they are likely to be considered "irregular" and require the contracting authority to follow the negotiated procedure with advertisement, as described above.

· when for technical or artistic reasons, or for reasons connected with the protection of exclusive rights, the works may only be carried out by the particular contractor (Article 11.3(b)).  Exclusive rights means that, for legal reasons, only one supplier can perform the contract in question, e.g. if the subject-matter of the contract is protected by intellectual property rights.  This ground may not be relied on by a Local Authority which seeks to buy a specific product which is protected by intellectual property rights.  In addition, the exception will not apply where the exclusive right is licensed or can be reasonably obtained on licence.  The narrowness of this ground means that it is unlikely to apply to the procurement of services or supplies in respect of a Smart Card Scheme.

· Where the contract in question follows a design contest and must be awarded to the successful candidate or to one of the successful candidates.  In the latter case, all successful candidates must be invited to negotiate (Article 11.3(c)).

This ground is unavailable under the Public Works Directive or Public Supplies Directive.

· in so far as is strictly necessary, for reasons of extreme urgency (Article 11.3(d)).  This exemption is only available where the urgency is brought about by unforeseeable events which are not attributable to the contracting authority and where the urgency renders the use of all other procedures impossible because of the time limits that they impose.  The procurement of services will generally be considered to be extremely urgent only if there is an issue of health and safety or damage to property or if there is a risk of other similarly extreme danger.  By reason of the forward planning taking place in respect of the Smart Card Scheme, it is difficult to see how the procurement of services or supplies could ever be required extremely urgently.  It would not be advisable for a Local Authority to rely on this ground when procuring goods or services for a Smart Card Scheme.

· for additional services (Article 11.3(e)) not included in the project initially considered or in the contract first concluded but which have, through unforeseen circumstances, become necessary for the performance of the works.  This is only available where:

· the award is made to the contractor carrying out the original project; and
· the additional services cannot be separated from the main contract for technical or economic reasons without inconvenience to the contracting authority; or the services, although separable from the performance of the original contract, are strictly necessary for its later stages; and
· the value of the additional services does not exceed 50% of the value of the main contract.

"Technical or economic reasons" is not defined in the Public Procurement Directives.  It is understood to refer, for example, to a situation where one contractor has been providing infrastructure design services to a Local Authority and it would cause trouble and more cost for a Local Authority to remove the contractor and replace him with a new contractor.

This ground is slightly different under the Public Supplies Directive (Article 6.3(e)).  

It may be relied on provided:

· the contract is for additional deliveries by the original supplier which are intended either as a partial replacement of normal supplies or installations or as the extension of existing supplies or installations; and
· a change of supplier would oblige the contracting authority to acquire material having different technical characteristics which would result in incompatibility or disproportionate technical difficulties in operation and maintenance; and
· the length of the contract for additional services, and any further recurrent contracts for these additional services does not exceed three years.

· for new services consisting of the repetition of similar services performed by the contractor, provided that:

· such services are substantially the same as the services which were the subject of an initial contract awarded under either the open or restricted procedure; and
· the original contract notice stated that such a procedure might be adopted; and
· the total estimated cost of the subsequent services was taken into consideration in determining whether or not the threshold applied to the originally advertised contract, i.e. the calculation of the estimated value of the originally advertised contract included both the value of the contract which has already been awarded and the value of the potential repetition of the services. 

This ground may only be relied on in the three years following the award of the original contract  (Article 11.3(f)).  Clearly, this ground can only be used where the contracting authority has carefully planned the scope of the potential contract prior to commencing the procurement.  It can, however, provide a useful way of quickly and effectively procuring ancillary services using an existing relationship.

This ground is not available under the Public Supplies Directive.

4.4 Selection and Associated Issues

4.4.1 General

Selection refers to the stage in the procurement process where the contracting authority selects the contractors whose bids will be evaluated under the open procedure and who will be invited to tender under the restricted procedure or to negotiate under the negotiated procedure.  As well as being subject to the rules on selection set out in Articles 29 to 35 of the Public Services Directive (e.g. grounds for automatic disqualification and standards of financial, economic and technical capability; see section 4.4.2 below), contracting authorities must adhere to the general rules of the EC Treaty such as non-discrimination on grounds of nationality.

4.4.2 Automatic disqualification
The Public Services Directive provides that contractors may be automatically disqualified without any assessment of their qualifications, where one of a miscellaneous list of grounds for automatic exclusion is found to apply (Article 29). These grounds include matters relating to: insolvency, regulatory compliance and professional standing.  They are as follows:

(h) bankruptcy, insolvency, winding-up etc;

(i) criminal conviction relating to the business or profession;

(j) grave misconduct in the course of the business or profession;

(k) non-payment of social security contributions;

(l) non-payment of taxes;

(m) serious misrepresentation in supplying information.

In most competitions, the contractor is simply asked to confirm that none of the grounds listed in Article 29 applies and, if any do apply, to provide details.  Where the contracting authority asks for more specific information, the onus is on the contractor to show that the ground does not apply except in the case of (c) and (f) where the onus is on the contracting authority.

The Public Services Directive specifies the information that the contracting authority must accept as evidence under Article 29.  For (a) and (b), this is the production of an extract from the judicial record or an equivalent document issued by a competent judicial or administrative authority in the country of origin showing that these requirements have been met; for (d) and (e), this is a certificate issued by the competent authority in the Member State concerned or where the Member State does not issue such documents, a declaration on oath or a solemn declaration made by the person before a judicial or administrative authority, a notary or competent professional or trade body in the country of origin.

4.5 Grounds for the exclusion of contractors

In accordance with the decisions of the European Court of Justice (ECJ), contractors who are not disqualified under Article 29 can only be excluded from competitions where they lack either the requisite level of “economic and financial capacity” or “technical capacity” (a concept that includes experience) for a contract.

The Public Services Directive sets out the evidence that contracting authorities can demand of contractors in making an assessment of their suitability under these headings (Articles 31 and 32):

For financial and economic capacity, the Public Services Directive lays down the following list of information:

(n) appropriate statements from banks;  

(o) the presentation of the firm’s balance sheets or extracts from it;

(p) a statement of the firm's overall turnover and its turnover in respect of services for the previous three financial years.  

This list is not exhaustive.  The ECJ has accepted, for example, that a contracting authority may also ask for and take into account, information concerning the total value of services undertaken at a given time by a contractor.  However, the ECJ has also made clear that additional information should only be asked for where it has a direct bearing on a contractor’s suitability for the contract in question.  Where a contractor is unable to provide some of the information requested for a “valid reason” (not defined), he must be allowed to establish his financial and economic position by means of alternative documents (Article 31.3).

For technical capacity, the Public Services Directive lays down an exhaustive list of information that can be required of contractors (Article 32):

(q) the contractor’s educational and professional qualifications and/or those of the firm's managerial staff and, in particular, those of the person or persons responsible for carrying out the services;

(r) a list of the works carried out over the past 3 years, accompanied by sums, dates and recipients, public or private, of the services provided;

(s) a statement of the tools, plant or technical equipment available to the contractor for carrying out the work;

(t) a statement of the contractor’s average annual manpower and the number of managerial staff for the last three years;

(u) a statement of the technicians or technical bodies which the contractor can call upon for carrying out the services, whether or not they belong to the firm.

The fact that information may be requested does not mean that it must be requested.  It is in everybody’s interest that the contracting authority asks only for the information which is necessary to check the contractor’s suitability for the particular project. Asking for unnecessary information increases the administrative burden on contractors and may be in breach of the principle of proportionality.  (The principle of proportionality is recognised by ECJ case law as being part of the general principles of EU law and applicable to contracting authorities.)

It is left to the contracting authority to set the standards of financial and technical capacity required of contractors for individual contracts. However, in setting these standards, contracting authorities must have regard to the requirements of the contract: generally speaking, standards should be set at the minimum level to ensure that selected contractors have the necessary financial and technical capacity to perform the contract.  Setting standards higher than necessary could be in breach of the principle of proportionality (considered in section 4.5.13 above) and result in the unwarranted exclusion of smaller and newer contractors, something that could have adverse effects on the competitiveness of the subsequent competition.  

4.6 Minimum number of suppliers to be invited to tender
At the selection stage, contracting authorities should be aware of their obligation to invite a minimum number of contractors to tender.  To ensure compliance with the Public Procurement Directives, a Local Authority must invite:

· all interested contractors to submit a tender (Article 1(d)) (open procedure);

· a minimum number of five contractors to tender (restricted procedure).  A Local Authority may specify a range within which the number of tenderers to be invited will fall.  This range must number no less than 5 and no more than 20 (Article 27.2).  In any event, the number of candidates invited to tender must be sufficient to ensure genuine competition.  This is in line with the current OGC guidance on the minimum number of suppliers to bid under the restricted procedure: http://www.ogc.gov.uk/index.asp?id=403.  

· In practice, a Local Authority may find that less than 5 of the tenders submitted meet its minimum economic, financial and technical standards (see section 4.5 above) and are, therefore, qualified to be invited to tender.  This is unlikely to be a problem, and a genuine competition in line with the Public Procurement Directives will be ensured, if the number is 4.  If, however, the number is 1, then there will in effect be no competition (at least 2 candidates are needed to have a competition) and the entire procurement process may need to be re-commenced from the advertisement of a contract notice.  Where the number is in between these two extremes, the outcome will depend on the particular facts.  Independent legal advice should be sought if a Local Authority is unsure as to whether a genuine competition exists;

· at least 3 contractors, provided always that there is a sufficient number of suitable candidates to ensure a genuine competition (Article 27.3) (negotiated procedure with advertisement).  (See the bullet point immediately above for consideration of the expression "genuine competition".)

4.7 Contract Award and Associated Issues

Once the date for receipt of tenders has passed, a contracting authority will proceed to select between the qualified contractors, i.e. the contractors which meet its minimum economic, financial and technical criteria.  In determining the successful tenderer, a contracting authority must base its decision on one of two permitted award criteria: 

· the lowest price; or

· the most economically advantageous tender ("MEAT").  

Whichever award criteria is used, it must be stated in advance either in the contract notice or in the contract documentation.  Generally speaking, the MEAT award criteria is regarded as the most effective in terms of achieving value for money.  Use of the MEAT award criteria will allow a Local Authority to base its decision on factors other than price, including quality, technical merit, aesthetic and functional characteristics, technical assistance, and delivery date (Article 36.1).  It should be borne in mind that a Local Authority cannot choose just any criteria when using MEAT as an award criteria.  Chosen criteria must be clearly identified, capable of objective assessment, directly related to the contract to be awarded and not discriminatory.

4.8 Prohibition on post-tender negotiations with bidders

Under the open and restricted procedures, there is a general prohibition against allowing contractors to amend aspects of their bids which would impact on bid evaluation after the final date for receiving or opening tenders has passed. However, discussions may take place for the purpose of clarifying or supplementing the content of tenders, or the requirements of the contracting authority, provided such discussions do not lead to a substantial alteration of the contract advertised in the contract notice (see section 4.2 above).  Negotiations with tenderers are clearly permitted under the negotiated procedure.

4.9 Debriefing suppliers

Once a Local Authority has reached its decision on contract award and made its decision known to the suppliers who have participated in the competition, some or all of the suppliers may request a debrief.  The Public Procurement Directives give suppliers the right to reasons for the decisions of contracting authorities in three circumstances (Articles 12.1 and 12.2 as amended):
· where they have not been invited to tender;

· where they have been invited to tender but are not successful; and also

· where the contracting authority either decides not to continue with a competition or decides to recommence a procedure.  

Suppliers in all three cases have a right to be informed of the reasons on which the decision of the contracting authority is based.  In addition to the right to reasons, suppliers who have tendered are entitled to be informed of the identity of the successful tenderer.  Where they have submitted compliant tenders, they are also entitled to be informed of "the characteristics and relative advantages of the selected tender”.
To exercise the right to reasons under the first two bullet points listed above, suppliers must put their request in writing.  The contracting authority is under a duty to respond to their request within 15 days.  Under the third bullet point, there is no requirement for a written request.  Contracting authorities are required to inform contractors promptly and in writing if required. The Public Procurement Directives also require that where a contracting authority takes such a decision, it is obliged in all circumstances to communicate this fact to the Official Journal of the European Union.
Although the Public Procurement Directives establish the right to reasons in these three circumstances, it is silent as to the amount of information that must be provided.  Generally speaking, where a law imposes an obligation to give reasons for a decision, the reasons should be intelligible and reasoned enough to allow parties to decide whether to challenge the decision.  This interpretation of the right to reasons would appear to comply with the principle of transparency which imposes an obligation of openness on contracting authorities.  
This would imply, for example, that the letter from a contracting authority to a supplier who was not invited to tender on the grounds that he failed to meet the selection criteria should not merely state that fact but should also specify which criteria he fell short of as otherwise he would be unable to challenge the decision.

Local Authorities should also bear in mind the future impact of the Freedom of Information Act 2000.  
As of January 2005 any person (including disappointed tenderers) may make a request to a public authority (including a Local Authority) to have access to information held by that public authority.  This information will include, amongst other things, tender assessment reports and contracts entered into by the public authority.  Local Authorities will have to disclose this information, subject to certain exemptions concerning confidentiality, trade secrets and commercial interests.

4.10 Challenging contract awards

A Local Authority should be aware of the potential for disappointed suppliers to challenge its award decision.  Suppliers or other interested parties with "standing" may bring challenges in the High Court (the forum in the UK for disputes regarding alleged breaches of the Public Procurement Directives) but only if the following three criteria are first met:

· the application for review of the decision must be made as soon as possible and in any event within three months from the date when grounds for the application first arose (the date will vary depending on the nature of the alleged breach); and
· the supplier must first notify the Local Authority of the suspected breach of the Public Procurement Directives and of his intention to bring proceedings in respect of it; and
· the supplier must have "standing" which means that the supplier must have or have had an interest in obtaining the advertised contract, or must have been at risk/ now be at risk of being harmed by the alleged infringement.

4.11 A disappointed supplier may seek the following remedies:

· an interim order, whereby the court may suspend the award procedure or suspend the implementation of any decision or action taken by the contracting authority in the course of following such procedure; and
· an order for the setting aside of that decision or action or an order for the contracting authority to amend any document; or
· an award of damages to a contractor who has suffered loss or damage as a consequence of the breach; or
· both an award for the setting aside of that decision and an award of damages.

These remedies are not exclusive and contractors also remain free to apply to the court for any other remedy that may be available under national law.

The Public Sector Remedies Directive permits Member States to limit the remedies available to tenderers to damages once a contract has been awarded and this option has been taken up in the UK.  However, Local Authorities should be aware that European case law
 has suggested that the initial decision of a contracting authority to award a contract to a supplier will be capable of being set aside, albeit once a contract is signed and sealed damages will remain the only remedy.  This suggests that a Local Authority must allow for a cooling off period between the initial decision and the contract award in case a challenge is made requesting that the decision be reversed.  Although the UK public procurement legislation have not been amended to reflect this case law, it may be possible for a disappointed UK supplier to rely on the principles of this case and, therefore, to seek more than damages against a Local Authority.

5. S-cat and G-cat

S-Cat and G-Cat are both catalogue based procurement systems established by the Central Computer Telecommunications Agency (CCTA) (now replaced by OGCbuying.solutions).  They provide public sector organisations with a simpler way of procuring and contracting for IT related consultancy and specialist services (S-Cat) or IT and telecommunications products and related services (G-Cat).  

For further detail on S-Cat and G-Cat procedure please refer to the Work Package 4 report.  In cases where a Local Authority's requirements could be met by a supplier already registered under S-Cat or G-Cat, this may well be a suitable method of procurement in respect of particular elements of a Smart Card Scheme.

There are some 34 different service categories under S-Cat (grouped under 6 S-Cat groups) covering the procurement of IT and business consultancy services.  Examples of relevant S-Cat service categories under which a Local Authority may seek to procure services are: application development, support and maintenance including testing; programme and project management; and IT architecture design including networking and communications.
Under G-Cat there are 7 different goods and services categories which might be of interest to a Local Authority.  The service categories include: hardware and systems integration; software; and IT managed services.

As a brief overview, in both the case of S-Cat and G-Cat, there is no need to follow the public procurement procedure as set out in the Public Procurement Directives.  However, a Local Authority will instead be required to comply with the Terms and Conditions of the S-Cat or G-Cat regime (including signing up to a Customer Access Agreement),, as set out on the dedicated S-Cat or G-Cat websites:

· http://www.s-cat.gov.uk/  (S-Cat)

· http://www.gcat.gov.uk/  (G-Cat)

The obligation generally placed on contracting authorities to advertise in the OJ will have already been complied with by virtue of OGCbuying.solutions' procurement exercise.  OGCbuying.solutions awards framework agreements to a number of suppliers in specified service (S-Cat) or product/service (G-Cat) categories who go through an open competition advertised in the OJ.  Each S-Cat and G-Cat category is re-advertised every 3 – 4 years.

In short, there will be no public procurement considerations for a procurement under S-Cat or G-Cat conducted in accordance with the relevant S-Cat or G-Cat Terms and Conditions.  If a Local Authority does pursue one of these procedures, any contract between a Local Authority and a service provider must not go beyond the scope of the S-Cat or G-Cat Terms and Conditions, which essentially comprise two elements – the Standard Terms and Conditions and the permissible Special Terms.  In order to respect the limits of the S-Cat or G-Cat framework advertised in the contract notice and, therefore, to comply with the Public Procurement Directives, the Special Terms cannot be used to alter the Standard Terms and Conditions in any material respect.  Special Terms can simply be used to clarify, refine or redefine existing Standard Terms and Conditions, e.g. to define deliverables or to adjust the limitation of liability (which will vary from contract to contract).  If the Local Authority seeks any particular services or products not covered by the S-Cat or G-Cat framework, it must procure these in line with the Public Procurement Directives and, in particular, the public procurement considerations highlighted above in section 4.

6. Framework Agreements

An alternative way of sourcing successive requirements to S-Cat or G-Cat is to use a framework agreement.  Strategic partnering, where the partnering relationship is not project specific but ongoing over a number of projects, can be achieved by the use of a framework agreement.

A framework agreement arises where a purchaser and seller agree in advance the terms which will govern future contracts between them during a given period.  Currently, the Public Procurement Directives do not expressly deal with framework agreements.  However, the general view is that the use of framework agreements is permitted under the Public Procurement Directives.  This view is supported by the OGC and the European Commission.  Provided the contracting authority has awarded the framework agreement in accordance with the public procurement considerations described in section 4 above, it may then proceed to award individual contracts under that agreement without having to advertise a further contract notice.

A framework agreement must set out the terms and conditions under which the purchaser can "call off" services or supplies throughout the term of the agreement, that is require the provision of specific services or supplies on the terms set out in the framework agreement.  In making call offs there should be no scope for either party to make substantial amendments to the terms and conditions of the framework agreement through negotiations with the other party.  Examples of terms and conditions which must be established up front and recorded in the framework agreement are: the pricing mechanism (although a final price need not be fixed) and, the scope and type of goods or services to be called off.  For example, an upgrade on the type of Reader specified in the Smart Card Scheme framework agreement would be acceptable, provided it remained within the scope of the original specification.  However, framework agreements must not be misused by contracting entities in order to hinder, limit or distort competition (see section 9 below).

The proposed Consolidated Directive refers specifically to framework agreements.  In fact, the proposed Consolidated Directive requires that the duration of framework agreements be no longer than four years unless duly justified, in particular with reference to the subject of the contract.  The term "duly justified" is not defined in the Consolidated Directive but should be strictly interpreted in line with the interpretation of similar exceptions under the existing Public Procurement Directives.  OGC guidance recommends that contracting authorities should move towards compliance with the new time restriction in any new framework agreements, even though there is no obligation to comply with this provision because the new legislation is not yet in force.  Legal challenges prior to the implementation of the proposed Consolidated Directive are less likely to be brought and less likely to succeed if contracting authorities begin to comply with the proposed time restriction on the length of framework agreements.  The proposed Consolidated Directive gives an indication as to what the European institutions consider an acceptable length for a framework agreement.  If a Local Authority proposes to establish a framework agreement outside the scope of S-Cat or G-Cat, it would be highly recommended to follow this OGC guidance: http://www.ogc.gov.uk/embedded_object.asp?docid=1000330
7. Public Private Partnerships

In this report the term PPP (or public private partnership) refers to a joint procurement involving both the public and the private sector.  There are many forms that a PPP can take and this report focuses on two specific procurement approaches:

· partnering

· joint ventures.

It is worth noting that the application of the Public Procurement Directives to PPPs is not straightforward because the Directives were drawn up some time ago and with more traditional forms of contract in mind.  

One type of PPP is a strategic service-delivery partnership (or "SSP").  SSPs are as described in the materials published by the ODPM (see www.odpm.gov.uk).  SSPs are increasingly prevalent in the local government and voluntary sectors and can take the form of a contractual partnering arrangement or a corporate joint venture.  SSPs are seen as playing a key role in delivering innovation and e-government initiatives which have a longer-term lifespan.

Particular public procurement issues of which a Local Authority should be aware in the context of PPPs are set out in sections 7.1 and 7.2 below.  These public procurement issues are, of course, in addition to the public procurement issues identified in section 4 above.

7.1 Partnering

"Partnering" is not a term defined in the Public Procurement Directives and is commonly used to describe a variety of different relationships.  In this report, the term "partnering" means the use of contract management structures to facilitate an enhanced degree of  co-operation and mutual benefit.   However, it does not include the use of true joint venture arrangements which are discussed separately in section 7.2 below.

Generally, partnering arrangements include:

· an agreement as to the high level principles that will inform the partners' behaviour in the management of the contract.  This is usually done by signing up to a non-binding partnering charter, which sits alongside the binding contract.  A partnering charter does not replace the need for a formal contract.  

· A non-binding partnering charter would, for example, set out how a Local Authority and a service provider are to work together to optimise the provision of the services in respect of a Smart Card Scheme and how they might work together to develop their relationship; and

· contractually binding contract terms that are designed to facilitate joint benefits, such as a commercial structure that provides for the sharing of risks and rewards between the customer and the supplier.

Smart Card Schemes may involve partnering elements where the Local Authority has decided this is appropriate and that it has requisite powers.  Partnering may be appropriate where, for example, a Local Authority wishes to work closely with a service provider, and to develop a co-operative working relationship with shared goals of providing services in a cost effective and timely manner under mutually beneficial circumstances.

The Public Procurement Directives apply to contracts being procured through partnering arrangements in the same way as they apply to other procurements, but the following specific points should be noted:

(v) it would be advisable for the contract notice and/or tendering documents to specify the partnering approach to be adopted in the procurement; 

(w) the partnering arrangements cannot be used to avoid compliance with the Public Procurement Directives in relation to future requirements.  For example, there can be no automatic award of future contracts to a Local Authority's preferred Smart Card Scheme partner without either running a separate procurement for that contract, or having catered for future supplies as part of the original procurement.

7.2 Joint Ventures

Contracts relating to a Smart Card Scheme may be procured by a Local Authority as part of a joint venture with private sector participants in the Smart Card Scheme (which could include commercial partners (i.e. pure investors) as well as suppliers and service providers).

A detailed analysis of the corporate structures that may be used to operate a Smart Card Scheme will be provided in the Corporate Structures Report.  The form of the joint venture may be, for example, a Special Purpose Vehicle (SPV) or a legal partnership (e.g. under the Partnership Act 1890).  However, the consortium arrangements need not involve establishing a separate legal entity to deliver the Project but may, as an alternative, be governed by a contractual framework or a statutory framework using the approaches permitted under the relevant local government acts (see section 8 below).

The following sections summarise key relevant public procurement issues which arise in the joint venture context.  Some of them do have general applicability but are more likely to be relevant where a Local Authority has decided to use PPP models for procuring the Smart Card Scheme.

7.2.1 Pre-tender contact with bidders

Before starting a formal procurement procedure for a PPP, a Local Authority may want to consult with the market place to assess the available technology and to test the feasibility of the proposed project structure project with regard to both its own requirements and the expectations of potential private sector partners.  This process is commonly referred to as “pre-tender technical dialogue”. The concern from a procurement law perspective is that discussing technical and contractual solutions with only some potential tenderers may give them an unfair advantage over their competitors in any subsequent competition. The question arises as to whether such dialogue is permitted and, if so, the parameters within which it should be conducted.  

Recent amendments to the Public Procurement Directives address this situation to some extent.  Pre-tender technical dialogue is permitted provided that it does not preclude competition on the subsequent contract.  Competition would be considered “precluded” by such discussions if: (i) there was no competition at all and the contract was awarded directly to the contractor who had been in dialogue with the contracting authority; or (ii) as a result of such discussions the contractor had an unfair advantage over its competitors. The requirement of equal treatment which underpins the public procurement process would appear to go further than these examples.  It would appear to be in breach of this requirement where competition on a subsequent contract was merely distorted and not entirely precluded as a result of pre-tender contacts.  Competition may be considered distorted where, for example, through the dialogue, the contractor had been given preferential access to the contracting authority and details of its plans and requirements which were not made available to other contractors interested in the contract and so gained an advantage over competitors in the subsequent competition.

7.2.2 Mixed contracts

Many PPPs are in fact mixed contracts involving both goods and services.  As only one Public Procurement Directive can apply to any procurement (see section 2 above), it is necessary to consider the value of the respective services and goods elements of the contract to determine which is the most appropriate Public Procurement Directive.

7.2.3 Accommodation of change during the procurement process

Many PPPs spend a long time going through the procurement process and it is not surprising that some of the facts feeding into that process change during this period.  A Local Authority may seek further services in addition to those already advertised in the contract notice or wish its Smart Card Scheme to inter-operate with another Local Authority's Smart Card Scheme.  These changes can be motivated by external forces, the contracting authority itself or by the contractors and their partners participating in the competition.  Given the rigidity of the procurement rules, the question arises as to what extent such changes can be accommodated within an ongoing procedure, without the need to recommence the procurement.  There are two particularly common changes of which the Local Authority should be aware, which are discussed below.

7.2.4 Change to membership of bidding consortia

PPP tenders are often submitted by consortia consisting of a mixture of participants offering the different types of expertise demanded by the particular PPP.  For example, a consortium may be made up of an infrastructure supplier, a card supplier and a project management consultant in the context of a Smart Card Scheme.  Given the length of time involved in bidding, it is not uncommon for the membership of bidding consortia to change during the process.  A question that frequently arises is whether a consortium should be excluded in the event of a change in membership during the bidding process.

The answer will depend on whether the change of consortium member has had an impact on the evaluation of the consortium in the current procurement process.  Where the change has had no impact, then there would be no reason to exclude the consortium.  However, where the change has had an impact, then it may be unfair to other competing consortia and contrary to the principles of equal treatment and transparency to allow the consortium to continue to participate.  

In determining whether a change of consortium member has had an impact on the evaluation of the consortium, the contracting authority should consider the following key issues:

· whether the consortium continues to meet the selection criteria;

· whether the change has affected the outcome of any negotiations that had taken place with the consortium (where the negotiated procedure is being used);

· whether the change has had any impact on the tender submitted by the consortium.

Failure to ask these questions and to act on the answers could put the contracting authority in breach of the principles of equal treatment and transparency.  For example, it would be a breach of the principle of equal treatment to allow a consortium which did not meet the selection criteria to continue in the competition where other unqualified consortia had been excluded.  Suppliers affected by breaches of equal treatment and transparency may bring legal proceedings and seek particular remedies under the Public Procurement Directives (see section 4.9 above).

7.2.5 Changes to the project specification and requirements

Again, because of the length of time involved in the procurement of complex PPPs, it is not unusual for the contracting authority to want to change the scope of the project during the procurement process. The question arises as to the extent to which such changes can be accommodated within an ongoing procurement process.

Substantial changes to the scope of a contract will result in a new contract requiring a new advertisement. If this is not done, then the fundamental requirement for EU-wide advertisement of contract opportunities will not have been fulfilled in respect of the new contract. 

The test generally applied in determining whether changes are material is whether the proposed changes to the contract are so significant that the altered contract, if duly advertised, would attract interest from a different group of tenderers than those that actually responded to the original contract notice. Examples of changes that would be considered material in this context include:

· substantial increases or decreases in the scope and/or value of the contract;

· changes in important contract terms, for example, financing arrangements.

Other changes may occur during the procurement process which are not material in the sense outlined above but which may impact on the outcome of the procurement process. The general rule is that there is no need to re-advertise provided such changes alter the scope of the project as advertised in the contract notice.  However, the principle of equal treatment will oblige the contracting authority to consider the impact that the change has had on the competition and in particular, whether it should lead to a reconsideration of those participating in the competition. For example, a consortium competing to provide services to a Local Authority in respect of a Smart Card Scheme may have failed to qualify because it did not have sufficient previous experience of delivering similar schemes to Local Authorities.  If the Local Authority subsequently drops this requirement, it should be prepared to reconsider the participation of that consortium.

Where the contracting authority concludes that the identity of the bidders would have been different had the revised requirement been included in the original contract notice, it should go back to that stage of the procedure where that difference may have become manifest.  This does not always mean that they are required to rerun the entire competition from that point.  It may be sufficient to consider just those consortia whose position may have been affected by the change.  Although this process will inevitably result in delays, the introduction of new competitors into the process may ultimately prove advantageous to the contracting authority by making the procedure more competitive.

8. Joint Procurements

If a Local Authority chooses to form a consortium with one or more other Local Authorities to procure services collectively in connection with their respective Smart Card Schemes (i.e. a joint procurement), it is likely that the various Local Authorities will wish to enter into a joint purchasing agreement to formalise their arrangements.

There are certain advantages and disadvantages in entering into joint procurement arrangements with other Local Authorities.  These are highlighted now below:

8.1 Advantages

· It may be better value for the Local Authority to procure contracts in a consortium with other Local Authorities, in which case the overall cost and, if agreed, risk may be shared by the group of Local Authorities, reducing the risk placed on any one Local Authority.

· Smaller Local Authorities can benefit from the expertise and resources held within larger Local Authorities which may take a leading role in the consortium.

8.2 Disadvantages

· By coming together as one entity to procure goods and services, the value of the contracts will increase and is more likely to equal or exceed the relevant financial thresholds.  This is only likely to be a disadvantage to smaller Local Authorities that would generally award contracts of small value.  It is unlikely to be a disadvantage to the majority of Local Authorities, given the relatively low financial thresholds (see section 4.1.1 above).

· There are certain statutory restrictions which apply to the Local Authority's ability to enter into joint arrangements with other public bodies and the private sector.  Local Authorities should therefore take care to ensure that they work within the permitted framework under the relevant legislation and guidance.  A summary of the main provisions is set out below.  

· As highlighted in section 9 below, joint purchasing arrangements may give rise to competition law issues.  This risk increases with the number of Local Authorities involved.  Together the Local Authorities may begin to represent a greater purchasing power with the potential to benefit unfairly from its new found position, for example, by demanding reduced rates from suppliers.

It is important to emphasise that, in respect of joint procurements, the same public procurement considerations as highlighted in section 4 above will apply.  In addition, the fact that there is to be a joint procurement must be stated in the contract notice.  If one Local Authority is to take a leading role (for example, by acting as agent in purchasing goods or services for other Local Authorities), then this fact would also be usefully stated in the contract notice, although it is not mandatory.  Interested contractors must be aware that they may be dealing with more than one Local Authority.

If a Local Authority is unsure as to the other Local Authorities with which it will jointly procure before the publication of the contract notice, it would be sensible for the Local Authority to draft the contract notice as broadly as possible catering also for the possibility that the identity of the participating Local Authorities may change from time to time.

We have already referred to the statutory framework for joint procurements.  Generally, there is a trend towards facilitating joint procurements.  In particular, we recommend that the proposed procurement strategy be checked against the  following key pieces of legislation (many of which have a general application and do not apply only in the context of joint procurements):

· Section 101 of the Local Government Act 1972, which grants express powers for Local Authorities to undertake activities jointly – and provides for the setting up of joint committees;

· the provisions of Part V of the Local Government and Housing Act 1989 and the Local Authorities Companies Order 1995, relevant where a company or SPV is to be established in connection with a Scheme.  These provisions place constraints on the manner in which local authorities are permitted to participate in companies;

· Local Government (Contracts) Act 1997 in relation to entering into commercial contracts generally;

· orders made under the umbrella of Section 16 of the Local Government Act 1999 (relating to best value) may be relevant to the adoption of particular procurement routes;

· the provisions of Section 2 of the Local Government Act 2000 give Local Authorities powers to undertake activities with the private sector provided they are entered into for the purpose of the social, economic or environmental  well-being of the Local Authority's inhabitants.  This can be applied in the context of a proposed procurement approach which may include joint procurement or joint venture elements.  Section 20 of the Act relates to arrangements for the joint exercise of statutory functions, which may also be relevant;

· the Local Government Act 2003 and the current Local Government Procurement Bill.

9. Competition Law Issues

Competition law issues and the UK competition regime are considered generally in the Card Governance Report.  As noted in that report, UK competition law (as opposed to EU competition law) will probably be most relevant due to the initial remit of the Smart Card Schemes.  However, in terms of the procurement process and the different procurement vehicles described above, competition law issues are most likely to arise in relation to the use of framework agreements, bids by consortia and joint purchasing arrangements by Local Authorities.

Framework agreements, which may tie up an important part of the market for particular goods or services for a substantial period of time, run the risk of breaching the Chapter I prohibition under the Competition Act 1998.  The Chapter I prohibition prohibits amongst other things, agreements between undertakings which have as their object or effect the prevention, restriction or distortion of competition within the UK, if they have an appreciable effect on competition.  Whether the Chapter I prohibition is breached will depend on the circumstances in each case.  However, if a framework agreement is properly procured and, more especially, if the duration of the framework agreement is limited to four years, competition law issues are unlikely to arise.

Bids by consortia and joint purchasing arrangements by Local Authorities have the potential to breach the Chapter II prohibition.  The Chapter II prohibition under the Competition Act 1998 prohibits the control and abuse of a single firm in a strong position on the market place.  There are two pre-conditions for the application of the Chapter II prohibition, namely having a dominant position and abusing that dominant position.  If consortia or Local Authorities operating under joint purchasing arrangements possess strength in a particular market and use their dominant position to impose unreasonable terms and conditions of business on another party, this could amount to a breach of the Chapter II prohibition.  Again, the outcome will depend on the facts of each case.

10. Appendix 1 – Glossary of Public Procurement Terms 

	Defined Term
	Meaning

	BAFO
	Best and Final Offer.

	CCTA
	Central Computer Telecommunications Agency.

	Consolidated Directive
	This is a new European Directive which will modernise and consolidate the Public Works Directive, the Public Services Directive and the Public Supplies Directive into one Directive.  The text of the Consolidated Directive was agreed by the European institutions on 2 December 2003 and adopted on 2 February 2004.  The Directive will be published shortly in the Official Journal of the European Union on which date it will become EU law.  The current thinking is that the UK will implement the Consolidated Directive into UK legislation in the first half of 2005.

	Contract Notice
	Also referred to as an OJEU (formerly OJEC) notice.

	Contracting Authority
	This term is defined in the Public Procurement Directives and includes the State, regional and local authorities.  A Local Authority will be a contracting authority for the purposes of the Public Procurement Directives.

	ECJ
	European Court of Justice.

	G-Cat
	G-Cat is a catalogue based procurement scheme to provide public sector organisations with a wide range of IT and telecommunications products and related services.

	ITN
	Invitation to Negotiate.

	ITT
	Invitation to Tender.

	OGC
	Office of Government Commerce.

	OJ
	Official Journal of the European Union (formerly Official Journal of the European Communities).

	PFI
	Private Finance Initiative.

	PIN
	Prior Information Notice.

	PPP
	Public Private Partnership.

	Public Procurement Directives
	This term refers collectively to the Public Works Directive, the Public Services Directive and the Public Supplies Directive.

	Public Services Directive
	This European Directive regulates the procurement of services contracts by contracting authorities.  Please see Appendix 2 for the legal reference of this European Directive.

	Public Supplies Directive
	This European Directive regulates the procurement of supplies (goods) contracts by contracting authorities.  Please see Appendix 2 for the legal reference of this European Directive.

	Public Works Directive
	This European Directive regulates the procurement of works contracts by contracting authorities.  Please see Appendix 2 for the legal reference of this European Directive.

	S-Cat
	S-Cat is a catalogue based procurement system to provide public sector organisations with a simplified means of procuring and contracting for a wide range of consultancy and specialist services from a variety of service providers.

	SPV
	Special Purpose Vehicle.


11. Appendix 2 – Public Procurement Legislation

11.1 eU public procurement legislation

There are three Public Procurement Directives:

· The Public Works Directive 93/37/EC, as amended.

· The Public Services Directive 92/50/EC, as amended.

· The Public Supplies Directive 93/36/EC, as amended.

There is one Remedies Directive:

· The Public Sector Remedies Directive 89/665/EC, as amended, which applies to public contracts for works, services and supplies, awarded by contracting authorities and ensures that legal remedies are available to contractors and others that have been harmed by breaches of the Public Procurement Directives.

11.2 uk legislation implementing the eu public procurement directives

The UK has implemented the three Public Procurement Directives and the Public Sector Remedies Directive into the national legislation by way of secondary legislation, namely statutory instruments.  The relevant statutory instruments are:

· The Public Works Contracts Regulations 1991 (SI 1991, No 2680), as amended.

· The Public Services Contracts Regulations 1993 (SI 1993, No 3228), as amended.

· The Public Supply Contracts Regulations 1995 (SI 1995, No 201), as amended.

The EU Remedies Directive has been implemented in the UK through the Public Works Regulations 1991, the Public Services Regulations 1993 and the Public Supply Regulations, all as amended.

12. Appendix 3 – Timescale for Award Procedures

Open procedure



Restricted procedure 

Negotiated procedure


13. Appendix 4 – National Smart Card Project Glossary B

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































Without Pin





Within 48 days





CA despatches Contract Award Notice to OJ





Contract award





Deadline for receipt of tenders 





CA despatches Contract Award Notice to OJ





Selection of tenderers and evaluation of tenders 





Within 48 days





Contractors to be supplied with contract documents within 6 days of request 





Contractors to be supplied with additional information not later than 6 days before deadline for receipt of tenders





Contractors to be supplied with contract documents within 6 days of request





Contractors to be supplied with additional information not later than 6 days before deadline for receipt of tenders





Deadline for receipt of tenders 





Selection of tenderers and evaluation of tenders 





Contract award





CA despatches Contract Notice to OJ 





(published within 12 days of despatch)





CA despatches pin to OJ 





(published within 12 days of despatch)





Not less than 52 days


Not more than 12 months 12months monthsmonths  ss monthsthan 12 months





CA despatches Contract Notice to OJ 





(published within 12 days of despatch)





With Pin





   Not less than 52 days





Between 36 and 22 days





Within 48 days





Contract award





CA despatches Contract Award Notice to OJ





Within 48 days





Contract award





CA despatches Contract Award Notice to OJ





Within 48 days





Contract award





CA despatches Contract Award Notice to OJ





Tenderers to be supplied with additional information if requested not later than 6 days before deadline for receipt of tenders





Evaluation of tenders 





Tenderers to be supplied with additional information if requested not later than 6 days before deadline for receipt of tenders





Evaluation of tenders 





Evaluation of tenders 





Tenderers to be supplied with additional information if requested not later than 4 days before deadline for receipt of tenders





Not less than 26 days 





Invitations to Tender sent to selected candidates (“tenderers”)





Not less than 40 days 





Invitations to Tender sent to selected candidates (“tenderers”)





Invitations to Tender sent to selected candidates (“tenderers”)





Not less than 37 days





Without Pin





Between 12 months    and 52 days 





Selection of contractors (“candidates”) to be invited to tender








CA despatches pin to OJ


(published within 12 days of despatch)





CA despatches Contract Notice to OJ (published within 12 days of despatch)





Deadline for receipt of requests to be invited to tender 





Selection of contractors (“candidates”) to be invited to tender








Accelerated








With Pin





Not less than 37 days





CA despatches Contract Notice to OJ (published within 12 days of despatch)





Deadline for receipt of requests to be invited to tender





Selection of contractors (“candidates”) to be invited to tender











Not less than 15 days





CA despatches Contract Notice to OJ (published within 5 days of despatch)











Deadline for receipt of requests to be invited to tender 





Deadline for receipt of tenders





Deadline for receipt of tenders





Deadline for receipt of tenders





Not less than  10 days





Within 48 days





Not less than  37 days
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CA despatches Contract Award Notice to OJ





CA despatches Contract Notice to OJ (published within 12 days)





Deadline for receipt of requests to be invited to negotiate 





Selection of contractors (“candidates”) to be invited to negotiate





Contract award





Not less than  15 days





Accelerated





CA despatches Contract Notice to OJ (published within 5 days)





Deadline for receipt of requests to be invited to negotiate 





Selection of contractors (“candidates”) to be invited to negotiate 





Negotiations (CA free to design procedure leading to contract award)





Contract award





CA despatches Contract Award Notice to OJ 





Within 48 days





CA despatches PIN to OJ (published within 12 days)





Negotiations (CA free to design procedure leading to contract award)





Invitations to negotiate sent to selected contractors 








� Case 81/98, Alcatel Austria v Bundesministerium fur Wissenschaft und Verkehr, judgment of 28 October 1999.





