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1. Abstract

The Risk Register identifies the key legal risks that may arise in relation to a Smart Card Scheme and the methods by which those risks can be mitigated by the Card Issuer, where applicable.

The Risk Register has been designed for use by Card Issuers both during the evaluation phase of a proposed Scheme to assess potential risks, and when faced with a problem during the live operation of a Scheme.  
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2. Introduction

The Risk Register identifies the key legal risks that may arise in relation to a Smart Card Scheme and the methods by which those risks can be mitigated by the Card Issuer, where applicable.

The Risk Register has been designed for use by Card Issuers both during the evaluation phase of a proposed Scheme to assess potential risks, and when faced with a problem during the live operation of a Scheme.  The Risk Register may be used by the Card Issuer as follows:

· identify the risk (for example, the Card Supplier fails to deliver the blank smart cards on the agreed date);

· locate the risk in the "Type of risk" column of the Risk Register by reference to the relevant volume (in the example provided above, the risk described is found in 'Section 5 – Cards');

· once the type of risk has been located, read across the Risk Register to the "Consequences of risk" column to learn more about the potential consequences of the risk  (in the example provided above, one consequence listed is that the scheduled Scheme launch date may have to be delayed);

· then read across the next column – "Risk apportionment" – which sets out which party (or parties) will bear 'primary responsibility' for the risks described in the preceding two columns (see further below), and comments on how those risks might be shared, transferred or mitigated by the Card Issuer, if at all; and

· if the options for risk management includes contractual protection, the final column, "Relevant contracts", identifies those contracts that may be used in this way (as described further below).

In respect of each risk identified in the Risk Register, the "Risk apportionment" column notes which party bears "primary responsibility" for the consequences of the risk.  This refers to the party that will bear those consequences, unless the risk is moved or shared by contract with a third party.  For example, in the example given above, the Card Issuer will bear the risks associated with delay in delivery of Cards unless it has transferred or shared those risks in its contracts, such as to the Card Supplier or an Administrator.

For ease of reading, the Risk Register has been divided into volumes.  This Introduction constitutes Section 2, and the remaining volumes are listed in the contents section of this document.

The Risk Register complements the Commercial Conditions of Contract document (WP8-09) (defined as the "Commercial Conditions" in the glossary), and these documents should be considered together.  The Commercial Conditions provide an outline list of terms and conditions for each of the basic contract types which it is envisaged will be required in any Scheme, including those terms which mitigate the Card Issuer's risks by imposing obligations on, or seeking protection from, the other contracting party.

The column of the risk register entitled "Relevant Contracts" refers the Card Issuer to those contracts which will allow the Card Issuer to most appropriately manage its risks.  The categories of contract referred to in the risk register are as follows:

· Card Issuer and Card Supplier

· Card Issuer and Technology Supplier

· Card Issuer and Secondary Service Provider

· Card Issuer and brand / design advisor

· Card Issuer and other Card Issuers

· Card Issuer and Project Manager (development to implementation)

· Card Issuer and Technical Administrator (ongoing technical support and administration)

· Card Issuer and Scheme Administrator (ongoing implementation of database and other non-technical parts of scheme)

· Card Issuer and Card User

· Secondary Service Provider and Card User

The Risk Register should be read in conjunction with the Introductory Report, which prefaces the series of reports in the Legal section of the National Smart Card Project.

The Card Issuer should note that insurance may be available in addition to the other mitigation options outlined in the risk apportionment section of the Risk Register, and it is recommended that each Card Issuer investigates the insurance available to it in respect of its particular Scheme.  The availability of insurance cover will depend on a number of factors, including the nature of the risks to be insured against.  The Risk Register identifies a number of particular occasions when insurance is unlikely to be offered – for example, in respect of losses occasioned by breach of the Card Issuer's statutory obligations which cannot be insured against.  As with other contracts that a Local Authority may enter into from time to time, the Card Issuer may also consider making it a term of a contract with a third party involved in the Scheme that the third party maintains certain insurance.  This may provide an extra layer of confidence for the Card Issuer, for example, if the Card Issuer has concerns as to the financial status of the third party.

In using the Risk Register, the following points should be noted:

· the Card Issuer will need to ensure that it has the requisite powers to take the actions contemplated in the register and the steps in mitigation recommended by it.  For example, the Card Issuer would need to verify it has the power to sub-contract management of the Scheme to a Technical Administrator, as referred to in the Risk Register;

· in every case where the Card Issuer has a statutory obligation to provide a service or perform a function, and the Card Issuer is unable to fulfil that obligation (in whole or part), or is delayed in providing the service, due to a problem with the Scheme (for example, a total failure of the Card Infrastructure), the Card Issuer will retain primary responsibility for that breach of obligation.  The Card Issuer will not be able to divest itself of that responsibility by transferring risk to a third party by contract.  For example, if the Card Issuer is fined or one of its officers held responsible for breach of a statute, then the primary responsibility for meeting such penalties cannot be moved to a third party.  However, the Card Issuer may still wish to retain the right to recoup any financial element of the penalty from the relevant third party.  The Risk Register does not identify each and every occasion where a Card Issuer may be in breach of its statutory obligation to provide certain services;

the Card Issuer's ability to pass on costs of, or liability arising out of, a Scheme to a Card User is likely to be restricted by a combination of law and practicality.  For example:

· by the Local Government Act 2003, Local Authorities are restricted in imposing charges for discretionary services which exceed the cost of service provision and may not be entitled to impose charges on a Card User that do not apply in respect of existing or alternative channels to access the same service.  In addition, adverse publicity may result if charging is not equal across channels;

· the principles of social inclusion preclude charging for one service channel if other channels are available for free;

· 
the ability of Local Authorities to transfer liability to Card Users in relation to the Scheme (or to exclude its own liability in relation to Card Users) will be limited by laws applying to contracts with consumers; and

· 
in any event, the cost of recovering small sums from Card Users may be prohibitive, and Card Users' funds will often be limited.

As a result of these factors, the Card Issuer is likely to seek protection mainly through its commercial partners and, potentially, insurers, rather than from Card Users.  Exceptions to this may arise where the expense or loss is caused by the Card User's default or criminal activity, such as where a Card User has acted fraudulently or has deliberately damaged Card Infrastructure causing significant loss (see below); 

The Risk Register only seeks to address the key risks particular to a Smart Card Scheme, and the Card Issuer must consider all other risks that may apply to projects of a similar nature or scale, including as to risks associated with design, build and implementation of a new service channel, project delays and miscellaneous contractual claims; 

The Card Issuer's ability to pass on or share risk could be improved by the appointment of a single Prime Contractor in respect of all or most specialist areas of the Scheme. Whilst the Risk Register addresses this option at a high level, it is not intended to provide a full review of the benefits of using a Prime Contractor in an outsourcing style arrangement.  Such benefits include the ability to appoint a single entity to manage, operate, enhance, maintain the Card Infrastructure, which will enable the Card issuer to guard against obsolescence.  In addition, the Risk Register does not provide a full discussion of the steps which should be taken in order to appoint a third party to perform such a range of functions on the Card Issuer's behalf;

For the purposes of drafting the Risk Register it has been assumed that any Administrators and Project Manager appointed are external.  If these roles are in fact filled by the Card Issuer by internal appointments, the same considerations raised in the Register apply.  However, the Card Issuer will not be able to transfer or share risk with the Administrators or Project Manager and will retain liability for their actions;

As regards the design, development, implementation and operation of the Card Infrastructure, the Card Issuer must ensure that it keeps in mind the wider risks that may arise in the event that it cannot determine where responsibility for a failure or fault lies. For example, the danger is that each supplier plays itself off against the other suppliers, so that the Card Supplier says that the problem is with the Readers, the supplier of Readers blames the telecommunications network and so on.  Whilst the Risk Register discusses the risks associated with each separate element of this, it is essential that the Card Issuer also deals with how responsibility will be allocated in the event of such a dispute.  Perhaps the easiest route is to appoint a single party who has overall responsibility for any failure (i.e. a Prime Contractor).  In the absence of such arrangements, the Card Issuer may be unable to apportion responsibility to third parties, in which case it will bear such liability itself;

Where appropriate, the Risk Register comments on the risks associated with criminal offences committed by third parties (e.g. vandalism of Readers or Cards, or fraudulent misuse of a Card).  In such circumstances, the risk posed to the Card Issuer is not increased by the fact that the activity amounts to an offence by a third party.  However, this does mean that the remedies available to the Card Issuer will be different to those where contractual risk arises.  For example, a Card Supplier's failure to deliver the Cards on time is likely to be a breach of contract for which the Card Issuer could claim financial damages.  If, as a result of such failure to deliver, the launch date had to be postponed, causing additional loss to the Card Issuer, the Card Issuer may also be able to claim damages for the additional loss incurred.  In the case of criminal activity, the Card Issuer may wish to prosecute the offender through the criminal courts.  However, this may not result in an award of damages in favour of the Card Issuer which covers its initial and consequent losses.  The Card Issuer could go on to pursue the offender through the civil courts, and claim for the initial and additional losses.  The chances of success will depend on being able to identify the offender and the personal wealth of the individual.  It should be appreciated that the Card Issuer is unlikely to pursue every, or any, offender in practice.

A recurring theme throughout the Risk Register is that through its contracts with third parties, the Card Issuer may wish to impose obligations on those third parties, and seek warranties and indemnities from them.  This is commonplace in commercial contracts (although restrictions apply when contracting with consumers).  However, the third party will often seek a general cap on its liability under the contract as a whole and seek to exclude certain types of liability (such as consequential loss).  As a result, the third party's obligations, warranties and indemnities would also be subject to the general cap or restrictions expressed and restrict the benefit of those clauses to the Card Issuer.  Whilst it may be desirable for the Card Issuer to limit its own liability in this way, it should carefully consider the impact of limitations on liability sought by third parties, and where appropriate expressly exclude warranties and indemnities from being within the general limitation / exclusion.

Phrases or words beginning with a capital letter are defined terms.  Definitions may be found in the Glossary, or in specialised glossaries in other reports of the Legal section of the National Smart Card Project or as set out below:

· "Administrators" means the Scheme Administrator and Technical Administrator 

· "Commercial Conditions" means the Commercial Conditions of Contract Checklist (a deliverable for Masons in Work Package 8)

· "Prime Contractor" means a single contractor appointed to oversee and manage the build and installation of the Scheme

3. Development, Implementation and Timing (General)

	
	Types of risk
	Consequences of risk
	Risk apportionment
	Relevant contract

	3.1
	The budget for the Development Phase is exceeded.
	a) additional funds will be required

b) delay caused to Scheme
	Primary responsibility rests with the Card Issuer.

The Card Issuer cannot transfer its primary responsibility for funding the Scheme.  However, it should keep tight control over the budget by:

· ensuring that the third parties it appoints (e.g. the Project Manager) are not permitted to incur expenses on the Card Issuer's behalf without prior approval;

· ensuring that any adjustments made to the technology pursuant to change control procedures agreed with Technology Suppliers are not subject to a fee and that there is an agreed basis for pricing any approved changes; 

· ensuring so far as possible that fees payable are agreed in advance, and fixed;

· ensuring that rates for additional work by suppliers are fixed in advance;

· avoiding clauses that impose high interest on late payments;

· ensuring that payments are made to Technology Suppliers in instalments upon completion of various milestones.

As regards consequence b), the Card Issuer may seek to limit the time spent arranging for additional funds by having a contingency plan for funding agreed in advance.

To the extent that cost overruns are not managed contractually, the Card Issuer should ensure that it is not restricted by its contracts from recovering costs caused by the various third parties involved.
	(vi)

(ii)

	3.2
	The Project Manager acts outside of its powers by entering into a contract on the Card Issuer's behalf.
	the Card Issuer may be committed to a contract or term that it does not wish to be committed to
	Primary responsibility rests with the Card Issuer.

The Card Issuer must initially consider how it intends to create and maintain the balance between:

· giving its Project Manager sufficient powers to enable it to be able to progress the project without constant referrals back to the Card Issuer; and

· retaining the Card Issuer's control over the Scheme and decisions that are taken in relation to it. 

In particular, if the Cards Issuer restricts the Project Manager's ability to take key decisions on the Card Issuer's behalf, there needs to be in place clear processes to ensure efficient and speedy decision making in relation to the Scheme.

The Card Issuer should be aware that it could be bound by the actions of the Project Manager, even where it did not intend to grant such powers to the Project Manager.  For this reason, the extent of the Project Manager's powers must be carefully considered and accurately reflected in the contract.

The Card Issuer should take steps to ensure that the Project Manager and third parties are fully aware of the scope of the Project Manager's powers and authority to bind the Card Issuer contractually.

The Card Issuer should ensure that the contract appointing its Project Manager clearly sets out:

· the extent to which the Project Manager is permitted to bind the Card Issuer (if at all);

· a full description of the Project Manager's duties;

· the Project Manager's liability in respect of any loss arising out of its performance of the contract, including acting outside its powers;

· where the Project Manager is permitted to act on the Card Issuer's behalf, a mechanism for ensuring that the Project Manager avoids entering into terms which are unacceptable to the Card Issuer (perhaps by obliging the Project Manager to obtain the Card Issuer's prior approval of any non-standard clauses).
	(vi)

	3.3
	The component parts of the Card Infrastructure fail to operate properly during the Development Phase
	a) Cost of remedial work

b) Delay to launch of Scheme
	Prime responsibility rests with the Card Issuer

So as to avoid the consequences in a) and b), careful consideration should be given during the planning of the Scheme to the optimum method for agreeing technical specifications, depending on the number of Technology Suppliers involved.  If the Card Issuer provides a detailed specification, the Card Issuer will necessarily assume more responsibility for the overall design of the Scheme.  If the Card Issuer provides its requirements for the Technology Supplier to design a solution to service, the Card Issuer will need to ensure that the various solutions integrate to provide a working whole.

The Card Issuer may pass some or all of the risk of ensuring technical interoperability to its Project Manager and/or Administrators.

The Card Issuer should seek warranties from Technology Suppliers as to the conformance of individual components of the Card Infrastructure to their relevant specifications, together with a commitment to fix errors and bugs within specified periods without charge.

The Card Issuer should fix a timetable for development, with obligations on Technology Suppliers to provide extra resource without charge if the timetable slips other than due to the Card Issuer's default.  The Card Issuer should also consider a regime of service credits or liquidated damages for delays in development.

The Card Issuer may seek to impose strict component and unit acceptance testing so as to avoid defects appearing in the Operational Phase.

The Card Issuer may make the co-ordination of solution design, specification development, testing and progressing to the timetable responsibilities of the Project Manager, and oblige him to accept associated liability arising out of mismanagement.
	(ii)

(iii)

(vii)

(viii)

	3.4
	Project milestones in the Scheme are not met by the agreed deadlines.
	a) delay is caused to the development of the Scheme (either during the Development Phase of anytime thereafter)

b) other milestones will need to be put back, and any affected services postponed

c) additional costs are likely to be incurred due to the delay (such as continuing payments to contractors who are waiting on the delayed milestone)
	Primary responsibility rests with the Card Issuer.

As a general incentive to the various suppliers involved to meet milestones on time, the Card Issuer should seek to make payments in instalments, upon the attainment of agreed project milestones.

The Card Issuer should note, however, that measures designed to penalise suppliers will not be enforceable. 

The Card Issuer can reduce the risks by ensuring that realistic and achievable milestones are set.  Particular care should be taken when setting the launch date as it is likely to be one of the key project dates in the Scheme.  See also section 3.5 of this risk register. 

As regards consequence a), the Card Issuer could seek to include some or all of the following terms in its contracts with Technology Suppliers, the Project Manager, Administrators, and any other third parties who may be capable of delaying the Scheme:

· by making time of the essence under the contract, any missed deadline by one party would give the other the ability to terminate the contract.  However, all third parties are likely to strongly resist this approach.  Such a provision is only useful in practice as a deterrent to delays, as it is debatable whether the Card Issuer would seek to rely on this once development was underway.  It would also need to be drafted so that it did not apply to payments due from the Card Issuer;

· the relevant supplier could undertake to use its best endeavours to meet the agreed milestones.  Any failure to do so (except, probably, in exceptional circumstances beyond the supplier's control) would render the supplier liable to account to the Card Issuer for any resulting losses suffered by the Card Issuer;

· a liquidated damages clause in respect of delay caused to key deadlines including the launch of the Scheme (see also section 3.2 of this risk register, and the Card Governance Report, Appendix 2);

· so as to maximise the potential claims in damages which may be available to the Card Issuer for failure to meet an agreed deadline, the third party supplier should not purport to exclude or limit its liability in such a way as would preclude claims for consequential loss.

As regards consequence b), the Card Issuer should ensure that it is able under all its contracts to move milestone dates immediately by giving notice, in the event that related deadlines in those contracts or other contracts involved in the Scheme are missed etc.  The Card Issuer should avoid having to pay a fee for this flexibility.

In the case of costs being incurred as a result of deliberate or foreseeable error, or in the case of negligence, the offending party should bear liability for the consequences listed and not the Card Issuer.
	(ii)

(vii)

(viii)

(vi)

	3.5
	The launch date for the Scheme is missed
	a) loss of public faith and/or interest in the Scheme

b) costs associated with delaying or amending of other services (such as advertising campaign)

c) cost of additional services required to re-advertise the new launch date

d) potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card
	Primary responsibility rests with the Card Issuer.

The Card Issuer could seek to impose all liability for meeting the launch date, and the losses associated with failing to do so, on a third party, such as its Prime Contractors.  In addition, the Card Issuer may transfer some liability to the Project Manager, for example in relation to delays to the launch date through project plan mismanagement.

Any attempt to transfer all liability in this way is likely to be subject to reasonable exceptions.  For example, the Prime Contractor or Project Manager should not bear liability where the failure to meet the deadline is the fault of the Card Issuer.


	(vi)


4. Card Infrastructure

	
	Types of risk
	Consequences of risk
	Risk apportionment
	Relevant contracts

	4.1
	The installation of the Card Infrastructure is not carried out in accordance with the relevant specification.
	a) delay to the launch of the Scheme

b) Card Infrastructure components fail to interoperate

c) costs associated with the rectification  of the problems caused by the incorrect installation

d) the location of the Readers no longer comply with the DDA or otherwise


	Primary responsibility rests with the Card Issuer.   

As regards consequence a), the Card Issuer should address this possibility in its contracts with its Project Manager and Prime Contractor (if used).  To the extent that the delay flows from a mismanagement issue, the Project Manager should bear responsibility.  By the same token, the Prime Contractor must take responsibility for either its or its sub-contractors' errors.  

However, the sharing of contractual responsibility will only account for the financial losses caused by delay and will not deal with the bad publicity and lack of confidence in the Scheme that could follow.   These risks cannot be avoided.

The Card Issuer should take steps in order to ensure that all components of the Card Infrastructure are capable of interoperation.   This will be a matter between the Card Issuer and its Technology Suppliers.  Where interoperability fails due to an installation error, as opposed to any design or build fault, this should be covered in the Card Issuer's contract with the third party undertaking the installation (see list in paragraph below).

Allocation of risk between the Card Issuer and Technology Suppliers with design obligations, and with installers of the Card Infrastructure will depend on how the design and installation tasks are allocated  between them.

The Card Issuer must decide whether to allocate liability for compliance with the accessibility requirements of the DDA to the installer of the Card Infrastructure or its designer.   In either case, the Card Issuer is likely to retain primary responsibility for any breaches, but may back off the financial consequences of breach to the installer or designer (e.g. the cost of moving or redesigning parts of the Card Infrastructure so as to comply).  In addition to a general obligation, the Card Issuer may oblige compliance with all relevant codes of practice and supporting warranties and indemnities.

In order to minimise its risk for consequences b), c) and d) (and depending on how the risks are allocated, as set out in the preceding two paragraphs) the Card Issuer should seek to include the following terms in its contract with the third party undertaking the installation:

· the third party should be obliged to use (at least) all reasonable endeavours to ensure that the Card Infrastructure is installed in a such a way as to allow all its components to function in accordance with their relevant technical specifications (the Card Issuer must ensure that such specifications cover interoperability);

· include an end-to-end acceptance testing provision, so that the Card Issuer is able to run test data through the Card Infrastructure as a whole (as opposed to separate components thereof) before accepting that the various components of the Card Infrastructure interoperate properly;

· the third party should be obliged to comply with all applicable law in carrying out installation work including, where applicable, health and safety legislation and the DDA;

· the third party should be under a general obligation to put right (at its cost) any problems that flow from faulty installation, or which are identified by the testing regime.

The third party should be provided with the geographic Reader location requirements and obliged to install in accordance with such.  The Card Issuer should seek an indemnity from the third party in respect of any losses, costs, penalties etc incurred as a result of the third party's failure to meet such planned locations.
	(vi)

(ii)



	4.2
	The Card Infrastructure fails to operate  properly during the Implementation Phase.
	a) cost of remedial work

b) delay to launch of Scheme


	Primary responsibility rests with the Card Issuer.   

The Card Issuer may seek to share all risks contractually with a Project Manager and oblige him to accept specific risks which arise out of the performance (or non-performance) of the Project Manager's contractual duties.

Depending on the cause of the failure, warranties from technology suppliers may assist in mitigating the risks listed.

As regards consequence b),  the Card Issuer should address this possibility in its contracts with its Project Manager and Prime Contractor (if used).  To the extent that the delay flows from a mismanagement issue, the Project Manager should bear responsibility. By the same token, the Prime Contractor must take responsibility for either its or its sub-contractors' errors. 

However, the sharing of contractual responsibility will only account for the financial losses caused by delay and will not deal with the bad publicity and lack of confidence in the Scheme that could follow.  These risks cannot be avoided.
	(vi)



	4.3
	The Card Infrastructure fails to operate  properly during the Operational Phase due to design or build faults.
	a) the Card User cannot access services provided via the Card

b)  possible corruption or loss of data, leading to costs associated with retrieval, recollection or clean-up of data

c)  cost of putting right design/ installation faults, and integration of any such amendments.

· d) potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card.
	Primary responsibility rests with the Card Issuer.  

The Card Issuer may seek to minimise consequence a) by providing alternative delivery channels throughout the lifetime of the Scheme. 

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.

As regards consequence b), the Card Issuer should seek to avoid this by ensuring in advance that adequate security (i.e. organisational and technical measures) is in place to guard against accidental loss or corruption of data.  Insofar as such data amounts to Personal Data, the Card Issuer is obliged to take such steps in any event by the Data Protection Act 1998.

Also in relation to b), the Card Issuer should enter into a Data Processor agreement with the third parties that are processing Personal Data on its behalf (e.g.Technical Administrator and Scheme Administrator, maintenance provider etc).  This agreement is required by the Data Protection Act 1998.  In addition to the requirements of the 1998 Act, the Card Issuer should also seek an indemnity from its Data Processor, which would cover loss or corruption of Personal Data.  

As regards consequence b), insofar as any data lost or corrupted is not Personal Data, the Card Issuer should nevertheless obtain appropriate warranties and indemnities from the Data Processor(s), and should ensure that the Data Processor has not purported to exclude its liability for loss of data under the contract.  

Insofar as the data lost or corrupted is Personal Data giving rise to liability under the Data Protection Act 1998 (such liabilities to be described further in the Information Law section of section 10 of this risk register), the Card Issuer cannot transfer its statutory liability as Data Controller of such Personal Data.  It can, however impose obligations on its Data Processors to remedy the breach.  For example, to reconstitute the data where corrupted, or to project against financial damages and loss caused by the lost or corrupt data.  It can, however, impose obligations on its Data Processors to remedy the breach.  For example, to reconstitute the data where corrupted, or to protect against financial damages and loss caused by the lost or corrupt data.

The Card Issuer in its contracts with Technology Suppliers should:

· require a warranty and indemnity in respect of the performance, quality and compatibility of Card Infrastructure components (compatibility will be key where various suppliers are involved);

· ensure that payments are made to the Technology Suppliers in instalments upon completion of various milestones; 

· ensure that the Technology Supplier is obliged to make any required adjustments to the technology supplied at a fixed rate, or within the contract price (this should form part of a change control clause which sets out the procedure for making adjustments to the technology, and the costs associated with such);

· impose on all Technology Suppliers the same set of common technical standards; 

· impose on each Technology Supplier an obligation to ensure that each component it produces or designs will be compatible with the other relevant parts of the Card Infrastructure; 

· include an end-to-end acceptance testing provision, so that the Card Issuer is able to run test data through the Card Infrastructure as a whole (as opposed to separate components thereof) before accepting that the Infrastructure operates properly (see also the Card Governance Report for further details of what is involved in acceptance testing).

The Card Issuer may also seek to use a Prime Contractor.  This would allow the Card Issuer to deal with a single contractor in respect of any fault identified in the Card Infrastructure, and allow its Prime Contractor to undertake the task of following the matter up with the relevant sub-contractor.  This should enable the Card Issuer to benefit from a more streamlined claims procedure.

The Card Issuer may seek to share all risks contractually with the Scheme Administrator and Technical Administrator, to the extent that consequences are caused by their performance or non performance of the relevant duties under the contracts.

As regards consequences b) and c), the Card Issuer may seek a manufacturer's guarantee that the components will, at a minimum, comply with the relevant specification for a specified period.  The guarantee should enable the Card Issuer to:

· have faulty components replaced (including the cost of installation);

· if backed up by an appropriate indemnity claim from the Technology Supplier any losses incurred by the Card Issuer as a result of the faulty components.

As regards consequence d), the Secondary Service Provider may have a variety of claims (for example, resulting from wasted costs in setting up its services to be accessible through the Scheme, or from a loss of profit or anticipated profit).  The Card Issuer should seek to exclude such types of liability in its contract with the Secondary Service Provider.  The Card Issuer can seek to limit its liability under the contract.  In addition, the Card Issuer may build in flexibility by including a clause which allows it a specified amount of time in which to remedy a breach of contract (where possible) before liability arises.
	(ix)

(vii)

(viii)

(ii)

(iii)

	4.4
	The Card Infrastructure fails to operate properly during the Operational Phase due to poor or lack of maintenance.


	· a) the Card User cannot access services provided via the Card

· b)  the Card Issuer may incur additional expense in order to make the Services available through other channels

· c) there may be possible corruption or loss of data, leading to costs associated with retrieval, recollection or clean-up of data

· d) costs of remedial / investigatory work and wasted expenditure an ineffective work provided

· e)  potential loss caused to Secondary Service Provider expecting to provide services to Card Users via the Card


	Primary responsibility rests with the Card Issuer.  

See all comments in vol. 4, section 4.3 of this risk register.

In addition, the contract between the Card Issuer and its maintenance provider should:

· seek contractually to obtain warranties from the maintenance provider as to the standards of the maintenance to be provided.  In addition to general warranties on performance of obligations (e.g. exercise of reasonable skill and care), the Card Issuer may seek service levels, namely specific measurable performance standards.  The Card Issuer may attach service credits to these standards, which act as small incremental deductions to payments due to the third party from the Card Issuer;

· ensure that any warranty is backed up (contractually) by an indemnity against any resulting loss incurred by the Card Issuer;

· seek from the maintenance provider a service credit for any failure to attain the agreed service levels;

· ensure that the maintenance provider is liable for any anticipated losses that might flow from its failure to reach the required standards, by using a liquidated damages clause;

· oblige the maintenance provider to keep and maintain an adequate stock of spare component parts for the duration of the contract;

· carefully consider the minimum contract duration required, as the Card Issuer will wish to preserve the lifetime of the Card Infrastructure for as long a period as possible e.g. 5/7/10 years.
	(ix)

(vii)

(viii)

(ii)

(iii)

	4.5
	The Card Infrastructure fails to operate properly during the Operational Phase due to defective components.
	· a) the Card User cannot access services provided via the Card

b)  the Card Issuer may incur additional expense in order to make the services available through the channels

· c) there may be possible corruption or loss of data, leading to costs associated with retrieval, recollection or clean-up of data

d) the cost of replacing defective components and installing such replacements

e) the cost of dealing with any further damage caused to the Card Infrastructure as a consequence of the defective components

f)  potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card
	Primary responsibility rests with the Card Issuer.  

See comments in vol. 4, section 4.3 of this risk register.

Components which are faulty should be replaced under the manufacturer's guarantee (as described in section 4.3).  However, the Card Issuer may not be able to claim damages for any resulting loss (e.g. if faulty component causes the wider Card Infrastructure to malfunction) from the manufacturer. This is likely to be the case because the Card Issuer will probably procure such components and parts on the manufacturer's standard supply terms. Such terms are also likely to exclude the manufacturer's liability for any loss caused by the component being used for a purpose for which it was not designed. 

Therefore, the Card Issuer must ensure that it has covered off all possibilities in its contracts with the designer of the Card Infrastructure, Technology Suppliers and manufacturers.  For example, if a component becomes faulty because it has either been used for the wrong function, or for a function which is not its primary purpose, the Card Issuer should look to its designer / developer for recompense.

In addition, the Administrators should be obliged contractually to provide fault reports to the Card Issuer, which detail persistent faults and the remedial action being taken.  It may be the case that defective parts need to be replaced, and the Card Issuer must decide as a matter of policy how this will be dealt with.  For example, will the Administrators have discretion to source replacement parts, or will the Card Issuer decide upon such action based upon the fault reports it receives?
	(ix)

(vii)

(viii)

(ii)

(iii)

(iv)

	4.6
	The Infrastructure fails to operate properly due to the failure or unexpected "downtime" of the underlying telecommunications network.
	a) the Card User cannot access services provided via the Card 

b) possible corruption or loss of data, leading to costs associated with retrieval, recollection or clean-up of data 

c) potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card
	Primary responsibility rests with the Card Issuer.   

The Card Issuer should seek to control "downtime" in its contract with its telecoms provider, by ensuring that it imposes the following obligations on the telecoms provider:

· to ensure that the network "available" for a specified amount of time (usually as a percentage) per month (the extent to which this clause is helpful to the Card Issuer will depend on the definition of "available");

· liability to pay service credits if it does not meet the "availability" standards;

· to give advance notice of all scheduled downtime and require the Card Issuer's approval prior to Implementation;

· to limit the circumstances which will qualify as "emergency downtime";

· to improve performance over the contract, including as to industry standards.

The Card Issuer may seek to minimise consequence a) by providing alternative delivery channels throughout the lifetime of the Scheme.

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.

As regards consequence b), the Card Issuer should seek to avoid this by ensuring in advance that adequate security (i.e. organisational and technical measures) is in place to guard against accidental loss or corruption of data. Insofar as such data amounts to Personal Data, the Card Issuer is obliged to take such steps in any event by the Data Protection Act 1998.

Unless the telecoms provider is doing more than merely "transmitting" the data through its network, there should be no requirement for the Card Issuer to appoint the telecoms provider as a Data Processor.  In any event, as a provider of a public electronic communications service, the telecoms provider has obligations under statute
 as to the security and confidentiality surrounding communications data.  

As regards consequence b), the Card Issuer should seek to obtain appropriate warranties and indemnities from the telecoms provider, and should ensure that the telecoms provider has not purported to exclude its liability for loss of data under the contract.

As regards consequence c), the Secondary Service Provider may have a variety of claims arising out of unscheduled "downtime" (for example, the Secondary Service Provider may suffer a loss of profit or anticipated profit as a result of not being able to provide services to customers via the Card).  

The Card Issuer can limit its liability under the contract with the Secondary Service Provider.  In addition, the Card Issuer may build in flexibility by including a clause, in its contract with the Secondary Service Provider, which allows it a specified amount of time in which to remedy a breach of contract (where possible) before liability arises.

The Card Issuer should aim in its contract with the Secondary Service Provider to:

· exclude liability to the extent that the losses in question were caused by a third party (ie the telecoms provider) and not the Card Issuer; and

· pass on the benefits of any service credits available from the telecoms provider in respect of the looses in question to the Secondary Service Provider, in such proportion as the total loss was borne by the Secondary Service Provider.
	(ii)

(iii)

	4.7
	Readers do not meet the Card Issuer's required standards as to quality and durability.
	a) Readers may need replacing more frequently than anticipated (this could mean Cards or other parts of the Card Infrastructure also need to be replaced at same time) 

b) the costs of performing more frequent repairs

c) increased time out of order, leading to decreased access to services

d) possible increase to maintenance costs (i.e. if maintenance provider needs to increase costs to match time spent on Readers)
	Primary responsibility rests with the Card Issuer.  

The Card Issuer must address quality and durability in its contract with the supplier of Readers. The Card Issuer should:

· set out the relevant standards required and oblige the Technology Supplier to design and build in accordance with such specifications;

· obtain a manufacturer's guarantee that the Readers will comply with the relevant specification for a specified period;

· oblige the Technology Supplier to upgrade and/or refresh the Reader technology as and when upgrades become available or online with developments in the state of the art;

· obtain from the manufacturer a warranty that it will deal with (at its cost) defects in the Readers, or if unable to repair, will replace Reader – this could be incorporated into a Technology Supplier's ongoing obligation to maintain Readers (or into the contract with a maintenance provider, if different from the Technology Supplier). Tight service levels (as regards maintenance) should also be included, so that fixed periods for performance are specified, with service credits due where such periods are missed;

· ensure that obsolescence is dealt with appropriately in the contract with Technology Supplier;

· obtain a warranty as to the expected lifetime of the Readers;

· seek an indemnity in respect of costs associated with having to replace other areas of the Card Infrastructure, or the Cards, due to the poor quality or durability of the Readers;

· (as regards consequence), ensure that its maintenance provider cannot increase its fees at will, but instead set limits on frequency and % increase of any rise in fees.

In addition, the Card Issuer should seek a contractual right to reduce the price going forward, in the event that envisaged quality standards appear to be unattainable in practice.

As regards consequence c), the Card Issuer may have difficulty in recovering its losses unless a breach by the Technology Supplier causes significant problems to the running of the Scheme.  If the Readers merely cause an inconvenience which can be remedied relatively quickly and without further cost to the Card Issuer, the Card Issuer is unlikely to be eligible to recover further payments.  
	(ii)

	4.8
	The Card Infrastructure, or components thereof, become obsolete prior to the expiry of the estimated lifetime of such. 
	a) cost of replacing the Card Infrastructure arises earlier than expected

b) data needs to be migrated across to new system

c) replacement of Card Infrastructure may necessitate replacement of Cards

d) Secondary Service Providers will need to replace their Readers
	Primary responsibility rests with the Card Issuer and / or Secondary Service Provider for d) only – see below for further discussion.  

The extent to which the Card Issuer can mitigate the consequences listed is likely to be a question of degree.  For example, if the Infrastructure becomes obsolete years sooner than expected, the Card Issuer should expect to recoup some of what it paid for the Infrastructure.  However, the situation is likely to be different if obsolescence occurs only months sooner than expected.  

In addition, the Card Issuer could seek from its Technology Suppliers and Card Supplier a warranty as to the lifetime of the products being supplied.  If the technology fails to operate for the specified period, the Card Issuer should be entitled to damages, or a credit towards the remedial / replacement work which must be undertaken (including costs which result from the obsolescence, such as in consequence c)).

The Card Issuer could also address the issue of obsolescence in its contracts with Technology and Card Suppliers by including a technology refresh clause.  This type of clause is used to ensure that the Suppliers update the Card Infrastructure in accordance with developments made in the state of the art during the lifetime of the agreement.  Any such clause would also need to deal with responsibility for the cost of refreshing technology.  One way of dealing with this is to agree that the Technology Supplier will procure and purchase the necessary technology, and lease it back to the Card Issuer.

As regards consequence d), the contract between Card Issuer and Secondary Service Providers should deal with how any Readers supplied to Secondary Service Providers will be replaced, upgraded and refreshed.  This is likely to depend on the basis on which Readers are supplied (i.e. whether Secondary Service Providers will own the Readers or be given the right to use them by the Card Issuer).  There may be circumstances where a Secondary Service Provider agrees to procure its own Readers.  In such cases:

· the Secondary Service Provider should be obliged to ensure that the Readers conform to the Card Issuer's technical specification; and

· the Card Issuer's aim should be to make the Secondary Service Provider fully responsible for those Readers which it procures.

In any event, the Readers supplied to Secondary Service Providers must be updated in accordance with the rest of the Card Infrastructure.  If the Secondary Service Provider is required to undertake an updating or replacement exercise much sooner than expected, for example due to the Readers supplied by the Card Issuer failing to operate for the specified lifetime, it may seek some form of compensatory payment from the Card Issuer, or require the Card Issuer to procure replacement Readers.  

The Card Issuer should agree with the Secondary Service Provider contractually that if the Secondary Service Provider wishes to alter the Reader technology, it may do so provided that:

· it does so at its own cost;

· it provides prior written notice to the Card Issuer, setting out what alterations it intends to make;

· it obtains the Card Issuer's prior approval;

· it only makes alterations that are within the scope of the Card Issuer's technical specification.
	(ii)

(i)

(iii)

	4.9
	A Card, Reader or other component of the Card Infrastructure becomes defective through misuse (i.e.  vandalism or wilful destruction) by the Card User or other individual
	a) the Card User cannot access the services through the Card

b) the defect may have an adverse effect on the working of the remainder of the Card Infrastructure

c) the Card will need to be replaced

d) e-money stored on the Card may be lost

e) a criminal offence may be committed
	Primary responsibility rests with the Card Issuer, save for in respect of consequences d), which may rest with the Card Issuer or Card User, and e), which is borne by the Card User or other individual responsible.  

The Card Issuer should, in its contract with Card Users, set out rules for how the Card should be used.  The Card Issuer could seek to transfer liability to the Card User by, for example, stating that:

· the Card User will have to pay a fee (i.e. the actual replacement cost) for a replacement Card which is required due to the Card User's misuse (for these purposes, the Card Issuer must comply with the restrictions placed on it by the Local Government Act 2003);

· any e-money which is lost due to the Card User's misuse of the Card will not be replaced by the Card Issuer.

However, if the Card Issuer wants to ensure that Card Users continue to access services through the Cards, as opposed to alternative channels, it may be in the Card Issuer's best interests to bear the cost of replacement Cards in all circumstances.  This would also avoid any potential disputes with Card Users as to whether the replacement is required due to his or her misuse.  

In addition, if the Card is being used to access a core service, the Card Issuer cannot avoid its statutory duty to provide such service and must either provide an alternative means of the Card User accessing the service, or replace the Card without charge.

As regards e-money, see also the comments at section 7 of this risk register.

The most important step for Card Issuer to take is to ensure in advance that technological measures are in place to safeguard against the misuse of Cards by Card Users.  In short, the Card User should not be able to misuse the Card in such a away as to cause permanent damage to the Card Infrastructure.

Insofar as damage is caused by an individual who is not a Card User, there will be no contract between such individual and the Card Issuer and the Card Issuer's remedies will depend on the nature of the misuse of the Card Infrastructure, for example vandalism may amount to criminal damage and an award of damages.  The extent to which the Card Issuer could recover financial damages from an individual will depend on the personal wealth of such individual.  In addition, the value of the damage caused may be disproportionately low when compared to the cost of pursuing the individual through civil court action.
As regards consequence e), the Card Issuer should have in place (and, more importantly, rigorously enforce) a policy to pursue all criminal actions relating to the Scheme.  Such criminal activities could include criminal damage (e.g. of Readers), fraud (e.g. in relation to e‑money) and obtaining services by deception (e.g. by falsely posing as the Card User).  Whilst the Card Issuer may, in practice, gain little in the way of financial recompense through these changes, it should actively pursue such criminals as a means of deterring future similar activity.  Some mitigation can be achieved through the location and design of the Card Infrastructure, for example by locating Readers inside kiosks which are only accessible by using a Card to gain entry.
	(ix)

(ii)



	4.10
	A Reader reports that the person using the Card cannot be verified as the Card User. 


	a) Card User may be unable to access services

b) Card Issuer will be liable to provide core services by alternative means and/or compensate Card User for failure to provide services

c) potential loss caused to Secondary Service Providers expecting to provide services to Card Users through the Card 
	Primary responsibility rests with the Card Issuer.  

If a Reader fails to authenticate a Card User, this could have two outcomes. First, that the person seeking to use the Card is in fact the Card User and is denied access to services.  Second, that the person seeking to use the Card does so fraudulently, and is prevented from wrongly accessing services. 

In the latter case described above, the Card Issuer has no risk to mitigate as it has avoided potential loss.  However, it should so far as possible investigate the attempt to access services.  If the same Card is used repeatedly without verification, the Reader should be capable of either retaining the Card, or issuing a notice that it should be cancelled pending investigation.

Where Reader error prevents the Card User from being verified by the Reader, the Card Issuer will still have primary responsibility to ensure that the Card User can access the services.  The Card Issuer may seek to minimise consequences a) and b) by providing alternative delivery channels throughout the lifetime of the Scheme.  

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.

For further comments as regards defective Readers, see section 4,  4.3 and 4.7 of this risk register.

The Card Issuer may appoint a third party to oversee the operation of its authentication systems.  Any such third party should be obliged to attain certain service levels in respect of the number of users verified.  This may be the same party as is appointed to oversee the Card Infrastructure as a whole.  The third party should be responsible for any losses which result from its failure to keep the authentication system properly maintained, in line with the state of the art or in good repair.

Certain Technology Suppliers, e.g. Certification Authorities, may enter into separate agreements with other suppliers for systems and software, to ensure that the systems operate correctly, and the Certification Authority will ensure that the Suppliers systems operate properly to allow the Certification Authority to authenticate.  The Card Issuer should be aware that Certification Authorities will seek to limit their liability.  

As regards consequence c), the Secondary Service Provider may have a variety of claims (for example resulting from loss of profits or anticipated profits).  The Card Issuer can seek to minimise its risk by excluding or limiting its liability generally in a limitation of liability clause.  In addition, the Card Issuer may seek to introduce a de minimis threshold, so that only claims above a certain level (either financial or in terms of volume) will be considered.
	(ii)

(iii)

(viii)


5. Cards

	
	Types of risk
	Consequences of risk
	Risk apportionment
	Relevant contract

	5.1
	Blank smart cards are not delivered by the Card Supplier by the agreed delivery date
	a) delay caused to next stage of development (e.g. adding functionality to) of Card

b) possibility that full launch of the Scheme cannot go ahead as scheduled

c) delivery by other suppliers or third party contractors may need to be postponed e.g. If Cards are required for testing, or where outsourced services include Card distribution

d) potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card from the launch date
	Primary responsibility rests with the Card Issuer.

As regards consequences a) and b),  the Card Issuer should address the possibility of delays in its contracts with the Card Supplier.  It may have passed all such responsibility to its Project Manager or Prime Contractor.  

As regards consequence c), the Card Issuer should ensure that it is able under all its contracts to move milestone dates immediately by giving notice, in the event that related deadlines in those contracts or other contracts involved in the Scheme are missed etc.  The Card Issuer should resist any attempts by suppliers to penalise the Card Issuer for moving dates in this way.  If using a Prime Contractor, the Card Issuer may be able to push this responsibility onto the Prime Contractor.

As regards consequence d), the Secondary Service Provider may suffer a loss of profit (or anticipated profit) as a result of not being able to provide services to customers via the Card from the anticipated launch date.  It would be usual for the Card Issuer to have excluded such types of liability in its contract with the Secondary Service Provider.
	(i)

(ii)

(vi)

(iii)

	5.2
	The Card Issuer has an insufficient number of blank smart cards at the point of launching the Scheme
	a) full launch of the Scheme cannot go ahead

b) some Card Users will not receive their Cards on time, and will be unable therefore to access the services via the Card

c) the Card Issuer will need to obtain additional blank Cards

d) potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card from launch date
	Primary responsibility rests with the Card Issuer.

How this is dealt with will depend on whether the lack of Cards is the fault of the Card Supplier (i.e. a failure to deliver the correct amount) or whether the Card Issuer was at fault because its initial Card order was insufficient.

If the Card Issuer failed to order the correct number of Cards, it is unlikely to be able to share its liability for the consequences set out.  However, it should try to ensure in advance that it is able to benefit in such circumstances from a fast-track ordering service, so that it can remedy the situation with a minimum amount of delay.

As regards consequence a), see comments in section 3, 2.5 of this risk register.

The Card Issuer may seek to minimise consequence b) by providing alternative delivery channels throughout the lifetime of the Scheme.

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.

If the under-delivery is the Card Supplier's error, the Card Issuer may be able to share the risk with the Card Supplier by including its contract the following terms:

· the Card Supplier should be absolutely bound to deliver the full amount by the stated date, so that  a failure to do so is a breach of contract;

· The Card Supplier should be required to supply sample Cards in advance of full delivery for the purposes of testing.  This may also act as an early warning system if the Card Supplier fails to meet such dates.

· as a means of incentivising delivery on time, time could be made of the essence using the threat of termination by the Card Issuer in the event of any breach.  The threat of termination will only be an effective deterrent to the extent that the Card Issuer has alternative Card Suppliers available to it in the market;

· the Card Supplier should not exclude liability for consequential loss;

· payment to the Card Supplier should be due only on full delivery of the Card Issuer's order, and service credits or liquidated damages may be sought for late delivery.

As regards consequence d), the Secondary Service Provider may have a variety of claims (e.g. resulting from wasted costs in setting up its services to be accessible through the Scheme, or from a loss of profit or anticipated profit).  The Card Issuer should seek to exclude such types of liability in its contract with the Secondary Service Provider.  
	(i)

(ix)

(iii)

	5.3
	The Card Issuer has surplus Cards following rollout of Cards to Card Users
	Card Issuer must assess:

a) whether the surplus can be used in further rollouts, or as a stock of replacements

b) whether there are any legal conditions imposed on the destruction of Cards

c) costs of destroying, recycling or returning the Cards to the Card Supplier


	Primary responsibility rests with the Card Issuer.

The Card Issuer should seek to include in its contract with the Card Supplier a clause that allows it to sell surplus Cards back to the Card Supplier for a specified price per Card. 

The Card Issuer should seek to ensure that there are no restrictions on the volume or age of unused Cards that may be returned to the Card Supplier.

As regards consequence b), there are regulations in place which govern the disposal of electronic equipment.  The Card Issuer must ensure that all such regulations are complied with, and could do so by appointing a third party to deal with all waste disposal issues.  As part of the contract with the waste disposal provider, the Card Issuer should oblige the third party to ensure compliance with all relevant rules and regulations, and should seek an indemnity in support of such.  The Card Issuer must also consider whether the cost of complying with such regulations has been adequately dealt with in its project budget, and is built into its contract with the waste disposal provider.

The Card Issuer may wish to oblige the Card Supplier to store the unused Cards in appropriate conditions to avoid damage, and to re-supply them as new rollouts occur or replacements are required.
	(i)



	5.4


	Smart cards produced by the Card Supplier do not meet the required technical specification.

- Card Issuer decides not to use the delivered Cards
	a) delay to the Scheme and roll-out of Cards to Card Users

b) cost of amending the existing cards, or procuring new Cards made to correct specification


	Primary responsibility rests with the Card Issuer.

The Card Issuer must ensure that the Card Supplier has clear obligations placed on it to produce the Cards in accordance with the technical specification, and to remedy any failure to meet such specification within a certain time frame and at its cost.  In addition, the Card Supplier should be required to supply sample Cards in advance of full delivery for the purposes of testing.  This will act as an early warning system if the Card Supplier fails to meet the required standards.

In order to avoid reaching the point of breach of contract, the Card Issuer should try to track development of the Cards (and link payment tranches to the attainment of specified milestones) so that it is able to identify non-compliance issues at an early stage.  See also the comments at section 3,  3.4 in respect of motivating Card Suppliers to meet project milestones.

The main effect of a) will be that Card Users are unable to access the services through the Card.  The Card Issuer can address this in advance by providing alternative delivery channels throughout the lifetime of the Scheme.

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.
	(i)



	5.5
	Smart cards produced by the Card Supplier do not meet the required technical specification.

- Card Issuer decides to use the delivered Cards in any event
	a) functionality may be adversely affected

b) interoperability may be adversely affected

c) cost of adapting Infrastructure or Applications to the different technical specification

d) potential loss caused to Secondary Service Providers expecting to provide services to Card Users via the Card
	Primary responsibility rests with the Card Issuer.

One way of avoiding this situation is for the Card Supplier to be required to supply sample Cards in advance of full delivery for the purposes of testing.  This will act as an early warning system if the Card Supplier fails to meet the required standards.

If the Card Issuer decides to use the Cards supplied, it may be asked by the Card Supplier to sign a formal waiver of its rights under the contract.  The Card Issuer should take separate advice before doing so.  

If the Card Supplier has advised the Card Issuer that the Cards supplied are suitable to use (e.g. because the failure to meet the specification is minor, cosmetic only or cannot be remedied in the timeframe), the Card Issuer should seek to ensure that it has assurances from the Card Supplier:

· that the Cards will work within the existing Card Infrastructure;

· that the failure to meet the specification will not affect the functionality of the Cards or what functionality will be affected and the extent of such effects;

· in respect of the Card specification moving forward (i.e. will future batches conform to the original specification, will the Card Supplier remedy the failure within a certain time frame and issue replacement Cards, or is the defect irremediable?).

Any new contract (or variation to the existing contract) with the Card Supplier should set out the basis for using the Cards supplied, any permanent changes to the technical specification and the arrangements for future batches.  In addition, any service credits due to the Card Issuer should be dealt with.  

As regards consequence d), the Secondary Service Provider may have a variety of claims (e.g. where a loss of profit is suffered).  The Card Issuer should build in a limitation of its liability, together with a clause allowing it a period of time to remedy any breach, prior to liability arising.
	(i)

(iii)

	5.6
	One or more Cards supplied by the Card Supplier are found by Card Users at the point of accessing services to be defective 
	a) the Card User is unable to access services through the Card

b) the defect may have an adverse effect on the working of the Reader / Card Infrastructure

c) the Cards need to be replaced and redistributed, causing increased costs to the Card Issuer

d) e-money stored on the Card may be lost
	Primary responsibility rests with the Card Issuer.

The Card Issuer should ensure in its contract with the Card Supplier that:

· the Card Supplier is obliged to produce the Cards in accordance with a technical specification;

· it obtains from the Card Supplier a manufacturer's guarantee that the Cards will be free from defects for a certain period following supply;

· the Card Supplier will replace at its own cost any Cards which are not free from defects;

· the Card Supplier has not excluded its liability for consequential loss, and that the Card Supplier is liable for any losses incurred by the Card Issuer as a result of any defects in the Cards (including the consequences set out in b) and c)).

The Card Issuer may seek to minimise consequence a) by providing alternative delivery channels throughout the lifetime of the Scheme.

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.

As regards consequence d), the Card User should not be held responsible for e-money lost as a result of a defective Card, as the Card User has no control over the functioning of the Card.  See also comments in section 7 of this risk register.
	(i)

(ix)

	5.7
	Cards do not meet the required standards as regards quality.
	a) Cards may need replacing more frequently than anticipated (this could mean that other parts of the Card Infrastructure also need to be replaced at same time) 

b) the additional costs of supplying replacement Cards

c) Card Users may be prevented from accessing services via the Card


	Primary responsibility rests with the Card Issuer.

The failure of the Card Infrastructure to operate properly if likely to cause far more significant consequences than failure of Cards.  Nevertheless,  the Card Issuer should address Card quality and durability in its contract with the Card Supplier.  The Card Issuer should:

· set out the relevant standards required and oblige the Card Supplier to design and manufacture in accordance with such specifications;

· obtain from the Card Supplier a warranty as to the anticipated lifetime of the Cards;

· obtain from the Card Supplier a warranty that it will deal with (at its cost) defects in the Cards, or if unable to repair, will replace Cards;

· ensure that obsolescence is dealt with appropriately in the contract with the Card Supplier;

· seek an indemnity in respect of costs associated with having to replace other areas of the Card Infrastructure, due to the poor quality or short lifecycle of the Cards;

· ensure that replacement Cards can be produced within a specified time frame.

In addition, if the envisaged quality standards appear to be unattainable in practice, the Card Issuer should seek to renegotiate the contract price going forward, to compensate for consequence a).

The Card Issuer may seek to minimise consequence c) by providing alternative delivery channels throughout the lifetime of the Scheme.  In all Schemes, the Card Issuer will want to ensure that it can access future alternative Card Suppliers e.g. every 5/7/10 years.  One way of dealing with this, as regards the pricing of Card Suppliers, is to include a clause which allows the Card Issuer to benchmark the prices of its current Card Supplier on a quality and value for money basis.

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.
	(i)

(ix)

	5.8
	The Card is lost by or stolen from the Card User
	a) the Card User cannot access services using the Card

b) the Card may be fraudulently used by a third party

c) a replacement Card will need to be issued, causing increased cost to the Card Issuer

d) the functionality on the Card needs to be disabled, and liability may be increased by complete or partial failure to do so

e) e-money stored on the Card may be lost


	Primary responsibility rests with the Card Issuer, save for in respect of consequences e), which may rest with the Card Issuer or Card User, and f), which is borne by the Card User or other individual responsible.  

The Card Issuer may seek to minimise consequence a) by providing alternative delivery channels throughout the lifetime of the Scheme.  

The Card Issuer is unlikely to have to compensate the Card User for any expense incurred in using the alternative channel, when it is on the basis that loss of the Card was at the Card User's fault.

In the case of stolen Cards, the Card Issuer may wish to offer compensation to the Card User for additional expense incurred in using the alternative channel.  This will not be a legal responsibility for the Card Issuer, but may be voluntarily assumed by the Card Issuer in its contract with the Card User.  
As regards consequence b), see comments in section 5.9 in this risk register, as to the position on lost and stolen Cards respectively.

As regards consequences c) and d), it is likely that one or both of the Administrators will be involved in organising the disablement, cancellation and replacement of the lost or stolen Card.  

If this is the case, the Card Issuer should ensure that the Administrators (or other relevant party) is obliged to:

· keep an adequate stock of replacement Cards;

· to have procedures in place to issue temporary Cards in the event that replacement Cards are not yet available;

· deal with lost and stolen Cards within the specified time frame promoted to Card Users;

· follow a set procedure for reporting and confirming the cancellation etc of Cards;

· perform all replacement, cancellation duties etc within the agreed fee, and not to charge in accordance with volume of occurrences; 

· allow the Card Issuer to audit its processes;

· indemnify the Card Issuer against all costs / losses etc resulting from the Administrators' failure to replace, cancel or withdraw a Card or to adhere to the agreed procedures and time scale etc.

It should be noted that the indemnity above will not cover any statutory liability incurred by the Card Issuer because it failed to provide services to a Card User.

As regards functionality generally, see also the comments in relation to section 6 of this risk register.  

The Card Issuer should, in its contract with Card Users, set out its procedure for dealing with lost and stolen Cards.  

The Card Issuer could seek to transfer liability to the Card User, although this is likely to be regarded as unreasonable in the case of stolen Cards.  For example, the Card Issuer could require:

· the Card User to pay a fee (i.e. the actual replacement cost) for a replacement Card which is required due to the original Card being lost by the Card User (for these purposes, the Card Issuer must comply with the restrictions placed on it by the Local Government Act 2003);

· transfer liability to the Card User for any e-money which is lost due to the Card being lost by the Card User.

However, if the Card Issuer wants to ensure that Card Users continue to access services through the Cards, as opposed to alternative channels, it may be in the Card Issuer's best interests to bear the cost of replacement Cards in all circumstances. 

If additional or increased loss is caused as a result of the Card Issuer's failure to disable the functionality on the Card within a reasonable (or contractually agreed) period of time, then the Card Issuer will be responsible for such loss to the extent that it relates directly to the Card Issuer's failure.  The Card Issuer may seek to further limit (or exclude altogether) its liability in this respect by including a limitation of liability clause in its contract with the Card User.  However, as discussed in section 2 of this risk register, the Card Issuer is likely be restricted by consumer protection laws, and laws which govern unfair terms in contracts.  
In addition, if the Card is being used to access a service that the Card Issuer has a statutory duty to provide, the Card Issuer cannot avoid its statutory duty to provide such service and must either provide an alternative means of the Card User accessing the service, or replace the Card without charge.

As regards consequence e) and loss of e-money, see comments made in section 7 and the Financial Services section of section 10 of this risk register.

In respect of stolen Cards, a criminal offence will have been committed by the thief.  The Card Issuer will always struggle to recoup losses emanating from criminal activity, except perhaps through insurance, as the party directly responsible (i.e. the criminal) is (a) unlikely to be worth pursuing in the civil courts  due to lack of means/wealth and (b) absent.  On this basis, prevention is generally the preferred method of risk mitigation.
	(ix)

(vii)

(viii)



	5.9
	There is fraudulent use of Card by a third party 

- due to Card User error (i.e. loss of Card by Card User)
	a) services are provided by Card Issuer to fraudulent user

b) cost of providing services to fraudulent user (i.e. in addition to cost of providing to Card User)

c) potential loss caused to Secondary Service Provider in the event that fraudulent user accesses services provided by Secondary Service Provider

d) potential loss of e-money stored on Card


	Primary responsibility rests with the Card Issuer, save in respect of c), which may fall to the Secondary Service Provider.

As regards consequence a), the Card Issuer should ensure that it has adequate technical security in place, so as to prevent the fraudulent user from being able to access the services.  An example of an added layer of security might be the use of PINs in conjunction with Cards. 

In its contract with the Card User, the Card Issuer must  oblige the Card User to uphold any security features and, for example,:

· to keep Card and PIN secure;

· not to allow anyone else to use the Card;

· not to write down the PIN.

In addition to taking the above preventative steps, the Card Issuer must decide as a matter of policy, whether it will provide the Card User with services which have already been provided to the fraudulent user of the Card.  Where the service in question is one which the Card Issuer has a statutory duty to provide, the Card Issuer will be obliged to provide the service to the Card User in any event.

Where the Card Issuer decides to provide the services (regardless of the nature of such) to the Card User even where the fraudulent user has already accessed the services, it may wish to make a third party (e.g. Administrators) responsible for ensuring that the Card User receives the services in any event.  As part of this, the Administrators would be required to design and implement processes to handle replacement and temporary Cards (i.e. reporting the Card lost, arranging for alternative delivery channels, ordering and distributing a replacement Card etc).

In relation to consequence b), where a criminal offence has been committed (e.g. fraud), the Card Issuer may wish to pursue the perpetrator (where known), as part of an active policy aimed at deterring smart card crime. 

The Card Issuer will always struggle to recoup losses emanating from criminal activity, except perhaps through insurance, as the party directly responsible (i.e. the criminal) is (a) unlikely to be worth pursuing in the civil courts  due to lack of means/wealth and (b) absent.  On this basis, prevention is generally the preferred method of risk mitigation.

The Card Issuer should also seek to impose an obligation on the Administrators to put agreed security procedures in place, and to enhance such preventative measures so that attempts to use Cards fraudulently can be quickly identified and resisted.

As regards Secondary Service Providers, the Card Issuer should seek to clarify in the contract that the Secondary Service Provider will seek its own insurance in respect of losses through fraudulent misuse.  Where the Card User is subject to the Secondary Service Provider's terms and conditions, and the loss suffered by the Secondary Service Provider relates to the services it provides to the Card User, primary responsibility will fall to the Secondary Service Provider.

However, the Card Issuer is unlikely to be able to transfer or share risk with the Administrators or Secondary Service Provider in circumstances where the fraudulent misuse is directly or indirectly facilitated by the Card Issuer's failure to implement or enforce adequate security measures.

As regards the loss of e-money, see comments in section 7 of this risk register.
	(ix)

(vii)

(viii)

(iii)

	5.10
	There is fraudulent use of Card by a third party 

- not due to Card User error (i.e. Card is stolen)
	a) services are provided by Card Issuer to fraudulent user

b) cost of providing services to fraudulent user (i.e. in addition to cost of providing to Card User)

c) potential loss caused to Secondary Service Provider in the event that fraudulent user accesses services provided by Secondary Service Provider

d) potential loss of e-money stored on Card
	Primary responsibility rests with the Card Issuer (and/or the Secondary Service Provider in respect of c)).

See comments in section 5.9 of this risk register.

It is also worth noting that the Card User will always be entitled to continue to receive the services, even if also provided to a fraudulent user.  Whilst a narrow opportunity exists in relation to lost Cards (i.e. to essentially pass risk to the Card User in the event that it is at fault), no such opportunity exists here, and it would be unfair to pass risk in that way.
	(ix)

(vii)

(viii)

(iii)

	5.11
	The Card Issuer fails to verify an applicant's identity and consequently issues a Card to an individual using false evidence of identity
	a) third party accesses services to which he or she is not entitled 

b) cost to Card Issuer of providing such services

c) cost of retrieving / disabling the Card

d) e-money stored on Card may be used by the third party

e) Secondary Service Providers may suffer loss as a result of third party accessing its services


	Primary responsibility rests with the Card Issuer.

It is conceivable that the Card distribution process will involve a number of parties – e.g. to process applications, to verify applicant identity, to collect paper evidence of identity and to actually distribute the Cards.  Therefore, the Card Issuer must ensure that each party involved is responsible for performing its particular function:

· to agreed standards (and appropriate service levels should be put in place);

· in accordance with the requirements of the other participating parties, so that delay by one party does not cause further delay down the chain.

Each party performing such a function must be obliged to share risk (or have transferred risk to it) with the Card Issuer to the extent that the risk falls within the scope of its role, and arises due to its breach of obligation.

The Card Issuer may appoint a third party to perform part or all of the authentication function. In the contract with such third party provider, the Card Issuer should seek to share the risks listed in a) to e) with the third party, to the extent that the consequences ought to have been avoided by the third party.  The extent to which this is possible will depend on the duties of the third party and whether it has been appointed to merely implement processes specified by the Card Issuer, or whether it is required to design, develop and improve the verification processes being used.  Only in the latter case can the third party be held responsible if the processes employed turn out to be insufficient to verify identity. 

Insofar as a third party performs the verification function, the Card Issuer should ensure that:

· the third party is obliged to verify in accordance with the Card Issuer's requirements / instructions from time to time;

· the Card Issuer is indemnified against all losses resulting from the third party's failure to verify in accordance with such requirements;

· the third party has in place adequate procedures to ensure that Cards (including e-purses where applicable) can be quickly disabled remotely (or has an agreement in place with the Administrators which has the same effect); and

· the third party is accountable for any losses suffered by the Secondary Service Provider as a result of the third party's failure to meet the required standards. 

As regards the loss of e-money, see comments in section 7 of this risk register.

In respect of consequence e), the Secondary Service Provider may undertake to perform its own verification checks, in which case it will be responsible for any failure to do so.  However, if this is not the case, the Card Issuer may be required to warrant to the Secondary Service Provider or other Card Issuer who provides services to the Card User that all relevant checks have been undertaken on the Card Users.  However, if this function has been outsourced to a third party, the Card Issuer will also need to obtain the same warranty from such third party.

Where a criminal offence has been committed (e.g. obtaining services by deception), the Card Issuer may wish to pursue the perpetrator (where known), as part of an active policy aimed at deterring smart card crime. 

The Card Issuer will always struggle to recoup losses emanating from criminal activity, except perhaps through insurance, as the party directly responsible (i.e. the criminal) is (a) unlikely to be worth pursuing in the civil courts  due to lack of means/wealth and (b) absent.  On this basis, prevention is generally the preferred method of risk mitigation.
	(ii)

(iii)

	5.12
	The Card Issuer distributes a Card to the wrong individual (i.e. due to administrative error as opposed to through the individual's deception
	a) cost of retrieving Card and redistributing to correct Card User

b) Personal Data has been Processed incorrectly

c) potential further consequences (as set out in section 5.11 of this risk register) if the third party recipient uses the Card to obtain services etc

d) the rightful Card User cannot obtain service through the Card until error is resolved
	Primary responsibility rests with the Card Issuer.

It is conceivable that the Card distribution process will involve a number of parties – e.g. to process applications, to verify applicant identity, to collect paper evidence of identity and to actually distribute the Cards.  Therefore, the Card Issuer must ensure that each party involved is responsible for performing its particular function:

· to agreed standards (and appropriate service levels should be put in place);

· in accordance with the requirements of the other participating parties, so that delay by one party does not cause further delay down the chain.

Each party performing a function must be obliged to share risk (or have transferred risk to it) with the Card Issuer to the extent that the risk falls within the scope of its role.

Assumption of risk in this scenario is likely to depend on where the administrative error was made – e.g. were the distributors given the wrong details  by the party managing administrative functions, or was it the distributors that made the error?

In order to avoid having to work out who is responsible, the Card Issuer may prefer to appoint a Prime Contractor to oversee the entire distribution process.  That way, the Card Issuer would claim against the Prime Contractor, who would then be responsible for recouping its costs from the relevant sub-contractor.

As regards consequence b), any error like the one described is an indication that the procedures in place for processing of Personal Data may be inadequate.  Staff may need additional training, and security aspects (i.e. how personal data is collected and held for the purposes of distribution of Cards) may need to be reviewed.

Whilst the consequences are potentially very similar to those set out in section 5.11 of this risk register, the difference in this scenario is that the recipient of the Card is more likely to be willing to return the Card, and may even be the party who informs the Card Issuer of the mistake.  This should assist in mitigating the risk and the cost thereof.  However, if the recipient was to start using the Card and posing as the rightful Card User, the consequences and corresponding comments in section 5.11 of this risk register would apply.

The Card Issuer may seek to minimise consequence d) by providing alternative delivery channels throughout the lifetime of the Scheme. 

To the extent that the Card Issuer decides to assume responsibility in the Card User terms and conditions, the Card Issuer may have to compensate the Card User for any expense incurred in using the alternative channel.  The Card Issuer may opt to compensate in order to boost the public image of the Scheme generally.
	(ii)

(ix)

	5.13
	A third party makes and uses a fraudulent copy of a Card
	a) the third party accesses services to which they are not entitled

b) security threat posed needs to be addressed in design of Cards / adjustments to Readers

c) the third party may obtain e-money fraudulently
	Primary responsibility rests with the Card Issuer.

The third party will commit a criminal offence by making and using a fraudulent copy of the Card.  In such cases, the Card Issuer may wish to pursue the perpetrator (where known), as part of an active policy aimed at deterring smart card crime. 

The Card Issuer will always struggle to recoup losses emanating from criminal activity, except perhaps through insurance, as the party directly responsible (i.e. the criminal) is (a) unlikely to be worth pursuing in the civil courts  due to lack of means/wealth and (b) absent.  On this basis, prevention is generally the preferred method of risk mitigation.

The Card Issuer should so far as possible, ensure that the Card is extremely complex to forge.  This may be a factor in deciding whether to use biometric data on the Card.  In addition,  the Card Issuer should consider whether the types of services available through the Card are such that the Scheme will become a target for criminals. 

In respect of consequence b), the Card Issuer will need to prevent further security breaches by either increasing the existing security measures being used, or by replacing the Cards with upgraded versions.

The contract between Card Issuer and Card Supplier is likely to dictate the route taken, depending on the extent of the Card Supplier's obligations.  The Card Issuer should seek the following obligations from the Card Supplier:

· to produce the Cards in accordance with agreed security standards;

· to enhance security features in line with the state of the art;

· to make any necessary upgrades in terms of security, within the agreed price;

· to give a warranty as to the level of security provided and set out the types of attacks that are guarded against.

The Card Issuer is unlikely to obtain an indemnity from the Card Supplier in respect of losses flowing from security breaches, except to the extent that such arise as a result of the Card Supplier having breached its contractual security obligations.

In addition to the Cards, the Readers should also be designed for maximum security, so that forged Cards are identified and either rejected or (in relation to Readers that swallow Cards) retained by the Reader.  The Reader Supplier should be placed under obligations equivalent to those listed above.

As regards e-money, see comments at section 7 of the risk register.
	(i)

(ii)

	5.14
	The Card User disputes the Card Issuer's decision to withdraw his or her Card.
	a) administrative inconvenience

b) possible claim by Card User

c) bad publicity to Scheme

d) the Card User cannot access services provided via the Card
	Primary responsibility rests with the Card Issuer.

Card Issuer should impose obligations on the Card User to: 

· comply with requirements as to proper use of the Card;

· not to use Card fraudulently;

· not to allow another person to access services with the Card;

· notify the Card Issuer when moving house etc or other circumstances when the Card is no longer needed;

· using the Card in breach of any other terms or conditions.

However, the Card Issuer must ensure that requirements as to proper use are sufficiently clear in the Card User contract, and should provide (non-exhaustive) examples of what the Card Issuer considers to be misuse.  Card Issuer should make it clear that it retains ownership of the physical Card.

The Card Issuer should make it clear that the supply, ability to use and the withdrawal of Cards is at its discretion.

As regards consequence d), the Card Issuer may seek to mitigate risk by providing alternative delivery channels throughout the lifetime of the Scheme.

In any event, where the Card Issuer is obliged to provide statutory services it must be able to provide these to the Card User regardless of the withdrawal of the Card User's Card.

The Card Issuer should have no responsibility in any circumstances to compensate the Card User for any additional expenses incurred, if the basis for withdrawing the Card is the Card User's misuse of the Card.
	(ix)



	5.15
	Secondary Service Provider continues to provide services following the cancellation or withdrawal of a Card
	a) possible loss caused to Secondary Service Provider 


	Primary responsibility will rest with the Secondary Service Provider.

Card Issuer will be under obligation to ensure: 

· that withdrawal or cancellation of Card also prevents Card User from accessing services from Secondary Service Provider; and

· to advise Secondary Service Providers where a Card has been withdrawn or cancelled, to ensure that the Secondary Service Provider does not provide services to the Card User / a fraudulent user, which they would then seek to recover from the Card Issuer.

If the Card Issuer is supplying technology to the Secondary Service Provider, the Card Issuer must ensure that any such Readers are fully integrated with the Card Infrastructure, and respond to any changes made within the Card Infrastructure.  The Secondary Service Provider must also be obliged to ensure that it maintains and keeps its Readers in a good state of repair etc. 

As a result, the Card Issuer should consider the feasibility of requiring Secondary Service Providers to procure their own Readers and take responsibility therefore.  As discussed in section 4, 3.8 of this risk register, there are also considerations as regards the Secondary Service Provider assuming responsibility for technology refresh.
	(iii)

	5.16
	Card User presents Card to third party (in contravention of the Card User terms and conditions of use) as a representation of identity / age etc.
	a) third Party relies on information from the Card, or from the Card User's possession of the Card

b) third party potentially suffers loss as a result of its reliance
	Primary responsibility rests with the third party.

Unless the third party enters into an agreement with the Card Issuer, or where the Card is intended to be used as some form of identification / provision of information, then the Third Party will be liable for any loss sustained.

The Card Issuer should provide in the Card User contract that the Card is not to be used as a means of providing proof of identity / age / other form of verification, other than as a part of the SmartCard scheme.
	(ix)

	5.17
	A Card from Scheme A is misused in Scheme B.
	a) potential adverse impact on the Scheme B Card Infrastructure

b) potential liability to Card Issuer of Scheme B, to the extent that a cost sharing arrangement is in place between the two Card Issuers




	Primary responsibility rests with the Card Issuers.

As regards a), if the Schemes have both been built according to the same technical standards, there is no reason why the misuse of a Scheme A Card should be any more likely to adversely affect the Scheme B Card Infrastructure than misuse of a Scheme B Card. Therefore, the usual security procedures and preventative measures would apply.

However, if the Schemes have been built to different specifications, the Card Issuers should in advance specify any additional security features or procedures which will be required.

As regards consequence b), the Card Issuers should seek to address the potential additional costs likely to flow from certain types of Card misuse, and allocate responsibility for such. The sharing of primary responsibility will only be an issue to the extent that a cost sharing agreement is in place.

The Card Issuers will also need to agree in advance what will amount to 'misuse'. The Card Issuers should seek to harmonise their policies as far as possible. In addition, arrangements for the withdrawal of Cards and / or suspension of services will need to be made as between the Card Issuers.




	(v)

(ix)

	5.18
	The Card Issuer wants to be able to accept on-line application forms.
	a) risk of dealing with a fraudulent applicant 

b) non-compliance with the DDA

c) cost of setting up the service
	Primary responsibility rests with the Card Issuer.

The Card Issuer must take steps to avoid fraudulent applications, by verifying the identity of all applicants.  See section 10 of the Card Governance Report for further information.  

The ability to accurately verify identity becomes more difficult if the Card Issuer is willing to accept electronic proof of identity from the applicant.  Electronic documents are much less reliable, as they can be doctored much more easily than paper documentation.

The Card Issuer can mitigate its risk in terms of making application forms available on-line by:

· requiring every applicant to produce evidence of identity in person or by secure post following submission of the application form on-line;

· making acceptance of the application conditional upon the verification of the evidence as to identity;

· requiring more evidence than usual for those providing electronic evidence;

· requiring a reference or other verification from a third party as to the applicant's identity.

As regards accessibility and the DDA, see comments in the 'Disability Discrimination' section of section 10 of this risk register.

As discussed in the Card Governance Report, compliance with the Consumer Protection (Distance Selling) Regulations 2000 and E-Commerce Regulations 2002 is the best practice advice.   

The Card Issuer could seek to utilise its existing website (assuming that one exists), and simply include a link to the application form in a pdf or similar format.  
	

	5.19
	The Card Issuer has issued Cards to minors
	a) the contract with the minor could be unenforceable, leading to possible loss of the cost of services
	Primary responsibility for ensuring that its contracts with minors are enforceable rests with the Card Issuer.

The Card Issuer may seek to avoid the issue of contracting with minors by requiring a parent or guardian to contract with the Card Issuer on behalf of the minor.  This has the effect of transferring risk and liability for breach of contract from the minor (which is probably unenforceable) to the parent or guardian.  This could create difficulties of evidence if entered into on-line.

In any event, the risk to the Card Issuer is likely to be relatively low, because:

· the value of the services concerned is low; and/or

· the minor does not actually have any significant obligations under the contract, save for accepting the services.  
	


6. Software Applications

	
	Types of risk 
	Consequences of risk 
	Risk apportionment
	Relevant contracts

	6.1
	The Card Issuer has commissioned a Software Applications developer to design and build Software Applications for use in the Scheme
	if the Card Issuer does not own the resulting products:

a) it will have no control over the exploitation of the Software Applications 

b) it will be unable in the future to deal with different contractors in respect of the Software Applications

c) its use of the Software Applications may breach third party intellectual property rights


	Primary responsibility rests with the Card Issuer.

If the contract between Card Issuer and Software Applications developer is silent on the issue of intellectual property rights, then the statutory position on ownership will prevail.  Statute does not always favour the commissioning party.  If the contract does not deal with intellectual property rights, the situation is likely to become fairly complicated in terms of which party owns which elements of the Software Applications.  Whilst even in this scenario the Card Issuer could probably argue that it has an implied licence to use all elements of the Software Applications, this is to be avoided in favour of contractual certainty.

Therefore, in the contract between Software Application developer and Card Issuer, the Card Issuer should seek the developer's agreement to one of the following three positions:

(a) all intellectual property rights vest in Card Issuer on creation or, if not possible by law, immediately transferred to Card Issuer following creation without extra charge; OR

(b) that the developer owns all intellectual property rights in the Software Application but grants Card Issuer an exclusive royalty-free licence to use the Software Application as necessary or desirable in connection with the Card Issuer's Smart Card Scheme (as it may develop over time), with a restriction on the developer as to future use of the application (e.g. not to use or licence the application for use in other Local Authority Smart Card Schemes); or

(c) to grant a non-exclusive royalty-free licence to Card Issuer to use the Software Application for the purposes referred to in (b).

Options shown in order of preference, with (a) being optimal.

The Software Applications developer is unlikely to transfer all intellectual property in the Software Applications to the Card Issuer.  At the very least, the developer will need to retain the existing (or 'background') intellectual property that it brought to the project, so that it is able to continue its business of developing software applications.  
	(iv) / (ii)



	6.2
	The Card Issuer does not own the intellectual property in the Software Applications Developed for it.
	a) the Card Issuer cannot control how the intellectual property rights are exploited

b) the Card Issuer and intellectual property rights owner must agree on licence terms in order for the Card Issuer to be able to use the Software Applications

c) the Card Issuer may have to pay a licence fee to use the Software Applications

d) use of the Software Applications by the Card Issuer may breach a third party's intellectual property rights
	Primary responsibility rests with the Card Issuer.

The Software Applications developer is unlikely to transfer all intellectual property in the Software Applications to the Card Issuer.  At the very least, the developer will need to retain the existing (or 'background') intellectual property that it brought to the project, so that it is able to continue its business of developing software applications.

However, if it also refuses to transfer to the Card Issuer those intellectual property rights which are particular to the Software Applications developed for the Scheme, the Card Issuer should seek to restrict the developer's future exploitation of such intellectual property in the contract.

In the contract between Software Application developer and Card Issuer, the Card Issuer should seek:

(a) restrictions on future use of Software Application by developer, e.g.  limiting developer's rights to commercially exploit the application, such as only for projects which do not involve smart cards, or which do not involve Local Authorities or the public sector generally;

(b) for the source code to be entrusted to an escrow agent, to enable access to Software Application by Card Issuer in certain circumstances (e.g. if developer becomes insolvent, refuses to offer maintenance etc). This may be dealt with by way of a separate escrow agreement, which is likely to be on the standard terms of the escrow agent (such as NCC Group); and

(c) wide rights to modify Software Applications, to allow future upgrading and maintenance other than through original developer.

As regards d) the Card Issuer must ensure that it is properly authorised to use the Software Applications by all parties that have an ownership right in the Software Applications.  It may be the case that some elements are not owned by the Software Applications developer, but have been licensed to it by the third party owner.

On this basis, the Card Issuer must seek from the Software Applications developer:

· a warranty that the developer either owns all rights in the software being used, or else has all the necessary permissions and authorisations from the third party owner(s) to be able to enter into the agreement with the Card Issuer; 

· a warranty that use of the Software Applications by Card Issuer in connection with Smart Card Scheme will not breach any third party rights; and

· an indemnity from the developer for alleged or actual breach of the above warranties.
	(iv) / (ii)



	6.3
	Functionality is added to one or more Cards in error
	a) individuals may be able to access services to which they are not entitled

b) data may be incorrectly disclosed or changed

c) cost of correction
	Primary responsibility rests with the Card Issuer. 

The Card Issuer should decide the basis on which the Administrators are to make decisions on functionality available on any particular Card or group of Cards, and then ensure there are adequate safeguards in place to protect its interests.  For example, the powers of the Administrators may be:

· to take day to day decisions on functionality without reference to the Card Issuer using agreed business rules;

· to deal only with administration or performance of decisions but to refer decision making to the Card Issuer from time to time;

· to act only on the instructions of the Card Issuer from time to time;

· to take all decisions on functionality on the Card Issuer’s behalf, action such decisions and deal with complaints and other Card User queries.

The assurances obtained by the Card Issuer from the Administrators should reflect the extent of the powers outsourced.  

To the extent that the Card Issuer has retained any decision making powers, it will be unable to transfer risk for errors in adding functionality onto the Administrators except to the extent due to the Administrators’ failure to carry out instructions promptly and correctly.

Otherwise, the Card Issuer should seek to pass liability for incorrect additions of functionality in the following ways (assuming that the contractual duties of each Administrator reflects the assumptions made in this risk register and the Card Governance Report):

· to the Scheme Administrator to the extent that it gave an incorrect command to the Technical Administrator.  In such a case, the Technical Administrator should bear no responsibility for merely carrying out a command (unless it is the Technical Administrator’s duty to assess all commands);

· to the Technical Administrator to the extent that it did not execute the command given correctly, and instead added functionality to the wrong Card;

· to both Administrators to the extent that they share the contractual duty to make decisions and implement changes to the functionality.

Unless the Card Issuer wishes to hand over the Scheme in full to a third party’s management, the Card Issuer must retain control over functionality.  The Card Issuer should therefore ensure that the Administrators are restricted in terms of how they may (or may be obliged to) add or remove functionality.  Examples of when the Administrators might be contractually obliged to add functionality are:

· when instructed to do so by the Card Issuer;

· when required to do so in order to add a Secondary Service Provider to the Scheme at the Card Issuer’s request; 

· when a Card User’s application for additional functionality has been approved and notified in accordance with the agreed business rules.

As regards consequence b), the Card Issuer should seek to avoid this by ensuring in advance that adequate security (i.e. organisational and technical measures) is in place to guard against accidental loss or corruption of data.  Insofar as such data amounts to Personal Data, the Card Issuer is obliged to take such steps in any event by the Data Protection Act 1998.

Also in relation to b), the Card Issuer should enter into a Data Processor agreement with the Administrators.  This agreement is required by the Data Protection Act 1998.  In addition to the requirements of the 1998 Act, the Card Issuer should also seek an indemnity from its Data Processor, which would cover loss or corruption of Personal Data.  

As regards consequence b), insofar as any data lost or corrupted is not Personal Data, the Card Issuer should nevertheless have obtained appropriate warranties and indemnities from the Data Processor(s), and should ensure that the Data Processor has not purported to exclude its liability for loss of data under the contract.

Insofar as the data lost or corrupted is Personal Data giving rise to liability under the Data Protection Act 1998, the Card Issuer cannot transfer its statutory liability as Data Controller of such Personal Data.
	(vii)

(viii)



	6.4 
	Functionality is removed from Cards in error
	a) Card User may not be able to access a service that he or she is entitled to receive

b) data may be incorrectly disclosed, lost or corrupted

c) cost of correction
	Primary responsibility rests with the Card Issuer.  

See comments on section 6.3 of this risk register in respect of the Administrators' functions and consequence b).   

In addition, if the Card Issuer has a statutory duty to provide the services affected, it will be in breach of such duty if it fails to provide the service.  This may be avoided by keeping existing delivery channels open to Card Users.  However, from a practical point of view, the Card Issuer must be able to identify that the service is no longer being provided and respond to that by making other delivery methods available.

To the extent that the Card Issuer has retained any decision making powers, it will be unable to transfer to the Administrators the risk for errors in removing functionality.

The Card Issuer should seek to pass liability for incorrect removal of functionality in the following ways (assuming that the contractual duties of each Administrator reflects the assumptions made in this risk register and the Card Governance Report):

· to the Scheme Administrator to the extent that it gave an incorrect command to the Technical Administrator.  In such a case, the Technical Administrator should bear no responsibility for merely carrying out a command (unless it is the Technical Administrator's duty to assess all commands);

· to the Technical Administrator to the extent that it did not execute the command given correctly, and instead added functionality to the wrong Card;

· to both Administrators to the extent that they share responsibility for making and implementing decisions.
	(vii)

(viii)


7. E – Money

	
	Types of risk
	Consequences of risk
	Risk apportionment
	Relevant contracts

	7.1
	E-money stored on a Card by the e-money issuer is lost when:

(i) the Card User loses his or her Card

(ii) the Card is stolen

(iii) there is a Card Infrastructure failure or similar, causing the relevant e-purse to be corrupted


	a) loss of the e-money or value thereof


	Primary responsibility rests with the e-money issuer and/or Card User.

The concept of e-money is likely to be relevant to a Scheme in two ways, though only one of these is regulated activity (see also the Financial Services section of section 10 of this risk register):

· The Card Issuer will credit 'tokens' to the Card User's e-purse.  Whilst not strictly e-money (as this is specifically excluded from the regulatory framework which governs e-money), most Card Users will nevertheless regard such tokens as being the equivalent of money.  For example, if the Card Issuer credits the Card User's e-purse with a token which may be exchanged at the leisure centre for a free swim.  This does not have the same quality as e-money as it is a credit which may only be exchanged for a specific service provided by the Card Issuer.  If the Card is lost or stolen, the monetary value of any tokens stored will not be refunded as cash to the Card User.

· In a Scheme where Secondary Service Providers are willing to accept e-money in payment for goods and services they offer, the Card User may choose to convert coins and notes into e-money to be stored on his Card (the e-money to be added to his Card via the e-money issuer).  The Card User may then use the stored e-money as he wishes, to pay for goods and services from participating third parties.  If the Card is lost or stolen, except in certain specified circumstances (where the amount that can be stored on a Card is more than £1000, for example, there are requirements that the Card must be able to be blocked) there is no obligation on the e-money issuer to refund any loss to the Card User, and e-money stored thereon may only be refunded at the discretion of the e-money issuer as cash or e-money to the Card User, as discussed below in this section and in section 7.2 of this risk register.

As regards scenario (i), a Card User should bear responsibility for keeping his or her Card (and thereby e-money) safe.  On this basis, the contract with the Card User should clearly state that any e-money which is "lost" along with a Card shall be the Card User's liability.  Essentially this means that the e-money will be treated in the same way as cash in these circumstances.  However, the e-money issuer could reserve its right to refund such e-money at its option.  This would allow the e-money issuer to refund (for example) in circumstances where the Card Issuer / e-money issuer has been able to remove the e-purse from the lost Card remotely, and thereby avoid any misuse by a third party.

As  regards (ii), if the reasoning above in relation to scenario (i) is followed, e-money on a stolen Card should also be regarded as cash.  However, the e-money issuer may wish, in the interests of goodwill, to take responsibility for such loss where it has issued the e-money.  In any event, responsibility for the theft of any such e-money should be clearly set out in the contract between e-money issuer and Card User.  In addition, the Card Issuer will need to address the same in its contract with the e-money issuer.

In the case of (iii), it is unlikely to be fair to hold the Card User accountable for technology failures.  The Card Issuer (as operator of the Card Infrastructure) should accept responsibility for this category of lost e-money, and seek to cover off that responsibility in its contracts with the issuer of e-money and relevant Technology Suppliers, Administrators and other third parties.
	(ix)

(iii)

(x)

	7.2
	E-money stored on a Card by the Card User is lost when:

(i) the Card User loses his or her Card

(ii) the Card is stolen

(iii) there is a Card Infrastructure failure or similar, causing the relevant e-purse to be corrupted
	a) loss of the e-money or value thereof
	Primary responsibility rests with the e-money issuer and/or Card User.

The concept of e-money is likely to be relevant to a Scheme in two ways, though only one of these is regulated activity (see also the Financial Services section of section 10 of this risk register):

· The Card Issuer will credit 'tokens' to the Card User's e-purse.  Whilst not strictly e-money (as this is specifically excluded from the regulatory framework which governs e-money), most Card Users will nevertheless regard such tokens as being the equivalent of money.  For example, if the Card Issuer credits the Card User's e-purse with a token which may be exchanged at the leisure centre for a free swim.  This does not have the same quality as e-money as it is a credit which may only be exchanged for a specific service provided by the Card Issuer.  If the Card is lost or stolen, the monetary value of any tokens stored will not be refunded as cash to the Card User.

· In a Scheme where Secondary Service Providers are willing to accept e-money in payment for goods and services they offer, the Card User may choose to convert coins and notes into e-money to be stored on his Card (the e-money to be added to his Card via the e-money issuer).  The Card User may then use the stored e-money as he wishes, to pay for goods and services from participating third parties.  If the Card is lost or stolen, except in certain specified circumstances (where the amount that can be stored on a Card is more than £1000, for example, there are requirements that the Card must be able to be blocked) there is no obligation on the e-money issuer to refund any loss to the Card User, and e-money stored thereon may only be refunded at the e-money issuer's discretion, as cash or e-money to the Card User, as discussed below in this section and in section 7.1 of this risk register.

As regards scenario (i), a Card User should bear responsibility for keeping his or her Card (and thereby e-money) safe.  On this basis, the contract with the Card User should clearly state that any e-money which is "lost" along with a Card shall be the Card User's liability.  Essentially this means that the e-money will be treated in the same way as cash in these circumstances.  However, the e-money issuer could reserve its right to refund such e-money at its option.  This would allow the e-money issuer to refund (for example) in circumstances where the Card Issuer / e-money issuer has been able to remove the e-purse from the lost Card remotely, and thereby avoid any misuse by a third party.

As  regards (ii), if the reasoning above in relation to scenario (i) is followed, e-money on a stolen Card should also be regarded as cash.  The e-money issuer may decide, as a gesture of goodwill, to compensate the Card User for all or part of the e-money lost on a Card (similar to a credit card company's obligation to meet the first £50 which is fraudulently spent on a stolen credit card).  

To the extent that an e-purse on a stolen Card may be disabled remotely to ensure that the e-money is not spent by the thief, then the Card User should be entitled to full reimbursement of the e-money recovered from the stolen Card.  However, this must be addressed in contract as the e-money issuer may (to the extent permitted under the FSA Rules on E-money) wish to charge an administration fee for this service.  The e-money issuer should ensure in these circumstances that its contract with the Card User provides that:

· the e-money issuer is only obliged to reimburse the e-money to the extent that it is recovered remotely from the stolen Card; and

· the e-money issuer will determine (in its sole discretion) the extent to which e-money is recovered remotely.  

In the case of (iii), it would be unfair to hold the Card User accountable for technology failures.  The Card Issuer (as operator of the Card Infrastructure) should accept responsibility for this category of lost e-money, and seek to cover off that responsibility in its contracts with the issuer of e-money, relevant Technology Suppliers, Administrators and other third parties.
	(ix)

(iii)

(x)


8. Branding

	
	Types of risk
	Consequences of risk
	Risk apportionment

	8.1
	The Card Issuer's branding infringes the intellectual property rights of a third party.
	a) the third party may bring a claim in damages against the Card Issuer for intellectual property right infringement

b) the Card Issuer may be required to cease all use of the infringing materials

c) the Card Issuer may need to have branding re-designed and materials (including Cards and Readers) reprinted and or replaced

d) the Card Issuer may be required to pay a licence fee to continue using the third party's intellectual property
	Primary responsibility rests with the Card Issuer and the Secondary Service Providers (to the extent that Secondary Service Providers use the relevant branding e.g. on Card User application forms).

The Card Issuer may seek to avoid potential problems by:

· employing a professional brand consultant / designer to design and produce branding for the Scheme or Cards (anything which is independently designed from scratch should be relatively safe from infringing existing rights);

· carrying out checks of existing intellectual property rights prior to finalising branding

· seeking a warranty from such third party to ensure that its work product does not infringe the intellectual property rights of any third party and that the Card Issuer and Secondary Service Providers are entitled to use the work without restriction;

· obtaining an indemnity from the third party to support the warranty described above;

See section 6 of this risk register for further details of owning /licensing Software Applications.

The indemnity described above should clearly extend to at least:

· the cost of any redesign work required, including where such work is undertaken by a different designer;

· the cost of replacing the Cards or Readers where they need to be replaced, together with promotional materials, application forms and domain names.

In addition to the above points, the Card Issuer should ensure that its Card Supplier is under an obligation to produce replacement Cards within specified time frames following the Card Issuer's request.  This should help to minimise disruption to the Scheme in terms of dealing with consequence c).

	8.2
	A Secondary Service Provider's branding (when used in connection with the Scheme) infringes the intellectual property rights of a third party.


	a) a claim may be brought for intellectual property right infringement 


	Primary responsibility rests with the Card Issuer (as owner of the Scheme) and the Secondary Service Provider.

The Card Issuer may seek to avoid potential problems by adding the Secondary Service Provider's branding to Cards etc only on the condition that:

· it has the benefit of a warranty from the Secondary Service Provider that its branding does not infringe the intellectual property rights of any third party and that it is entitled to licence use to the Card Issuer as described;

· it has an indemnity from the Secondary Service Provider to support the warranty described above (and that such indemnity extends to the cost of replacing Cards or Readers bearing the infringing branding together with promotional materials, application forms and domain names);

· it will not be obliged to (but will be entitled to) display any replacement non-infringing branding of the Secondary Service Provider (this may be unattractive to the Card Issuer in terms of having to first replace the infringing Cards with temporary replacement and then distribute permanent replacements once the branding issues have been dealt with).

In the event that the branding is found to infringe a third party's rights, the Card Issuer is likely to be ordered to cease all use of the branding.  In terms of moving forward, the Card Issuer should seek to reach agreement with the intellectual property owner so that it id not required to recall all Cards and Readers in existence in order to take all infringing products out of circulation – the cost of this would be substantial.  Instead, the Card Issuer could ask permission to:

· continue using the branding but pay a royalty to the intellectual property owner; or

· not recall Cards etc in existence but promise not to use the infringing branding on future issues of Cards and replacement Readers.

In addition to the above points, the Card Issuer should ensure that its Card Supplier is under an obligation to produce replacement Cards within specified time frames following the Card Issuer's request.  This should help to minimise disruption to the Scheme in the event that the Card Issuer is ordered to cease using the infringing branding.


9. Procurement

	
	Types of risk
	Consequences of risk
	Risk apportionment
	Relevant contract

	9.1
	Card Issuer fails to follow the Public Procurement Directives in breach of those directives (including an incorrect assessment that the directives do not apply to the procurement)
	Claim by unsuccessful bidders or potential bidders for damages and/or an order  for the suspension of the competition

Competition may need to be re-run in whole or in part 

The European Commission may also bring infringement proceedings against the Government for the Card Issuer's breach of the Public Procurement Directives.

Criticism by the National Audit Office and/or other central reviewing bodies and bad publicity
	Risk should be shared:

Card Issuer will bear the cost and inconvenience caused by delay, dealing with the claim and, if the claim is successful, liability in connection with the breaches.   Criticism and bad publicity is likely to attach to the Card Issuer.

The supplier will incur additional costs resulting from delay and possible suspension of the competition.

Mitigation of the risk lies in strict compliance with the relevant elements of the Public Procurement Directives.   The bid documents should require bidders to assume responsibility for their own bid costs and should state that there is no commitment on the Card Issuer to follow the competition through to contract award.
	n/a

	9.2
	Pre-qualification criteria fail to exclude unsuitable bidders

Bidders meet the criteria at the pre-qualification stage but their circumstances change at a later stage rendering them unsuitable
	Unsuitable bidders pre-qualify for the competition


	Risk is borne by the Card Issuer, who may be required either:

(a) to go through with a full evaluation of the bid of the unsuitable bidder alongside others, resulting in wasted time and cost; or

(b) to re-run the competition in whole or in part using adequate pre-qualification criteria, resulting in wasted time and cost.

If the issue is not picked up before contract award, there is a risk that the contract may be awarded to a bidder which is in fact unsuited to deliver the Smart Card Scheme.  

Prequalification criteria should be carefully defined to avoid this risk.   In addition, bidders should be required to inform the Card Issuer of changes in circumstances where these are relevant to the pre-qualification criteria.   The Card Issuer should ensure that the bid documents give it the right to investigate bidders' circumstances at intervals throughout the bid process.

The contract should give the Card Issuer the right to cancel the contract and claim damages if the selected supplier does not meet certain criteria.
	

	9.3
	No tenders received
	Card Issuer is forced to re-run the competition and/or re-design the competition
	Risk is borne by the Card Issuer, which will bear the wasted costs and delay of a fruitless competition.  

The market should be tested prior to proceeding with any competition and before the requirements are set.  This activity should be undertaken in a manner which is consistent with fair and transparent competition.  No suppliers should be given preferential access to the Card Issuer and so gain advantage over other interested parties in the subsequent competition.

It is worth noting that the negotiated procedure without advertisement may be used following an unsuccessful competition which used the open or restricted procedures and where no tenders were received.
	

	9.4
	Bids are non-compliant
	Card Issuer is forced to exclude non-compliant bids.   If all bids are non-compliant, Card Issuer will be forced to re-run the competition and/or re-design the competition

If the Card Issuer does not reject a non-compliant bid, it may  be in breach of the Public Procurement Directives (see section 9.1 of this risk register, above).  It may also be in breach of the implied contract that it has with bidders, since it would not have followed the rules applicable to the tendering process.
	Risks should be shared.

Card Issuer will be bear the risk of proceeding with the competition with a reduced number of bidders – this may result in poor value for money being achieved.  

A deselected supplier will incur wasted bid costs.

The Card Issuer must ensure that non-compliant bids are dealt with appropriately.  In addition, the bid documents should require bidders to assume responsibility for their own bid costs.

The use of the negotiated procedure with or without competition should be investigated if the Card Issuer is contemplating running a new competition in such circumstances.
	

	9.5
	Insufficient competition
	Card issuer may not achieve best value or its other objectives relating to the competition

Card Issuer may be forced to re-run all or part of the competition, redefining its requirements
	Risk is shared though the Card Issuer bears the greater risk.

Card Issuer may either proceed with the competition or abandon and re-run the competition.  

If the Card Issuer decides to proceed with the competition:

· the result may be poor value for money

· where only one bidder is viable, there may be scope for proceeding with a single tender competition, depending on whether or not the Public Procurement Directives apply and depending on the internal guidance applicable to the Local Authorities involved

· it must take account of the requirements under the Public Procurement Directives in respect of the minimum number of suppliers to be invited to tender (where applicable)

If the Card Issuer abandons the competition:

· it will incur wasted time and cost; and

· the bidders will also incur wasted time and cost

As stated under section 9.3 of this risk register, the market should be tested prior to proceeding with any competition and before the requirements are set to minimise the risks of poor competition.

In any event, the bid documents should require bidders to assume responsibility for their own bid costs and should state that there is no commitment on the Card Issuer to follow the competition through to contract award.

Any new competition may be able to take place using the negotiated procedure depending on the reasons for the lack of competition in the initial bid.
	

	9.6
	Evaluation criteria  inadequately or incorrectly defined
	Card Issuer is unable to select the bidder which has the best "fit" with its requirements

If the Card Issuer awards contract on the basis of different criteria than those advertised, it may  be in breach of the Public Procurement Directives (see section 9.1 of this risk register, above).  It may also be in breach of contract since it would not have followed the rules applicable to the tendering process.

Risk that no bids meet the advertised criteria.
	Risk is shared though the Card Issuer bears the greater risk.

Card Issuer may either proceed with the competition or abandon and re-run the competition.  

If the Card Issuer decides to proceed with the competition it runs the risk of challenge as stated in the previous column.

If the Card Issuer decides to re-run the competition:

· it will incur wasted time and cost; and

· the bidders will also incur wasted time and cost

The bid documents should require bidders to assume responsibility for their own bid costs and should state that there is no commitment on the Card Issuer to follow the competition through to contract award.

Mitigation of this risk lies in careful identification of the appropriate evaluation criteria (using skilled and experienced personnel who understand the Local Authority's requirements to assist in the process of setting the criteria).  All bid documents should be consistent with those criteria so that responses are focused on areas which "count" towards the evaluation process.
	

	9.7
	Card Issuer has selected a supplier using S-Cat or G-Cat and finds that its requirements subsequently fall outside of the permitted categories within the catalogues
	Risk of "shoe-horning" the new requirements into the S-Cat/G-Cat contract in breach of the Public Procurement Directives and the S-Cat/G-Cat rules (see section 9.1 of this risk register, above).

Risk of having to run a new competition for the new requirements.
	Both parties run a risk though the greater risk is with the Card Issuer.

The Card Issuer will bear the risks described under section 9.1 of this risk register, above if it breaches the Public Procurement Directives by incorrect use of the S-Cat or G-Cat procedures.  It may also incur liability to OGCbuying.solutions if it fails to use S-Cat/G-Cat for the agreed purposes under the terms of the relevant customer access agreement (this is the agreement which it will be required to enter into in order to use the catalogues).  In such circumstances, there may also be a claim from the supplier in respect of any loss or additional expense it incurs as a result of the Card Issuer's breach. 

If a new competition is run:

· the Card Issuer will incur delay and additional cost in relation to sourcing the new requirements; and

· the supplier selected under S-Cat or G-Cat will potentially incur additional cost by having to investigate the viability of supplying the new requirement.

Mitigation of the risk lies in careful assessment of current and future service requirements to ensure that an appropriate procurement route is chosen. 
	

	9.8
	Changes within the purchasing consortium
	Risk that a new competition is required
	Risk lies primarily with the Card Issuer but the bidders bear some risk:

· where the change has not been anticipated within the advertisement, associated bid documentation and contract, the change may result in the Card Issuer being in breach of the Procurement Regulations (see section 9.1 of this risk register above) unless the competition is re-run in whole or in part.  It may be possible for the new competition to be restricted to the new consortium members.

· Card Issuer will bear the costs of any resulting additional costs or expenses and the delay factor

· bidders should bear their own additional costs of bidding and the delay 

The bid documents should require bidders to assume responsibility for their own bid costs and should state that there is no commitment on the Card Issuer to follow the competition through to contract award.

Careful consideration should be given to ensure that future, as well as current, requirements are reflected in all bid documents including the initial advertisement and in the resulting contract to enable foreseeable changes on the purchaser side to take place.
	

	9.9
	Changes within the bidder's consortium
	Risk that the affected consortium will be disqualified/ de-selected
	Risk to be borne by the bidder, but may have a detrimental impact on the Card Issuer.

Bidder will bear the risk of making changes to its consortium which have a material impact on the evaluation process giving rise to potential, or actual, unfairness to the other bidders or potential bidders.  

If the change takes place after contract award, similar considerations apply.

The Card Issuer will need to make an assessment of the impact of the change on the procurement process and interpret the change correctly to avoid breach of the Public Procurement Directives (see section 9.1 of this risk register, above).
	

	9.10
	Lead party in the consortium steps outside the mandate given to its by the other consortium member and acts, or omits to act, in breach of the terms of the consortium agreement
	Risk of liability which may or may not be shared among the other consortium 
	Risk is with the members of the purchasing consortium.

Depending on the contractual arrangements between the consortium members, the lead party within the consortium is likely to bear liability for acts and omissions which fall outside of the scope of its remit from other consortium members.  An example would be a lead party taking the initiative to determine which bidders should be de-selected without consulting the other consortium members.  If that decision is challenged on the basis that it was taken on unlawful grounds (eg, a bidder is told that is has not pre-qualified when in fact it met all of the pre-qualification criteria), liability could accrue to the consortium since this would be in breach of the Public Procurement Directives.  

In such circumstances, member bodies will not be able to avoid liability for breaches of the directives where the procurement is being undertaken in their name.  However, it is likely that a consortium agreement will contain indemnification provisions (or similar) which require the lead body to bear the financial risk of mistakes of this kind unless the relevant act/omissions have been sanctioned by the member bodies. 

To minimise risks of this kind, appropriate contractual and practical controls should be put in place to ensure all material decisions are considered carefully for their legal impact and approved by all consortium members. 
	


10. Regulatory Issues – Part A Information Law

	
	Type of risk
	Consequences of risk
	Risk Apportionment
	Relevant Contract

	10.1
	Card Issuer has not considered the lawfulness of a Scheme or any particular activity involved in the Scheme
	(a) Card Issuer may be acting unlawfully in terms of its statutory powers to act.  The full scope of the Card Issuer acting ultra vires is outside the scope of the reports but may include judicial review and mean that the Card Issuer does not have the right to Process the Data

(b) Card Issuer may be in breach of the Data Protection Act which could lead to:


(i) Enforcement action by the Information Commissioner to require the Card Issuer to comply with the DPA

d t
(ii) claims by the Card User for compensation for breach of the DPA

(c)
Card Issuer may be in breach of the Human Rights Act 1998 which could lead to claims for damages from Card Users and/or judicial review

(d)
Card Issuer may be prevented from using some or all Data resulting in the Scheme not being viable as a way of providing the relevant services

(e)
the Scheme may suffer negative publicity.
	Primary responsibility rests with the Card Issuer.

Before implementing the Scheme, Card Issuer should review:

(a) what statutory powers, express or implied, the Card Issuer has and document these; and

(b) where Data are accessed in any way by other Public Authorities, what statutory powers each Authority has before allowing access and deal with this in contracts/protocols with such Public Authorities.

This risk cannot be extinguished.  Card Issuer may mitigate the effects of problems by responding promptly to queries and retaining flexibility in its contracts with Data Processors. 
	n/a

	10.2
	Card Issuer collects, uses, shares or otherwise processes Card User Data in breach of the Human Rights Act 1998
	Breach of the HRA may lead to the consequences set out in 1 (c), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

To avoid breach, Card Issuer should determine rules at the outset for Data handling and implement processes to check these rules are adhered to.  In particular, Card Issuer must ensure handling by it and its Data Processors is:

(a) lawful;

(b) proportionate;

(c) for a purpose specified in Article 8 HRA.

This risk cannot be extinguished.  Although the Card Issuer may use a third party as its Data Processor and could consider imposing obligations on the third party to ensure compliance with the HRA, this is an onerous obligation and realistically may not be accepted by the third party.
	

	10.3
	Card Issuer has not obtained consent from Card Users to use Data
	Card Issuer may be in breach of the Human Rights Act 1998 leading to the consequences set out in 1 (c), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

To avoid breach, Card Issuer should determine rules at the outset for considering each activity involved in a Scheme and for determining whether consent is required for this.  In particular, Card Issuers need to consider whether an activity is:

(a) lawful;

(b) proportionate;

(c) for a purpose specified in Article 8 HRA.

This risk cannot be extinguished but Card Issuer may use a third party as its Data Processor for collection of Data and should impose an obligation on the third party to ensure that consent is obtained if required.  The Card Issuer may also seek a warranty and indemnity to back up this obligation.
	

	10.4


	Card Issuer does not have a written contract in place with a Data Processor
	Card Issuer is in breach of Principle 7 of the Data Protection Act 1998 for failing to put in place a Data Processor contract.  This could lead to the consequences set out in 1 (b), (d) and (e) above.


	Primary responsibility rests with the Card Issuer.

Card Issuer should ensure that status of each party is considered at the outset of its involvement in a Scheme and that there are policies in place to provide standard contractual clauses for those identified as Data Processors.

If the Card Issuer finds out that a Data Processor has been overlooked, put in place a written contract immediately.
	

	10.5
	Card Issuer, as Data Controller, incorrectly treats another party involved in a Scheme as a Data Controller when it is a Data Processor at law.  For example, a Card Supplier may be thought to be a Data Controller in some circumstances but in reality not have the necessary control over the Data to be a Data Controller at law.
	Card Issuer is in breach of Principle 7 of the Data Protection Act 1998 for failing to put in place a Data Processor contract leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should ensure that status of each party is considered at the outset of their involvement in a Scheme and that there are policies in place to provide standard contractual clauses for Data Processors.

Document the reasons for each decision if appropriate, state the classification of each party in any contract or protocol and ensure that Personal Data are protected regardless of whether a party is classified as a Data Controller or a Data Processor (both through Card Issuer's internal policies, and by imposing obligations on third parties in each relevant contract).

If a party initially identified as a Data Controller is subsequently considered to be a Data Processor, ensure a written contract for data processing is put in place immediately.  

If a Card Issuer is unsure of the status of a party, seek legal advice or refer to the Office of the Information Commissioner for a non-binding opinion.
	

	10.6
	Card Issuer, as Data Controller, incorrectly treats another party involved in a Scheme as a Data Processor when it is a Data Controller at law.  For example where a Card Supplier is treated as a Data Processor but in reality has some control over Data in its own right.
	Card Issuer will potentially be in breach of the DPA for making an unauthorised or unlawful disclosure of Personal Data.  This may lead to the consequences set out in 1 (b), (d) and (e) above.

The other party (e.g. Card Supplier) will be in breach of the DPA for failing to comply as a Data Controller.  Again, this could lead to the consequences set out in 1 (b), (d) and (e) above.
	Both Card Issuer and the third party involved in the Scheme retain responsibility.

Card Issuer should ensure that status of each party is considered at the outset of their involvement in a Scheme and that there are policies in place to provide standard contractual clauses for Data Processors.

Document the reasons for each decision if appropriate, state the classification of each party in any contract or protocol and ensure that Personal Data are protected regardless of whether a party is classified as a Data Controller or a Data Processor (both through Card Issuer's internal policies, and by imposing obligations on third parties in each relevant contract).

If a party initially identified as a Data Processor is subsequently considered to be a Data Controller, ensure that the relevant party immediately complies with the DPA in full.

If a Card Issuer is unsure of the status of a party, seek legal advice or refer to the Office of the Information Commissioner for a non-binding opinion.
	

	10.7
	Data that are Personal Data or Sensitive Personal Data are not treated as such by the Card Issuer or its Data Processors.  For example, a Card Issuer may consider that it has sufficiently anonymised Data when at law the Data would still fall within the definition of Personal Data.
	Card Issuer may be in breach of the DPA if the Data are not afforded adequate protection.  This could lead to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer to treat all Data as Personal Data in order to comply with both the DPA and HRA (both through Card Issuer's internal policies, and by imposing obligations on third parties in each relevant contract).  Alternatively, if Data are such that individuals may not be identified by them, consider on a case by case basis whether the Data are truly anonymous and put policies in place to ensure that they remain so.

Consider the extent to which Sensitive Personal Data are required in the content of the Scheme and the extent of any need to retain this information.  Ensure that Sensitive Personal Data are identified as such within relevant databases and treated with additional care.  Make this clear to all participants in a Scheme and include appropriate protection in contracts and protocols. 
	

	10.8
	Card Issuer acts as a Data Controller but has not considered its grounds for Processing Data.
	Card Issuer may be in breach of the DPA leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

For each Processing activity, consider at the outset what the data protection ground for Processing is and document each ground.
	

	10.9
	A Card User withdraws their consent for Card Issuer to use their Data
	Card Issuer may be in breach of the HRA if Processing is continued.  This may lead to the consequences set out in 1 (c) – (e) above.
	Primary responsibility rests with the Card Issuer.

Before obtaining consent, consider whether this is required under the HRA (under the DPA, it should not generally be required as the Card Issuer should be able to rely on the fact that it is acting under a statutory obligation or carrying out a public function).  If consent is not necessary, the Card Issuer may elect not to make consent a condition of Data use.

If consent is asked for and subsequently withdrawn, consider whether the Scheme concerns services which are discretionary or mandatory.  If mandatory services are concerned, consider whether they can be provided in other ways (if they cannot then consent would not be an appropriate ground to rely on as consent should be freely given).  If discretionary services are concerned, ensure that it is clear to the Card User that those services will no longer be available to them if they withdraw their consent (for example by explaining this in information literature and Card User terms and conditions).
	

	10.10
	Cards are to be issued by the Card Issuer to minors
	Any consent given may not be valid.  This may prevent the Card Issuer from using the Data.
	Primary responsibility rests with the Card Issuer.

When setting up a Scheme which will include minors, consider whether consent is required and if so, if this will be obtained from parents/guardians or from the minors direct.
	

	10.11
	No ground is available to the Card Issuer to Process Sensitive Personal Data
	Card Issuer will be in breach of the DPA if it does not have a ground to Process Sensitive Personal Data as listed in Schedule 3 of the DPA.  This may lead to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Consider carefully at the outset why Sensitive Personal Data need to be collected and the grounds on which these will be Processed.

If the Card Issuer finds out that Sensitive Personal Data are being Processed, consider whether a ground is already available (such as consent) and, if not, seek consent or delete.
	

	10.12
	Data protection notice not provided by Card Issuer to Card Users
	Card Issuer in breach of fair Processing requirements of the DPA.  This may lead to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should map out data flows and collection points at the outset of a Scheme to ensure that a notice is given at each appropriate point.

If joint data protection notices are to be used, ensure that this is detailed in a contract or protocol with other Data Controllers involved in the Scheme and that there is contractual remedy in the event that a Data Controller fails to provide a notice.

If a third party is used to provide the notices, ensure that it is contractually obliged to do this in compliance with applicable law, and seek adequate protections by way of warranties and indemnities in the event it fails to do so.
	

	10.13
	Card Issuer's data protection notice does not list all the purposes for Processing
	Card Issuer in breach of fair Processing requirements of the DPA and Principle 2 of the DPA.   This may lead to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Each purpose for the Scheme should be considered and documented at the outset to ensure that Card Users are informed of such purposes.  Wider purposes beyond the initial provision of services in the Scheme should be included, such as marketing, data sharing etc.  Future purposes for Data use should be considered to ensure "future-proofing".

If a new purpose is envisaged that Card Users have not been informed of, generally, the Card Issuer must notify the Card User of the new purpose in advance and obtain consent (unless the Card Issuer considers that consent is not required under the HRA and the new purpose is not incompatible with the original purpose under Principle 2 of the DPA.)
	

	10.14
	Complaint received from Card User regarding use of their Personal Data by Card Issuer (or others) for marketing 
	Card Issuer may be in breach of the DPA and the Privacy Regulations 2003.  This could lead to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Ensure that Card Users are informed of marketing purposes in the data protection notice and given appropriate opt-outs or consent obtained (where this is for e-mail marketing or fax marketing).

If a subsequent complaint or objection is received, ensure that this is fully investigated and that the Card User is added to a suppression list to ensure that their details are no longer used for marketing (in accordance with section 11 DPA).

Include provisions in contracts/protocols to ensure that all Data Controllers involved in a Scheme (and where appropriate Data Processors if Data Processors are managing this on behalf of a Data Controller) comply with marketing requirements and that there is a remedy if they do not.
	

	10.15
	Smart card number becomes used as a means of identification for non-smart card uses
	Card Issuer may be in breach of the DPA principles.  This may lead to the consequences set out in 1 (b), (d) and (e) above
	Primary responsibility rests with the Card Issuer.

Card Issuers should aim to control the use of the smart card number both within the Scheme and outside the Scheme.  Within the Scheme the Card Issuer should ensure that all contracts with Data Controllers and Data Processors clearly set out the purposes for which the smart card number may be used and that these accord with the purposes that have been notified to Card Users.  Card Issuers should ensure that Card Users are fully informed of any uses to which their smart card number may be put in data protection notices.

Any disclosures of a smart card number should be treated as a disclosure of Personal Data.

Card Issuers should ensure that no prejudice is suffered by individuals that do not have a smart card number for any reason, for example by making access to a particular service (that is not related to the Scheme) dependent on having a smart card number.
	

	10.16
	Card Issuer enters into data sharing arrangements without considering its powers to do so
	Card Issuer may be acting ultra vires, in breach of the HRA, in breach of the DPA and in breach of confidence.  This may lead to the consequences set out in 1 above as well as damages for breach of confidence and potential injunctions to stop a proposed disclosure of confidential information.
	Primary responsibility rests with the Card Issuer.

Considerable guidance has been issued by the Department for Constitutional Affairs on data sharing and Card Issuers should take account of this before entering into data sharing arrangements.  In particular, a Card Issuer should consider:

(a) administrative law powers

(b) Human Rights Act 1998

(c) confidentiality

(d) Data Protection Act 1998

in each case considering what it wants to do and why, who with, its powers to do this, whether it is necessary and proportionate, how it will be done etc.

A data sharing protocol should be entered into setting out clearly the parameters of the proposal. 
	

	10.17
	A request for Personal Data is received by the Card Issuer from someone other than the Data Subject
	Disclosure may be in breach of the DPA leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuers should have a disclosure policy in place that all Data Controllers involved in a Scheme sign up to.  This will consider non-disclosure exemptions and set out when it is and is not appropriate to make a disclosure.  This, together with staff training, should minimise the risk of unlawful disclosures.

Contracts with Data Processors should require Data Processors not to disclose information without referring to the Card Issuer.
	

	10.18
	Card Issuer cross-matches information or passes on information for updating purposes
	Card Issuer may be in breach of the DPA principles leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Before carrying out any cross-matching exercise or passing on information for updating purposes whether within the organisation or outside, Card Issuers should consider their powers to do so and whether this involves use of Personal Data for a new purpose.  If so, Card Issuers should consider whether this purpose is compatible with the original purpose and, if not, seek consent (if the Card Issuer has the power to carry out the cross-matching).  This applies to routine exercises as well as one-off situations.
	

	10.19
	There is an unauthorised or unlawful disclosure of Personal Data or Personal Data are lost or destroyed.  For example, this could be as a result of – 

-unauthorised or unlawful access

- incorrect identification of a Card User or disclosee

- breakdown of security procedures

- loss or theft of a Card 

- lack of disaster recovery or back-up provisions etc
	Card Issuer will be in breach of the DPA, in particular Principle 7 on security.  This could lead to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Data Controllers involved in a Scheme should have security measures in place to minimise the risk of disclosures which include technical, logical and physical measures.  In particular, Data Controllers should:

(a) have a disclosure policy;

(b) define what is authorised and unauthorised use of Personal Data;

(c) ensure that staff are trained;

(d) impose access controls;

(e) consider data segregation

(f) ensure Data Processor contracts are in place which include appropriate security obligations;

(g) ensure correct identification of Card Users

(h) consider disaster recovery procedures 
	

	10.20
	Card Issuer fails to provide subject access or to provide this within statutory (or guide) timescales
	Card Issuer will be in breach of the subject access provisions of the DPA leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should have a documented subject access policy and train staff on this.  Card Issuer should consider requiring other Data Controllers to sign up to this and should agree a policy as to what information is to be provided, by whom, where a request is made to the Scheme and the Data are held by more than one Data Controller. 

Card Issuer should include a requirement in Data Processor contracts for Data Processors to assist with subject access requests if required.
	

	10.21
	Subject access request is received on behalf of a minor
	Card Issuer may make an unauthorised or unlawful disclosure if it responds to someone other than the minor leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should ensure a consistent policy on at what age to provide access to the minor direct or to seek further information and when to respond to someone on behalf of a minor.  Preferably, all Data Controllers involved in a Scheme should agree to this to ensure consistency.
	

	10.22
	Personal Data are found to be inaccurate
	Card Issuer will be in breach of Principle 4 DPA if it fails to take account of this leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should ensure robust collection procedures are in place (both from Card Users direct and others) that build in accuracy checks and that staff are properly trained on the importance of accuracy.

Where a Card Issuer becomes aware of inaccurate Data it should correct this (unless there is a dispute over accuracy in which case it should deal with this).

Terms and Conditions with Card Users should require Card Users to inform Card Issuer of changes to details.
	

	10.23
	Personal Data are retained by or on behalf of Card Issuer without consideration of the justification for this
	Card Issuer may be in breach of Principle 5 DPA leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should consider retention schedules and agree this with other Scheme members.

Card Issuer should impose retention requirements in contracts with Data Processors if appropriate.
	

	10.24
	Personal Data are transferred outside the European Economic Area
	Card Issuer may be in breach of Principle 8 DPA leading to the consequences set out in 1 (b), (d) and (e) above.
	Primary responsibility rests with the Card Issuer.

Card Issuer should consider its justification for any overseas transfers before these take place. 

If the need to transfer is determined at the outset, this can be notified to Card Users in data protection notices and consent obtained.  Card Issuers should impose a condition on Data Processors that they do not transfer outsider the EEA without referring to the Card Issuer.
	

	10.25
	Card Issuer fails to notify the Information Commissioner of its Processing, as required by the DPA or is incorrectly notified
	Card Issuer commits a criminal offence under the DPA which may lead to prosecution and a fine
	Primary responsibility rests with the Card Issuer.

Card Issuer must ensure that its notification with the Information Commissioner is accurate and up to date.
	

	10.26
	Card Issuer receives a request for information under the Freedom of Information Act 2000
	Card Issuer may fail to comply with Freedom of Information Act 2000 if it does not fully understand this legislation.

This could lead to action by the Information Commissioner (for example a practice recommendation which suggests how an authority should amend or improve its processes or an enforcement notice which requires an authority to do, or to refrain from doing, something) and negative publicity for the Scheme.  
	Primary responsibility rests with the Card Issuer.

Card Issuer should understand how the FOIA works and have policies in place to deal with requests on which staff have been trained.  This will include obtaining information held on behalf of the Card Issuer and dealing in contracts and protocols with freedom of information in relation to information obtained from third parties.
	


11. Appendix   – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































� Regulations 5 and 6 of the Privacy and Electronic Communications (EC Directive) Regulations 2003





