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1. Abstract

This document provides checklists in which details of the main commercial terms to be included in certain of the contracts to be entered into by the Card Issuer are described.  The checklists are designed to provide guidance to commercial members of the Card Issuer's contracts teams as to the key terms which the Card Issuer may wish to include in each of the relevant agreements.  In addition the checklists may act as an aide memoire  for the lawyers acting on behalf on the Card Issuer.
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2. Introduction 

The following checklists provide details of the main commercial terms to be included in certain of the contracts to be entered into by the Card Issuer.  The checklists are designed to provide guidance to commercial members of the Card Issuer's contracts teams as to the key terms which the Card Issuer may wish to include in each of the relevant agreements.  In addition the checklists may act as an aide memoire for the lawyers acting on behalf on the Card Issuer.

In addition to the checklists, there are 6 appendices:

· Appendix A provides further information and sample clauses in relation to contract specific issues referred to each of  the checklists.  

· Appendix B provides sample clauses and further information in respect of clauses which are common to all of the contracts.  

· Appendix C looks at the issues which arise in relation to the provisions which seek to limit or extinguish one party's liability. 

· Appendices D and E respectively set out information on clauses relating to 'change control' and price and payment. These are clauses which are common to a number of the contracts examined.
· Appendix F is a general smart card glossary
The checklists and the appendices need to be read in the context of the Introductory Report.  Words and phrases which begin with capital letters are defined in the master glossary, the report specific glossaries or in the relevant checklist. 

The following assumptions have been made when preparing the checklists:

· Each checklist has been prepared on the basis that the parties to the relevant contract have equal bargaining power.  In practice, it may be that the commercial situation provides one party with a more advantageous negotiating position than another.

· Each contract will be negotiated on an arms length basis and is not between two associated parties.

· The Card Issuer and each of the other contracting parties have all of the necessary powers and authority to enter into the relevant agreements. 

· Public telecommunications networks are being used for the communication of data, and on this basis, there are no telecommunications regulatory issues that apply. 

· The Card Issuer will contract with the relevant parties directly, rather than through a prime contractor.

In addition, any contract specific assumptions which have been made with regard to each of the specific contracts are set out in the notes at the beginning of each checklist.
This document has been designed to be used as follows:

· As a checklist of the principal contractual terms that need to be included in a particular contract: The checklists do not provide a precedent contract and sample clauses are provided only to illustrate points raised in the checklists and will need to be adapted to the particular circumstances of each contract. 

· In conjunction with legal advice: The checklists are designed to provide the commercial team with an overview of the main legal issues involved. In themselves, the checklists cannot be used to draft a binding contract.

· To assist in the assessment of a third party's terms and conditions:  In some cases, it may be commercially expedient for the Card Issuer to contract on a third party's standard terms.  For example, where small amounts of replacement parts are being purchased, it would be disproportionate to insist upon a negotiated contract.  The checklist will facilitate an assessment as to whether those third party's terms and conditions are reasonable.

· In conjunction with the Risk Register (WP8-08), which reviews the legal and commercial risks associated with each of the contracts.

Each of the checklists relates to a single purpose.  In practice, it may be that a contract will be entered into with a supplier for the supply of a number of different goods and/or services.  In which case, a combination of checklists will apply. 

A Technology Supplier has been defined quite widely for the purposes of the advice given in respect of the Legal section of the National Smart Card Project. and, therefore, could include suppliers of hardware, software, services or a combination of these.  For this reason, three checklists (B, C and D) have been provided in this set of Commercial Conditions, so as to deal with the main types of agreement with Technology Suppliers, namely those for the supply of hardware, software and services. 

There are numerous ways in which a contract can be structured.  The circumstances of each particular case will dictate the structure to be adopted.  For example, where it is likely that there will be repeat orders for the same goods and/or services, the parties will often consider using a framework contract, whereby a pre-agreed set of terms and conditions will govern every order subsequently placed.  Upon making an order, the framework terms and conditions agreed between the parties will apply aside from any specific terms agreed in relation to that order (e.g. price, time for delivery etc.).  The checklists may be used in conjunction with any structure as they concentrate on the content of the relevant contract rather than its form. 

3. Checklist

3.1 (A)
Card Issuer / Card Supplier Contract
The following checklist is drafted on the basis that the Card Supplier will provide 'blank' Cards to the Card Issuer (i.e. without any Software Applications), and will not undertake any associated development or uploading of Software Applications.  If in practice the Card Supplier does perform related services, this checklist will need to be read in conjunction with checklist (D).  It is assumed, however, that the Card Supplier will manufacture Cards that contain the branding of the Scheme.

3.1.1 Definitions

The following definitions will be key to this contract:

· "Acceptance": the point at which the Cards are accepted by the Card Issuer should be defined, and possibly linked to clauses that deal with payment;

· "Cards": exactly what is the Card Supplier providing? This definition may cross refer to the Technical Specification and/or the part of the contract in which quantities of cards ordered are set out;

· "Technical Specification": the agreed document should be attached as an appendix and include the quality, durability, technical and security standards required from the Cards.

3.1.2 Products and services to be provided

The contract should set out what the Card Supplier has agreed to provide (e.g. Cards, upgrades to Cards, training services etc) and express this as an obligation on the Card Supplier.

The Card Supplier's most important obligation will be to provide the Cards in accordance with the Agreement (see example wording at point 1 of Appendix A).

3.1.3 Price and payment

Appendix E contains a note on the issues to be considered in every case.

In addition to the price for the initial batch of Cards, the Card Issuer should seek to fix the price for replacement Cards and subsequent batches of Cards in advance and include those prices in the contract.

On the basis that the Card Supplier is providing 'blank' Cards, payment linked to delivery and/or Acceptance may be appropriate in this contract. 

3.1.4 Compliance with Technical Specification

The Card Issuer's requirements in this respect should be set out in the Technical Specification (and the Card Supplier should be obliged to build and deliver in accordance with that specification).

The Card Supplier should give the warranty and indemnity referred to below at section 3.1.13 of this contract (A).
3.1.5 Acceptance testing

The Card Issuer should ensure that the Cards are tested prior to being Accepted. Acceptance may trigger a number of rights in the agreement (e.g. the ability to launch the Scheme and distribute the Cards, or ownership of IPRs in the Cards may transfer to the Card Issuer upon Acceptance).

The Card Supplier should be obliged to provide sample Cards from each batch in advance to the Card Issuer, for the purposes of testing.  The contract should stipulate a time frame for the supply of such samples.

As regards the actual testing procedure, this clause must deal with the following key issues:

· how will the Cards be tested? The contract must set out how the Cards are to be tested, and what is required from the tests in order for the Cards to be deemed acceptable to the Card Issuer.  The Card Issuer should seek to retain a degree of control over how the Cards are tested, and what data etc is used during the tests;

· what conditions will the Cards be tested under and who will provide the test environment? Again, these should be as close to the live situation as possible;

· when will the Cards be tested? Tests should be carried out in advance of the whole batch of Cards being finalised;

· where will the Cards be tested, and who will be present? The Card Issuer should seek to have its personnel involved;

· how many tests / repeat tests will be conducted?;

· what happens if the tests are delayed by the Card Supplier's failure to deliver the sample Cards on time? This will be determined by the provisions earlier in the contract – e.g. if time is of the essence for delivery etc.

As regards Acceptance or rejection of the Cards following testing, the contract must deal with the following questions:

· under what circumstances can the Card Issuer reject the Cards?;

· if the Card Issuer rejects the Cards, may repeat tests be conducted and, if so, how many and within what time frame?;

· when will "deemed" Acceptance occur? This is likely where the Card Issuer has distributed the Cards to Card Users, or where the Card Issuer does not respond to the Card Supplier within a specified number of days of completion of the testing process;

· if the Cards are rejected, what action will the Card Supplier be obliged to take in order to correct the batch of Cards, how quickly will the action be taken and will such work be done at its own cost?

It is important that the testing obligations apply to all batches of Cards and not just the initial batch.

3.1.6 Title and risk

The contract should state when title to the Cards will pass to the Card Issuer.  This may be linked to Acceptance or payment, depending on what is agreed commercially.  Title has two aspects to it – beneficial title and legal title.  Both should be addressed in the contract.  The Card Issuer must be able to issue the cards notwithstanding that title has not passed.

Risk is a separate issue and the point in time at which it passes to the Card Issuer should be set out in the contract.  Full title and risk may pass to the Card Issuer at the same point in time or upon the occurrence of a single event.

3.1.7 Delivery

Delivery dates of Cards are likely to be as important to the Card Issuer as the launch date for the Scheme will to an extent depend on the Cards being ready for distribution.  Therefore, the contract should set out:

· the agreed delivery date for sample Cards for testing;

· the agreed delivery date for the Accepted batch of Cards, or a formula for agreeing such date in the future;

· how the date for delivery might be altered according to the outcome of tests etc;

· what the consequences are if the date for delivery and/or launch date have to be delayed (in the case of a missed launch date, a liquidated damages clause may be appropriate – see point 7 of Appendix A for further details);

· whether time is of the essence in relation to delivery of the Cards (see comments at section 3.1.8 below);

· what is the agreed method of delivery;

· where risk is with the Card Supplier until delivery, the Card Supplier should be obliged to have insurance etc to cover the period until delivery.  The Card Issuer should be a beneficiary of such insurance.  
3.1.8 Time of the essence

The time for delivery of the Cards (whether the initial or subsequent batches) should be "of the essence" of this Agreement, unless delivery cannot take place due to the fault of the Card Issuer.  When time is of the essence in relation to a particular obligation, it means that failure to perform such obligation by the stated time will allow the other party to terminate the agreement.

This clause should state that time shall not be of the essence in relation to any other dates expressed in the Agreement.

3.1.9 Replacement Cards

The Card Issuer may need to issue replacement Cards to some or all Card Users in a variety of circumstances (e.g. if a Card User loses his or her original Card, or if a Card or batch of Cards is found to be defective).The contract must, therefore, set out the procedure for obtaining replacement Cards from the Card Supplier and, in particular, deal with:

· what will replacement Cards cost (and can the price be fixed);

· which party bears the cost of the replacement Card (this is likely to depend on why the Card is being replaced and whether it is due to the fault of either party – e.g. if replacing defective Cards which are within the warranty period, the Card Supplier should bear the cost);

· how long it will take the Card Supplier to manufacture the replacement Cards (likely to depend on whether the Card needs to be altered before being reproduced – e.g. where cause of replacement is faulty Cards);

· if the Card does need to be altered before being reproduced, which party will bear the cost and what time frames will be involved;

· testing of replacement Cards (e.g. when will this be necessary and what procedure will be followed).

The Card Issuer may wish to keep a stock of spare Cards so that it can replace individual or small numbers of Cards without recourse to the Card Supplier.  In this respect, the contract will need to address the following issues:

· how many Cards should the Card Issuer have in stock at any given time, and how will this level be maintained (i.e. who bears responsibility);

· what will happen to the stock if all Cards are upgraded etc and the stock becomes redundant;

· the cost of and time involved in replacing the stock.

3.1.10 Surplus Cards

If all Cards are upgraded, found to be defective or otherwise need to be replaced in bulk, what will happen to the original Cards which are now redundant? Similarly, if the Card Issuer has surplus Cards following distribution of the initial batch to Card Users (e.g. because take-up was not as high as expected), how will the surplus Cards be dealt with? 

In such circumstances, the Card Issuer should seek to oblige the Card Supplier to buy back the unused or unwanted Cards at a fixed price.  However, the Card Supplier may only be willing to do so up to a maximum figure or quantity, and only in relation to certain categories of surplus Cards (for example, the Card Supplier may refuse to buy back Cards which have simply been superseded by a newer version).

3.1.11 Training

Depending on the nature of the support services to be provided by the Card Issuer to Card Users, it may be necessary for the staff of the Card Issuer to undergo training in how the underlying Card technology works.  If this is the case, the contract will need to be adapted to cover a supply of services, and should set out:

· what training will be provided by the Card Supplier (e.g. number of hours) and to whom (e.g. maximum number of delegates);

· whether the training is included in the overall price;

· when the training will take place (e.g. in the case of support services, training will be required prior to launch of the Scheme);

· whether training will take place at the Card Issuer's place of business.

3.1.12 Upgrades and technology refresh

As regards upgrading the Cards, the Card Supplier should be obliged to supply new and updated versions of the Cards (provided that it is desirable to the Card Issuer, and that a price can be agreed in advance) if:

· the Card Supplier develops a new general standard or grade of Card which it is supplying commercially to its other customers (in such cases, the Card Supplier should agree to supply the new Cards to the Card Issuer on no less favourable terms than it is offering to other customers); or 

· a third party card supplier develops a new general standard or grade of card which causes the state of the art to alter.

In situations where the Card technology does not need to be upgraded as such, it may nevertheless need to be 'refreshed'.  The contract should set out when the Card Supplier will be obliged to 'refresh' the Cards and what this will involve – e.g. will the Card Supplier be obliged to replace all Cards or only some, where is the distinction drawn between replacement, refresh and upgrade?

3.1.13 Warranties

By the Card Supplier:

· the Cards will comply with the Technical Specification;

· the Cards will be free from any defects for at least [xx] days/months following delivery, or, if not, the Card Supplier will at its own cost repair or replace such defective Cards within [xx] days of the defect being notified to it;

· the Cards will be compatible with the Card Infrastructure;

· that the Cards contain adequate security against copying or misuse (ideally, specific security requirements will be set out in the Technical Specification);

· as to the anticipated lifetime of the Cards (assuming no misuse etc).

Where the Card Issuer seeks specific remedies for any breach of a particular warranty (i.e. in addition to its rights to claim damages), such remedy should be set out, as shown above in relation to paragraph 3.1.13.  The right to liquidated damages may be appropriate in this contract, for example in relation to a breach of the warranty at paragraph 3.1.13 above.  See point 7 in Appendix A for further details of liquidated damages.

The Card Supplier should indemnify the Card Issuer in respect of any losses that result from the Card Supplier's breach of warranty that the Cards will comply with the Technical Specification (see general wording of indemnities, set out in point 6 of Appendix A)

3.1.14 Intellectual property 

The Card Issuer should aim to ensure that it owns the intellectual property rights ("IPRs) in the Cards.  However, there will be various different IPRs which arise in relation to the Cards (e.g. design rights, trade marks in branding displayed etc) and it may not be commercially practical for all to be transferred to the Card Issuer.  For example, the Card Issuer is unlikely ever to be granted the intellectual property rights in anything concerning the underlying technology (unless bespoke to the Card Issuer), pre-existing, third party or background IPR brought to the project by the Card Supplier, or in the know how and working processes of the Card Supplier.  In short, if it is the Card Supplier's business to manufacture smart cards, it will not be willing to transfer any IPRs to the Card Issuer which it requires to continue with its business.

The contract should carve up ownership of the relevant IPRs and define each category (e.g. "Card Supplier's Background IPR", "New IPR" etc) so as to ensure that ownership rights are clearly set out.

In the best case scenario for the Card Issuer, the contract should ensure that:

· any "New IPRs" in the Cards (i.e. which have been created for the Card Issuer and which are owned by the Card Supplier, or which the Card Supplier can procure the transfer of) vest in the Card Issuer from creation (or Acceptance).  There are likely to be few, if any, "New IPRs" in the context of 'blank' Cards;

· the Card Supplier grants or procures the grant by the relevant third party to the Card Issuer of a perpetual, royalty-free licence to use the remainder of the IPRs in the Cards;

· the Card Issuer is able to distribute the Cards and sub-licence use of the Cards to third parties in connection with the Card Issuer's services and Scheme;

· the Card Supplier treats its knowledge of the Cards and the Card Infrastructure as confidential information, save that it will be able to create cards for other customers;

· the Card Supplier enters into a further assurances clause to the extent that it will, at the Card Issuer's request and at its own cost, do all such actions as are necessary in the future to perfect the agreed position as regards IPRs.

Above all, the Card Issuer must be able to distribute the Cards and deal with the Cards as owner (e.g. to be able to cancel, withdraw Cards from Card Users etc).  To do this, it must have title to the Cards (see section 3.1.6 above) and either own all IPRs or be licensed to use them in the manner described. 

If the clauses listed in section 3.1.14 above cannot be agreed upon, and the Card Supplier retains the IPRs in the Cards, the Card Issuer may have to settle for  a licence to use the Cards.  If this is the case, the Card Issuer should insist that:

· the licence granted is exclusive, irrevocable and royalty-free;

· it is not prevented from transferring or sub-licensing the licence to a third party to which it has outsourced the maintenance or management of the Cards; 

· the Card Supplier is obliged to co-operate with any third party card supplier which may in the future be retained by the Card Issuer to continue manufacturing of the Cards;

· where there is relevant software without which the Cards may not be reproduced or operated, the Card Supplier enters into an escrow agreement with the Card Issuer and deposits the source code for the software with an escrow agent (see section 3.3.10 of checklist C for further information).

In any event, the Card Issuer must obtain from the Card Supplier a warranty that use of the Cards by the Card Issuer and Card Users will not infringe any IPRs held by third parties.

The warranty described above should be backed up by an indemnity given by the Card Supplier, which indemnifies the Card Issuer against any losses, costs, claims etc which arise out of the Card Supplier's breach of the IPR warranty.  See sample wording for indemnities at point 6 of Appendix A.

3.1.15 Cancellation

This clause should deal with cancellation rights in respect of both the initial batch of Cards and any subsequent batches.

In particular, the clause should address the following:

· whether the Card Issuer can cancel the contract at any time and, if so, what the procedure is for doing so;

· what impact cancellation will have upon payments and price (e.g. is cancellation conditional upon making an extra payment, or only possible in certain periods?);

· whether the Card Issuer's deposit (if relevant) will be retained by the Card Supplier;

· whether the Card Issuer is free to take the work done to date to another supplier to continue to manufacture the Cards (this will depend largely on the IPR provisions).  See also section 3.1.18 below.  

3.1.16 Benchmarking

The Card Issuer should have a right to benchmark the Card Supplier's prices and quality of service against other suppliers in the market, so that it can determine whether it is paying over the going rate for the products and services being provided.

Features of the clause:

· when the right can be exercised by the Card Issuer (e.g. annually);

· who will pay the costs of performing the process;

· what price(s) will be used in the benchmarking exercise (e.g. the basic unit price of a Card);

· who (i.e. what category or size of supplier) the Card Supplier will be benchmarked against;

· what the consequences are if the outcome of the benchmarking exercise is that:

· the Card Supplier's prices are lower than those of its competitors (e.g. no consequence); or

· the Card Supplier's prices are higher than those of its competitors (e.g. the Card Supplier's prices are immediately reduced going forward to match the lowest price found in the marketplace).

3.1.17 Term and Termination

As regards term, the contract may be expressed as being for a fixed term, at which point it will expire unless renewed by agreement.  The contract may provide for automatic renewal in the alternative.  Alternatively, the contract may begin with a specific initial period, and continue thereafter until terminated by either party in accordance with the relevant clause.  In this case, the contract may be expressed as continuing until the project is completed, unless earlier terminated.

This clause should also set out how the contract may be terminated by either party.  It may be the case that the Card Supplier has no contractual right to terminate, other than for non-payment of the fees by the Card Issuer.  The respective rights will be a matter of negotiation, and should be expressed as rights rather than obligations, so that the Card Issuer is never forced to terminate the contract in circumstances where a commercial workaround could be agreed upon.  The following termination rights could be granted:

· the Card Issuer should have a right to terminate in the event that the Card Supplier becomes insolvent or ceases trading.  If the Card Issuer is acting through a limited company, the Card Supplier is likely to insist on the same right. 

· A sample clause is included (for use in respect of a limited company as opposed to an individual) at point 3, Appendix A.

· either party may have the right to terminate at will, by giving a specified amount of notice to the other party;

· it is usual for either party to have a right to terminate in the event that the other is in material breach of its obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days, (if capable of remedy) in order to avoid termination;

· the Card Issuer must be able to terminate in the event that the Card Supplier cannot deliver the Cards in accordance with the agreement.  As time will be key, there must be a way for the Card Issuer to terminate and invoke exit management provisions quickly.

This clause should also deal with the consequences of termination and, in particular,:

· how the payment structure will be affected, and what payments will remain outstanding in the event of termination.  The situation is likely to differ depending on how the contract is terminated.  For example, the Card Issuer should be entitled to withhold payments that might otherwise be due and payable in the event that it has terminated the agreement due to the Card Supplier's material breach of contract;

· which obligations, if any, will survive termination (usually, at least the obligation of confidentiality will survive, in addition to any further assurances in respect of the IPRs);

· cross refer to the exit management provisions (see section 3.1.18 below) and ensure that the obligations are triggered by termination.

3.1.18 Exit management

This clause should address the issues likely to arise in the event that the Card Issuer seeks to move its business to a third party card supplier.  The issues likely to arise will depend on the commercial reality of the arrangements, but may include:

· transfer of relevant IPRs by the Card Supplier to the third party card supplier;

· scope of co-operation by Card Supplier with third party card supplier (and at whose cost);

· time period for handover to third party card supplier.

3.1.19 Confidentiality

The aim of this clause is to protect the confidentiality of information which is disclosed during the project, and which has the necessary quality of confidentiality.  The main example of this will be the information provided to the Card Supplier for the purposes of producing the Cards (e.g.  relating to the Card Issuer's internal practices, the Scheme or components of the Card Infrastructure).  If the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties are likely to already have a confidentiality agreement in place, to cover the pre-contract discussions about the project.  If this is not the case, this clause will not have a retrospective application.  
A simple clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  However, this is a short form clause only and a more substantial clause will be required where the information is particularly sensitive or valuable.  
3.1.20 Limitation of liability

See note at Appendix C.

In addition, the Card Issuer should seek to ensure that the Card Supplier does not exclude liability for consequential or "indirect" loss in order to enable the Card Issuer to claim wider types of loss if the project fails, and is made aware of the agreed timetable for the launch of the Scheme.

3.1.21 Boilerplate

See Appendix B.
3.2 (B) 
Card Issuer / Technology Supplier Contract: Hardware
3.2.1 Introduction

The following checklist is drafted on the basis that the Card Issuer will not procure bespoke hardware from the Technology Supplier.  It is more likely to be the case that the Card Issuer will use standard hardware, and have bespoke software developed around the hardware infrastructure.  On this basis, the Card Issuer should not expect to have the IPRs in the hardware transferred to it, and this is reflected in the Intellectual Property clause below.

3.2.2 Definitions

The following definitions will be key to this contract:

· "Acceptance": the point at which the Equipment is accepted by the Card Issuer should be defined, and if appropriate linked to payment provisions;
· "Equipment": the hardware being supplied must be set out fully in the contract, and linked to any relevant technical specification;
· "Technical Specification": the agreed document should be attached as an appendix and include details of the hardware required and, in particular, the durability, quality, technical and security standards required.
3.2.3 Products and services to be provided

The contract should set out what the Technology Supplier is obliged to supply to the Card Issuer.  In this case, there may be services supplied in addition to the Hardware (e.g. installation and maintenance services).  If this is the case, services provisions similar to those set out in Contract D will need to be built into the Agreement.

The Technology Supplier's most important obligation will be to supply the Hardware in accordance with the Agreement (see example wording at point 1 Appendix A). 

3.2.4 Price and payment

Appendix E contains a note on the issues to be considered in every case.

In addition to the price for the Hardware, the Card Issuer should seek to fix the price for replacement parts and any optional add-ons.  Also as regards price, if the contract contains a change control procedure, the price may need to be altered to reflect any changes made to the supply.  A suitable mechanism for altering the price will also be required.

As regards payment terms, it would not be uncommon in this type of agreement for the Card Issuer to pay an initial deposit and the remainder on delivery / Acceptance.  If this is the case, the contract must set out what will happen in the event of Acceptance or delivery of only part of the Hardware.  Will a pro rata price be paid in the event that the Card Issuer wishes to accept only some parts of the Hardware? Will the situation be different if this is due to the Technology Supplier's inability to supply the remaining parts? 

3.2.5 Initial testing of Hardware 

This clause should set out the procedure by which the Card Issuer will be able to test the Hardware prior to its delivery and installation.  Alternative arrangements may be agreed by the parties.  However, this contract assumes that there will be two stages of testing – one prior to full delivery and the second following delivery in a live environment.  
Whether "Acceptance" occurs on the first or second round of tests will depend on what rights it triggers (e.g. the ability to launch the Scheme and go live with the Card Infrastructure).  It may be in the Card Issuer's interests to have Acceptance occur at the first stage if it triggers a transfer of IPRs to the Card Issuer.  However, this will need to be balanced with the risk which is also likely to transfer to the Card Issuer upon Acceptance.

As regards the procedure for conducting the initial tests, this clause should deal with the following key issues:

· how will the Hardware be tested, and what is required from the tests in order to move onto the next stage of the supply? What data will be used to test the Hardware? The Card Issuer should seek to retain control over the data used;

· where will the tests take place and what is required in terms of preparing the location prior to testing taking place? This should seek to reflect the live environment;

· who will be present at and conduct the tests?;

· how many tests / repeat tests will be conducted?

· what happens if the tests are delayed due to the Technology Supplier's failure to deliver the sample Hardware in accordance with the Agreement?.

As regards Acceptance or rejection of the Hardware following the tests, the contract must deal with the following issues:

· under what circumstances can the Card Issuer reject the Hardware?;

· what happens if only part of the Hardware is Accepted and the rest rejected by the Card Issuer?;

· if the Card Issuer rejects the Hardware or part thereof, may repeat tests be conducted and, if so, how many and within what time frame?;

· will any 'deemed Acceptance' provisions apply to this stage of testing?;

· if the Hardware or part thereof is rejected, what action will the Technology Supplier be obliged to take, how quickly will the action be taken and will such work be done at its own cost?

It is important that the testing obligations apply to spare parts or replacement Hardware components, and not just the initial supply.

3.2.6 Title and risk

The contract should state when title to the Hardware will pass to the Card Issuer.  This may be linked to Acceptance or payment, depending on what is agreed commercially.  Title has two aspects to it – beneficial title and legal title.  Both should be addressed in the contract.  
Title in the physical property of the Hardware is a separate issue to the intangible property (i.e. intellectual property) rights that may also exist in the Hardware.

Risk is a separate issue and the point in time at which it passes to the Card Issuer should be set out in the contract.  Full title and risk may pass to the Card Issuer at the same point in time or upon the occurrence of a single event.

3.2.7 Delivery

The final delivery date of the Hardware is likely to be important to the Card Issuer as the launch date for the Scheme will depend on the Card Infrastructure being in place.  Therefore, the contract should set out:

· whether different delivery dates apply to different parts of the Hardware being supplied;

· the agreed delivery date for sample Hardware components for initial testing;

· the agreed delivery date for the revised or finalised Hardware for installation and the second round of testing;

· how the dates for delivery might be altered according to the outcome of tests etc;

· what the consequences are if the date for delivery and/or launch date have to be delayed;

· whether time is of the essence in relation to delivery of the Hardware (see comments  section 3.2.9 below);

· what is the agreed method of delivery;

· where risk is with the Technology Supplier until delivery, the Technology Supplier should be obliged to have insurance etc to cover the period until delivery.  The Card Issuer should be a beneficiary of such insurance.  
3.2.8 Installation of Hardware

If the Technology Supplier is obliged to install the Hardware at one or more locations, then this clause should set out the following:

· the agreed location(s);

· whether the installation is included in the price;

· the time frame involved (i.e. within what period should installation be completed following delivery); 

· the standard or specifications to which installation should take place; 

· the Card Issuer's requirements as to the personnel carrying out the installation (e.g. that the personnel are suitably skilled and competent, or that each has signed a confidentiality agreement prior to entering the location);

· which parts/components of the Hardware are to be installed;

· any necessary permissions to enable the installation to take place (e.g. the Card Issuer may have to grant special access to the location, or permit the Technology Supplier to move existing hardware or equipment at the location).

The contract should also state whether the Technology Supplier is permitted to subcontract this function to a third party contractor.  This should be dealt with in the Boilerplate section – see Appendix B.

3.2.9 Installation testing 

Given that the Hardware has already been subject to one round of testing, this stage may consist of simply installing the Hardware and checking that it performs in the same way as in the initial tests.

As regards "Acceptance" see also section 3.2.5 above.

This clause should therefore deal with the following key issues:

· how will the Hardware be tested, and what standards will be required in order for the Hardware to pass the tests?;

· will the Hardware be tested using live data?;

· how long will the tests take and what will happen if delay is caused?;

· who will attend the tests?;

· how many tests and repeat tests will be conducted, in the event of failure to pass on the first occasion?;

· when will "deemed" Acceptance occur? e.g. if the Card Issuer begins to use the Hardware in a completely live environment, or where the Card Issuer fails to respond to the Technology Supplier within a specified number of days of completing the tests;

· if the Hardware, or part thereof, is rejected by the Card Issuer, what action will the Technology Supplier be obliged to take in order to correct the Hardware, within what time frame will this be carried out and at whose cost?

It is key that the Card Issuer continues to test replacement or spare parts of the Hardware beyond the full Acceptance of the initial Hardware supplied.

3.2.10 Replacement parts

The Card Issuer will require comfort that it will be able to obtain spare parts from the Technology Supplier or other third party for the lifetime of the Hardware.  Therefore, the best case scenario is as follows:

· the Technology Supplier undertakes to manufacture, or procure the manufacture of, spare parts of Hardware for at least the warranted lifetime of the Hardware;

· the Technology Supplier undertakes to maintain a stock of replacement parts so that the Card Issuer may obtain necessary components quickly (this is essential where the Technology Supplier is also providing maintenance services);

· if possible, fixed prices should be agreed in advance for the replacement parts and a mechanism set out for altering such prices;

· the Card Issuer is not committed to procuring all spare parts from the Technology Supplier, and has a right to benchmark the Technology Supplier's prices and quality of service against other suppliers in the market – see contract checklist (A) section 3.1.16 for further details.

3.2.11 Card Issuer warranties and undertakings

The Card Issuer may have to give warranties as to the testing environment if it is in control of its preparation etc.

Depending on the intellectual property position, the Card Issuer may be required to undertake not to use the Hardware in any way other than permitted by the Agreement, and not to modify the Hardware without the Technology Supplier's consent.

3.2.12 Technology Supplier's warranties

The Technology Supplier should warrant that:

· the Hardware will comply with the technical (and any other relevant) specification;

· the Hardware will be defect-free for at least [xx] months following delivery, or, if not, the Technology Supplier will at its own cost repair or replace defective components or pieces within [xx] days of the defect being notified to it.  Any failure on the Technology Supplier's part in this respect may give rise to a claim for liquidated damages, if properly provided for in the contract (see point 7 of Appendix A for further details);

· the Hardware will be compatible with the rest of the Card Infrastructure and the Cards;

· the lifetime of the Hardware will be at least [xx] years.

Where the Card Issuer seeks specific remedies to any breach of a particular warranty (i.e. in addition to its rights to claim damages), such remedy should be set out, as shown in section 3.1.13 above.
The Technology Supplier should indemnify the Card Issuer in respect of any losses that result from the Technology Supplier's breach of warranty that the Hardware will comply with the technical specification (see general wording of indemnities, set out in point 6 of Appendix A).

3.2.13 Intellectual property rights 

Unless the Hardware is a bespoke development for the Card Issuer, the Technology Supplier is likely to retain ownership of the majority of the intellectual property rights ("IPRs) in the Hardware.  However, there will be various different IPRs which arise in relation to the Hardware (e.g. design rights, trade marks in branding displayed, copyright in underlying software etc) and some may belong to, or may be transferred to the Card Issuer. 

The contract should carve up ownership of the relevant IPRs and define each category (e.g. "Technology Supplier's Background IPR") so as to ensure that ownership rights are clearly set out.

In the best case scenario for the Card Issuer, the contract should ensure that:

· the Technology Supplier grants or procures the grant by the relevant third party to the Card Issuer of a perpetual, royalty-free licence to use the IPRs in the Hardware;

· the Technology Supplier treats its knowledge of the Hardware and the Card Infrastructure as confidential information, save that it will be able to supply hardware to other customers;

· the Technology Supplier enters into a further assurances clause to the extent that it will, at the Card Issuer's request and at its own cost, do all such actions as are necessary in the future to perfect any agreed transfer of IPRs to the Card Issuer.

Above all, the Card Issuer must be able to use the Hardware for the desired purposes within the Scheme. 

As regards the licence referred to above, the Card Issuer should insist that:

· the licence granted is irrevocable and royalty-free (it is highly unlikely that the licence will be exclusive as this would prevent the Technology Supplier from exploiting the IPRs further);

· it is not prevented from transferring or sub-licensing the licence to a third party to which it has outsourced the maintenance or management of the Hardware; 

· the Technology Supplier is obliged to co-operate with any third party card supplier which is or may in the future be retained by the Card Issuer to manufacture replacement Hardware or maintain the existing Hardware;

· where there is relevant software without which the Hardware, or parts thereof, may not be reproduced or operated, the Technology Supplier enters into an escrow agreement with the Card Issuer and deposits the source code for the software with an escrow agent (see section 3.3.10 of checklist C for further information); and

· the Technology Supplier is, so far as possible, restricted in terms of how the underlying Hardware technology may be dealt with – e.g. the Technology Supplier should not be able to assign the relevant IPRs without the prior consent of the Card Issuer.

In any event, the Card Issuer must obtain from the Technology Supplier a warranty that use of the Hardware by the Card Issuer will not infringe any IPRs held by third parties.

The warranty described above should be backed up by an indemnity given by the Technology Supplier, which indemnifies the Card Issuer against any losses, costs, claims etc which arise out of the Technology Supplier's breach of the IPR warranty.  See sample wording for indemnities at point 6 of Appendix A.

3.2.14 Training

It may be necessary for the Card Issuer's staff to be trained on the technology which underlies the Hardware.  If this is the case, the contract should address the key issues, as set out in section 3.1.11 of contract checklist (A).

3.2.15 Upgrades and technology refresh

This clause could be key, given that the technology involved with smart cards is relatively new, the Hardware could become outdated soon after it is implemented.  However, the Card Issuer may not wish to upgrade the Hardware at every available opportunity if, as a consequence, it is also required to alter the Cards or other areas of the Card Infrastructure.  Therefore, the provisions described below should be drafted as obligations on the Technology Supplier which will arise at the Card Issuer's request.

The Technology Supplier should be obliged to:

· notify the Card Issuer whenever an upgrade becomes available; and

· supply and install upgrades at the Card Issuer's request.  
The above obligations may form part of a services contract that also covers maintenance of the Hardware by the Technology Supplier.  In any event, the contract should set out in what circumstances upgrades will be supplied, and what the pricing arrangement is in this respect.  For example, if the Technology Supplier is also the manufacturer of the Hardware, will upgrades be provided within the overall agreed price in the event that it develops within a specified period following delivery a new standard of technology in this field? Will the same obligation apply in the event that a third party develops a new standard and the state of the art changes in respect of this type of Hardware?

As regards 'refresh', the contract should set out when the Technology Supplier will be obliged to 'refresh' the Hardware, if at all, and what this will entail.  For example, in what circumstances will an obligation to 'refresh' arise, and will this trigger an obligation to 'refresh' all components of the Hardware.  The Card Issuer must consider what will happen if the 'refresh' of the Hardware affects other parts of the Card Infrastructure not supplied by the same Technology Supplier.  
3.2.16 Term and Termination

As regards term, the contract is likely to be for a fixed term (given that the Hardware has a warranted lifetime), at which point it will expire unless renewed by agreement.  The contract may provide for automatic renewal in the alternative, although this should be resisted by the Card Issuer.  Alternatively, the contract may begin with a specific initial period, and continue thereafter until terminated by either party.  In this case, the contract may be expressed as continuing until the project is completed, unless earlier terminated.

This clause should also set out how the contract may be terminated by either party.  It may be the case that the Technology Supplier has no contractual right to terminate, other than for non-payment of the fees by the Card Issuer.  The respective rights will be a matter of negotiation, and should be expressed as rights rather than obligations, so that the Card Issuer is never forced to terminate the contract in circumstances where a commercial workaround could be agreed upon.  The following termination rights could be granted:

· the Card Issuer should have a right to terminate in the event that the Technology Supplier becomes insolvent or ceases trading.  If the Card Issuer is acting through a limited company, the Technology Supplier is likely to insist on the same right.  
· A sample clause is included (for use in respect of a limited company as opposed to an individual) at point 3, Appendix A.

· either party may have the right to terminate at will, by giving a specified amount of notice to the other party - this is unlikely to be acceptable to the Card Issuer in the context of this agreement;

· it is usual for either party to have a right to terminate in the event that the other is in material breach of its obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days, (if capable of remedy) in order to avoid termination;

· the Card Issuer must be able to terminate in the event that the Technology Supplier cannot deliver the Hardware in accordance with the agreement.  As time will be key, there must be a way for the Card Issuer to terminate and invoke exit management provisions quickly.

This clause should also deal with the consequences of termination and, in particular:

· how the payment structure will be affected, and what payments will remain outstanding in the event of termination. The situation is likely to differ depending on how the contract is terminated.  For example, the Card Issuer should be entitled to withhold payments that might otherwise be due and payable in the event that it has terminated the agreement due to the Technology Supplier's material breach of contract;

· which obligations, if any, will survive termination (usually, at least the obligation of confidentiality will survive, in addition to any further assurances in respect of the IPRs);

· cross refer to the exit management provisions (see section 3.2.17 below) and ensure that the obligations are triggered by termination.

3.2.17 Exit management

This clause should be drafted in the same way as described at section 3.1.18 of checklist (A).

3.2.18 Confidentiality

The aim of this clause is to protect the confidentiality of information which is disclosed during the project, and which has the necessary quality of confidentiality.  The main example of this will be the information provided to the Technology Supplier for the purposes of providing the Hardware (e.g. relating to the Card Issuer's internal practices, the Scheme or components of the Card Infrastructure).  If the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties are likely to already have a confidentiality agreement in place, to cover the pre-contract discussions about the project.  If this is not the case, this clause will not have a retrospective application.  
A simple clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  However, this is a short form clause only and a more substantial clause will be required where the information is particularly sensitive or valuable.  If in the course of the project, the Card Issuer is disclosing a third party's confidential information to the Technology Supplier, it must have permission to do so and include any additional restrictions attaching to such information in this contract.

3.2.19 Limitation of liability

See note at Appendix C.

In addition, the Card Issuer should seek to ensure that the Technology Supplier does not exclude liability for consequential or "indirect" loss in order to enable the Card Issuer to claim wider types of loss if the project fails, and is made aware of the agreed timetable for the launch of the Scheme.

3.2.20 Boilerplate

See Appendix B.
3.3 (C)
Card Issuer / Technology Supplier Contract: Software Licence
3.3.1 Introduction

This checklist is intended to deal with the licensing arrangements for bespoke software, but does not deal with the design and development process.  Contracts for design and development (including terms as to "Acceptance" and testing) should be contained in an agreement for Services (see Contract D).

3.3.2 Definitions

The following definitions will be key to the contract:

· "Licensed Materials": this must set out exactly what is being licensed (including any user or training manuals etc);

· "Licence Fee": the price which is being paid in respect of the licence, see comments at section 3.3.4 below.

3.3.3 Grant of Licence

This must use a form of wording which conveys the actual grant of the software licence between the parties.  Sample wording is set out at points 9 and 10 of Appendix A.

3.3.4 Scope of licence

The licensee (i.e.  the Card Issuer) cannot use the Licensed Materials in any way other than as permitted by the licensor (i.e. the owner of the software). Therefore, this clause must provide a clear explanation of the licensee's rights, and in particular deal with the following issues:

· whether the licence is exclusive to the licensee (i.e. so that no other parties, even the licensor, can exploit the Licensed Materials) or on a non-exclusive basis;

· the term of the licence – i.e. whether the licence is granted for a certain period or on a perpetual basis;

· the applicable territory – i.e. where can the licensee use the Licensed Materials?;

· whether the licensee is to pay royalties in respect of profits it earns through exploitation (and, if relevant, sub-licensing) of the Licensed Materials;

· whether the licensee is entitled to assign the benefit of the licence and on what terms;

· the manner in which the licensee can "use" or exploit the Licensed Materials, including: 

· the 'users' who are allowed to use the materials, whether this includes other group companies, associated companies, secondary service providers, [other card issuers], outsourcing service providers; 

· the licensee should be permitted to sub-licence the Licensed Materials, the clause should set out the basis on which this is done, specifying to whom and on what terms sub-licences can be granted;

· whether the licensee is permitted to develop / modify / adapt / maintain the software, either on their own, or employ a third party to do so;

· the extent to which the licensee is permitted to make copies of the software for back-up, distribution, testing, etc. It is worth noting that under the Copyrights, Designs and Patents Act in certain situations copying cannot be prevented, and this should be reflected in this clause.

3.3.5 Price and payment

The terms controlling price and payment may be contained in another agreement to which the licence is attached, for example in a contract for services.  Therefore the consideration in this licence may simply relate to payment of the Licence Fee agreed between the Parties under the contract for services.  In any event, the issues considered in Appendix E should be noted as regards price and payment of the Licence Fee.

As regards price, it may be calculated by number of users or on a fixed price basis, the choice of which method is most appropriate to the Card Issuer may depend on which systems the software will be used, and the projected uptake of the Scheme.  If priced on the basis of the number of users, has the licensor provided for any discounts or bundling?

The Card Issuer should ensure that the price includes upgrades, revisions or released patches for the software.  However, these issues may be dealt with in a separate agreement for maintenance.  It is important that the Card Issuer is not only entitled to receive the upgrades etc but that it receives the upgrades etc as soon as they are released.

The Licence Fee is likely to be paid in advance, either in a single payment (e.g. on Acceptance, where applicable) or in instalments over the duration of the licence.  Where paid in instalments, the contract should contain a mechanism for altering the frequency or amounts of such instalments in the future.  The Card Issuer should seek to limit the amount by which the Licence Fee may be increased, for example by reference to the Retail Prices Index – see Appendix E.  
3.3.6 Delivery

The Card Issuer should establish the basis on which the software will be delivered including: 

· when it is to be delivered, which may involve specifying a date in the agreement, or a schedule of the agreement, or may be upon payment of the price;

· how delivery is to be carried out, for example by sending the software on CD Rom, or by the Technology Supplier attending and installing the software on the Card Issuer's system, or by electronic transfer.

Where the software is supplied on physical media this may impact on the applicability of Sale of Goods legislation, which should be taken into consideration in drafting this provision.

3.3.7 Testing and Acceptance

Where the software is bespoke, testing and acceptance procedures should be contained in the contract for the design and development of the software (see checklist D).  Where software is supplied 'off the shelf' the Technology Supplier is unlikely to be prepared to accept a testing provision.  The Card Issuer may therefore wish to obtain the software for an evaluation period, under a separate evaluation licence.  
In the event that the licence is required to contain provisions as to testing and "Acceptance", provisions such as those described in section 3.1.5 of checklist A should be used and adapted to suit software rather than hardware.  The procedure should also apply to any upgrades and patches.

3.3.8 Technology Supplier's warranties

The Card Issuer should seek to obtain warranties from the Technology Supplier in relation to: 

· its ability to grant the licence, in relation to it owning, or having permission to use, the IPR in the software, and being able to licence those rights to the Card Issuer; and

· the performance of the software conforming with the specification.  
Depending on what the software is intended to do, the Card Issuer may seek specific warranties – e.g. that it will comply with changeover to Euro etc.

3.3.9 Intellectual property rights

IPR in the software may be owned by the Technology Supplier, or by a third party, from whom the Technology Supplier should have obtained a licence.  Where the Technology Supplier is creating bespoke software, ownership of IPR should be dealt with in the Contract for Services.  For 'off the shelf' software, it is likely that the Technology Supplier will continue to own the IPR in all software, and will state such in this clause.  However, they should also state the status of any software which they do not own, which is provided under the agreement.

It is usual for a licensee (the Card Issuer) to agree:

· Not to remove any proprietary markings contained in or associated with the software or any materials provided with the software;

· To inform the Technology Supplier as soon as reasonably possible where they consider there has been a breach of the terms of the licence, or an unauthorised use of the software by a third party (or where there is a suspicion thereof).

Technology Supplier should indemnify the Card Issuer against all claims made by third parties alleging breach of the third party's IPR – to ensure that Card Issuer cannot be sued for damage which is reasonably out of their control.  Card Issuer should ensure that this indemnity covers all losses, costs and other unrecoverable expenses incurred by the Card Issuer as a result of any such claim.  A form of wording is included at point 6 of Appendix A.

3.3.10 Escrow

Escrow provisions will protect the interests of the Card Issuer should a specified 'default event' occur, which would affect the Card Issuer's ability to use the software in the immediate and long term.  A classic example of such a default event is the insolvency of the Technology Supplier.  This may affect the Card Issuer's rights to use the software under the licence, and may have a serious impact if the Card Issuer is relying on the Technology Supplier to maintain and release updates for the software.  
The Card Issuer may therefore wish to include an Escrow provision, which would require the Technology Supplier to deposit a copy of the Source Code of the software (and any updates etc) with a recognised Escrow agent, who would release the source code to the Card Issuer only on the occurrence of a default event.

The Card Issuer should ensure that the default events cover all likely scenarios, and release procedures are reasonable.  Many agreements provided by Escrow agents will specify the default events and release procedures, and the licence may therefore simply rely on the definition contained in these agreements.  
3.3.11 Training

The Card Issuer may require training in the use of the software supplied by the Technology Supplier.  Most commonly this will involve:

· the provision of instruction manuals; 

· on or off-site training in the operation of the software; and/or

· the provision of Technology Supplier personnel during the initial 'go-live' period for the software.  
The extent to which the Card Issuer requires training, and the level of this, will depend upon the software being provided.  Training should be sufficient and reasonable to allow the Card Issuer to operate the system for the required purpose.

Where the Technology Supplier provides instruction manuals, there should be provision for these to be updated similar to any requirements to update software.

Training, like maintenance, may be best separated out into a separate agreement, and the details of training and maintenance may best be dealt with in a schedule.

3.3.12 Term and Termination

Licences of software tend to operate on the basis of a term which is either:

· in perpetuity, unless terminated by either of the parties; or

· a fixed term, at which point it will expire unless renewed by agreement.

Where expressed as being for a fixed term the contract may provide for automatic renewal where the parties do not specifically terminate.  Where the licence is intended to last in perpetuity, the contract may begin with a specific initial period, and continue thereafter until terminated by either party.

This clause should set out how the contract may be terminated by either party.  The respective rights will be a matter of negotiation, and should be expressed as rights rather than obligations, so that the Card Issuer is never forced to terminate the contract in circumstances where a commercial workaround could be agreed upon.  The following termination rights could be granted:

· the Card Issuer should have a right to terminate in the event that the Technology Supplier becomes insolvent or ceases trading.  This right may be useful where the Card Issuer is paying in continuing instalments.   However, this right should be at the option of the Card Issuer, as - especially where the Card Issuer has paid in advance – termination of the agreement may not always be in the Card Issuer's best interests.

· A sample clause is included (for use in respect of a limited company) at point 3, Appendix A.

· the Card Issuer may want to have the right to terminate at will, by giving a specified amount of notice to the Technology Supplier – however a similar right for the Technology Supplier is unlikely to be acceptable to the Card Issuer;

· it is usual for either party to have a right to terminate in the event that the other is in material breach of its obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days, (if capable of remedy) in order to avoid termination.  The Card Issuer should ensure that any right of the Technology Supplier to terminate for breach is made reasonable.

This clause should deal with the consequences of termination and, in particular:

· how the payment structure will be affected.  This could include: 

· where payment is made in arrears, what payments will remain outstanding in the event of termination; or

· where payment is made in advance the mechanism by which the 'unused' part of such payments are refunded.

The situation is likely to differ depending on how the contract is terminated.  For example, the Card Issuer should be entitled to withhold payments that might otherwise be due and payable in the event that it has terminated the agreement due to the Technology Supplier's material breach of contract;

· which obligations, if any, will survive termination (usually, at least the obligation of confidentiality will survive, in addition to any further assurances in respect of the IPRs).

3.3.13 Confidentiality

The aim of this clause is to protect the confidentiality of information which is disclosed by either party as a result of their relationship under the agreement, and which has the necessary quality of confidentiality.  The main example of this will be any information provided to the Technology Supplier for the purposes of providing the Software (e.g.  relating to the Card Issuer's internal practices, the Scheme or components of the Card Infrastructure).  Similarly the Technology Supplier will wish to protect through confidentiality any new or development elements of the software which are not public knowledge.  If the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties may already have a confidentiality agreement in place, to cover the pre-contract discussions about the supply of software.  If this is not the case, this clause will not have a retrospective application.  
A simple clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  However, this is a short form clause only and a more substantial clause will be required where the information is particularly sensitive or valuable.  
3.3.14 Limitation of liability

See note at Appendix C.
In addition, where relevant to the type of software being provided and its importance in the wider Scheme, the Card Issuer should seek to ensure that the Technology Supplier does not exclude liability for consequential or "indirect" loss in order to enable the Card Issuer to claim wider types of loss if the project fails, and is made aware of the agreed timetable for the launch of the Scheme.

3.3.15 Boilerplate

See Appendix B
3.4 (D) 
Card Issuer / Technology Supplier Contract: Services
3.4.1 Introduction
There are various types of service which may be provided by a Technology Supplier to the Card Issuer, including the design, development, support and maintenance of technology.  To illustrate a typical contract structure for the supply of services by a Technology Supplier, the example below follows a software development contract.  Broadly speaking, contracts for other types of services would follow the same basic structure, with the key difference being the definition of 'Services'.

3.4.2 Definitions

The following definitions will be key to this contract:

· "Acceptance": the point at which the product is accepted by the Card Issuer will need to be defined, and possibly linked to specific clauses that deal with payment and testing of the product;

· "Services": this should be a detailed explanation of what services are to be carried out under the contract.  This would normally be set out in an appendix, as the description is likely to be too long to include in the definitions section;

· "Software": this should describe what is being developed by the Technology Supplier, possibly by reference to the relevant technical or functional specification.

3.4.3 Supply of Services

This clause should oblige the Technology Supplier to provide the Services, and also deal with what price will be charged for the supply (see sample wording in point 1 of Appendix A).

The Technology Supplier may be obliged to develop a product which is capable of meeting the Card Issuer's business requirements and technical standards.  Such a provision should be included by reference to the relevant agreed documents, such as a functional or technical specification.  In addition, it would be preferable to obtain from the Technology Supplier a form of acknowledgement (or warranty) that it has been provided with all information necessary to be able to develop a software product which complies with the relevant specifications.  The Technology Supplier may agree to waive any right to charge additional fees in the event that it has misinterpreted what is required by the Card Issuer.

3.4.4 Technology Supplier's obligations

This clause should set out all general obligations on the Technology Supplier which are not dealt with elsewhere in the contract.  For example, the Technology Supplier should undertake:

· to provide suitably skilled and experienced personnel to carry out the performance of the Services;

· to provide the Services with reasonable skill and care;

· to ensure that the Services and end product developed comply with all applicable laws and regulations;

· to use its best efforts to meet the agreed milestone dates.

3.4.5 Card Issuer's obligations

Depending on what is being developed, the Card Issuer may have obligations in terms of providing data or content to the Technology Supplier.

3.4.6 Project co-ordinators

Depending on the size and estimated duration of the development phase, the parties may wish to appoint project co-coordinators to oversee and manage progress.  If this is likely to be the case, it is preferable to set out the powers and duties of the project co-ordinators (though not the specific names of those appointed) in the contract at the outset.  Relevant provisions will include:

· an obligation on both parties to appoint a suitable person as project co-ordinator;

· a duty on each party to procure that the project co-ordinator will be available to attend progress meetings; 

· the frequency and format of progress meetings;

· the project co-ordinators' powers to bind the parties, if any;

· description of which procedures must be initiated through the relevant project co-ordinator (egg it may be the case that only a project co-ordinator may initiate the change control procedure).

3.4.7 Price and payment

Appendix E contains a note on the issues to be considered in every case.

There are three common pricing models used in services agreements:

· a fixed price model, where payments are made in instalments in accordance with milestones reached and acceptance;

· a time and materials basis, where a maximum price may also be set;

· a combination of the above two models.

A fixed price model is likely to be preferred by the Card Issuer.  
Where relevant, the contract should also state whether the Technology Supplier's expenses will be paid.  See Appendix E for further details.

3.4.8 Security measures

Where software is being developed in relation to a Scheme, it is likely that it will need to comply with various security standards set by the Card Issuer.  To ensure that this is achieved and maintained, the clause should address:

· what security levels are required (to be set out in a Security Specification);

· an obligation on the Technology Supplier to comply with the Security Specification (or its equivalent); and

· whether the Technology Supplier has an ongoing duty to review and update such measures in line with the state of the art.  If it does have such an obligation, are such updates within the agreed price?

3.4.9 Implementation Plan

The Technology Supplier must be under an obligation to meet the agreed milestone dates.  However, depending on whether the milestone is time critical, there may be any flexibility in the arrangements.  The Card Issuer could seek to impose one of the following three standards on the Technology Supplier:

· an obligation to use reasonable endeavours to meet the agreed dates (meaning that the Technology Supplier must take reasonable steps to ensure its compliance with the timeframes set out);

· an obligation to use best endeavours to meet the agreed dates (meaning that the Technology Supplier must take all steps available to it to ensure compliance with the agreed dates, provided that it would not be required to act to its detriment in so doing);

· make time of the essence as regards the agreed milestone dates (meaning that the Technology Supplier's failure to meet such dates would allow the Card Issuer to terminate the agreement). If this approach is taken, the contract should state that time shall not be of the essence in relation to payments due from the Card Issuer.

This clause must also address what will happen in the event that milestone dates are missed by the Technology Supplier.  In this respect, the contract may provide for the Card Issuer to receive some form of liquidated damages payment, or a reduction in the overall price payable, to reflect any loss it suffers as a result of delay caused by the Technology Supplier.  However, any attempt to impose penalties (beyond anticipated or actual loss) on the Technology Supplier in the case of a delay would be contractually unenforceable, and would, ultimately, trigger a right to terminate.  Point 7 of Appendix A discusses liquidated damages further.

3.4.10 Intellectual property

The Card Issuer should aim to ensure that it owns the intellectual property rights in Software developed on its behalf.  This may not be commercially practical in every circumstance, and the Card Issuer is unlikely ever to be granted the intellectual property rights in any pre-existing, third party or background IPR brought to the project by the Technology Supplier, or in the know how and working processes of the Technology Supplier.

The contract should carve up ownership of the relevant IPRs and define each category (e.g. "Technology Supplier's Background IPR", "New IPR" etc) so as to ensure that ownership rights are clearly set out.

In the best case scenario for the Card Issuer, the contract should ensure that:

· all IPR in the Software (save for the Technology Supplier's Background IPR and any IPRs owned by third parties) vest in the Card Issuer from creation (or Acceptance);

· the Technology Supplier grants or procures the grant by the relevant third party to the Card Issuer of a perpetual, royalty-free licence to use the remainder of the IPRs in the Software;

· the Card Issuer is able to sub-licence use of the Software to third parties in connection with the Card Issuer's services and Scheme;

· the Technology Supplier treats its knowledge of the Software as confidential information, so that it is prevented from recreating the Software for other clients;

· the Technology Supplier enters into a further assurances clause to the extent that it will, at the Card Issuer's request and at its own cost, do all such actions as are necessary in the future to perfect the transfer of IPRs to the Card Issuer.

If the clauses listed above cannot be agreed upon, and the Technology Supplier retains the IPRs in the Software, the Card Issuer may have to settle for  a licence to use the Software.  If this is the case, the Card Issuer should insist that:

· the licence granted is exclusive, irrevocable and royalty-free;

· it is not prevented from transferring or sub-licensing the licence to a third party to which it has outsourced the maintenance or management of such Software; 

· the Technology Supplier enters into an escrow agreement with the Card Issuer and deposits the source code for the Software with an escrow agent; and

· the Technology Supplier is, so far as possible, restricted in terms of how the Software may be dealt with – e.g. the Technology Supplier should not be able to assign the relevant IPRs without the prior consent of the Card Issuer.

In any event, the Card Issuer must obtain from the Technology Supplier a warranty that use of the Software by the Card Issuer will not infringe any IPRs held by third parties.

The warranty described above should be backed up by an indemnity given by the Technology Supplier, which indemnifies the Card Issuer against any losses, costs, claims etc which arise out of the Technology Supplier's breach of the IPR warranty.

3.4.11 Alterations to the Services (also called the "change control procedure")

This clause should set out the procedure by which the Card Issuer may make changes to its requirements during the development of the Software.  It would be usual for the cost of any such changes to be outside the agreed price and at the Card Issuer's cost. 

See Appendix D for guidance on what the clause should contain.

3.4.12 Cancellation

This clause should set out the following:

· whether the Card Issuer can cancel the contract at any time, and if so, what the procedure is for doing so;

· what impact cancellation will have upon payments and price (e.g. is cancellation conditional upon making an extra payment, or only possible in certain periods?);

· whether the Card Issuer's deposit (if relevant) will be retained by the Technology Supplier;

· whether the Card Issuer is free to take the work done to date to another supplier to continue the development (this will depend largely on the IPR provisions) and, if so, whether the Technology Supplier is obliged to co-operate with any such third party. 

3.4.13 Testing and Acceptance

It is usual in this type of contract for the customer (i.e. the Card Issuer) to have some degree of control over the testing of the Software prior to Accepting it.  Acceptance may trigger a number of rights in the agreement e.g. the ability to roll out and use the Software, or ownership of IPRs in the Software may transfer to the Card Issuer upon Acceptance).

As regards the actual testing procedure, this clause must deal with the following key issues:

· what data will be used when testing the Software? It is in the Card Issuer's interests to ensure that it provides the test data so that it can test the Software using data that is similar to that which will be handled once the Software goes live;

· what conditions will the Software be tested under and who will provide the test environment? Again, these should be as close to the live situation as possible;

· when will the Software be tested? The contract should set a period following delivery of the Software;

· where will the Software be tested, and who will be present? The Card Issuer should seek to have its personnel involved;

· how many tests / repeat tests will be conducted?;

· what happens if the tests are delayed by the Technology Supplier's failure to deliver the Software on time? This will be determined by the provisions earlier in the contract – e.g. if time is of the essence for delivery etc.

As regards Acceptance or rejection of the Software following testing, the contract must deal with the following questions:

· under what circumstances can the Card Issuer reject the Software? This is likely to be linked to the obligation on the Technology Supplier to develop in accordance with the Technical / Functional specifications – the Card Issuer will have more scope to reject where the Technology Supplier is under a higher level of duty;

· if the Card Issuer rejects the Software, may repeat tests be conducted and, if so, how many and within what time frame?;

· when will "deemed" Acceptance occur? This is likely where the Card Issuer has used the Software in a live environment, or where the Card Issuer does not respond to the Technology Supplier within a specified number of days of completion of the testing process;

· if the Software is rejected, what action will the Technology Supplier be obliged to take in order to correct the Software, how quickly will the action be taken and will such work be done at its own cost?

3.4.14 Warranties

By the Technology Supplier:

· the Software will comply with the Technical/Functional Specification;

· the Software will be free from bugs, viruses and defects for at least [xx] days/months following Acceptance or, if not, the Technology Supplier will replace the Software within [xx] days of being so notified;

· the Software will be compatible with those components of the Card Infrastructure which have been notified to the Technology Supplier.

By the Card Issuer:

· the Card Issuer either owns or has all necessary rights and permissions to use any data or content which it has provided to the Technology Supplier for the purposes of the Services.

3.4.15 Term and Termination

As regards term, the contract may be expressed as being for a fixed term, at which point it will expire unless renewed by agreement.  The contract may provide for automatic renewal in the alternative.  Alternatively, the contract may begin with a specific initial period, and continue thereafter until terminated by either party.  In this case, the contract may be expressed as continuing until the project is completed, unless earlier terminated.

This clause should also set out how the contract may be terminated by either party.  It may be the case that the Technology Supplier has no contractual right to terminate, other than for non-payment of the fees by the Card Issuer.  The respective rights will be a matter of negotiation, and should be expressed as rights rather than obligations, so that the Card Issuer is never forced to terminate the contract in circumstances where a commercial workaround could be agreed upon.  The following termination rights could be granted:

· the Card Issuer should have a right to terminate in the event that the Technology Supplier becomes insolvent or ceases trading.  If the Card Issuer is acting through a limited company, the Technology Supplier is likely to insist on the same right.  
· A sample clause is included (for use in respect of a limited company as opposed to an individual) at point 3, Appendix A.

· either party may have the right to terminate at will, by giving a specified amount of notice to the other party - this is unlikely to be acceptable to either party in the case of a prolonged software development project;

· it is usual for either party to have a right to terminate in the event that the other is in material breach of its obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days, (if capable of remedy) in order to avoid termination.

This clause should also deal with the consequences of termination and, in particular,:

· how the payment structure will be affected, and what payments will remain outstanding in the event of termination. The situation is likely to differ depending on how the contract is terminated.  For example, the Card Issuer should be entitled to withhold payments that might otherwise be due and payable in the event that it has terminated the agreement due to the Technology Supplier's material breach of contract;

· which obligations, if any, will survive termination (usually, at least the obligation of confidentiality will survive, in addition to any further assurances in respect of the IPRs);

· to what extent the Technology Supplier is obliged to co-operate with any third party supplier who is appointed by the Card Issuer to take over the performance of the Services.  This part of the clause should also state at whose cost the Technology Supplier will act.

3.4.16 Confidentiality

The aim of this clause is to protect the confidentiality of information which is disclosed during the project, and which has the necessary quality of confidentiality.  The main example of this will be the internal information provided to the Technology Supplier for the purposes of designing the Software.  If the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties are likely to already have a confidentiality agreement in place, to cover the pre-contract discussions about the project.  If this is not the case, this clause will not have a retrospective application.  
A simple clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  However, this is a short form clause only and a more substantial clause will be required where the information is particularly sensitive or valuable.  
3.4.17 Limitation of liability

See note at Appendix C.
In addition, the Card Issuer should seek to ensure that the Card Supplier does not exclude liability for consequential or "indirect" loss in order to enable the Card Issuer to claim wider types of loss if the project fails, and is made aware of the agreed timetable for the launch of the Scheme.

3.4.18 Boilerplate

See Appendix B
3.5 (E)
Card Issuer / Secondary Service Provider Contract
3.5.1 Introduction

There are a number of organisations with whom a Card Issuer may contract, which fall within the definition of 'Secondary Service Provider'.  The structure below is drafted with a local amenities Secondary Service Provider in mind (e.g. a bus company or leisure centre), as opposed to the idea of high street retailers participating in the Scheme.  As set out below, the former type of Secondary Service Provider is likely to accept smart card 'tokens' in return for their services.  This raises issues of how the cost of such services will actually be met and by whom.  In the case of a high street retailer, however, involvement in a Scheme is more likely to amount to a marketing exercise, by offering discounts etc to Card Users.  
It has been assumed for the purposes of drafting the following checklist that a "main agreement" will deal with the provision of "Services" by the Secondary Service Provider to the Card Users.  The clauses outlined below are intended to be included in the main agreement, to deal with the role of Cards in the overall Card Issuer / Secondary Service Provider relationship.  As a result, major issues such as consideration (see Appendix 2 of the Card Governance Report), fees, termination rights and liability are not dealt with here on the basis that they will form part of the main agreement.

In the checklist below, it has been assumed that the Secondary Service Provider will be responsible for the development of the SSP Software Applications.  If in fact the Card Issuer is responsible, the relevant obligations will apply to the Card Issuer instead.

In the event that a Secondary Service Provider wishes to accept e-money stored on a Card, additional contract terms will be required as between the issuer of the e-money and the relevant Secondary Service Provider (additional terms will also need to be in place as between the Card User and Card Issuer).  E-money is not dealt with below.

3.5.2 Definitions

The following definitions will be key to this contract:

· "Cancellation": should have the same meaning as in the Card Issuer / Card User contract (K);

· "Hardware": this should describe any hardware which is being provided by the Card Issuer to the Secondary Service Provider (by way of Readers, for example);

· "Misuse": should have the same meaning as in the Card Issuer / Card User contract (K);

· "Services": this should be dealt with in detail in the main agreement, along with any relevant service levels;

· "SSP Software Applications": this should set out the Software Applications, if any, to be provided by the Secondary Service Provider for use on the Card;

· "Withdrawal": should have the same meaning as in the Card Issuer / Card User contract (K).

3.5.3 Products / Services to be provided

The obligations of the parties will depend on what has been agreed commercially.  However, it may be the case that (under separate clauses in the main agreement):

· the Secondary Service Provider agrees to provide the Services to Card Users in accordance with the instructions of the Card Issuer;

· the Secondary Service Provider agrees to procure the SSP Software Applications;

· the Card Issuer agrees to provide Hardware to the Secondary Service Provider.

3.5.4 Card Issuer's obligations

The Card Issuer's main obligation under the Agreement may be to pay fees to the Secondary Service Provider in accordance with the agreed terms of the main agreement.  
The scope of the obligations will depend on the commercial arrangement reached.  Typically, the Card Issuer might be obliged to:

· ensure that the Cards are compatible with the Hardware supplied;

· use reasonable endeavours to provide the Hardware by the agreed delivery date.

3.5.5 Secondary Service Provider's obligations

The Secondary Service Provider should be obliged to supply Services to eligible Card Users, as follows:

"The Secondary Service Provider shall provide the Services to any entitled Card User bearing a valid and functioning smart card which has been issued to that individual."

As regards the above wording, the Secondary Service Provider  should be obliged to determine whether a Card:

· is valid (i.e. genuine) and fully functioning;

· is not on the list of lost, stolen, withdrawn and cancelled Cards maintained by the Card Issuer;

· was in fact issued to the individual attempting to use it.

In addition to providing the Services, the Secondary Service Provider may also be obliged to:

· report any Misuse or attempted Misuse of Cards to the Card Issuer, within [x] days of the incident occurring;

· confiscate Cards which are found to be stolen or invalid.

3.5.6 Governance of Smart Cards

This clause should state for the avoidance of doubt that the Card Issuer will remain the owner of the Cards (and Hardware as appropriate) and that the Secondary Service Provider will acquire no rights in the Cards (and Hardware as appropriate) whatsoever.

As owner of the Cards, the Card Issuer should be solely responsible for:

· the distribution of the Cards to Card Users;

· the Withdrawal and Cancellation of Cards as appropriate (provided that the Card Issuer may also be obliged to inform the Secondary Service Provider of any Withdrawal or Cancellation action taken);

· dealing with lost or stolen Cards, in accordance with the procedures set up in the Card Issuer / Card User contract (K);

· maintaining a list of lost, stolen, withdrawn and cancelled Cards;

· other than in relation to the SSP Software Applications, any technical amendments to the Cards, including the storing of tokens to be exchanged by Card Users for the Services.

Although the above obligations place additional responsibility on the Card Issuer, they at least allow the Card Issuer to retain full control over the Cards in distribution.  There should be no link between the Secondary Service Provider and Card Users until such time as the Card User seeks to access the Services.

3.5.7 Access to Services

In the event that a Card User loses his Card, the Secondary Service Provider may be required to provide the Services to the Card User without the presence of the Card (i.e. where the card Issuer has a statutory duty to provide the Services in any event).  The main agreement should, therefore, set out:

· when alternative delivery channels should be used;

· what those alternative channels might be (e.g. a bus company might agree to accept cash payments in the event that a Card is lost);

· whether Card Users will be provided with temporary Cards following loss/theft of the Card;

· the approximate timeframe for replacing of Cards.

As set out in section 3.5.5 above, the Secondary Service Provider may be entitled to impose its own terms and conditions on the Card User.  Where this is the case, a mechanism should be included in the contract for the review and approval of the terms and conditions by the Card Issuer.  This part of the contract should seek to address any conflicting areas of the Secondary Service Provider's terms and conditions, and clarify which set of terms will take precedence.

3.5.8 Branding

This clause will need to address branding considerations, insofar as they affect the relationship with the Secondary Service Provider.  The extent to which this is relevant will depend on how the Scheme is being branded, and whether the Secondary Service Provider's branding will feature.  There are, broadly, three ways in which the branding might operate:

· the Scheme is operated under the Card Issuer's branding only;

· the Scheme is operated under a single brand designed for the purpose, which is attributed to all major participants (a current example, though dissimilar to a Smart Card Scheme, is the Nectar card);

· all major participants (i.e. Secondary Service Providers, Technology Suppliers etc) have an opportunity to display their own branding on some or all of the following: Cards; Readers; marketing materials etc depending on the contract between Card Issuer and each participant.

If the first scenario above is followed, this contract should merely state that all branding used in the Scheme will belong to the Card Issuer or its licensors, and that the Secondary Service Provider will not acquire any rights to or goodwill in the branding through its participation in the Scheme. 

If the second scenario above is followed, a separate agreement will be required between the parties if it is intended to jointly own the brand.  If the Card Issuer is to retain ownership, but will display the Secondary Service Provider's trade marks alongside the Scheme brand, (e.g. "X-Scheme, brought to you by [Card Issuer], in partnership with XY and XZ"), the Secondary Service Provider must licence the Card Issuer to use its branding for the required purposes.  Such licence will need to set out exactly what format the branding must take, the agreed layout of any branding displayed etc.  The Card Issuer may need to pay a fee for the licence.

In the third scenario above, the branding arrangements will be co-ordinated centrally (i.e. by the Card Issuer), so that a balance of branding may be struck.  As owner of the Cards, and to the extent that it owns Readers, the Card Issuer should be in a position to control branding on such items.  The agreement reached with each participant is likely to depend on the commercial negotiations between the Card Issuer and each other party.

In any case where a third party (i.e. Secondary Service Provider or otherwise) is providing intellectual property works to the Card Issuer for inclusion in Scheme branding, the Card Issuer should obtain from the third party:

· a warranty that the third party either owns the IPRs in the branding or is otherwise licensed to use it for the required purposes;

· a licence to use the IPRs in the desired way;

· an indemnity to support the above warranty, which indemnifies the card Issuer against any losses, costs, claims etc which arise out of the Secondary Service Provider's breach of the IPR warranty.

· In all three scenarios , the Card Issuer may:

· grant a limited licence to the Secondary Service Provider to use the branding (or part thereof) belonging to the Card Issuer for the purposes of the Scheme (or for more specific purposes, if desired);

· oblige the Secondary Service Provider to use the branding in certain circumstances (for example on materials designed to market the Scheme produced by the Secondary Service Provider).

The Card Issuer must take steps (contractually and in practice) to ensure that it polices the use by third parties of its branding.  In the case of registered trade marks in particular, a failure to control use of the mark may ultimately result in the loss altogether of the trade mark protection.

3.5.9 Hardware

Where the Card Issuer is to provide the Hardware:


· what exactly will be provided (i.e. number and specification of Readers etc)?;

· who is responsible for the maintenance/upgrade/ refresh of the Hardware?;

· will the Card Issuer provide any kind of warranty in respect of the Hardware (e.g. as to defects, or compatibility with Card Infrastructure)?;

· what are the branding arrangements?

Where the Secondary Service Provider is to procure the Hardware:

· the Card Issuer should provide technical guidance/requirements to the Secondary Service Provider in terms of what is required from the Hardware in order to be compatible with the rest of the Card Infrastructure;

· the Secondary Service Provider should undertake to procure Hardware which is in line with the technical requirements, and which is compatible with the Card Infrastructure, of necessary quality etc;

· the Card Issuer should not seek to impose an obligation on the Secondary Service Provider to procure the Hardware from a certain Technology Supplier, as this may fall foul of competition law rules;

· responsibility for maintenance/upgrades/refresh of the Hardware should rest solely with the Secondary Service Provider.

3.5.10 SSP Software Applications

SSP Software Applications will be required in order to allow the Card User to access the Services being provided by the Secondary Service Provider.  It is key that a separate software application is used for this purpose so that personal data held on or accessed via the Card may be segregated.  As regards development of the SSP Software Applications, it has been assumed that the Secondary Service Provider will develop the necessary SSP Software Applications and be responsible for ensuring compatibility with the Card Infrastructure and Readers to be used by the Secondary Service Provider.

The Card Issuer should be obliged to provide technical guidance/requirements to the Secondary Service Provider in terms of what is required from the SSP Software Applications in order to be compatible with the rest of the Scheme and Card Infrastructure.

The Card Issuer should ensure in the contract that:

· the Secondary Service Provider is obliged to develop, or procure the development of, the SSP Software Applications to the technical / quality standards specified by the Card Issuer;

· the Secondary Service Provider is obliged to remotely upload the SSP Software Applications onto the relevant Cards at the direction of the Card Issuer;

· the Secondary Service Provider is obliged to supply upgrades and patches to the SSP Software Applications from time to time;

· the development is undertaken at the cost of the Secondary Service Provider;

· (if the Card Issuer is to load the SSP Software Applications onto Cards) the Secondary Service Provider has licensed the Card Issuer to use the SSP Software Applications in the relevant way;

· (if the Card Issuer may need to have control over the SSP Software Applications in the future) the Card Issuer has at least an option to have the IPRs in the SSP Software Applications assigned or licensed to it on the occurrence of certain trigger events. If the contract is silent and the Secondary Service Provider develops the SSP Software Applications, the Secondary Service Provider will be the owner of the IPRs in the SSP Software Applications. 

3.5.11 Card User personal data

The Secondary Service Provider will be a Data Controller of the Personal Data which it collects separately from Card Users.  The contract may set out whether the Secondary Service Provider intends to do so.

It may be necessary for the Card Issuer to provide some Personal Data on Card Users to the Secondary Service Provider, for the purposes of setting up the provision of Services to entitled Card Users.  If this is the case, the Card Issuer must be permitted to pass on such Personal Data – see the Information Law Report for further details.  
If Personal Data are being passed to the Secondary Service Provider solely for the purposes of the Secondary Service Provider providing the Services to entitled Card Users on the Card Issuer's behalf, the Secondary Service Provider will be a Data Processor.  In order to comply with the Act, the Card Issuer must appoint the Secondary Service Provider as a Data Processor, and include in such appointment certain provisions.  Sample appointment clauses are set out in Appendix 4 to the Information Law Report.

3.5.12 Reporting

This clause should oblige the Secondary Service Provider to provide regular data to the Card Issuer for the purposes of analysing usage of the Services, and also perhaps as a basis for calculating the charges payable by the Card Issuer.

This clause should specifically deal with:

· format of the reports;

· frequency of the reports;

· content – i.e. what should be set out in the reports, what is being measured, and whether the data should be presented by reference to performance criteria or service levels;

· who will own the reports (the copyright and other IPRs will be owned by the Secondary Service Provider unless the contract states otherwise)?; 

· whether charges payable will be linked to the information contained in the reports;

· what happens if the reports are not provided, or if the content is not as required by the Card Issuer.

3.5.13 Warranties

By the Secondary Service Provider:

· the SSP Software Applications will comply in all material respects with the [name of specification provided by Card Issuer];

· the SSP Software Applications will be free from bugs, viruses and defects for at least [xx] days/months following loading onto the Cards;

· that the Secondary Service Provider either owns or has all necessary rights and permissions to use any branding supplied under the Agreement to the Card Issuer.

The Card Issuer may be required to give warranties as to the Hardware, unless the Card Issuer retains ownership of and liability for the Hardware.

In addition, the Card Issuer may be required to warrant its authority to licence use of its branding under the Agreement above.
3.6 (F)
Card Issuer / Branding / Design Advisory Contract
3.6.1 Introduction
The following structure has been drafted with a contract for branding services in mind.  That is, a contract under which a third party agrees to provide the Card Issuer with creative input on branding, logo designs etc.  It is assumed that the Card Issuer would appoint such parties as independent contractors as opposed to employing them.

3.6.2 Definitions

The following defined terms will be crucial to this contract:

· "Branding/Design Services": this (or an equivalent term) must be defined in order to set out the scope of the services being provided by the advisor.  A full definition is likely to appear in a schedule rather than in this clause;

· "Deliverables": it should be clear what kind of results the Card Issuer expects and the nature of the products it wishes the advisor to produce on its behalf (e.g. several logo designs for the Scheme, for the Card Issuer to choose between);

· "Specification": as with any contract for creative services, the Card Issuer will need to provide the advisor with a requirements specification, which sets out what is required and how the Deliverables are going to be used, and for what purpose etc.

3.6.3 Supply of Services

This clause should oblige the advisor to provide the Services (see point 1, Appendix A). The Advisor, while operating through a limited company, may be an individual, in which case it may be preferable to state for the avoidance of doubt that the contract is one for appointment of an independent contractor, as opposed a contract of employment.

3.6.4 Advisor's obligations

The Advisor should be obliged to produce deliverables which are capable of meeting the Card Issuer's business requirements and Specifications.  Such a provision should be included by reference to the relevant agreed documents, such as a functional or technical specification.  The Advisor may agree to waive any right to charge additional fees in the event that it has misinterpreted what is required by the Card Issuer.

This clause should set out all general obligations on the Advisor which are not dealt with elsewhere in the contract.  For example, the Advisor should undertake:

· to supply the Deliverables in accordance with the terms of the Agreement; 

· to provide suitably skilled and experienced personnel to carry out the performance of the Services; 

· to provide the Services with reasonable skill and care; 

· to ensure that the Services and any Deliverables comply with all applicable laws and regulations;

· use best efforts to comply with any timetables and meet applicable milestones in the supply of the Services; and

· ensure continuity of personnel engaged in providing the Services.  This is important in creative contracts, where personnel involved will have a major impact on the work.  The Card Issuer may want to name the individuals working on the project, and where one employee is removed they should be replaced with an employee of equivalent skill and experience, who is acceptable to the Card Issuer.

3.6.5 Card Issuer's obligations

Depending on the nature of the services it may be necessary for the Card Issuer to provide certain information to the Advisor, in this respect, the Advisor may wish to impose obligations on the Card Issuer to provide upon the reasonable request of the Advisor and in a timely manner:

· any content [or other material] which is reasonably required by the Advisor to allow it to perform the Services / prepare the Deliverables;

· reasonable access to personnel required by the Advisor to allow it to perform the Services / prepare the Deliverables (the implementation of this provision may be a function of the Authorised Representative (see clause 7) for the Card Issuer / both parties).

3.6.6 Price and payment

Appendix E contains a note on the issues to be considered in every case.

There are three common pricing models used in services agreements:

· a fixed price model, with payments either made in full, on receipt of an invoice, or in instalments (and potentially subject to the achievement by the Advisor of milestones under the agreement;

· a time and materials model, where the Advisor charges for the time involved in the provision of the Services and / or for the materials provided, although a maximum price may be set; and

· a combination of the above two methods (e.g. a fixed price for the first set of deliverables and then remaining work on a time and materials basis).

In this instance a fixed price model may be employed, as the Card Issuer will have clear Deliverables which they require to be provided under the agreement, and which should be capable of being priced in advance.

As regards payment structure, it is quite usual for a deposit to be paid, followed by a series of payments linked to milestone events.  Given that design of branding is going to involve feedback from the Card Issuer, there may already be clear milestones in terms of delivery to the Card Issuer of sample designs etc.  There is likely also to be a final payment reserved for Acceptance.

3.6.7 Expenses 

See comments in Appendix E.
3.6.8 Authorised Representatives

Depending on the nature and extent of the Services, the level of input which may be required by the Card Issuer to the design process, and the anticipated length of the relationship, the parties may wish to appoint Authorised Representatives to oversee and manage progress.  These are individuals within the Card Issuer and Advisor organisations who are responsible for handling the ongoing relationship between the parties.  It is preferable to set out the powers and duties of the Authorised Representatives (though not the specific names of those appointed) in the contract at the outset.  Relevant provisions will include:

· an obligation on both parties to appoint a suitable person as an Authorised Representative;

· a duty on each party to procure that the Authorised Representative will be available to attend progress meetings; 

· the frequency and format of progress meetings;

· the Authorised Representative's powers to bind the parties, if any;

· description of which procedures must be initiated through the relevant Authorised Representative (e.g. it may be the case that only a project co-ordinator may initiate any Alterations to the Services).

The Card Issuer may wish to ensure continuity of personnel engaged by the Advisor to work on the project, and in particular the Authorised Representative.  The success of this role may rely to a certain extent on the personal relationship between the project co-ordinators for each party.  The Card Issuer should have the right to approve any change in Authorised Representative, or at the very least should be advised of any change as soon as possible.

3.6.9 Alterations to the Services ("Change Control Procedure")

See comments in Appendix D.
3.6.10 Delivery and Acceptance 

There are likely to be many different stages in the provision of the Deliverables by the Advisor, which could include:

· providing initial report / advice on brand strategy;

· producing a range of brand / design concepts;

· developing a selection of brand design concepts and providing initial artwork / concept advice;

· providing finished Deliverables, including all design work, for a chosen concept, or for a range of concepts from which the Card Issuer selects one. 

It is important that the expectations of the parties for each of these stages are clearly set out in this clause, which should include provisions relating to:

· the impact of the stages on the payment structure – for instance each of the stages may be a milestone where payment is made in instalments based on acceptance of work carried out;

· delivery of any work or materials required by each of the stages, including the timing of delivery; and

· acceptance of the Deliverables, and in particular Acceptance at the final stage.

Because the works are creative, the final decision will to a great extent be subjective.  This makes proper specification of the works essential, and control of the design process by the Card Issuer will have to be relatively strict.  As regards the Acceptance procedure for the final Deliverables this clause should deal with the following key issues:

· Against what standards will the Deliverables be assessed – where there are Specifications for the Deliverables these should be used as the basis of assessment, will anything else be used or required?

· When will the testing be carried out – should there be a set period after delivery within which testing must be carried out?

· Where the Deliverables are not acceptable to the Card Issuer, what procedures will there be for the Advisor to remedy any problems and re-present the Deliverables?

In terms of Acceptance or rejection of the Deliverables, the clause must deal with the following issues:

· Under what circumstances can the Deliverables be rejected by the Card Issuer? This may depend on how clearly the Specification was developed, and what obligations the Advisor was under.

· Where Deliverables are rejected, will the Advisor be allowed to remedy and resubmit? How many times and under what conditions – who will pay and how long will it take? At what stage, if at all, will failure to pass Acceptance provisions become a termination event?

· When, if at all, will "deemed" acceptance occur? This is likely to arise where the Card Issuer has used the Deliverables in a manner which indicates acceptance (e.g. incorporates into the final card design), or where the Card Issuer does not reject the Deliverables within a specified period of time following testing.

3.6.11 Intellectual property rights

The Deliverables created by the Advisor will be protected and controlled almost exclusively by intellectual property rights (IPR) such as Copyright, Trade Marks and Design Rights.  Unless the Advisor is an employee of the Card Issuer (which, by the use of this contract, it is assumed he is not) then the default position is that the Advisor will own the IPR in any works created for the Card Issuer.  
The Card Issuer should aim to secure ownership of all IPR in the Deliverables.  This is likely to include rights in any new designs, images and brand names created for the Card Issuer.  However, it may not be possible for the Card Issuer to own the IPR in every element of the Deliverables.  For example the Card Issuer is unlikely ever to be granted the IPR in any pre-existing, third party or background IPR which is incorporated in the Deliverables by the Advisor, or in the know-how and working processes of the Advisor.

This clause should carve up ownership of the relevant IPR and define the categories as much as possible (e.g. "Third Party IPR", "New IPR" etc).  Thereafter the contract should ensure that:

· All IPR in the Deliverables which does not belong to a third party, or is not background material / knowledge of the Advisor vests in the Card Issuer from creation (or, where appropriate, Acceptance of the Deliverables);

· The Advisor grants, or procures the grant by the relevant third party, to the Card Issuer of a perpetual, royalty free licence to use the remaining IPR in the Deliverables;

· The Card Issuer is able to sub-licence the Deliverables or any part thereof to third parties [in connection with the Card Issuer's services or the Scheme];

· The Advisor treats its knowledge of the Deliverables as Confidential Information, so that it cannot recreate the Deliverables for other clients;

· The Advisor enters into further assurances that it will, at the Card Issuer's request and at its own cost, do all such actions as are necessary in the future to perfect the transfer of IPRs to the Card Issuer.

The Advisor must warrant that any use of the Deliverables by the Card Issuer will not infringe an IPR held by third parties.

The Advisor should indemnify the Card Issuer against all claims made by third parties alleging breach of the third party's IPR – to ensure that Card Issuer cannot be sued for damage which is reasonably out of their control.  Card Issuer should ensure that this indemnity covers all losses, costs and other unrecoverable expenses incurred by the Card Issuer as a result of any such claim.  A form of wording, which is Card Issuer biased, is included at point 6 of Appendix A.

The Card Issuer may require to give the Advisor a similar warranty in relation to any content which the Card Issuer provides to the Advisor, especially that which it specifically requires the Card Issuer to include in the Deliverables.  Similarly, the Card Issuer may require to offer an indemnity in respect of this content, but it should be borne in mind that the indemnity provided at point 6 of Appendix A is biased in favour of the party receiving the indemnity, and the Card Issuer should amend this to give the Card Issuer more control of any claim.

3.6.12 Cancellation

This clause should set out the following:

· whether the Card Issuer can cancel the contract at any time, and if so, what the procedure is for doing so;

· what impact cancellation will have upon payments and price (e.g. is cancellation conditional upon making an extra payment, or only possible in certain periods?);

· whether any advance payments made by the Card Issuer (if relevant) will be retained or refunded by the Advisor;

· whether the Card Issuer is free to take the work done to date to another supplier to continue the development (this will depend largely on the IPR provisions) and, if so, whether the Advisor is obliged to co-operate with any such third party.  
3.6.13 Warranties

By the Advisor:

· The Deliverables will comply in all material respects with the Specification;

By the Card Issuer:

· That it either owns or has all necessary rights and permissions to use any content which it provides to the Advisor.

3.6.14 Term and Termination

As regards term, the contract may be expressed as being for a fixed term, at which point it will expire unless renewed by agreement.  
This clause should also set out how the contract may be terminated by either party.  It may be the case that the Advisor has no contractual right to terminate, other than for non-payment of the fees by the Card Issuer.  The respective rights will be a matter of negotiation, and should be expressed as rights rather than obligations, so that the Card Issuer is never forced to terminate the contract in circumstances where a commercial workaround could be agreed upon.  The following termination rights could be granted:

· the Card Issuer should have a right to terminate in the event that the Advisor becomes insolvent or ceases trading.  If the Card Issuer is acting through a limited company, the Advisor may insist on the same right.  
· A sample clause is included (for use in respect of a limited company as opposed to an individual) at point 3, Appendix A.

· either party may have the right to terminate at will, by giving a specified amount of notice to the other party, but the Card Issuer should consider whether it is appropriate for the Advisor to have such a right in relation to the nature of the relationship between the parties;

· it is usual for either party to have a right to terminate in the event that the other is in material breach of its obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days, (if capable of remedy) in order to avoid termination.

This clause should also deal with the consequences of termination and, in particular:

· how the payment structure will be affected, and, where payment is in arrears, what payments will remain outstanding, or where payment is in advance what refund will be made.  The situation is likely to differ depending on how the contract is terminated.  For example, the Card Issuer should be entitled to withhold payments that might otherwise be due and payable in the event that it has terminated the agreement due to the Advisor's material breach of contract;

· which obligations, if any, will survive termination (usually, at least the obligation of confidentiality will survive, in addition to any further assurances in respect of the IPRs);

· to what extent the Advisor is obliged to co-operate with any third party supplier who is appointed by the Card Issuer to take over the performance of the Services.  This part of the clause should also state at whose cost the Advisor will act.

3.6.15 Confidentiality

The aim of this clause is to protect the confidentiality of information which is disclosed between the parties as a part of the relationship, and which has the necessary quality of confidentiality.  The main example of this will be the Card Issuer's internal information and other details of the Scheme provided to the Advisor for the purposes of providing the Services.  If the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties may already have a confidentiality agreement in place, to cover the pre-contract discussions about the project.  If this is not the case, this clause will not have a retrospective application.  
A sample clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  However, this is a short form clause only and a more substantial clause will be required where the information is particularly sensitive or valuable.  
3.6.16 Limitation of liability

See Appendix C.  The clause should ensure that the Advisor does not exclude liability for consequential or "indirect" loss.

3.6.17 Boilerplate

See Appendix B
3.7 (G)
Card Issuer / Card Issuer Contract
3.7.1 Introduction

This checklist is intended to cover situations whereby Card Issuers of different Schemes wish to co-operate to allow use of Cards in more than one Scheme.  It has been assumed for these purposes that the desired level of interoperability is technically feasible (i.e. that the two Schemes in question have been developed according to the same set of technical standards, or else are procuring new interoperable Cards and Readers under separate contracts).  Therefore, the checklist below deals with the relationship between the Card Issuers of two interoperating Schemes.

3.7.2 Definitions

The following definitions will be key to this contract:

· "Data Sharing Protocol": it is essential that the Card Issuers are able to share information on Card Users.  However, this must be done in accordance with the relevant legislation and a protocol must be established between the participating Card Issuers.  The protocol should be attached as an annex to the contract; 

3.7.3 Services to be provided 

The obligations are likely to be mutual, as the aim is to ensure co-operation between Card Issuers and interoperability of their respective Schemes.  Therefore, this clause should be drafted so that the 'consideration' for the services is the acceptance by the parties of their respective obligations under the contract, as opposed to the payment of fees.

3.7.4 Mutual obligations

The Card Issuers will need to co-operate on a number of levels to ensure that the Schemes interoperate.  It will be important to ensure that the Card Issuers govern the Schemes in the same way, and operate according to the same set of standards.  This will present a united image to Card Users and mean that there is consistency across participating Schemes.

Each Card Issuer will have a set of obligations which relate to Card Users, and another set which relate to its relationship with the other Card Issuer.  As regards the Card User, this clause should ensure that the Card Issuers are each obliged:

· to provide access to services to Card Users from the other's Scheme;

· to take action as required (i.e. in terms of Cancellation or Withdrawal of Cards – see checklist K for definitions) in respect of Card Users not originally from its Scheme;

· to impose the same terms and conditions on Card Users (further discussion of this point can be found in section 3.7.16 below) 

As regards the Card Issuers' relationship, this clause should ensure that the Card Issuers are each obliged:

· not to alter, upgrade or refresh Cards or Card Infrastructure except in accordance with the terms of this contract;

· to inform the other Card Issuer if a Card is Withdrawn or Cancelled (see checklist K for definitions);

· to share data relating to Card Users and use of Cards, in accordance with the Data Sharing Protocol;

· wherever possible, to co-operate with one another as regards Card crime and other issues affecting either or both Schemes;

· to participate in joint promotions of the Schemes, and, if applicable,  to promote the other's region as a tourist destination.

3.7.5 Ownership of Cards

This clause should set out the position as regards the ownership of the Cards.  Each Card Issuer is likely to remain the owner of those Cards which it has issued. 

Depending on each Card Issuer's rights and duties to deal with Cards belonging to the other, it may be necessary in this clause to grant mutual rights to do whatever is necessary to comply with the obligations in this Agreement.

3.7.6 Software Applications

In order to achieve interoperability, Software Applications will need to be procured, loaded onto the Cards and maintained.  This clause should set out the Card Issuer's rights and duties in this respect, including the following issues:

· details of on what basis the necessary technology will be procured (e.g. on a joint basis);

· whether the resulting Software Applications will be jointly owned by the Card Issuers;

· how the cost of the Software Applications will be met;

· which party will be responsible for the loading and day-to-day maintenance of the Software Applications, and whether each will take responsibility for its own Cards or the tasks will be a joint effort;

· the refresh and upgrade policy to be applied to the Software Applications.

3.7.7 Cards and Card Infrastructure

As regards Cards, the Card Issuers should be obliged to procure Cards which conform to a common set of technical standards.  Following issue, the obligations on Card Issuers should be to ensure that the Cards are compatible with the Card Infrastructure at all times.

The Card Issuers will each have their own Card Infrastructure within their geographical regions.  This clause should set out what is owned by each Card Issuer and state what the position will be once the Schemes interoperate.  It is suggested that each will continue to own its half of the overall Card Infrastructure.

In order for the Schemes to interoperate, Card Users must be able to use their Cards across the two Schemes.  Contractually, this means that the following obligations must be imposed on each Card Issuer:

· to keep the Card Infrastructure well maintained and in working order;

· not to amend or adapt the Cards or Card Infrastructure without the other's prior consent;

· to provide information to the other Card Issuer in the event that amendments are proposed (e.g. an expert's report on the effect on interoperability of making he proposed amendment);

· to upgrade or refresh components of the Card Infrastructure as a joint exercise at the same time;

· to ensure that a common set of standards are adhered to as regards health and safety requirements, and also as regards security.

The contract may also need to deal with Readers provided by the Card Issuers to Secondary Service Providers.  Where such Secondary Service Providers are common to both Schemes, which Card Issuer will provide the Readers etc? For example, which Card Issuer will supply a Reader to a bus company that operates a service from Scheme A to Scheme B and accepts Cards from both Schemes?

Future procurement of spare parts and other common items or services may be done jointly. If so, this should be set out in the contract.

3.7.8 Card User contracts

This clause should set out the position as regards contracting with Card Users.  The liability issues which might arise if the Card Issuers impose different terms on Card Users are discussed in section 3.7.16 below.

If the Card Issuers intend to use the same set of terms and conditions for all Card Users, this clause should impose the obligation and set out where the agreed terms and conditions may be found.  It would be usual to attach a set of the agreed terms to the contract, and set out a procedure for updating or amending the terms in the future.

If the Card Issuers intend to use different contract terms for their Card Users, the Agreement must address the practical consequences (e.g. how each will police use of the Card in its area according to the other's terms and conditions), including liability issues.

3.7.9 Card governance

This clause should set out the obligations of each Card Issuer as regards its governance of use of the other's Cards in its area.  The issues which are likely to be dealt with may include:

· whether Card Issuer A can Withdraw / Cancel / confiscate a Card from Scheme B and, if so, in what circumstances,

· where the Card Issuers have different Card User terms and conditions, a procedure for administering those terms and conditions in practice;

· how lost and stolen Cards will be dealt with – for example, will Card Issuer A deal with reports that a Card from Scheme B has been stolen? Will this depend on whether it was stolen within the area of Scheme A?

· whether Card Issuer A is obliged to issue temporary or replacement Cards to a Card User from Scheme B? 

3.7.10 Branding

Broadly speaking, there are a number of branding arrangements which might be used by the Card Issuers:

· the Schemes are branded separately under each Card Issuer's branding;

· the interoperable Schemes are operated under a single brand designed for the purpose, which is attributed to the participating Card Issuers (a current example, though dissimilar to a Smart Card Scheme, is the Nectar card);

· the Card Issuers have an opportunity to display their own branding on some or all of the following: Cards; Readers; marketing materials etc.

Where the Card Issuers are to use their own branding and operate separate promotions, this contract should merely state that all branding used in each Scheme will belong to the relevant Card Issuer or its licensors, and that the other Card Issuer will not acquire any rights to or goodwill in the branding through its interoperation with the other's Scheme.

Where joint branding is to be procured and used for the interoperating Schemes as a whole, the following issues should be considered and included in the contract:

· procurement of the design and development of the new branding – which Card Issuer will take overall responsibility for managing this process and how will costs be allocated;

· ownership of the brand once developed, and any goodwill which will be built up in relation thereto;

· how will use of the branding be policed – which Card issuer will take responsibility for this and how will decisions on licensing etc be taken.

In the third scenario above, the branding arrangements will need to be co-ordinated centrally (i.e. by one of the Card Issuers), so that a balance of branding may be struck.  It may be the case that the Card Issuers agree to place the branding of the other on all its Readers and Cards.  
Where the Card Issuers intend to use the branding of one other, each must be properly licensed to use the intellectual property underlying the branding (e.g. registered trade marks) for the required purposes.  This should be dealt with in this clause.  
3.7.11 Promotional activity

The Card Issuers may wish to promote the interoperating Scheme on a joint basis, maybe under joint branding.  If this is the case, the contract should set out a procedure for agreeing joint publicity material, and in particular should address the following issues:

· which Card Issuer will be responsible for marketing generally; 

· how a budget for marketing will be established and what each Card Issuer will contribute;

· who will draft joint press releases and how will they be agreed upon;

· what joint marketing activities will be undertaken (i.e. advertising campaigns, poster campaigns etc).

The Card Issuers may wish to use one another as a promotional tool.  For example, if both are tourist destinations, the contract may oblige each card Issuer to spend an agreed amount of time/budget promoting the other to its Card users.  This may involve offering Card Users incentives to visit the other Card Issuer's Scheme.  This clause should set out the relevant obligations and deal with the cost issues.

3.7.12 Cost sharing

Cost sharing is likely to arise in two ways:

· in relation to services that straddle both Schemes.  For example, the cost of providing a free bus journey that travels from a location in the area Scheme A to a location in the area Scheme B may be shared by Card Issuers;

· in relation to common costs such as Card Infrastructure maintenance.

As regards the first scenario above, this clause will need to deal with:

· when costs will be shared;

· what proportion costs will be shared in (this is unlikely to be a universal figure and a formula or other mechanism for calculating the proportion will need to be drafted into the contract);

· will usage data (i.e. to analyse use in Scheme B of Cards from Scheme A and vice versa) have a part to play in assessing the basis of cost sharing?

· at what stage will cost sharing be assessed – for example, will one Card Issuer need to meet the full cost initially and then seek reimbursement from the other Card Issuer?

· As regards the second scenario of costs sharing, the Agreement should identify the common costs involved and then set out how each will be dealt with.  Common costs may include:

· joint publicity;

· joint procurement of technology and services;

· Card Infrastructure upgrades, maintenance etc;

· operating costs – for example, there may be additional staff costs or overheads which are attributable to interoperability,

· It may be the case that each Card Issuer retains responsibility for its own half of the Card Infrastructure, particularly where the two Schemes are not geographically close by.

Calculating the proportions of costs payable is likely to be the most complicated area to agree commercially and to draft.  
3.7.13 Card User data

This clause must address the various different categories of Card User data that will be relevant, assess to what extent such data is Personal Data under the Data Protection Act 1998, and set out procedures for dealing with the data.

As regards categories of data, there may be existing Card User data which was collected from Card Users at the time they applied for the Card.  To be able to share such data, the Card Issuers must ensure that they have taken the necessary steps in terms of informing the Card Users and obtaining consent where necessary, and have a Data Sharing Protocol in place.  It may be the case that each Card Issuer acts as a Data Processor of the other's information.  The position will depend on how the data are used and which Card Issuer controls their use.  If the Card Issuers are Data Processors, a contract appointing one another as such will need to be entered into in order to comply with the 1998 Act.  
If the Card Issuers intend to collect further information from Card Users, this must also be dealt with.  The contract should set out:

· in what circumstances a Card Issuer may collect data from Card Users who are not from its Scheme;

· what procedure will be followed when collecting new information;

· what the information may be used for, and appropriate policies agreed on;

· what will happen to the data upon termination of the contract / Withdrawal or Cancellation of the relevant Card.

In respect of all Card User data, the Card Issuers should agree to only use data in accordance with the Data Sharing Protocol.

3.7.14 Term and termination 

The term of the contract may be expressed as commencing upon the signing of the contract and thereafter to continue until terminated by either party in accordance with the relevant clause.

This clause should then set out the circumstances in which either Card Issuer may be entitled to terminate the contract.  In practice, however, there are unlikely to be many situations that would give rise to termination.  Examples are:

· if the parties decided to stop interoperating the Schemes and changed their respective Card Infrastructures to technology which does not interoperate;

· if one or both Card Issuers cancelled the whole or part of a Scheme.

This clause could allow either party to terminate the contract at will, though it is difficult to imagine why this might be desirable, or achievable in practice.  Although amending the functionality of Cards may be relatively straight-forward, in practice it would be potentially embarrassing for the Card Issuers and confusing for Card Users to cease to interoperate.

Insolvency considerations are not required given that the contracting parties are Local Authorities.  However, the solvency of contractors to whom key functions have been outsourced may need to be considered.   

The consequences of terminating the contract must also be explored in this clause.  For example:

· how would outstanding cost sharing issues be resolved?;

· what would happen to jointly owned branding and publicity?;

· what technological steps would be needed to ensure that Cards could no longer be used across Schemes.  Who would be responsible for performing these tasks and at whose cost?;

· how would termination of the interoperable Scheme be communicated to Card Users?

3.7.15 Confidentiality

The aim of this clause is to protect the confidentiality of information which is disclosed by either Card Issuer as a result of their relationship under the agreement, and which has the necessary quality of confidentiality.  The main examples of this will be any information shared concerning the Card Issuers' internal practices, or information relating to cost and use of the Schemes.  If the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties may already have a confidentiality agreement in place, to cover the pre-contract discussions about having interoperating Schemes.  If this is not the case, this clause will not have a retrospective application.  
A simple clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  
3.7.16 Limitation of liability

There will be two main types of liability to consider.  First, the Card Issuers' liability to one another under the contract.  Second, the Card Issuer's liability to Card Users accessing services in its Scheme.  
As regards liability to one another, the usual considerations, as set out in Appendix C should be noted.  Liability arising between the Card Issuers may relate to breach of contract.  For example, if one Card Issuer discovers that the other has upgraded its Readers without prior agreement.  Cost sharing issues may also be an area giving rise to liability, and this will need to be carefully considered when drafting the contract.

Liability relating to Card Users may be more common.  For example, if a Card User from Scheme A misuses his Card in Scheme B, which Card Issuer will bear the resulting loss suffered by Card Issuer B? It may be the case that each Card Issuer bears liability for all Card User related loss which takes place in its Scheme, irrespective of where the Card User originates from.  In the above example, then, Card User B would bear its own loss.  
Matters will be complicated somewhat if the Card Issuers do not use the same set of Card User terms and conditions.  In the above scenario, how would matters be resolved if the act of "misuse" committed would ordinarily in Scheme B lead to the Card being withdrawn, but under the terms of the Card User's contract with Card Issuer A, does not lead to withdrawal.  Card Issuer B must deal with Card Users from Scheme A  in accordance with the contract terms used in Scheme A, because only those terms are binding on the Card User from Scheme A, unless the Card User contract puts the onus on the Card User to comply with the terms of whichever Scheme he uses his Card in.  This approach could be regarded as unfair on the Card User and is not, therefore, advisable.  Instead, the Card Issuers must either:

· impose the same terms and conditions on their Card Users; or

· agree contractually what happens where the Card User contracts differ.

In practice, the first option is far more efficient.  However, this will only be possible to achieve in the event that interoperability is anticipated in advance of any Cards being issued.

Where Card Issuer A is to provide its own services to a Card User from Scheme B, it will do so as a Secondary Service Provider.  Therefore, the provisions set out in checklist E should be borne in mind when drafting this contract.

3.7.17 Boilerplate

Sample clauses are set out in Appendix B.
The 'Assignment' provision should be amended to allow either Card Issuer to outsource its obligations to third parties.  However, the contract may require it to obtain the other's prior consent.

3.8 (H)
Card Issuer / Project Manager Contract
3.8.1 Introduction

For the purposes of drafting the contract checklist, it has been assumed that the Project Manager is an individual, or group of individuals, operating through a limited company and being appointed as an independent contractor by the Card Issuer, as opposed to being an employee of the Card Issuer.  An individual operating in their own right, rather than through a limited company, is less likely to be able to obtain insurance, or otherwise accept risk on behalf of the Card Issuer.  The IR35 tax regime should be considered at the time of appointment where the Project Manager is an individual is operating through a limited company.  
There are two models on which Project Management agreements are commonly based:

· The Project Manager acts as a "Prime Contractor" and is presented by the Card Issuer with a specification and is responsible for providing the system in accordance with that specification, employing the main contractor and sub-contractors, deciding on systems, meeting the budget etc; or

· The Project Manager is appointed by the Card Issuer to co-ordinate functions in relation to the Scheme, using contractors / systems chosen by the Card Issuer.

The following definition of Project Manager has been used to date:

· "the party appointed by the Card Issuer to oversee the Smart Card Scheme during the Development Phase and Implementation Phase" (these phases include the design, development and installation of the scheme).

These conditions are therefore based on the second model listed above.  While the role of Project Manager is most likely to arise in relation to co-ordinating the parties and systems involved in the implementation of the Scheme, it is also possible that the Project Manager's role will involve an element of 'consultancy' – for example recommending suppliers, contractors and systems, or assisting with the procurement process.  Where relevant some issues related to this have been discussed.

3.8.2 Definitions

The following defined terms will be key to this contract:

· "Project" – should specify the full details of the project for which the Project Manager has been appointed, e.g.  "the acquisition by the Card Issuer of a fully operational smart card system [to meet the requirements in the Specification];

· "Project Management Services" – broadly specify the services to be provided by the Project Manager;

· "Project Materials" – any original works produced by the Project Manager in the course of the project;

· "Project Participants" – the employees, contractors, sub-contractors etc with whom the Project Manager will have to work and for whom the project Manager will be responsible for managing;

· "Specification" – must set out the tasks and standards which the Project Manager is required to achieve etc.  It is likely to a separate document annexed to the agreement, and should be as detailed as possible.

3.8.3 Appointment of Project Manager

This clause should appoint the Project Manager to provide the Services in relation to the Project.

3.8.4 Duties and powers of Project Manager

This clause should set out the scope of the Project Manager's powers (that is what he is permitted to do in pursuit of achieving the obligations) and specifically what the Project Manager is expected to do, and what obligations they will have to fulfil.

Where the Project Manager's role includes an element of consultancy, the obligations in this clause may include:

· Reviewing the Card Issuer's requirements for the scheme, and advising on systems / suppliers / finance models;

· Assisting the Card Issuer in preparing the specification, and Invitation to Tender;

· Reviewing Tenders and advising on suitability;

· Assist in the negotiation of contracts.

In any event, the Project Manager will be employed to oversee the implementation of the Project, and therefore the obligations in this clause will include:

· Supervising the installation of the system;

· Co-ordinating employees, contractors, sub-contractors;

· Conducting acceptance testing and advising on the issuance of acceptance certificates;

· Reporting to the Card Issuer on all of the above on a regular basis and at other times as appropriate.

As regards general obligations, the Project manager may be obliged to:

· Provide the Card Issuer with details of his staff / employees;

· Act under the direction of the Card Issuer;

· And comply with the reasonable requests of the Card Issuer; 

· Act at all times act to promote the best interests of the Card Issuer in relation to the Project;

· Devote such time, attention and skill as may be necessary for the carrying out of the Project Management Services; and

· Inform the Card Issuer of all contracts which it enters into.

The clause should deal with the extent of the Project Manager's autonomy in overseeing the implementation of the Scheme, and whether or not they will be able to make key decisions on the Card Issuers behalf without the need to make referrals back to the Card Issuer.  Where there is a need for referrals, the system should be specified in the agreement, and should ensure speedy and efficient responses.

Depending on the relationship between the Card Issuer and the Project Manager, the Project Manager may work to a regulated number of hours.  
The clause should deal in particular with the ability of the Project Manager to bind the Card Issuer in contract.  This should be dealt with in one of the following two ways (or a combination thereof), depending on the role decided for the Project Manager;

· The Project Manager is not able to enter into contracts on behalf of the Card Issuer, or must have the Card Issuer's explicit authorisation for each contract;

· The Project Manager can enter into specific types of contracts on standard terms of Card Issuer or contracts up to a specified value, but otherwise must have authorisation.

· The Project Manager must make his authority clear to third parties who he deals with on behalf of the Card Issuer, advising them of his power to enter into contract and accept / serve notices, or issue change requests.

It is worth noting that where the Project Manager is entering into contracts, it may affect:

· The Project Manager's fees (commission for dealing with contract procurement); and

· The Project Manager's obligations to provide the Card Issuer with  information and other materials relating to the contract.

3.8.5 Project Manager's Warranties and Undertakings

The Project Manager will warrant and undertake

· that he and any staff have the necessary skill and expertise to provide the Services on the terms set out in the Agreement, and that they will perform their functions with all due skill, care and attention;

· that they own the rights in, or are entitled to use, any materials which they produce or incorporate into the Project Materials; 

· that they have in place and will maintain adequate professional indemnity insurance to cover potential losses under the agreement, and name the Card Issuer as the beneficiary

· to provide the services in an independent and unbiased manner;

· to provide the services in accordance with any timescales or milestones specified by the Card Issuer (time of the essence, effectively making the Project Manager liable for any delays in the delivery of the project.);

· that they will not, without the prior written consent of the Card Issuer, accept any commission or gift or other financial benefit or inducement from any supplier or potential supplier of any part of the Scheme.

3.8.6 Card Issuer's obligations

The Card Issuer will be obliged to:

· pay the Project Manager's fees and expenses in accordance with the terms of the agreement;

· supply standard terms on which the Project Manager is to enter into contracts, and / or the terms of any contracts which have been entered into and any other information relating to the operation of contracts which the Project Manager will be responsible for enforcing;

· make available to the Project Manager, at the Project Manager's reasonable request, such other information, personnel and facilities as the Project Manager reasonably requires to provide the Services;

· obtain all third party consents, licences and rights which are reasonably required to allow the Project Manager to provide the Services.

3.8.7 Sub-contractors

This clause should ensure that the Project Manager makes it clear, when contracting with third parties, the authority on which they do so, and their capacity in relation to the contract.

The Project Manager may take on sub-contractors to assist with the provision of the Project Management Services, and the clause should ensure that the Project Manager makes clear that these sub-contractors are employed by the Project Manager and not the Card Issuer.  Otherwise, where the Project Manager is acting as an agent for the Card Issuer, it should clearly disclose the Card Issuer as the Principal, with whom the sub-contractors' contracts are held.

3.8.8 Fees and expenses

The pricing structure employed between the Card Issuer and the Project Manager will be more open to negotiation than some of the other contracts which the Card Issuer enters into.  The Project Manager is more likely to want a fixed and relatively secure form of income.  Equally any structure employed may include elements of commission, or bonus, which are dependent on particular tasks which the Project Manager does, or achievement of particular goals.  In general terms, however, some of the following models may be worth considering:

· a fixed price model, with payments either made in full, on receipt of an invoice, or in instalments (and potentially subject to the achievement by the Project Manager of milestones under the agreement); 

· a time and materials model, where the Project Manager charges for the time involved in the provision of the Services and / or for the materials provided, although a maximum price may be set; and

· a combination of the above two methods (e.g. a fixed price for the provision of consultancy services and initial procurement advice, and then remaining implementation supervision on a time and materials basis).

As regards price, the contract must set out:

· the price agreed for the Services (or a reference to the method for calculating the price – relevant rates etc);

· any additional fees that may be charged by the Project Manager, and in what circumstances (e.g. where the Project over-runs due to no fault of the Project Manager);

· whether VAT is included in the price agreed; and

· whether the Card Issuer will be entitled to any reductions in the price – e.g. if the Project Manager fails to meet agreed milestones.

As regards payment of the price, this clause should set out:

· when payments are due: monthly; on receipt of an invoice; or on achievement of milestones (including setting out how such milestones or stages will be determined);

· what amount is due on the specified dates (this is often done in a separate schedule to the contract – see point 2 in Appendix A);

· in what circumstances payments may be withheld by the Card Issuer (e.g. where the Card Issuer disputes invoices in good faith);

· whether the Project Manager will raise an invoice on each occasion of payment and, if so, when payment must be made (e.g. within 30 days of the date of invoice);

· what interest, if any, will be charged on overdue payments (the Project Manager has a statutory right to charge interest at around [8% p.a.] unless another figure has been agreed.  Therefore it is in the Card Issuer's interests to negotiate a lower figure in the contract).

The contract should state whether the Project Manager's expenses will be paid and, if so, specify the terms on which they will be paid.  The Card Issuer should ensure that expenses are reasonable, and may want the Project Manager to request prior approval before incurring expenses.  Similarly the Card Issuer may develop a policy to deal with expenses throughout all Contracts for Services, and this may be applied here.  
3.8.9 Intellectual property

Because the Project Manager will be engaged as a contractor to the Card Issuer, and not as an employee, he will own the Intellectual Property Rights (IPR) in any materials which he produce as a part of the Services unless the IPR is specifically transferred in this Agreement.  
The Card Issuer should aim to secure ownership of all IPR in:

· The Project Manager's work; and

· Any third party materials incorporated into the scheme by the Project Manager (where the Project Manager contracts with the third party the IPR position should be dealt with on Card Issuer standard terms).

However, it may not be possible for the Card Issuer to own the IPR in every element of the Project Materials.  For example the Card Issuer will be unable to obtain ownership of the know-how and working processes of the Project Manager.  Similarly where the Project Manager arranges for the provision of third party services, the Project Manager will not be able to guarantee a transfer of ownership of the third party's background IPR.   

This clause should carve up ownership of the relevant IPR and define the categories as much as possible (e.g. "Third Party IPR", "New IPR" etc).  Thereafter the contract should ensure that:
· All IPR in any Project Materials which does not belong to a third party, or is not background material / knowledge of the Project Manager vests in the Card Issuer from creation;

· The Project Manager grants, or procures the grant by the relevant third party, to the Card Issuer of a perpetual, royalty free licence to use the remaining IPR in the Project Materials;

· The Card Issuer is able to sub-licence the Project Materials or any part thereof to third parties [in connection with the Card Issuer's services or the Scheme];

· The Project Manager treats its knowledge of the Project Materials as Confidential Information, so that it cannot recreate the Project Materials for other clients;

· The Project Manager enters into further assurances that it will, at the Card Issuer's request and at its own cost, do all such actions as are necessary in the future to perfect the transfer of IPRs to the Card Issuer.

The Project Manager must warrant that any use of the Project Materials by the Card Issuer will not infringe any IPRs held by third parties.

The Project Manager should indemnify the Card Issuer against all claims made by third parties alleging breach of the third party's IPR – to ensure that Card Issuer cannot be sued for damage which is reasonably out of their control.  Card Issuer should ensure that this indemnity covers all losses, costs and other unrecoverable expenses incurred by the Card Issuer as a result of any such claim.  A form of wording, which is Card Issuer biased, is included at point 6 of Appendix A.

3.8.10 Term and termination

As regards term, the contract may be expressed as being for a fixed term, for example until the launch of the scheme, subject to the completion of the Project Management Services, at which point it will expire unless renewed by agreement.  
This clause should also set out how the contract may be terminated by either party.  It may be the case that the Project Manager has no contractual right to terminate, other than for non-payment of the Fees by the Card Issuer.  The respective rights will be a matter of negotiation, and should be expressed as rights rather than obligations, so that the Card Issuer is never forced to terminate the contract in circumstances where a commercial workaround could be agreed upon.  The following termination rights could be granted:

· The Card Issuer should have a right to terminate in the event that the Project Manager becomes insolvent, or ceases trading.  If the Card Issuer is acting through a limited company, the Project Manager is likely to insist on the same right.  
· A sample clause is included (for use in respect of a limited company as opposed to where the Project Manager is employed as an individual) at point 3, Appendix A.

· Either party may have the right to terminate at will, by giving a specified amount of notice to the other party, but the Card Issuer should consider how this would affect the continuing implementation of the Scheme, and whether they wish to control the Project Manager's obligations in respect of any such termination.

· It is usual for either party to have a right to terminate in the event that the other is in material breach of its obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days, (if capable of remedy) in order to avoid termination.

This clause should also deal with the consequences of termination and, in particular:

· how the payment structure will be affected, and, where payment is in arrears, what payments will remain outstanding, or where payment is in advance what refund will be made.  The situation is likely to differ depending on how the contract is terminated.  For example, the Card Issuer should be entitled to withhold payments that might otherwise be due and payable in the event that it has terminated the agreement due to the Project Manager's material breach of contract;

· which obligations, if any, will survive termination (usually, at least the obligation of confidentiality will survive, in addition to any further assurances in respect of the IPRs);

· to what extent termination will be affected by the appointment of a suitable replacement for the Project Manager.  The Card Issuer should ensure that they are given suitable opportunity to find a replacement before the Project Manager;

· to what extent the Project Manager is obliged to co-operate with any replacement or third party supplier who is appointed by the Card Issuer to take over the performance of the Services.  This part of the clause should also state at whose cost the Project Manager will act.

Once the Scheme has been implemented it is envisaged that the management and operational functions of the Project Manager will be transferred to the Scheme and Technical Administrators, who will manage the Scheme on a day to day basis during its operational phase.  This clause should describe how that handover is to be progressed, and should, where necessary, oblige the Project Manager to co-operate with the Scheme and Technical Administrators, which may involve a continuation of his engagement after the Project Management Services have completed.

3.8.11 Confidentiality 

The aim of this clause is to protect the confidentiality of information which is disclosed between the parties as a part of the relationship, and which has the necessary quality of confidentiality.  In order for the Project Manager to effectively provide the Services, they will be provided with a range of proprietary information of the Card Issuer.  However, if the information when disclosed was not in fact of a confidential nature, it is not intended to be protected by this clause.

The parties may already have a confidentiality agreement in place, to cover the pre-contract discussions about the project.  If this is not the case, this clause will not have a retrospective application.  
A simple clause which is drafted to cover both parties' disclosures is included at point 4, Appendix A.  However, this is a short form clause only and a more substantial clause will be required where the information is particularly sensitive or valuable, which may be the case depending on the nature of the Project Manager's role.  
3.8.12 Data protection

To the extent that the project Manager will have access to Personal Data, he will need to be appointed a s a data processor.  See Appendix 4 to the Information Law Report for sample clauses.

3.8.13 Limitation of liability

See Appendix C.  
The clause should ensure that the Project Manager does not exclude liability for consequential loss, or for the situation where they act outside their powers, for examples where the Project Manager contracts on behalf of the Card Issuer without authorisation.

3.8.14 Boilerplate

See Appendix B.
3.9 (I)
Card Issuer / Technical Administrator Contract
If the Card Issuer chooses to appoint a Technical Administrator, it will need to enter into a contractual arrangement similar to that suggested in respect of a Project Manager (see Checklist (H)).
The powers and duties imposed on the Technical Administrator will need to be revisited.  The Risk Register considers the role of a Technical Administrator generally, including the ways in which liability and risk may be transferred to or shared with the Technical Administrator.  The scope of the role of the Technical Administrator will depend on what obligations the Card Issuer wishes to outsource.  
Broadly speaking, the Technical Administrator will be retained to manage and maintain the technical aspects of the Scheme (including, possibly, the Card Infrastructure).  In theory, the Technical Administrator may continue some responsibilities initially accepted by the Project Manager, the handover for which should be dealt with in the exit management provisions of the Project Manager contract.  
Where a Technical Administrator is required to undertake several different tasks which are unrelated, this may be more efficiently dealt with by way of a framework agreement, or a series of contracts.

Specific advice should be taken in the event of appointing a Technical Administrator.  
3.10 (J)
Card Issuer / Scheme Administrator Contract
If the Card Issuer chooses to appoint a Scheme Administrator, it will need to enter into a contractual arrangement similar to that suggested in respect of a Project Manager (see Checklist (H)).
The powers and duties imposed on the Scheme Administrator will need to be revisited.  The Risk Register considers the role of a Scheme Administrator generally, including the ways in which liability and risk may be transferred to or shared with the Scheme Administrator.  The scope of the role of the Scheme Administrator will depend on what obligations the Card Issuer wishes to outsource.  
Broadly speaking, the Scheme Administrator will be retained to manage database content and other non-technical aspects of the Scheme.  In theory, the Scheme Administrator may continue some responsibilities initially accepted by the Project Manager, the handover for which should be dealt with in the exit management provisions of the Project Manager contract.  
Where a Scheme Administrator is required to undertake several different tasks which are unrelated, this may be more efficiently dealt with by way of a framework agreement, or a series of contracts.

Specific advice should be taken in the event of appointing a Scheme Administrator.  
3.11 (K)
Card Issuer / Card User Contract
3.11.1 Introduction

In drafting the checklist below, the following assumptions have been made:

· the Card will not have a credit or debit function;

· the Card will not have an e-money function;

· no fee will be paid for the Card or replacement Cards;

· the Card User will be over the age of 18 and have capacity to enter into a contract;

· the Scheme is operated on a Voluntary basis (i.e. there are no obligations on the Card User to cease using other methods of obtaining services);

· the contract is not being made at a distance (or, if it is, additional information may need to be provided to the Card User prior to concluding the contract – see also section 9 of the Card Governance Report).

It will be the Card Issuer's responsibility to ensure that each applicant's identity is checked and confirmed before the contract is concluded.  The application form should contain details of what proof of evidence is required from the Card User, and a statement by the Card User that all information provided is true and accurate.  The point at which the contract takes effect will be key.  This can be controlled to an extent by the Card Issuer, however it may wish to vary the time at which a contract is formed depending on the method of application (i.e.  whether on-line, by post etc).

The following terms need to be incorporated into the contract with the Card User.  In order for the terms to be binding on the Card User, the terms must be presented to the Card User prior to the contract being formed.

3.11.2 Definitions

The following definitions will be key to this contract:

· "Cancellation/Cancelled": in terms of the action which may be taken by the Card Issuer, this should refer to the closure by the Card Issuer of the Card User's account and permanent disablement of the Card;

· "Withdrawal/Withdrawn": in terms of the action which may be taken by the Card Issuer, this should refer to the confiscation of the Card by the Card Issuer.

3.11.3 Product and services to be supplied

This clause should set out what the Card Issuer is supplying to the Card User, namely a smart card to be used in accordance with the contract terms and conditions.  Given that the Card User is not paying a fee for the Card, the wording in point 1 of Appendix A should be modified along the following lines:

· "In consideration of the Card User's undertaking to comply with the terms and conditions of this Agreement, the Card Issuer shall provide to the Card User a Card for the purposes set out herein."

3.11.4 Contract formation

As set out in the Introduction section above, the time at which a contract is formed is significant because:

· the terms of the contract must be provided to and agreed by the Card User before such time in order to be binding;

· if there is a delay between the Card User's application and the conclusion of the contract, the Card User should on receiving the terms and conditions be given an opportunity to reject the contract;

· information required to be given to the Card User pursuant to the Consumer Protection (Distance Selling) Regulations 2000 should be provided before such time; 

· the Card Issuer should not enter into the contract before it has confirmed the applicant's identity;

· once the contract is formed, the Card Issuer is bound to provide the Card to the Card User, and so must ensure that it is able to fulfil its obligations before becoming committed.

For the above reasons, it is in the Card Issuer's best interests to make it clear when a contract will be formed between it and the Card User, and whether contract formation will be conditional upon any event (for example, the verification of the applicant's identity to the Card Issuer's satisfaction).

In order to control the time at which the contract comes into being, it should be structured so that the application form is an 'offer' made by the applicant when he submits the form, which may or may not be 'accepted' by the Card Issuer at its discretion.

This clause should also state that the terms and conditions set out will only become binding upon the 'acceptance' event occurring.  For example, by stating that "the terms set out herein will not become binding on the parties unless and until such time as the Card Issuer accepts the Card User's application for a Card by delivering the Card / sending a formal acceptance notice to the Card User / other event.

3.11.5 Delivery

Where traditional channels for delivery of services will remain operational, delivery times for Cards are unlikely to be crucial to the contract.  Nevertheless, the contract must set out the following:

· what method of delivery will be used (e.g. registered post, first class post);

· the time frame for delivery; 

· any charges to be paid by the Card User for delivery;

· what happens if the Card is not delivered successfully (see section 3.11.14 below on Cards lost in the post).

3.11.6 Ownership of the Card

The basic position is that the Card User should acquire no rights in the physical or intangible property comprising the Card. 

As regards the physical Card, the contract should state that the Card will at all times remain the property of the Card Issuer.  In practice, the Card Issuer should also consider printing a similar statement on the face of the Card itself.

As regards intangible property, wording such as that set out in point 8 of Appendix A may be suitable.

Ownership of the data held on the Card will be more complex, as it is likely to include Personal Data relating to the Card User.  For example, where biometric information is stored on the Card, this will always be personal data.  Although the Card User does not strictly 'own' such data, the Card Issuer may not retain the Personal Data for longer than is necessary and should, therefore, set out in the relevant policy what will happen to the personal data in the event that the contract is terminated etc.  How long the data may be held for and used by the Card Issuer will depend on the data protection notice and privacy policy which is presented to the Card User.  See also comments in Section 3.11.16 below.     

3.11.7 Card User's obligations

The obligations of the Card User will vary from Scheme to Scheme, depending on how the Card is to be used and interoperability with other Schemes.  As a guide, however, the following issues must be dealt with:

· what the Card may be used for (e.g. access to services, as a debit card subject to other terms and conditions etc);

· where the Card May be used (e.g. across interoperable Schemes);

· what restrictions there are on the Card User's use of the Card (e.g. that the Card User is not permitted to lend out the Card);

· whether use of the Card is compulsory in certain circumstances;

· what information must be provided to the Card Issuer and when (e.g. to inform the Card Issuer if the Card User moves, or is no longer entitled to receive the services they have access to);

· what personal data are required from the Card User (e.g.biometric information);

· reporting of a lost or stolen Card to the Card Issuer.

3.11.8 Card Issuer's obligations

This clause should set out what the Card Issuer will do following submission of the application and, again, will depend to an extent on the features of the Scheme in question. However, the clause should deal with the following:

· that the Card Issuer will consider the application in light of its identity checks etc;

· that, subject to a contract being formed, the Card Issuer will:

· supply a Card capable of being used for the relevant purposes;

· replace faulty, lost or stolen Cards (provided that any relevant procedures are followed by the Card User);

· issue any applicable PIN number or security information.

3.11.9 Cancellation

If the Scheme is Mandatory, there may be no right of cancellation.  However, if the Scheme is Voluntary, the Card Issuer should provide a right to cancel the contract and, in particular, set out:

· what notice is required in order for the Card User to cancel the contract; 

· in what circumstances the contract may be cancelled;

· what the procedure is for returning the Card etc following cancellation.

3.11.10 Misuse

This clause should effectively set out a definition of the term 'Misuse', which will then tie into the withdrawal clause below.  The Card Issuer should ensure that any examples it gives of what will amount to 'Misuse' are expressed as non-exhaustive, so that it has flexibility in what it regards as 'Misuse'.

What will amount to 'Misuse' will depend on the features of the Scheme, but may include using or attempting to use the Card:

· to obtain services to which the Card User is not entitled;

· as a means of providing proof of identity or age;

· in breach of the terms of the Agreement.

3.11.11 Withdrawal of the Card

The clause should allow the Card Issuer a general right to Withdraw the Card in its sole discretion.  However, as a guide, it should go on to set out in what circumstances the Card is likely to be Withdrawn by the Card Issuer.  The circumstances may include:

· where the Card User has Misused the Card;

· where the Card User has used the Card in breach of his obligations under the Agreement.

If Withdrawal of a Card may be temporary (as opposed to Cancellation), the contract will need to set out:

· in what circumstances Withdrawal of a Card will lead to permanent Cancellation;

· in what circumstances Withdrawal of a Card will be temporary;

· whether there is any maximum period for which Withdrawal will be valid, before a decision to either Cancel or reinstate the Card will be necessary;

· what the arrangements are for reinstating Cards;

· what will happen in the event that the Card is wrongly Withdrawn by the Card Issuer.

3.11.12 Cancellation of the Card

The clause should allow the Card Issuer a general right to Cancel the Card in its sole discretion.  However, as a guide, it should go on to set out in what circumstances the Card is likely to be Cancelled by the Card Issuer.  The circumstances may include:

· the Card User's death, emigration or permanent move to a different area of the UK;

· the cancellation in whole or part of the Scheme;

· where the Card User no longer requires or is entitled to the services accessed through the Card.

Where appropriate, the Card User should be obliged to inform the Card Issuer of circumstances which may give rise to the Cancellation of the Card (e.g. if intending to emigrate).  It should be clear to the Card User how it is meant to communicate such notice – this will usually depend on the notices provision – see comments on Boilerplate, below.  
The clause should also state what process will be followed by the Card Issuer as regards Cancellation (e.g. the time frame in which the Card will be technically disabled following notice of Cancellation) and, in particular, highlight any obligations which the Card User may have in this respect (e.g. to return the Card to the Card Issuer).

3.11.13 Additional services

It may be necessary to add Software Applications to the Card following delivery to the Card User.  Such additions may fall into one of three categories:

· where the Card Issuer needs to amend or add to the functionality of all Cards for the purposes of ensuring that they operate properly;

· where the Card Issuer needs to amend a single Card or class of Cards (e.g. because the Card User is entitled to receive additional or fewer services from the Card Issuer and the Software Applications on a Card need to be amended accordingly);

· where the Card User has applied for additional functionality/services, such as those being provided by a Secondary Service Provider.

The contract should distinguish between the above scenarios and, in relation to those above, reserve the Card Issuer's right to remotely add /remove Software Applications to / from the Card at its discretion (even where such Software Applications belong to a Secondary Service Provider).

As regards the third scenario above, the contract should not place an absolute obligation on the Card Issuer to remotely add / remove Software Applications at the Card User's request.  Instead, the Card Issuer may have an obligation to use reasonable endeavours to assess any proper application made by the Card User, but a right to refuse any such application in its sole discretion.  
The Card Issuer will also need to put in place procedures for additional services applications to be made by Card Users and make it clear that only applications made in accordance with the procedure will be considered.

3.11.14 Lost and stolen Cards

As regards Cards that are lost in the post en route to the Card User, the contract should set out:

· what action the Card Issuer will take (e.g. to remotely disable the Software Applications on the Card);

· in what circumstances a new Card will be issued (e.g. the Card Issuer should reserve its right not to send an additional Card where there is proof that it was delivered to the Card User's address);

· whether the above procedures will differ depending on the method of delivery (e.g. first class post, registered post).

As regards Cards that are lost by or stolen from the Card User, the contract must deal with the following issues:

· the procedure that should be followed by Card Users for reporting Cards as lost or stolen;

· who will bear liability for the loss of tokens stored on the Card at the time of its loss (it is suggested that the Card User may be responsible in the case of lost Cards, and the Card Issuer in the case of stolen Cards);

· what action the Card Issuer will take to remotely disable the Card, to inform Secondary Service Providers and, in particular, neutralise personal data stored on the Card;

· who will bear liability for any unauthorised use, or attempted use, of the Card following the report of it as lost or stolen.  Provided that the proper notification procedure has been followed by the Card User, the Card Issuer as owner of the Card may bear liability;

· where biometric information is stored on the Card, the risk of identity theft will need to be addressed;

· how services may be accessed in the meantime by the Card User;

· the arrangements for issuance of a replacement Card to the Card User.

3.11.15 Replacement Cards

As regards the supply of replacement Cards, the contract should state:

· in what circumstances replacement Cards will be supplied by the Card Issuer to the Card User, for example where the Card has been stolen;

· within what time frame they will be supplied (this should ideally be a non-binding deadline for the Card Issuer – i.e. time should not be of the essence in this respect);

· how services should be accessed in the period until a replacement Card is issued (and whether a temporary Card will be supplied for such period);

· that the terms of the Agreement apply equally to use of replacement (and temporary) Cards.

3.11.16 Data protection

Section 7 of the Information Law Report sets out what information needs to be provided to Card Users by the Card Issuer at or before the time at which personal data are collected from the Card User.  Most information will therefore need to be made available as part of the application form or in a separate document which is referred to in the application form.

On the basis that all contract terms will need to be made available to the Card User before the contract is concluded, there should also be reference in this clause to any supplementary documents or policies which the Card User should be aware of.  It is usual for the Data Controller (i.e. the Card Issuer) to produce a data protection notice, backed up by a privacy statement or a service specific statement.  The former is required by the Data Protection Act 1998 and must contain certain information, and the latter is not mandatory but is often used to set out details of the Data Controller's policies on data.  It may be necessary for the Card Issuer to produce further policies and documentation – see section 7.6 of the Information Law Report for further details.
The Card Issuer must inform the Card User of its policies for storing data, and how that will be affected by the withdrawal or cancellation of the Card.  This may also be dealt with in a separate policy.

The Card Issuer must inform the Card User if it intends to share the Card User's Personal Data with third parties.  This will definitely be the case where the Card can be used across a number of different Schemes.

Where biometric data is going to be used in the Scheme, the Card Issuer must ensure that it has procedures in place to collect, store, segregate and destroy such information in line with the 1998 Act, Human Rights legislation and current best practice.  Security of data will be even more significant an issue where biometric data is involved.

3.11.17 Term and termination

As regards term, the contract may be described as beginning upon first use of the Card and thereafter to continue until terminated by either party in accordance with the relevant clause.

This clause should set out the circumstances in which either party may be entitled to terminate the contract.  However, as this is not a 'commercial' contract in the usual sense, and there are already ways of ending the relationship if not the underlying contract, termination rights are likely to be few in number.  It may be the case that the Card User has no ability to terminate the contract, on the basis that he may simply cease to use the Card if he so wishes.

The circumstances in which the contract may terminate automatically might include:

· upon Cancellation of the Card;

· upon the cessation of the Scheme in its entirety.

The Card Issuer may wish to have a right to terminate the contract by giving notice to the Card User if the Card User is in material breach of his obligations under the contract.  If such a right is included, it is often tempered by the ability to remedy the breach within a specified number of days (if capable of remedy) in order to avoid termination.  
3.11.18 Limitation of liability

The Card Issuer has already accepted liability for replacing defective, lost and stolen Cards, and may also have opted to bear liability for lost tokens.  This clause should set out any additional limits on liability.

A clause must be included as regards death or personal injury caused by the Card issuer's negligence.  See sample wording at point 5, Appendix A.

Limiting liability is more difficult in respect of consumer contracts than business to business contracts, as there are legislative provisions to consider in addition to those referred to in Appendix C.  However, on the basis that there are no fees being paid by the Card User in respect of the Card, it may not be unreasonable for the Card Issuer to seek to limit its overall liability.  The Card Issuer should seek to anticipate the likely areas of loss which could arise in this contract and then ensure that it has addressed all such areas in the contract.  
3.11.19 Boilerplate

See Appendix B, except that:

· the 'Variation of the contract' clause should instead read as follows:

· "The Card Issuer may vary the terms of this Agreement from time to time by notice in writing to the Card User, and the Card User's subsequent use of the Card will be deemed as the Card User's acceptance of those amendments.";

· the 'Notices' clause may be extended to include more convenient ways of notices being provided by the Card User to the Card Issuer;

· other clauses, such as 'Force Majeure', may not be required, or may need to be amended to suit a consumer contract – specific advice should be taken.

4. Appendix A

"In consideration of the payment to it of the [Fees/Price], the [Technology Supplier/service provider] shall supply [the Cards/the Readers/the Services etc] to the [Card Issuer] in accordance with the terms and conditions of this Agreement."

4.1 Payments
	Event / milestone


	amount due

	upon signing of this Agreement
	10% of the Price 

or

£xxxxx

	1st milestone (see Schedule X / Technical Specification for details)
	25% of the Price

or

£xxxxx

	2nd milestone (see Schedule X / Technical Specification for details)
	25% of the Price

or

£xxxxx

	Acceptance of Software
	40% of the Price

or 

£xxxxx


Example of payments being made in instalments:

4.2 Contract Termination

"This Agreement may be terminated immediately by notice in writing by either party if any of the following events (or any event analogous to any of the following occurs in a jurisdiction other than England & Wales) occurs in respect of the other party: 

a) a proposal is made for a voluntary arrangement within Part I of  Insolvency Act 1986 or of any other composition scheme or arrangement with, or assignment for the benefit of, its creditors;

b) a shareholder’s meeting is convened for the purpose of considering a resolution that it be wound up or a resolution for its winding-up  is passed (other than as part of, and exclusively for the purpose of, a bona fide reconstruction or amalgamation);

c) a petition is presented for its winding up (which is not dismissed within 14 days of its service) or  an application is made for the appointment of a provisional liquidator or a creditor’s meeting is convened pursuant to s.98 of  Insolvency Act 1986;

d) a receiver, administrative receiver or similar officer is appointed over the whole or any part of its business or assets;

e) an application is made either for the appointment of an administrator or for an administration order, an administrator is appointed, or notice of intention to appoint an administrator is given; or

f) 
it is or becomes insolvent within the meaning of s.123 Insolvency Act 1986."

1. "(a)  
The parties recognise that under this Agreement they may receive each other’s trade secrets and/ or the confidential or proprietary information of the other party.  All information belonging to or relating to a party including information  concerning business plans, customers, supplies, services, intellectual property and financial results received by the other party as a result of entering into or performing this Agreement which is designated as confidential by the disclosing party or is otherwise clearly confidential in nature constitutes ‘confidential information’.

(b)
Each party agrees not to use confidential information for any purpose other than the purpose for which it is supplied under this Agreement and agrees not to divulge confidential information received from the other party to any of its employees who do not need to know it, and to prevent its disclosure to or access by any third party without the prior written consent of the disclosing party except [to its professional advisers or] as may be required by law or any legal or regulatory authority.

(c)
Each party will use a reasonable degree of care which in any event will not be less than the same degree of care which the receiving party uses to protect its own confidential information to keep and ensure its employees and agents keep any and all such information confidential.  This obligation  will survive the termination of this Agreement for a period of [x] years or, in respect of a particular item of confidential information, until such earlier time as that item of confidential reaches the public domain other than through the receiving party’s own default."

2. "Nothing contained in this Agreement will restrict either party's liability for death or personal injury resulting from any act, omission or negligence of that party or its officers, agents, employees or sub-contractors."

3. "The Card Supplier will indemnify the Card Issuer and keep the Card Issuer indemnified from and against any and all claims made against the Card Issuer alleging that the use of any [Software/Cards] permitted under this Agreement infringes the Intellectual Property Rights of a third party.  Such indemnity will include all losses, costs and expenses incurred by the Card Issuer as a consequence of such claim."

Note: The above sample wording is customer-biased.  If the Card Issuer agrees to give an indemnity, different wording should be used in order to give more control to the Card Issuer in respect of the conduct of any claim etc.  Use of the above clause will require a definition of 'Intellectual Property Rights' in the contract.

4. "Liquidated damages" are a genuine pre-estimate agreed between the parties to a contract of the likely level of damages which would be payable in the event of one party failing to fulfil a particular obligation.  The parties may agree to a specified amount or a formula to calculate the payment to be made.  
In the context of a Scheme, it may be appropriate for the Card Issuer to seek to include clauses which entitle it to claim liquidated damages in the event that certain obligations are not met – this may be the case where the obligation is fundamental to the launch of the Scheme, and the cost of delaying launch may be quantified in advance.  There are many pitfalls when drafting these types of clauses, not least because a clause which aims to impose a penalty (e.g. by quoting a figure which is not a genuine pre-estimate of loss) will be unenforceable under English law.

5. " Except as expressly set out in this Agreement, the [Card User / Licensee] will not acquire any Intellectual Property Rights in the [Card / Software / Licensed Materials] by virtue of this Agreement.  The [Card / Software / Licensed Materials] [and any permitted copies] shall remain the property of the [Card Issuer / Licensor] or its licensors."

Note: Use of the above clause will require a definition of 'Intellectual Property Rights' in the contract.  
6. Grant of Licence – Fees paid in advance

In consideration of the Licence Fee (receipt of which is hereby acknowledged by the [Technology Supplier / "Licensor"]), the [Technology Supplier / "Licensor"] grants to the [Card Issuer / "Licensee"] a licence to use the software in accordance with the scope of licence set out in this Agreement for a term of  [X years] commencing on, and including [the date hereof / the delivery date] (the "Licence").

7. Grant of Licence – Fees unpaid

In consideration of the Licence Fee, payable by the [Card Issuer / "Licensee"] in accordance with the terms and conditions contained in this Agreement, the [Technology Supplier / "Licensor"] grants to the [Card Issuer / "Licensee"] a licence to use the software in accordance with the scope of licence set out in this Agreement for a term of  [X years] commencing on, and including [the date hereof / the delivery date] (the "Licence").

5. Appendix B

5.1 Boilerplate clauses – sample wording:

5.1.1 Definitions

"Agreement": where appropriate, this should be defined so as to include appendices and schedules.

"Intellectual Property Rights": all patents, copyrights and related rights, database rights, [semiconductor topography rights] [supplementary protection certificates] [petty patents] [utility models] [plant variety rights] design rights, trade marks, service marks, [trade  names] [domain names] [rights in reputation] [personality rights] [rights in unfair competition] [rights in undisclosed or confidential information (such as know how, trade secrets and inventions) (whether patentable or not))] and other rights of a like nature (whether registered or unregistered) and all applications for such rights as may exist anywhere [in the world] [in the United Kingdom]

5.1.2 Notices

"Notices will be in writing, and will be sent to the other party marked for the attention of the person at the address set out for such party in this Agreement.  Notices may be sent by first-class mail or facsimile transmission provided that facsimile transmissions are confirmed within [24] hours by first-class mailed confirmation of a copy.  Correctly addressed notices sent by first-class mail will be deemed to have been delivered 72 hours after posting and correctly directed facsimile transmissions will be deemed to have been received instantaneously on transmission provided that they are confirmed as set out above."

Note: the above notices clause does not allow the parties to serve notices by e-mail.  If e-mail is to be included as a means of serving notice, a suitable definition of the system to which e-mail notices may be sent etc will need to be included.

5.1.3 Assignment

"[The Supplier] may not sub-licence, assign or transfer in any way any of its rights, liabilities and/or obligations under this Agreement on a temporary or permanent basis to any third party without the prior written consent of the Card Issuer."

5.1.4 Severability

"If any provision of this Agreement is judged to be illegal or unenforceable, the continuation in full force and effect of the remainder of the provisions will not be prejudiced."
5.1.5 Governing law and jurisdiction

"This Agreement will be governed by and construed in accordance with English law and each party hereby submits to the exclusive jurisdiction of the courts of England and Wales."

Note: Local Authorities should normally insist upon Emglish law as the governing law. However, there may be compelling reasons why the jurisdiction of the English courts should be non-exclusive (for example, if the parties wish to also include a dispute resolution policy in the contract).

5.1.6 Counterparts

"This Agreement may be executed in any number of counterparts, each of which, when executed and delivered, will be an original, and all the counterparts together will constitute one and the same instrument."

Note: a counterparts clause should be included where the parties will be executing the contract at different times.
5.1.7 Waiver

"No forbearance or delay by either party in enforcing its rights will prejudice or restrict the rights of that party, and no waiver of any such rights or of any breach of any contractual terms will be deemed to be a waiver of any other right or of any later breach."

5.1.8 Entire Agreement

"This Agreement, [together with the documents referred to in it][specify documents], constitutes the entire agreement and understanding between the parties in respect of the matters dealt with in [it][them] and supersedes any previous agreement between the parties [or any of them] relating to such matters [notwithstanding the terms of any previous agreement or arrangement expressed to survive termination].

Each of the parties acknowledges and agrees that in entering into this Agreement, and the documents referred to in it, it does not rely on, and will have no remedy in respect of, any statement, representation, warranty or understanding (whether negligently or innocently made) of any person (whether party to this Agreement or not) other than as expressly set out in this Agreement [as a warranty].  The only remedy available to it for breach of [the warranties] will be for breach of contract under the terms of this Agreement."

Note: this clause will need to be adapted to the circumstances in question.  
5.1.9 Force Majeure

"No party will be liable to the other for any delay or non-performance of its obligations under this Agreement arising from any cause or causes beyond its reasonable control including, without limitation, any of the following: act of God, governmental act, war, fire, flood, explosion or civil commotion."

5.1.10 Variation of contract

"Any amendment, waiver or variation of this Agreement will not be binding on the parties unless set out in writing, expressed to amend this Agreement and signed by or on behalf on the parties."

6. Appendix C

g) In all cases where the parties attempt to limit or exclude liability under the contract, any attempt in a contract to either exclude or limit liability may fall within the scope of the Unfair Contract Terms Act 1977.  As such any such exclusion or limitation must be "reasonable" in order to be enforceable.  Whilst the 1977 Act gives guidance, there is no clear cut definition of what will amount to "reasonable".  Therefore, the issue must be considered on each separate occasion a contract is entered into.  Whether a limit or exclusion is "reasonable" will depend on a number of factors.  These will include the respective bargaining power of each of the parties, the ability to sort similar goods or services in the market on different terms, whether goods or services are bespoke for the customer, the ability to insure the risk being restricted or excluded and the value of the contract.

h) In order to avoid being in breach of the Unfair Contract Terms Act 1977, the contract should include a statement to the effect that nothing in the agreement shall restrict either party's liability for death or personal injury due to negligence.  Sample wording is at point 5, Appendix A.
i) It is usual for both parties to an agreement to wish to limit their liability to the other.  In this type of agreement, it is the Technology Supplier who bears the most risk – as it is providing the Services and has the majority of the obligations under the contract, it is the more likely party to be claimed against or found to be in breach of contract.

j) How the parties limit liability will be a matter for negotiation.  However, the following are possible methods which may be used (or a combination thereof):

i. limitation by category of loss: the parties may seek to restrict the types of loss for which they may be liable.  Common exclusions from liability are loss of profits, loss of data and "indirect" loss.  Advice should be sought on a case by case basis as many terms have legal definitions which may be slightly different to the ordinary meaning of the words and not all exclusions of liability are legally enforceable (see above);

ii. cap on liability: the cap may take a number of forms –  for example, it may be an overall limit on the total liability accepted under the contract, an annual cap on liability or a per claim cap on liability.  The most appropriate form will depend on the nature of the contract, and should be assessed according to all relevant factors rather than, say, simply by reference to the contract price;

iii. limitation on the period for claims: the contract may stipulate a time limit on the bringing of claims, which may relate to either a period from the date on which the cause of action arose, or a period following termination or expiry of the contract.  The Card Issuer will usually wish to avoid such limitations where the majority of obligations rest with the other party to the agreement.

7. Appendix D

The change control procedure will depend upon the type of agreement and what is being provided or developed under it, the flexibility already built into the contract, and how long changes might take to implement with this in mind.  The suggestions below relate to a Technology Supplier contract but could be amended to any relevant contract.

The time frames provided are by way of illustration only and will need to be amended to suit the type of agreement.

A change control procedure might typically involve the following clauses as regards the notice procedure:

1.1
Card Issuer notifies the [Technology Supplier] that it wishes to make an alteration, and provides full particulars of what is required;

1.2
within [5] working days of receiving the Card Issuer's notice, the [Technology Supplier] informs the Card Issuer:

k) 1.2.1
whether the requested alteration is technically feasible;

l) 1.2.2
whether the alteration will impact upon the agreed price, timetable or other services being provided and, if so, provide  a price and time frame which the Card Issuer may rely on; and

m) 1.2.3
of any further information that it will need in order to be able to perform / assess the alteration requested,

once the full impact assessment has been made by the [Technology Supplier], and (where appropriate) an additional fee agreed, the Card Issuer has [5] working days in which to elect to proceed with the alteration;

upon receiving the confirmation to make the alteration, the [Technology Supplier] shall make the necessary changes and invoice the Card Issuer for the work undertaken, in the agreed amount, at the close of that calendar month.

The clause will also have to deal with the charges and expenses associated with:

n) the [Technology Supplier] considering the change request, and preparing any quote / revised Specification for the changed product;

o) any additional work which will be required as a result of the change.

The Card Issuer should resist any attempt by the [Technology Supplier]  to make the Card Issuer responsible for paying for the charges described above at (a).  In relation to (b), there may not be any additional cost or expenses to be incurred.  However, if the Card Issuer requests a change at a late stage in the contract term, or one which requires substantial additional work to be undertaken by the [Technology Supplier], it is reasonable that the [Technology Supplier] should be paid for the additional time and expenses incurred in doing this work.  Where the parties do not agree a fixed sum for this additional work, the clause should provide for the work to be carried out at an agreed rate, which may be the [Technology Supplier's] standard rates.  Ideally any such rates should be set out in the contract.

8. Appendix E

Price and payment terms will appear in almost all contracts for the supply of goods or services.  Whilst there are many different ways in which a price may be agreed on, there are some issues which should be addressed in all cases.  Set out below is a checklist of the pricing issues which the Card Issuer should ensure have been considered and dealt with in a contract:

p) the price agreed for the goods or services being procured;

q) any agreed labour rates for additional or ancillary services which may be provided;

r) whether VAT is included in the price set out in the contract;

s) for how long the agreed prices are fixed (and how prices will be determined beyond such time);

t) beyond fixed prices, any restrictions on the way in which the goods/services supplier can increase the prices (it is common to see either a per annum percentage cap on price increases, or a cap which is linked to the increase in the Retail Prices Index over the previous 12 month period);

u) any reductions in price to which the Card Issuer might be entitled – for example, if it has been agreed that the price will be reduced by 1% per day that the delivery of the goods or performance of the services is overdue, up to a maximum of 10%.

In service agreements, it is often common to find a clause dealing with expenses.  The contract should state whether the other party's expenses will be paid by the Card Issuer and, if so, specify the terms on which they will be paid.  Any agreed rates (e.g. for mileage) should be set out.  The Card issuer may want the services supplier to request prior approval before incurring expenses.  The Card Issuer may develop a policy to deal with expenses throughout all contracts for services.

As regards payment terms, there are various structures that might be used.  Which method is used is likely to depend on what the Card Supplier is able to negotiate.  When contracting on a third party's standard terms, the Card Issuer should take care not to agree to payment terms which it is unable to meet (for example, because of its internal accounting procedures).  The list below sets out some of the more common methods of structuring payment dates, and issues which should be addressed in every case (i.e. interest and withholding payment):

v) when payments are due – e.g.:

iv. on full delivery of the relevant products or services;

v. on "Acceptance" by the Card Issuer of the goods;

vi. at milestones in the project, which are agreed in advance and set out in the contract; 

vii. within 30 days of receipt of the goods/services supplier's invoice,

w) what interest, if any, will be charged on overdue payments. The goods/services supplier has a statutory right to charge interest at An annual rate of 8% above the Bank of England loan rate unless another figure has been agreed.  Therefore it is in the Card Issuer's interests to negotiate a lower figure in the contract;

x) in what circumstances payments may be withheld by the Card Issuer (e.g. in the event of an invoice being disputed in good faith).

Some payment methods are linked to contract types.  For example, in a software development contract it is reasonably common to see a structure involving payment of a deposit, a series of payments linked to milestones in the development, and finally a sum on "Acceptance" of the software.  This structure would, however, be unsuitable in a contract for the supply of spare parts, where a single payment on delivery might be used.  Each checklist sets out which type of payment structure might be appropriate.  However, this will in every case be a commercial matter to be negotiated by the parties.

An example of how milestone payments are usually set out in a contract is included at point 2 of Appendix A.
9. Appendix F – National Smart Card Project Glossary B
	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations































































































































