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1. Abstract
Ownership of ideas and information is inherently difficult to protect.  However, this is exactly what the law seeks to preserve through Intellectual Property Rights (IPR).  The most common forms of IPR are: copyright, trade marks, patents, design rights and database rights, but this is by no means an exhaustive list.  All of the IPRs mentioned are governed by statute.  Which form of IPR is most appropriate in any given context will depend on the exact nature of what is being protected.

1.1 Copyright

The most prevalent form of IPR is copyright.  This is a right which arises automatically in any relevant work by virtue of the Copyright, Designs and Patents Act 1988.  As such this form of IPR protection does not rely on any form of registration.  It is an important right, particularly in the context of the majority of IT projects as it is currently the only true means of protecting IPR in computer software.

The Act provides copyright protection to the author (usually the person who created the work subject to certain exceptions) of a work (broadly defined as literary, dramatic, musical and artistic works) provided the idea is an "original" one.

The smart card scheme will create or incorporate a variety of works which benefit from copyright protection including all software, documentation, drawings and designs.  In each case the copyright issues must be addressed in the contracts between the author / owner and recipient of the copyright work.

1.2 Trade Marks

Protection of trade marks is an essential part of brand marketing and as such proper protection of the mark is highly desirable in order to secure the strength of that brand.  A trade mark can be anything which: is capable of being represented graphically (in words or pictures), is not merely descriptive of that which it promotes and is distinct from the marks of other proprietors.  As with copyright, trade mark protection can also arise without any action by the proprietor, however, considerably more protection can be given to the mark through registration.  Registering a trade mark is therefore highly desirable if it is to be adequately protected.

Similar to trade marks are design rights which protect the rights in a 2D or 3D design.  A design may attract both trade mark and design right protection.  The benefit of design rights is that the test to determine whether the right has been infringed is simply whether the design has been copied.  In contrast trade mark infringement may rely on establishing that the alleged action has caused confusion in the minds of the public as to who is supplying the product.

In terms of the smart card scheme, trade marks will be of relevance in two ways.  First, it will be important to consider the protection of logos, product names and the like which are developed for the scheme itself.  Secondly there may also be third party trade marks the Scheme wishes to incorporate into the product and/or associated literature. Appropriate steps must be taken to avoid infringing the trade mark rights of those third parties.

1.3 Patents

Patents give the owner a monopoly right to exploit a new invention.  They are undoubtedly the most complicated form of IPR.  They are inherently expensive, often technically complex and typically take a couple of years to process.  However, once registered, patents undoubtedly offer the greatest protection of any form of IPR.  For an invention to be patentable it must be novel, involve an inventive step, be capable of industrial application and it must not fall within one of a small number of statutory exclusions.  Once registered a patent is automatically protected for ten years, extendable for up to a further ten years.  The level of protection offered by patents is so strong that it guards not only against the patented invention being copied but also protects against anyone who independently comes up with the same idea.

In the development of the smart card scheme there may very well be inventions which are patentable.  It is therefore necessary to ensure that patents are registered and obtained wherever applicable with the assistance of the technology suppliers.  Similarly, relevant licences must be obtained from third parties whose patented designs are incorporated in any part the Scheme.

1.4 Joint Ownership of IPR

1.4.1 Establishing Joint Ownership
Joint authorship can arise in relation to copyright where more than one party is involved in the creation of a work.  The test by which joint authorship is established is a stringent one.  It must be shown that all collaborators are capable of being described as authors in their own right, that the work was created in the furtherance of a common design of the authors and that the contributions are not distinct and separate.

Joint authorship places certain limits on the way in which a copyright work may be exploited.  Each author must account to the other joint authors for any profit made by exploitation of the copyright.  They must also seek joint approval from the other authors before doing anything which affects the copyright or before assigning the rights under it. As such it can be seen as something of a burden when it comes to the commercial application of the copyright protection.  However, it is a question of fact whether a work was jointly authored and cannot therefore be created nor prevented by agreement.  As joint authorship is thus often unavoidable it is an essential consideration in relation to any collaborative project agreement particularly in assignment of copyright licenses as it will be essential to get joint approval in each case.

In contrast to joint authorship, joint ownership can be established by agreement.  For example a copyright can be assigned to a number of parties.  Similarly patents and trade marks can be registered in the name of, or assigned to, a number of joint owners. Obviously, where IPRs are to be jointly owned it is important to ensure that obligations and responsibilities for administering them are dealt with.  For example, at the very least the agreements should make provision for who is responsible for making and renewing applications for registered IPRs, the procedure for dealing with disputes and how costs are to be shared.

1.4.2 The Rights of Joint Ownership
As with other forms of property there are two ways in which joint ownership may be held: either as joint tenants or as tenants in common.  Joint tenants each own an undivided share in the whole IPR.  A tenant in common owns a theoretically separate and distinguishable right in the shared property and has greater freedom as to the way in which he deals with it.  The right of survivorship exists between joint tenants meaning for example that if corporate joint tenant A is dissolved, A's share will automatically pass to the joint owner B.  This would not be the case with tenants in common. 

The default legal position under statute is that jointly owned IPRs are held as tenants in common.  Therefore if the owners wish the position to be otherwise it is essential that this is specified by agreement between them.

The overriding commercial purpose for protecting IPRs is ultimately their controlled exploitation.  The ways in which IPRs may be exploited is controlled by statute.

A joint owner of a copyright must seek the consent of all other joint owners before carrying out an 'infringing act' i.e. copying, distributing or incorporating the work into other formats, etc.  They must also seek consent of the other joint owners before licensing the work to a third party.  With regard to bringing proceedings for breach of copyright the practice appears to be that a joint owner may act unilaterally but the proceedings will only relate to that person's share of the right.  It is therefore advisable for parties to raise any infringement proceedings jointly and to consider making provision for this in any assignment of ownership.

A joint owner may unilaterally use a trade mark or patent in a way which would be an infringement if carried out by a third party save that they may not assign or charge their own share without consent.  Joint owners may agree to the contrary and allow unilateral assignment and this is something which should be considered in the agreement.  A joint owner may unilaterally bring a legal action to protect its interest provided it joins the other joint owners into the action.  However, if the other joint owners do not participate they shall not be liable for a share of the costs.

For the reasons discussed above it is in the interests of joint owners that agreements are in place between them which make provision for the way in which rights will be enforced and proceedings will be brought.  It is highly desirable to provide an absolute obligation on all joint owners to enforce their rights and to co-operate in any proceedings brought for that purpose.  More difficult, although equally important, is the question of setting out a procedure for agreeing how to deal with threatened actions i.e. will each party appoint its own solicitors, what if two law firms give conflicting advice, etc?

1.5 Joint Buying Groups

It is a possibility in the development of smart card schemes that a number of Card Issuers will work together to create joint solutions.  This brings obvious advantages in the ability to spread expensive development costs of various parts of the project.  Such collaborative efforts can however also give rise to other issues in relation to IPR ownership which ought to be addressed.

Anything created by the group such as specifications, technical standards, etc. is highly likely to attract IPR, giving rise to the questions of ownership.  Where the group has a distinct legal personality, for example where it is incorporated as a company or partnership in some form, then the group itself will be able to manage its own IPR.  In a partnership structure each of the members will have equal rights and shares in the IPR. However, where the group is an unincorporated consortium it cannot hold its own copyright.  It may therefore be difficult to attribute IPR to particular members of the group and there may also be issues of joint authorship of copyright which arise.

A group which finds itself in this position could consider alternatives.  The first option would be for one of the members of the group to hold the IPR on trust for the entire group and license its use to the other members.  A second option would be to establish a holding company which would be assigned the IPR and then provide licenses to the members of the group as appropriate.

Similar considerations arise in relation to ownership of the IPR in anything which the group commissions.  It may be possible for the IPR to be assigned to each member of the group.  Alternatively there is again scope for a holding company to be established, to whom IPR in the commissioned work is assigned and which provides licenses to members of the group as required.

1.6 Crown Copyright
The Crown in the UK has certain preferential rights in relation to the protection of copyright in any work produced by its employees.  Ordinarily a Local Authority will not be considered a part of the Crown for the purposes of Crown copyright protection, and as such, the ownership of copyright in any works created by a Card Issuer are likely to be retained by it.  However, it will be important to obtain an appropriate licence from the Crown where a Card Issuer uses any works in which the Crown owns the copyright.

1.7 Open Source Software

The merits of open source software have become important for Local Authorities since the Office of Government Commerce recently adopted a policy that promotes its consideration alongside proprietary software.

The difference between open source software and proprietary software is that whereas proprietary software comes only in a form intelligible to a computer, open source software gives the purchaser direct access to the program code which makes up the software.  This means that the code can be modified, customised, and further developed.

It will therefore be necessary to consider open source software alongside proprietary software in terms of best value.

As open source program users have the means by which to modify and make additions to program code it is necessary to determine whether the licence of the open source code allows third party developers to make amendments and place restrictions on those amendments in order to make profit (limited licence) or whether the amendments which are made must also be made available (free licence).  It is fundamentally important to ensure that the licence allows the software to be used in the way required.  There can also be a degree of risk associated with open source software.  There is no way of determining with absolute certainty whether the developers of the software which is submitted actually own or have transferred all the IPRs in that software.
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2. Introduction

Intellectual Property Rights ("IPR") is the method by which the law seeks to protect the application of ideas and information which, by their nature, are hard to protect in any other manner.  IPR comes in a number of different forms, relating to the subject matter being protected.  Commonly encountered IPR includes copyright, patents, trade marks, design rights and database rights.  These IPR are specifically protected by Statute.  This report will concentrate on these rights, as they are the most widely used and most likely to arise within a smart card scheme.

However, it is worth bearing in mind that IPR can also come in a number of other forms, including service marks, trade names, domain names, rights in reputation and rights in undisclosed or confidential information (such as know how, trade secrets and inventions).

A common characteristic of almost all forms of IPR is that they are essentially negative – they are protectionist rights which stop other people from doing things which would infringe the protected matter.

In 1999 John Baker produced a report commissioned by the UK Government studying the effectiveness of the use by public sector bodies of IPR (the "Baker Report", a copy of which can be found at http://www.hm-treasury.gov.uk/Documents/Enterprise_and_Productivity/Research_and_Enterprise/ent_sme_baker.cfm).  The Baker Report concluded that Public Sector Research Establishments ("PSRE") needed to do more to manage and exploit their IPR.  In particular the Baker Report concluded that PSRE's should act to remove bureaucratic hurdles from the management of IPR, and should be encouraged to make knowledge transfer, a core objective.

The exact scope of PSREs is not entirely clear from the terms of reference of the report. However, the report does appear to concentrate more on bodies whose function is more related to 'purely' scientific development or funding of development than may be envisaged as the role of a Card Issuer.  Responsibility for implementation of the Baker Report's findings was delegated to the Patent Office, which is still developing policies. Even if Card Issuers do not, in themselves, fall within the scope of the Baker Report, it does highlight a number of key IPR issues which all levels of government organisations should consider, and as such it should, at least, be of assistance to Card Issuers in developing a policy to manage and exploit IPR developed in a smart card scheme.

This Intellectual Property Report will discuss some of the background issues arising in relation to IPR, both in terms of a general introduction to the topic, and in relation to some particular issues which are likely to arise in a smart card scheme.

The report will also consider the situation where a number of parties have an interest in the same IPR.  This may arise where there is a question over which party is the author of a work.  Parties may also want to jointly own IPR to protect mutual rights and mutually exploit the works.  The situation may also arise where a number of Card Issuers operating across different Schemes collectively develop or commission the development of works in which IPR arise.  This report will also specifically consider the question of open source software. It will outline the issues which should be considered when deciding on the relative benefits of open source and proprietary software, and highlight the issues which may arise in open source software agreements.

3. Copyright

Copyright is probably the most prevalent of all of the forms of IPR.  It is an unregistered right, meaning that it arises automatically whenever a work is created which is capable of copyright protection.  However, its prevalence also proves one of the fundamental weaknesses of copyright – as an unregistered right it is harder to establish the existence of the right, and harder to enforce the rights of one copyright owner against the myriad of other copyright owners.

In terms of IT, and consequently a number of major elements of the smart card scheme, copyright is the only IPR which is truly relevant.  One such element which is of particular note is software, which, by and large is not capable of IPR protection other than through the use of copyright.

The current legal controls over copyright arise under the Copyright, Designs and Patents Act 1988 (the "Act").  Under the Act, copyright subsists in a number of different kinds of "work", including literary, dramatic, musical or artistic works.  These works must be original, meaning that they must originate with the author and not be copied from another work.  However, there is no need for originality in the thought behind the work – it is only originality in the way in which that thought is expressed.  The standard of originality is relatively low, and depends on the author having expended sufficient skill, labour and judgment in the creation of the work.  Copyright originally vests in the author of the work, except in a number of specific circumstances.  Ownership in the copyright can be assigned by an owner to a third party.  An assignment must be in writing and signed by the assignor.  It can also be licensed by the owner to third parties, often in payment of a licence fee, or ongoing royalty payments.  Copyright protection lasts for the duration of the author's life, and a further 70 years thereafter.

Often associated with (but legally separate from) copyright are moral rights.  These are specific rights which the author of a work has in being identified as the author of the work, and in protecting the work from 'derogatory treatment'.  These apply irrespective of whether the author is an employee or not, or whether the author has assigned the rights in the work to a third party.

3.1 The tests for copyright

3.1.1 Is it a 'work' under the Act?
There are two categories of copyright works – original works, and works of first fixation. Works of first fixation are not covered in this report, as it is hard to envisage any occasions where these will be relevant to a smart card scheme.  They relate to such issues as the first recording of a film or sound recording, or the typographical arrangement of words in a book.

An original work therefore encompasses literary, dramatic, musical and artistic works. This includes practically anything which is written or performed, irrespective of whether it is 'literary' or 'artistic' in the classical sense.  Therefore, there is no need for it to be for purely artistic purposes – commercial works are protected equally – and indeed there is no need for a literary work to be in formal or understandable language – for instance, computer software code is protected as a literary work.

In terms of a smart card scheme therefore, a number of different elements are likely to constitute works.  This will include any software which is incorporated into the Scheme, any documentation which is produced for the Scheme, and may include drawings, schematics, designs etc.

3.1.2 Is the work 'original'?
Perhaps more important is to ask whether or not the work is 'original'.  To be original the work must have been produced independently, and must exhibit the exercise of skill and labour by the author.  The amount of skill and labour involved does not have to be great, a relatively small work, or a work of little artistic quality, may be equally capable of being considered as an original work.  Indeed, the work could arise from a routine process, with the 'sweat of the brow' involved in producing the work enough to satisfy the test of sufficient skill and labour.  In practice it is very rare that a work fails to attract copyright protection at first instance for lacking originality.  However, the issue of level of originality required is often brought up by defendants to breach of copyright claims.

3.1.3 Who is the Author?
The issue of identifying the author of a copyright work is essential in establishing the proper ownership of the copyright.  In most cases it will be obvious who the author is – it is the person who created the work.  Where more than one party is involved in creating the work, establishing authorship can prove more complicated.  It is possible for parties to obtain joint authorship in a work, but establishing joint authorship can be complex, and depends on satisfying a number of tests which have been laid down by the courts.  This is discussed in more detail below when considering the joint ownership of IPR.

Under the Act the author becomes the first owner of the work, except in a number of limited circumstances.  The main exception is where the author is an employee, who created the work in the course of their employment.  In that case, the first owner will be the employer.  In most situations it is relatively simple to establish whether this is the case.  However, where a party commissioning a work engages an independent contractor to create the work, the contractor will become the owner of the work, and not the commissioning party.  It is therefore essential that the issue of ownership of IPR is clearly dealt with in any agreement between the commissioning party and the independent contractor. 

Another situation where this issue of authorship may arise is in a work created by an Executive or Officer, engaged by the party for whom the work is developed.  The terms of their appointment must be considered to establish whether they are an 'employee' for the purposes of the Act, or whether they will be considered more in the position of a contractor.  This may be an important consideration for Card Issuers because of the number of people within a Card Issuer organisation who may not necessarily fulfil the day to day definition of 'employee'.

3.2 Copyright in a Smart Card Scheme

3.2.1 Copyright in software

Copyright issues will arise in any bespoke software which is developed for use in a smart card scheme, or any packaged software which is used in a smart card scheme.  The Card Issuer must ensure that they have appropriate rights in the Copyright to allow them to use the software as they wish, and to be able to exploit the software to third parties if necessary.  Where the software is not developed specifically for the Card Issuer the Card Issuer must review the terms of the licence offered, to ensure that it permits the Card Issuer to use the software for the purposes intended.  Where the software is bespoke the Card Issuer must deal with the IPR in the development agreement.  The Card Issuer may want the IPR in the software assigned to them, to prevent the developer supplying third parties with the software which the Card Issuer has paid for. Similarly, the Card Issuer may wish to exploit that software themselves. 

The Card Issuer should also ensure that warranties are offered by the software supplier that they have all relevant rights to use the IPR in the software.  Indemnities should be given by the software supplier that they will protect the Card Issuer against any third parties who may make a claim against the Card Issuer for infringement of their IPR.

3.2.2 Copyright in documentation

In the course of developing a smart card scheme copyright will arise in a variety of different documents, including:

· Technical schemes and drawings;

· Technical standards and specifications;

· Project manuals and user manuals;

· Legal contracts.

The Card Issuer should ensure that where it creates any documents it protects its interests in the copyright which arises – where relevant making the Card Issuer's ownership of the copyright clear by using the © symbol.  The symbol was specifically by the Universal Copyright Convention agreed in Paris in 1971.  This stated that, where a country required some element of formality for protecting copyrighted works (for example deposit or registration) then placing the © symbol on the work, together with the year of first publication, would fulfil the required formalities.  The result is that, in a number of countries copyright works are protected only where they bear the © symbol and the date. This is not the case in the UK, but the use of the symbol is good practice, helping to establish ownership and protect against breach.

Where third parties develop any documents in which copyright will arise, the Card Issuer should seek, in the relevant agreement with that party, to be assigned the copyright in the documents created.  Failing this, the Card Issuer should ensure that they have an adequate licence to use the documentation.

3.2.3 Copyright in databases

Databases attract both copyright, and a particular IPR known as a database right.  The laws are complicated, and still to be fully interpreted.  Whilst it is possible to set out some of the general rules, the complexity of the rules means that specific advice should be sought in each situation.

It is a vital first stage in planning the creation of any database to establish who owns the source material. In many cases the databases will contain personal data about Card Users which is collected by the Card Issuer.  The Card Issuer should, in the agreements with Card Users, and agreements with anyone else accessing the databases, ensure that it makes its ownership of the data, including any relevant IPR, clear.

There are a number of different rights which may arise in relation to databases, and the data which they contain.  These include:

· Copyright in the data itself - the raw data contents of a database may attract copyright protection.

· Copyright in the selection and/or arrangement of the data - where there is some originality or ingenuity in the way in which the data is presented, this may also attract copyright protection.

· A specific Database Right - a relatively new right which protects the investment in databases by their makers.  The right protects against the extraction from, or utilisation of, a substantial part of the contents of a database.

All three of these rights could exist in one database, and indeed could be held by different people.  The first and second rights will generally be owned by the person who created or collected the data or the novel structure in which it is arranged.  However, the Database Right is deemed to be owned by the person who makes a substantial investment in the database.  The investment could involve financial, human or technical resources. 

Therefore where a database is developed by a contractor engaged by the Card Issuer the agreement between the parties should make clear that the Database Rights and copyright in the database are owned by the Card issuer.  Otherwise, the establishment of the Database Right will rely on factors such as the value of the database, the price paid and the time involved in the creation to establish the owner.

Obviously an assignment of all elements of the IPR in a database developed by a contractor is the strongest position, but where the contractor is supplying relatively standard database software, they may be unprepared to do this.  In this situation it is crucial to consider in detail the scope of the licence of IPR which the contractor is granting.  It should permit the Card Issuer to sub-licence any elements of the database as they wish, and use it for any purpose they require.

4. Trade Marks

A trade mark is a sign or symbol which distinguishes the proprietor's goods and services from those of its competitors.  Trade marks can arise automatically, without the proprietor doing anything, although the proprietor can also seek to have the mark registered, which gives considerably more protection to the mark.  This means that the trade mark owner must go through an application process with the appropriate body in the geographic area where protection is sought, and if the application is successful, the mark will be recorded in the relevant trade mark register.  A wide range of different devices have been registered as trade marks, including a word or series of words, logos, images, product packaging, and even sounds, smells and colours.

Trade marks are not legally intended as an indication of the quality of the goods to which the mark relates, however they are a guarantee of the origin of the goods – i.e. they may guarantee that the goods come from an authentic source.  In practice, however, the value of a trade mark is in establishing brand protection, and consumer and third party views of the brand will effectively bear a quality consideration.

Trade marks can be registered in any particular country in which protection is sought – for example a trade mark may only be registered in individual countries – e.g. the UK. Alternatively, the Community Trade Mark offers protection across all of the member states of the European Union.  There is scope for some international protection of a trade mark provided by the Madrid convention – a trade mark can be recorded in Madrid to establish an international priority date.  That priority date can then be used in the event of a dispute as to who was first to seek registration of trade marks in other countries.  However there is no central register at which a trade mark can be registered for protection internationally.  Trade mark protection initially lasts for 10 years, and can be renewed in 10 year blocks thereafter.

4.1 Registering Trade Marks
To become validly registered a trade mark must satisfy a number of tests.  It must be capable of being represented graphically.  In most cases this is relatively easy to do – for example word marks, or logos, are capable of being written down or drawn on paper.  In the cases of sounds, smells or colours, they must be fully described.  There are two further, more complex tests which the mark must fulfil: it cannot be descriptive of the goods or services which it promotes, and it must be distinctive from other registered marks or marks which other proprietors may wish to promote.

4.2 Non-Descriptive
To be validly registered a trade mark must not be descriptive of the goods and services which it promotes.  Therefore, in relation to a smart card scheme it is unlikely that a Card Issuer would be able to register the trade mark "MICROCHIP CARD", as this is descriptive of one of the goods provided under the Scheme.  Similarly a mark must not be descriptive of geographic origin of the goods. 

It may be possible to obtain a non-descriptive trade mark through use – for example where the trade mark becomes so synonymous with one particular proprietor that even though it is descriptive of the goods or services which that proprietor supplies, the mark itself overcomes the descriptiveness test.  A good example of this is Radio Rentals.  The name of this company is clearly descriptive of the services which it provides, but the mark itself is so synonymous with the company that it would be able to obtain a registered trade mark. 

4.3 Distinctive
A trade mark must also be distinctive from other marks.  Therefore, if the mark is a commonly used phrase, logo or other device, then it will not be distinctive enough to attract trade mark protection.  For instance, it may not be possible to register the name "smart card" as a trade mark, as this is a generic word which has been used to describe a number of other similar cards which contain microchips.  As such it conjures up a variety of associations, not just that of the smart card scheme.  However, a made-up symbol or logo, or a made up word (for example "Kardix") may be capable of trade mark registration.

Certain shapes are also not capable of trade mark registration – shapes which result from the nature of the goods, shapes which denote a functional element of the goods, or shapes which add value to the goods.  Therefore, it would not be possible to register the shape of a smart card as a trade mark (either in itself, or perhaps also as a logo to be used on the card), as this is both functional, and arguably arises from the nature of the goods.

4.4 Trade marks in a Smart Card Scheme

4.4.1 Trade marks in Brands

Brands will be important in the development of a smart card scheme.  It is likely that brands will be developed for each local Scheme, and a brand may be developed to promote the Schemes at a national level.  Branding will help to promote acceptance of the Scheme by Card Users.  It will also be essential in making it clear to users where smart cards can be used, especially where the card is used by Secondary Service Providers to provide services either on their own behalf, or on behalf of the Card Issuer.

Trade marks are the principal IPR protection for brands, and it is important that trade marks are registered at an early stage for any brand, or prospective brand.  Where a number of brand proposals are created by or for the Card Issuer, these should be trade marked as soon as possible to ensure that they are protected.  There is no need to wait until the Card Issuer has selected the final brand which they wish to use, but it is important that they do not lose the priority right to their preferred brand if the brand proposals are leaked.  Where the Card Issuer engages a contractor to develop branding, they should be responsible for trade marking brand proposals, which should be registered in the Card Issuer's name.

4.4.2 Licensing and controlling trade marks

Any third parties who require to use a trade mark should receive a licence to do so.  This will control the extent to which and the way in which the third party may use the trade marks.  Therefore where a Secondary Service Provider provides services on behalf of the Card Issuer the agreement which controls those services will also deal with IPR.  It should make clear the Card Issuer's ownership of the trade mark, and the basis on which it is licensed to the Secondary Service Provider, including the ways in which it can be used.  Where a Card Issuer permits a Secondary Service Provider to provide additional services, not connected with the Card Issuer, the Card Issuer must ensure that they are comfortable with the services being provided, and the use of the brand in promoting those services.  There is a risk of dilution of the brand strength by poorly chosen or unconnected services, or denigration of brand value by being associated with inferior services.

The Card Issuer should also ensure that it polices the use of the trade mark, to ensure that it is not used by a licensee in contravention of the licence, or used by a third party who has no right to use it.  Third parties may benefit from the brand by associating themselves with it, but again this devalues the brand.  A consistent policy of policing and protecting the brand is required to ensure the strength of the brand and the Card Issuer's rights to hold the trade mark.

4.4.3 Third party trade marks

The Card Issuer may use third party trade marks as a part of the Scheme.  For instance, if the technology systems are provided by a well known supplier, say Microsoft, the Card Issuer may want to include the Microsoft logo on equipment to benefit from the reputation and credibility which this will give the Scheme.  It is important that the Card Issuer secures appropriate licences to use any third party trade marks, as incorporation of any such marks without permission may result in legal action by the third party to enforce and protect their rights.

Where a third party produces any goods or services for the Card Issuer, the Card Issuer should ensure that the third party offers a warranty that it has the right to use all IPR provided, including any relevant trade marks.  The third party should offer to indemnify the Card Issuer against claims by third parties that the use by the Card Issuer of products supplied by third parties breaches their IPR.

4.4.4 Design rights

Design rights are a form of IPR which, like trade marks, can arise as unregistered rights, but are of considerably more benefit when registered.  They protect the right in a particular 2D or 3D design, and as such could be used to protect either a logo or brand design, in the same way as a trade mark, or to protect the shape or design of an object – for example the design of the card reader or other interface.

It is worth considering registering design rights in a smart card scheme, as they offer a further level of protection.  In the particular case of a brand, design rights can be extremely helpful if the brand is copied.  To establish an action for breach of a trade mark the Card Issuer may have to show that there was some confusion in the minds of the public that the infringer was providing the services of the Card Issuer.  However, if the brand is also registered as a design right, then an action can also be brought under the design right – in which the test for breach is mere copying of the design.

5. Patents
A patent is a registered monopoly right to protect and exploit a new invention.  It is by far the most complex registered IPR to obtain.  The registration process is often long (at a minimum two years), inherently expensive, and can be very complex.  However, once obtained, the strength which patent protection offers to the patent holder is one of the greatest offered in the field of intellectual property.  The protection extends to the inventor against not just those who deliberately copy the patented invention, but even against those who come up with the same idea independently of the patented invention.

To obtain a patent, the invention must satisfy four tests.  It must:

· be novel;

· involve an inventive step;

· be capable of industrial application; and

· be of a patentable subject matter (i.e. not excluded at law).

Once granted, patent protection extends automatically for 10 years, and can be extended for up to ten further years. 

5.1 Recording a patent

5.1.1 Novelty
The requirement for novelty is often stated as being that the patent must not be found at the priority date as forming a part of the 'state of the art'.  The question as to whether an invention is novel is largely a factual one – has the same invention already entered into the public arena? In making an assessment of novelty the Patent Office will review the state of the art at the priority date – the date at which the patent application is filed, or initially registered with the Patent Office.  There are also questions as to where the invention was previously made public – in some circumstances it may be possible to obtain a national patent even where there is evidence that the invention has been disclosed in another territory.  In terms of disclosure of the invention, it is not generally required that it is widely known, it is usually sufficient that the information is put in the hands of another person who may use it as they like.  It is normal that previous inventions should be documented – where there is no documentary evidence sufficient alternative proof of the use of the invention will be necessary.

5.1.2 Inventive Step
Patent applications are very often for inventions which differ from the state of the art in only a minor way.  In these cases it is important to be able to distinguish applications which do not significantly develop the inventive process sufficiently to merit new patent status.  The test of inventive step is generally held to be satisfied if, having regard to the state of the art, the invention is not obvious to a person skilled in the art.  In assessing this, the courts have identified for themselves four key procedural 'stages' in assessing whether an invention takes an inventive step:

· Identify the inventive concept embodied in the patent;

· Take on the role of the normal, but unimaginative, person skilled in the art at the priority date;

· Identify what, if any, differences exist between the invention and any known matters existing at the priority date;

· Consider whether, when viewed without knowledge of the invention, the differences between the state of the art and the invention would have been obvious to the skilled man, or whether they required any degree of invention.

There is a strongly objective element to any decision as to whether an invention takes an inventive step, principally when comparing an invention with an existing matter. However, there is also a subjective element to the decision – as to whether the person skilled in the art would have made the inventive step. 

5.1.3 Industrial application
The third requirement is that the invention is capable of, or susceptible to, industrial application.  The test is generally not as hard to fulfil as either the novelty or inventive step tests.  Industry is interpreted in the widest possible sense, to include almost any commercial enterprise.  The European Patent Office's Guidelines for Examination of patents states that "'Industry' should be understood in its broad sense as including any physical activity of a 'technical character' i.e. an activity which belongs to the useful or practical arts as distinct from the aesthetic arts; it does not necessarily imply the use of a machine or the manufacturing of an article…Thus [industrial applicability] excludes from patentability very few 'inventions' which are not already [expressly] excluded".

5.1.4 Patentable subject matter
The final test is that the invention must be capable of being patented.  In effect this means that it must not be of a class of invention which is expressly excluded in the Patents Act 1977.

The categories of excluded inventions include:

· A discovery (as in, discovering a thing which already exists in nature), scientific theory or mathematical method;

· A literary, dramatic, musical or artistic work;

· A scheme, rule or method for performing a mental act,

· Computer programs;

· The presentation of information.

While these categories are expressly excluded from patent protection, they are generally protected by other forms of IPR – principally by copyright, or as trade secrets.

5.2 Patentability of computer programs
Of the excluded categories perhaps the most contentious in recent years has been the exclusion of the patentability of computer programs.  The main cause of dispute in relation to this arises from the fact that computer programs are patentable in certain other jurisdictions, most notably the USA.  This causes an inherent conflict, as software created outside the USA could become the subject of a claim for breach of a patent attributed to software created in the USA.  This situation is increasingly arising where the software is used or otherwise becomes available on the internet – as it is inherently available in the USA, and therefore more open to a claim for breach of patent.  This highlights the importance for developers of software to fully document the development process, as, although this documentation may not go towards filing a patent application in the EU, it could prove vital in a later infringement claim.  It is, of course, possible for software developed in the UK to seek patent protection in the USA.

It is worth noting that the exclusion does not extend to software which produces a 'technical effect', however the situations in which this arises are strictly limited, and the number of granted patents very low.  The situation is being reviewed by the European Union, which has produced a draft Directive which may allow certain software to be patentable in Europe.  The Directive is subject to ongoing discussion as to whether this is appropriate, and the European Parliament has added a list of amendments which would significantly limit the usefulness of the Directive.  The situation is far from clear, and it is best advice at present to assume that software is only protected by copyright in the EU.

5.3 Patents in a Smart Card Scheme
It is a possibility that in the development of systems for a smart card scheme an invention may become patentable.  For example, if the Card Issuer is paying for new Card Readers to be developed, these could incorporate novel technology which is capable of patent protection.  The Card Issuer should ensure that in any agreements with Technology Suppliers, it obtains the rights to any patents which are registered.  It should also obtain the assurance that the Technology Supplier will assist with anything which is required to ensure that the patent is registered properly.  The Card Issuer should, however, consider whether assignment of a patent is in all cases the best solution.  The Card Issuer may be less able to exploit any patented invention than a technology supplier working in the field.  It may therefore be preferable for the technology supplier to retain ownership, but pay the Card Issuer royalty payments.

The Card Issuer must also ensure that it receives licences to any patents which are required to operate the Scheme.  Where a Card Issuer buys goods there is an implied licence to use any patents contained in the goods.  Any systems which are developed may involve the use of patents owned by third parties, and the Card Issuer should receive a licence to use such patents, ensuring that the licence permits them to use the system as they require.  Where Technology Suppliers or other contractors are providing technology or developing new technology, the Card Issuer should seek warranties that they have obtained all relevant patents, and indemnities for any actions against the Card Issuer for breach of third party patents.

6. Joint ownership of IPR

One of the issues which is likely to arise in practice amongst the parties in a smart card scheme, and amongst Card Issuers in partner smart card schemes, is the extent to which the various parties own the IPR in work which is jointly developed, or which requires to be jointly owned.

6.1 Creating situations of joint ownership

6.1.1 Joint authorship of copyright
Joint authorship occasionally appears in the case of copyright.  It effectively arises where more than one party is involved in the creation of the work, to the extent that the individual contributions of more than one author to a joint work cannot be separated.  It is not possible for authors to agree to being joint authors – it is a question of fact which must be established.  In practice, joint authorship is less likely to arise than may initially be imagined, as the rules which the courts have developed to test for the existence of joint authorship are relatively stringent.  For a work to be a work of joint authorship:

· All of the collaborators must be capable of being described as 'authors' in their own right under normal copyright rules;

· The work must be created in the furtherance of a common design of the authors;

· The contributions must not be distinct or separate;

The question of whether the contributor is an author is a complex one, and the cause of the majority of disputes in joint authorship cases.  For a contributor to be an author he must have contributed a sufficient amount of his independent skill and labour to the work.  The authors do not need to have contributed the same kind of skill and labour, or the same amount of skill and labour.  The parties must both genuinely have contributed to the idea as expressed in the work.  This means that, if one party dictates a user manual, which another person simply types up, the typist is not a joint author of the work. Similarly, if one party suggests the idea for a user manual, which another party then writes, the first party is not a joint author of the work.

The question of furtherance of a common design means that the parties must be working together to create the finished work.  It is not enough that one party works on something which another party has initially created.  Therefore, it is not joint authorship if one party writes a user manual, which a second party then makes alterations to it.

The contributions must not be distinct, which means that it must not be possible to separate the work which one party has done from the work of another. Therefore, it is not joint authorship if one party writes the first chapter of a user manual, and another party writes the second chapter.

The important point to note in situations of joint authorship is the limit which the joint authorship places on the rights to exploit the copyright held by each of the parties.  Joint authors must account to each other for any profits which they make from exploitation of the copyright.  They must receive approval from each other before doing anything which would affect the rights which they each own, and cannot assign their rights without the approval of the other authors.  Joint authorship is often therefore seen as more of a burden than a benefit – arising as a matter of fact rather than agreement.  It is perhaps advisable that parties establish whether joint authorship situations are likely to arise in the development of any aspects of a smart card scheme.  In most cases, joint ownership may be a more useful and controllable right for the parties to a smart card scheme than joint authorship. 

6.1.2 Joint ownership by agreement
Aside from the issues of the joint authorship in copyright, by their nature as property rights almost all IPR is capable of being owned jointly between parties.  Copyright can be assigned by its author or subsequent owner to a number of joint owners.  Patents and trade marks can be registered in the name of, or assigned to a number of joint owners.

Any contract between parties jointly developing patents or trade marks should impose a positive obligation on both parties to co-operate to submit applications in joint names to register the IPR.  One party should be responsible for the applications being made in each case (in the case of branding etc, this should be the Brand Consultant, in the case of technology the Technology Supplier).  As part of this, there should be a procedure for dealing with disputes – for example, if the joint owners disagree as to the contents of the application, or if approval is withheld by one Party.

In addition, the contract should deal with the issue of which party should be responsible for the maintenance and renewal of the registered IPRs, and at whose cost this is done. The contract should state that an appropriate percentage share of any such costs incurred by one party will be reimbursed by the other.

6.2 The nature of joint ownership
The legal nature of joint ownership is often discussed in terms of the right either being 'joint tenancy' or 'tenancy in common'.

At its simplest, the difference between the two can be described as follows:

· Joint tenants own and share all of the rights between them, and any actions in relation to the property must be made jointly;

· Tenants in common each own a separate right in the same property – in practice it may be impossible to define what that right controls – but the parties have some individual rights in relation to the property.

The main practical difference between a joint tenancy and tenancy in common is that a joint tenant has a right to survivorship (i.e. when corporate joint tenant A is dissolved, its share passes to joint tenant B automatically).  A tenant in common is free to deal with its share as it sees fit, subject to any restriction imposed by contract or statute.  A tenancy in common is preferred for joint ownership of IPR, as the right of survivorship has been considered against the commercial interests of IPR owners by the courts.

Whether property is jointly owned as joint tenants or as tenants in common may depend on the intention and agreement of the parties when joint ownership is established. However, in relation to IPRs, there are overriding statutory provisions which will apply unless otherwise agreed by the parties.

Section 90(1) of the Copyright, Designs and Patents Act 1988 specifies that copyright is a property right.  On this basis a number of court cases have expressed the view that tenancy in common is to be preferred as a basis of joint ownership of copyright to a joint tenancy.

Section 23 of the Trade Marks Act 1994 states that, subject to agreement to the contrary, joint ownership of a registered trade mark, or an application for a registered trade mark, is presumed to be on the basis of a tenancy in common in equal shares. 

Section 36(1) of the Patents Act 1977 controls the right in relation to patents.  In the absence of any alternative agreement, co-owning parties will be deemed to hold the patent (and/or application) in equal shares as tenants in common.

It is clear, therefore, that tenancy in common should be considered the default legal status of any joint ownership of IPR.  This is probably the commercially preferred position, however should particular circumstances arise in which this is not the case, the parties will have to deal with this by agreement.

6.3 Exploitation of IPR by joint owners
The legal nature of the joint ownership of IPR (e.g. tenancy in common) does not affect the way in which the parties can exploit the IPR.  This is controlled by statute as described in the following paragraphs.

6.3.1 Copyright
A joint owner must seek consent of all other joint owners before being able to do any 'infringing act' – for example, copy the work, distribute the work, incorporate the work into other formats etc.

A joint owner must seek consent of all other joint owners before being able to licence the copyright work to any third party.

As regards bringing proceedings for infringement, the position is not set out in statute but in practice appears to be that a joint owner may act unilaterally in bringing proceedings but that such proceedings will only be in respect of its own share of the work.  It is therefore advisable for the parties to raise any infringement proceedings jointly.

6.3.2 Trade marks
A joint owner may unilaterally do any act with the trade mark that would, if done by a third party, amount to an infringing act, provided that it may not grant a licence nor assign or charge its share without the consent of all other joint owners.  This can be overruled by an agreement to the contrary, and therefore should be considered in the case of a smart card scheme. In particular, the Card Issuer may require the right to licence a trade mark to Secondary Service Providers, which relationship other joint owners have no particular interest in.  This situation is also likely to arise where a number of Card Issuers are joint owners as part of a group of trade marks associated with an overall brand (see discussion below).

A joint owner of a trade mark may unilaterally bring proceedings to protect its interest, provided that it joins the other joint owners into the action.

6.3.3 Patents
Similar to trade marks, a joint owner of a patent may unilaterally do any act with the patent that would, if done by a third party, amount to an infringing act, provided that it may not grant a licence nor assign or charge its share without the consent of all other joint owners.  This can be overruled by an agreement to the contrary, and again this may merit consideration in the case of a smart card scheme.  In particular, a limited right for a Technology Supplier to licence patents to third parties may be permitted.  This right should allow a source of royalties to the Card Issuer, without the Card Issuer becoming involved in the management and licensing of a patent in a corporate sphere in which it does not normally operate.

A joint owner may not do any act unilaterally that might prejudice the position of the joint owner.  For example, a variation or surrender of the patent.

A joint owner of a patent may unilaterally bring proceedings to protect its interest, provided that it joins the other joint owner into the action.

6.4 Protecting IPR by joint owners

Any contract between joint owners in IPR should contain an absolute obligation to enforce their rights as IPR owners, and to co-operate in any proceedings brought for such purpose (unless they object, in which case, such objection should be dealt with through the dispute resolution procedure provided for in the contract).

In the case of trade marks and patents actions, a joint owner that brings infringement proceedings unilaterally must join in its other joint owners.  If the other joint owners do not participate in the action they shall not be liable for a share of the costs.  For this reason, it may be worth spelling out in the contract between joint owners how proceedings are to be dealt with, including the sharing of costs and any awards.

More difficult is the question of setting out a procedure in the clause for agreeing how to deal with threatened actions etc.  It is important to consider whether each party will appoint its own solicitors, and what happens if the two law firms give different advice.

The contract between joint owners should also oblige them not merely to inform promptly of infringements but also to give proper notice of such infringements within a specified time.

6.5 IPR issues between Smart Card Schemes – joint buying groups
It is a distinct possibility that, in the development of smart card schemes, Card Issuers will work together to create joint solutions, which each will then implement.  This makes commercial sense, as it spreads the potentially high costs of developing new software, systems, or other materials, between a number of Card Issuers who are, effectively, working towards achieving the same goal.  However, this creates a potential problem in IPR terms.

6.5.1 Who owns the IPR in anything which the group creates?
The group is likely to create a variety of things which will attract IPR.  For instance, the group could create specifications, or technical standards, to be applied in the Scheme.  It could create procurement guides or policies for use by individual Card Issuers within the group.  Unless the group has a formal legal structure which will allow it to manage the IPR in anything which is developed, it may be difficult to attribute IPR to the members of the group who create any such work.  Questions of joint authorship of copyright may arise. 

Theoretically the IPR in anything developed by the group should be owned by the group. However, the ability to do this will depend on the legal structure of the group.  Where the group is established as an unincorporated consortium it will not be able to hold IPR on its own behalf.  In this situation, one of the members of the group may have to hold the IPR on trust for the group, licensing its use to the members of the group.  It may be worth considering whether a holding company should be established in order to hold the IPR on trust for the members of the group, licensing the IPR to the members of the group as appropriate.

6.5.2 Who owns the IPR in anything which the group commissions?
The group may commission joint development of new works, for example, the commissioning of software, or the development of a joint brand for the smart card.  Each of the members of the group will require appropriate access to the work which is commissioned.  It may be possible for ownership of the IPR to be assigned to a number of joint owners, therefore it may be possible for the developer to assign the IPR to all of the members of the group.  Alternatively the group may want to establish a holding company as discussed above, which would hold the IPR on trust for the members of the group, licensing the right to use the IPR to the members as appropriate.

7. Crown copyright

As with any other legal entity, the Crown can become the owner of copyright in works which it creates or in works the ownership of which is vested in the Crown.  Because of its unique position, the Crown is entitled to specific statutory copyright powers, to which other parties are not entitled.  The provisions allow for copyright to subsist in certain circumstances where it would not otherwise, and set out special rules for the term for which copyright protection will last.

7.1 The statutory position
Crown Copyright is dealt with in sections 163 and 164 of the Copyright, Designs and Patents Act 1988.  The Act provides that where a work is made by Her Majesty, or an officer or servant of the Crown in the course of his duties, then the work qualifies for copyright protection even if the ordinary qualification requirements (as required by the Act) are not satisfied, and Her Majesty becomes the owner of the copyright in the work. This means that Her Majesty becomes the copyright owner of all work created by her employees in the course of their duties. 

The Act also provides that the term of Crown copyright is different from the ordinary term of copyright.  Crown copyright extends for a period of 75 years from the end of the calendar year in which the work was created.  Where the work has been 'commercially published' this is the extent of the term.  Works are commercially published either where copies are made which are then distributed on receipt of an order from a member of the public, or when a work is made available on an electronic retrieval system (e.g. the internet).  However, if a work is not commercially published then Crown copyright extends for another 50 years – taking the total term to 125 years from the end of the calendar year in which the work was created. 

The list of authorities which make up the Crown is listed at http://www.hmso.gov.uk/copyright/policy/c_copyright/crown_bodies.htm.  Ordinarily, Local Authorities are not considered to be part of the Crown for the purposes of Crown copyright. 

However, many government departments which may be involved in a smart card scheme – for example the Government Office for the Regions, a part of the Office of the Deputy Prime Minister – are considered part of the Crown and works created by them may be subject to Crown copyright. 

7.2 Crown copyright in operation
Administration and control of Crown copyright is the responsibility of the Controller of Her Majesty's Stationery Office, with day-to-day control exercised by the Copyright Unit. Because of the public-access nature of much of Crown copyright, some works to which it attaches are capable of being copied free of charge, and without permission.  Others require a licence, which may or may not be gratuitous.  The Copyright Unit has developed a range of standard form licences which are produced for various categories of works.  These include scientific, technical and medical articles and quasi-legislative material.

7.3 Crown Copyright in a Smart Card Scheme
As discussed, Local Authorities are not ordinarily considered as a part of the Crown for the purposes of Crown copyright.  Therefore, it is likely that the copyright in any works produced by a Card Issuer will not automatically vest in the Crown, and ownership will be retained by the Card Issuer.  However, it is understood that in many situations Card Issuers will be required to assign their ownership in the works to the Crown.

Notwithstanding any such subsequent assignment to a Crown authority, for example the Office of the Deputy Prime Minister, the work does not become subject of Crown copyright as defined in the Act (and is not therefore subject to the provisions as to the term of protection).  This is, however, a largely academic point – as once the work is transferred, ownership will vest in the Crown, and they will manage the copyright asset in the same way in which they manage works which are 'Crown copyright' as defined in the Act.

Where Card Issuers seek to use works which are subject to Crown copyright, or which are owned by the Crown, it is vital to ensure that an appropriate licence covers such use. It is also important to consider the Crown copyright implications where a Card Issuer works with, or develops works for, a Crown body.

8. Open Source Software

8.1 Introduction

The development of software produces two different end products – the source code and the object code.  The source code is that which is written by the programmer and can be read by other programmers who understand the language in which it is written in.  It will contain a string of commands written in the programming language, and may contain notes or comments by the programmer explaining what they have done.  However, the source code cannot be processed by a computer effectively enough to allow it to run the programme.  To do so, the source code has to be translated by a computer into the object code.  Once translated, the object code is written in binary (ones and zeros) which, while unintelligible to humans, is efficiently processed by a computer.

This difference has resulted in two ways in which software is developed and distributed by different parties.  Much of the software with which we are familiar – for instance Microsoft products – is only available in the object code form.  The developer retains the source code, so that nobody can see the way in which they have created the programme, or copy parts of it.  This is known as 'proprietary software', and allows the developer the greatest power to exploit the innovativeness of their software.

However, another school of developers believes that the needs of software development are better served by allowing as many people as possible to access the source code for the software.  This allows the broadest range of people to help develop the software, and not just those employed by the owner of the source code.  They therefore make the source code of the software openly available, allowing it to be accessed and modified for a number of purposes.  This is known as 'open source' software.  Developers of open source software argue that this process makes software technically better, more robust and more easily adaptable for end users.  Developers of open source software often retain ownership of the IPR, granting licences for use of the software.

There is a general (if somewhat misguided) impression that open source software is inherently available without charge, since the source code is capable of being copied.  In many cases the original open source software systems were free to use – developed by amateur programmers, or programmers promoting more egalitarian ideals.  However, a number of software developers make use of open source software, developing and licensing the software for payment.  As Professor Richard Stallman, one of the pioneers of the open source movement describes it, it is best to think of open sources as "free as in free speech, not as in free beer".

Developers can therefore use open source software as a starting point, and exploit for profit any further development which they make to the software.  Additionally, many developers are offering additional software to work with existing open source software, or provide support for open source software.

Some of the most widely used open source software is Unix, an operating system which can be used to run PCs or infrastructure systems, like servers.  It is regarded by some as being more stable and efficient than similar Microsoft operating systems, and being open source is arguably more adaptable to individual uses.  The company which owns Unix (SCO) has not to date charged licensees for using it.  However, they are currently embroiled in a legal action with IBM, claiming that IBM copied large parts of Unix in developing Linux – a rival open source operating system.

8.2 Open Source in the public arena
Open source software was, for a long time, largely the domain of a relatively small number of enthusiasts.  However, businesses have realised the advantages of running open source software on their systems as a cheaper, and arguably better and more robust alternative to proprietary software.  Open source software can also be used as a method of establishing technical standards where a number of similar schemes are operating similar systems – as is likely to arise in relation to smart card schemes.

Many governments are adopting a similar approach.  In 2002 the OGC adopted a policy that promotes the consideration of open source software alongside proprietary software on a best value basis when procuring IT systems.  The policy also states that the UK Government will further explore the possibility of using open source software as the default exploitation route when the government funds research and development software.  However, at the stage of releasing this policy, the OGC was of the opinion that open source software was not robust enough to be used in a full system, including office desktops.  In September 2003, in order to test the position further the OGC launched a series of trials of open source software across a range of public bodies, including an English and Welsh local authority.  A second trial deal with Sun Microsystems to supply open source software has also been entered into.

In February 2004, the Public Accounts Committee released a report into IT procurement. The report analysed some of the early results of the trials.  The report's conclusions continued to support open source software, stating that "if the results [of the trials] show that open source software is practical, particularly in respect of integration with existing systems, departments should be ready to apply the lessons learnt to their future purchasing decisions."

In developing smart card schemes, it is therefore important that open source software solutions are considered wherever software procurement is due to take place, analysing the software on best value.

8.3 Open Source Agreements
Developers could prepare their own agreements to cover the distribution of open source software, or adopt one of a myriad of standard open source licence agreements which are available.  In each case the licence must be analysed on its own terms and in relation to the particular circumstances in which it is granted.  Licences, however, broadly fall into one of two categories:

· Full licences, where any amendments or developments which the licensee makes to the software will remain open source and 'free' to further users; and

· Limited licences, where the licensee can place restrictions on the use of, and therefore can exploit, any amendments or developments which he makes to the software.

In both cases the developer will retain the IPR in any amendments or developments.  It is the extent to which he can restrict the use of the IPR which differs.  Full licences, such as the GNU General Public Licence (see Appendix) are widely used, and were initially the basis on which most open source software was licensed.  However, as more commercial software developers seek to exploit open source software, for instance by developing software which works with the Unix or Linux operating systems, limited licences are becoming increasingly more common.

It is vital that when commissioning software Card Issuers analyse the terms of any licence granted by a developer, to ensure that it is appropriate in terms of the uses to which the software will be put, and the rights which the Card Issuer will require.  For instance, where a developer uses open source software as the basis of creating software for a Card Issuer, the Card Issuer should examine the licence on which the original software is used, to ensure that it allows the software to be used in the manner in which the Card Issuer requires.  The original licence may require the Card Issuer to make any developments available openly to any other users, which will limit the Card Issuer's rights to exploit developments created in the software.

8.4 The GNU Not Unix General Public Licence
The GNU General Public Licence ("GPL") is one of the most widely used full licences.  The GNU Project was launched in 1984 by the Free Software Foundation to develop a complete Unix-like operating system which is free software, to provide a format in which the 'freedom' of open source software could be safeguarded: the GNU system. (GNU is a recursive acronym for "GNU's Not Unix"; it is pronounced "guh-noo".) Variants of the GNU operating system, which use the kernel Linux, are now widely used; though these systems are often referred to as "Linux", they are more accurately called GNU/Linux systems. 

It is worth examining the GPL as an example of what open source licences commonly include.  The GPL permits the copying and distribution of the source code, and permits the charging of a fee in relation to the physical act of transferring a copy, or for offering warranty protection.  However, any copies must contain an appropriate copyright notice and warranty disclaimer. 

The GPL also permits the modification of any copy or copies of the source code.  Any copies which include the modification must include a notice advising that the files were changed, and the date of the change.  Any work which is made for distribution which contains the original source code must be made freely available to third parties.  If it is possible to separate any part of the modifications, so that they can be considered as independent works in themselves, then the licence will not apply to those sections.  It is also possible to charge a fee in relation to the modification.

However, it is not necessary to release a modification.  Original open source software can be modified, and the modification retained only by the smart card scheme.  But, if a modified version is released to the public, the GPL requires that the source code is also made available publicly.

The GPL also expressly excludes any warranty or liability for damages to the licensee or any third parties to whom the licensee distributes the software.

The GPL is only one form of licence which can be used, and indeed it is possible to licence the original open source software to one party under the GPL, and licence the modifications to the software to another party under a proprietary licence (although you would have to provide the other party with a copy of the GPL for any part of the programme which you obtained under the GPL).

8.5 Open source licences in a Smart Card Scheme
Open Source software could well be used at a number of stages throughout a smart card scheme: as a part of an operating system (like Linux or Unix); in web servers (like Apache) or e-mail servers (like Sendmail); as the starting point of bespoke software produced by developers; or as a modification to open source software or an original piece of open source software produced by an external or internal programmer.

At any of these stages the Card Issuer could encounter a full or limited licence, depending on the software being provided and the interests of the parties.  For example, the Card Issuer may choose to run Red Hat Linux as an operating system.  Red Hat is a company which has developed its own range of open source software based on the Linux open source software.  Red Hat licences the software for payment of a fee, and offers support for the software, however, the licensee obtains access to the source code as well as the object code. 

8.6 The risks of open source software
There are a number of theoretical practical risks of open source software.  Card Issuers and software users may feel more comfortable with a known brand – like Microsoft, than they would with a less well known brand – like Linux or Red Hat, or no brand at all. Microsoft has worked hard to promote the concept that open source software is more complicated and expensive to integrate and support.

However, perhaps more crucial are the legal risks arising from the IPR issues associated with open source software.  For instance, there is no way of clearly ensuring that the IPR in software which developers submit belongs to them, or is properly transferred. Because open source licences commonly exclude warranties and liability, it may leave the licensee (the Card Issuer) liable for any claim that the software breaches the IPR of third parties.
This risk has been exposed by the legal action raised by SCO against IBM.  SCO own the rights in UNIX – an open source operating system developed in 1969.  SCO is alleging that IBM has breached SCO's licence, and copyright.  SCO claims that IBM copied elements of the UNIX code in the development of Linux products, benefiting from the open source nature of UNIX for commercial exploitation. 

The most concerning issue for Card Issuers arising from this situation is that SCO has now raised claims against users of the Linux software.  SCO filed a lawsuit against AutoZone, a car parts retailer, in the US District Court in Nevada, and against DaimlerChrysler Corporation in Oakland County Circuit Court in Detroit.  The lawsuits are seeking to prevent AutoZone and DaimlerChrysler from using the Linux software, and claiming damages for its use.

In the claim submitted to the court in the case against AutoZone, SCO alleges that "AutoZone violated SCO's UNIX copyrights by running versions of the Linux operating system that contain code, structure, sequence and/or organization from SCO's proprietary UNIX System V code in violation of SCO's copyrights."

The concern which these cases raise is that, if successful, the SCO claims may open a floodgate for licence payments from Linux users.  The Linux users, in most cases, may already have paid for the software which they have, and will have some difficulty coming to terms with the fact that a third party who they have no direct relationship with is able to claim money from them at this stage.  This all results from an inherent 'flaw' in standard open source software licences discussed above – unless the licensee specifically pays for it they are unlikely to get a warranty or indemnity that the software does not infringe the IPR of third parties.  Therefore, open source software by its nature may carry a risk of such actions.

9.  Appendix 1: The GNU General Public Licence
Version 2, June 1991 

Copyright (C) 1989, 1991 Free Software Foundation, Inc. 

59 Temple Place - Suite 330, Boston, MA 02111-1307, USA

Everyone is permitted to copy and distribute verbatim copies

of this license document, but changing it is not allowed.

Preamble
The licenses for most software are designed to take away your freedom to share and change it.  By contrast, the GNU General Public License is intended to guarantee your freedom to share and change free software--to make sure the software is free for all its users.  This General Public License applies to most of the Free Software Foundation's software and to any other program whose authors commit to using it.  (Some other Free Software Foundation software is covered by the GNU Library General Public License instead.) You can apply it to your programs, too. 

When we speak of free software, we are referring to freedom, not price.  Our General Public Licenses are designed to make sure that you have the freedom to distribute copies of free software (and charge for this service if you wish), that you receive source code or can get it if you want it, that you can change the software or use pieces of it in new free programs; and that you know you can do these things. 

To protect your rights, we need to make restrictions that forbid anyone to deny you these rights or to ask you to surrender the rights.  These restrictions translate to certain responsibilities for you if you distribute copies of the software, or if you modify it. 

For example, if you distribute copies of such a program, whether gratis or for a fee, you must give the recipients all the rights that you have.  You must make sure that they, too, receive or can get the source code.  And you must show them these terms so they know their rights. 

We protect your rights with two steps: (1) copyright the software, and (2) offer you this license which gives you legal permission to copy, distribute and/or modify the software. 

Also, for each author's protection and ours, we want to make certain that everyone understands that there is no warranty for this free software.  If the software is modified by someone else and passed on, we want its recipients to know that what they have is not the original, so that any problems introduced by others will not reflect on the original authors' reputations. 

Finally, any free program is threatened constantly by software patents.  We wish to avoid the danger that redistributors of a free program will individually obtain patent licenses, in effect making the program proprietary.  To prevent this, we have made it clear that any patent must be licensed for everyone's free use or not licensed at all. 

The precise terms and conditions for copying, distribution and modification follow. 

TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION
0.  This License applies to any program or other work which contains a notice placed by the copyright holder saying it may be distributed under the terms of this General Public License.  The "Program", below, refers to any such program or work, and a "work based on the Program" means either the Program or any derivative work under copyright law: that is to say, a work containing the Program or a portion of it, either verbatim or with modifications and/or translated into another language.  (Hereinafter, translation is included without limitation in the term "modification".) Each licensee is addressed as "you". 

Activities other than copying, distribution and modification are not covered by this License; they are outside its scope.  The act of running the Program is not restricted, and the output from the Program is covered only if its contents constitute a work based on the Program (independent of having been made by running the Program).  Whether that is true depends on what the Program does. 

1.  You may copy and distribute verbatim copies of the Program's source code as you receive it, in any medium, provided that you conspicuously and appropriately publish on each copy an appropriate copyright notice and disclaimer of warranty; keep intact all the notices that refer to this License and to the absence of any warranty; and give any other recipients of the Program a copy of this License along with the Program. 

You may charge a fee for the physical act of transferring a copy, and you may at your option offer warranty protection in exchange for a fee. 

2.  You may modify your copy or copies of the Program or any portion of it, thus forming a work based on the Program, and copy and distribute such modifications or work under the terms of Section 1 above, provided that you also meet all of these conditions: 

· a) You must cause the modified files to carry prominent notices stating that you changed the files and the date of any change. 

· b) You must cause any work that you distribute or publish, that in whole or in part contains or is derived from the Program or any part thereof, to be licensed as a whole at no charge to all third parties under the terms of this License. 

· c) If the modified program normally reads commands interactively when run, you must cause it, when started running for such interactive use in the most ordinary way, to print or display an announcement including an appropriate copyright notice and a notice that there is no warranty (or else, saying that you provide a warranty) and that users may redistribute the program under these conditions, and telling the user how to view a copy of this License.  (Exception: if the Program itself is interactive but does not normally print such an announcement, your work based on the Program is not required to print an announcement.) 

These requirements apply to the modified work as a whole.  If identifiable sections of that work are not derived from the Program, and can be reasonably considered independent and separate works in themselves, then this License, and its terms, does not apply to those sections when you distribute them as separate works.  But when you distribute the same sections as part of a whole which is a work based on the Program, the distribution of the whole must be on the terms of this License, whose permissions for other licensees extend to the entire whole, and thus to each and every part regardless of who wrote it. 

Thus, it is not the intent of this section to claim rights or contest your rights to work written entirely by you; rather, the intent is to exercise the right to control the distribution of derivative or collective works based on the Program. 

In addition, mere aggregation of another work not based on the Program with the Program (or with a work based on the Program) on a volume of a storage or distribution medium does not bring the other work under the scope of this License. 

3.  You may copy and distribute the Program (or a work based on it, under Section 2) in object code or executable form under the terms of Sections 1 and 2 above provided that you also do one of the following: 

· a) Accompany it with the complete corresponding machine-readable source code, which must be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or, 

· b) Accompany it with a written offer, valid for at least three years, to give any third party, for a charge no more than your cost of physically performing source distribution, a complete machine-readable copy of the corresponding source code, to be distributed under the terms of Sections 1 and 2 above on a medium customarily used for software interchange; or, 

· c) Accompany it with the information you received as to the offer to distribute corresponding source code.  (This alternative is allowed only for non-commercial distribution and only if the program is received in object code or executable form with such an offer, in accord with Subsection b above.) 

The source code for a work means the preferred form of the work for making modifications to it.  For an executable work, complete source code means all the source code for all modules it contains, plus any associated interface definition files, plus the scripts used to control compilation and installation of the executable.  However, as a special exception, the source code distributed need not include anything that is normally distributed (in either source or binary form) with the major components (compiler, kernel, and so on) of the operating system on which the executable runs, unless that component itself accompanies the executable. 

If distribution of executable or object code is made by offering access to copy from a designated place, then offering equivalent access to copy the source code from the same place counts as distribution of the source code, even though third parties are not compelled to copy the source along with the object code. 

4.  You may not copy, modify, sublicense, or distribute the Program except as expressly provided under this License.  Any attempt otherwise to copy, modify, sublicense or distribute the Program is void, and will automatically terminate your rights under this License.  However, parties who have received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in full compliance. 

5.  You are not required to accept this License, since you have not signed it.  However, nothing else grants you permission to modify or distribute the Program or its derivative works.  These actions are prohibited by law if you do not accept this License.  Therefore, by modifying or distributing the Program (or any work based on the Program), you indicate your acceptance of this License to do so, and all its terms and conditions for copying, distributing or modifying the Program or works based on it. 

6.  Each time you redistribute the Program (or any work based on the Program), the recipient automatically receives a license from the original licensor to copy, distribute or modify the Program subject to these terms and conditions.  You may not impose any further restrictions on the recipients' exercise of the rights granted herein.  You are not responsible for enforcing compliance by third parties to this License. 

7.  If, as a consequence of a court judgment or allegation of patent infringement or for any other reason (not limited to patent issues), conditions are imposed on you (whether by court order, agreement or otherwise) that contradict the conditions of this License, they do not excuse you from the conditions of this License.  If you cannot distribute so as to satisfy simultaneously your obligations under this License and any other pertinent obligations, then as a consequence you may not distribute the Program at all.  For example, if a patent license would not permit royalty-free redistribution of the Program by all those who receive copies directly or indirectly through you, then the only way you could satisfy both it and this License would be to refrain entirely from distribution of the Program. 

If any portion of this section is held invalid or unenforceable under any particular circumstance, the balance of the section is intended to apply and the section as a whole is intended to apply in other circumstances. 

It is not the purpose of this section to induce you to infringe any patents or other property right claims or to contest validity of any such claims; this section has the sole purpose of protecting the integrity of the free software distribution system, which is implemented by public license practices.  Many people have made generous contributions to the wide range of software distributed through that system in reliance on consistent application of that system; it is up to the author/donor to decide if he or she is willing to distribute software through any other system and a licensee cannot impose that choice. 

This section is intended to make thoroughly clear what is believed to be a consequence of the rest of this License. 

8.  If the distribution and/or use of the Program is restricted in certain countries either by patents or by copyrighted interfaces, the original copyright holder who places the Program under this License may add an explicit geographical distribution limitation excluding those countries, so that distribution is permitted only in or among countries not thus excluded.  In such case, this License incorporates the limitation as if written in the body of this License. 

9.  The Free Software Foundation may publish revised and/or new versions of the General Public License from time to time.  Such new versions will be similar in spirit to the present version, but may differ in detail to address new problems or concerns. 

Each version is given a distinguishing version number.  If the Program specifies a version number of this License which applies to it and "any later version", you have the option of following the terms and conditions either of that version or of any later version published by the Free Software Foundation.  If the Program does not specify a version number of this License, you may choose any version ever published by the Free Software Foundation. 

10.  If you wish to incorporate parts of the Program into other free programs whose distribution conditions are different, write to the author to ask for permission.  For software which is copyrighted by the Free Software Foundation, write to the Free Software Foundation; we sometimes make exceptions for this.  Our decision will be guided by the two goals of preserving the free status of all derivatives of our free software and of promoting the sharing and reuse of software generally. 

NO WARRANTY
11.  BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.  THE ENTIRE RISK AS TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU.  SHOULD THE PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING, REPAIR OR CORRECTION. 

12.  IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES, INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. 

10. Appendix 2 – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations


