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1. Preface
This document is intended to be read by any individuals who have an interest in the National Smart Card Starter Pack.

2. Scope

This document intends to provide an overview as to what the National Smart Card Starter Pack is and the benefits it can provide to a Local Authority.

It also provides high level examples of the Smart card issuance process and Smart card management with an overview on each section.

3. Assumed Knowledge

This document assumes the individual has no knowledge of the National Smart Card Starter Pack or general knowledge of Smart cards.

Table of Contents

21.
Preface


22.
Scope


23.
Assumed Knowledge


44.
The National Smart Card Scheme


44.1
Introduction


54.2
Benefits to your Local Authority


55.
Smart Cards


66.
The National Smart Card Starter Pack


76.1
The Cardholder Database


76.2
Database Management Software


76.2.1
Data Manager


76.2.2
Scheme Manager


86.3
The National Smart Card Website


96.4
Enrolment Application


96.5
Smart Card Data Management Software


96.5.1
Citizen Install


96.5.2
Service Point Install


106.6
Print and Personalisation Software


106.7
Standard Applets


106.7.1
ISO File Applet


116.7.2
CCDA


116.8
ITSO


116.9
CEPS


116.10
Bespoke Purse


116.11
PKI


127.
Card Services


138.
Creating & Issuing Smart Cards


139.
Enrolment & Application Processing


139.1
Proof Checking


1410.
Smart Card Personalisation & Issuance


1410.1
Personalisation and Printing


1410.2
Smart Card Issuance


1511.
Smart Card Management


1512.
Managing Cardholder Data & Adding/ Removing Card Services


1613.
Smart Card Scheme Support


1613.1
Call Centre


1613.2
Marketing/Sales


1614.
Legacy Systems


1715.
Appendix 1 – Glossary A


1916.
Appendix 2 – National Smart Card Project Glossary B




4. The National Smart Card Scheme

4.1 Introduction

The National Smart Card Starter Pack is a new package designed to enable Local Authorities (LA’s) to deliver a Smart card scheme in their area quickly and cost-effectively.

It is a flexible and dynamic package to cater for the diverse nature of all LA requirements, whilst adhering to the required standards defined by the Government.

The following diagram shows a high level example of an overall Smart Card scheme.
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Figure  AUTONUM  \* Arabic \s "- "  An example Smart Card scheme

4.2 Benefits to your Local Authority

Implementing the National Smart Card scheme provides many benefits to your LA, such as:

· An easy to implement system

· Integrates with legacy systems

· Provides a secure database for citizen data

· Provides one easy to use Smart card, dispensing with the need to carry several cards at once

· Offers PIN protected data on the Smart card for more privacy during use and in the event of loss or theft

· Allows your LA to host other schemes for other LA’s under the same Cardholder database

· Adheres to the Data Protection act.

5. Smart Cards
Smart cards are credit card sized cards that contain an embedded microchip which allows the storage of various data.

They are multifunctional cards that can be programmed with several applications therefore dispensing with the need to carry a card for each Service offered by your LA.

The cards also offer PIN number verification (as well as or instead of a signature) for higher security when performing transactions, thus protecting against unethical use in the event of loss or theft.

In implementing the National Smart Card Starter Pack, these cards will contain data such as:

· Citizen (cardholder) data

· The Card Services chosen by the cardholder.

A Smart card is issued after a citizen has completed the Enrolment process, and the data has been processed by a Smart card production facility, either in-house with your LA or outsourced to a designated bureau.

6. The National Smart Card Starter Pack
The National Smart Card Starter Pack comprises of several separate applications and tools that are all linked to a Backend Cardholder database, which effectively comprises the heart of the system.

The Starter Pack can be deployed in many ways depending on requirements.  One such example could be the following:
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Figure  AUTONUM  \* Arabic \s "- "  An example Starter Pack implementation

The pack includes the following software:

· The Cardholder database

· Database Management software.

· A website

· Enrolment Application software

· Smart Card Management software

· Smart Card Production software
· Standard Applets.
6.1 The Cardholder Database

The Cardholder database allows the storage of all cardholder’s information on the system securely and efficiently, such as:

· Cardholders personal details

· Information relating to the Card Services that have been chosen

· The status of their Smart card.

The database can be tailored to display specific information in conjunction with the above data depending on how your LA’s scheme will be implemented.

It is also designed to be a standardised database that can communicate with existing legacy systems using the number of a Smart card issued by this system.
The database also offers flexibility to handle more than one scheme if necessary allowing an LA to run their scheme as well hosting other schemes at the same time.

6.2 Database Management Software

6.2.1 Data Manager
The Data Manager provides the capability to import citizen data that may be gathered from various locations into the Cardholder database.  The importing of photos and signatures is also supported by the XML Import schema.
The Data Manager also provides the capability to create a batch of cardholder data in a format that can be exported to the Card Production bureau.  The XML Export file created will allow fully functioning Smart cards to be produced by the card production facility, for example: Bureau.
6.2.2 Scheme Manager
The Scheme Manager allows the Cardholder database to be configured easily helping the adopting LA to get started as soon as possible.  This will include a set of XML Templates that will facilitate the installation of the Card Service data.

6.3 The National Smart Card Website

The cardholder database is accessed by several tools for the management of cardholder data.  The website provided handles several processes including Enrolment (Refer to section: Enrolment & Application Processing for more information)
Other processes include the means to view cardholder data from within a Journal once entered on the system.  Depending on the status of the Enrolment process and the access rights given to a user or cardholder of the system, this data can be modified prior to the issuance of the Smart card.  User Roles can be assigned/re-assigned whenever required.

The Journal is also used for Card Life cycle management, allowing your LA to manage the Smart cards once issued to the citizen.

Additional information provided such as data protection/privacy information, information about your scheme and future plans.
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Figure  AUTONUM  \* Arabic \s -  An example of the standard National Smart Card website

The website provided as part of the Starter Pack can be customized depending on your requirements, for example: The images or style sheet used can be modified to reflect the interests of your LA.

6.4 Enrolment Application

The Enrolment Application is used in conjunction with the National Smart Card website.  It is a Graphical User Interface (GUI) based application where the website is loaded within the application.

The Enrolment Application handles the latter part of the Enrolment process, where photographs and/or signatures of the citizen are required in order to complete the application for a Smart card.

6.5 Smart Card Data Management Software

The Smart Card Management software is a GUI application that is used by a cardholder to view data contained on a Smart card.  This is handled by the following application:

Card Explorer.

This application can be run in two configurations:

· Citizen install

· Service Point install.

6.5.1 Citizen Install

This is used by citizen cardholders who will be able to view the data contained on their Smart card from a home PC.

Note:
The citizen will not be able to modify any card data using this application.  
In order to use the Card Explorer the citizen will also need to have a Smart card reader connected to their PC.

6.5.2 Service Point Install

This is used by the Service Point and allows a user to view and, if required by the citizen, modify the data directly on the Smart card.  Any changes made to a Smart card by the Service Point are updated automatically in the Cardholder database.

Two Smart card readers will be needed for the PC in order to allow the Service Point user to log on with their own Smart card.  The other is required for the citizen Smart card.

6.6 Print and Personalisation Software

The Print and Personalisation software is a GUI based application loaded onto a PC which is connected to a card printer and either the internet or a network connection.

The software is used for the process of physically creating a Smart card.  Once the Enrolment process has been successfully completed the information from the database is sent to the Smart card Production software, as an XML file generated by the Data Manager application.

This stage in the process can be handled in-house by your LA or outsourced to a designated external bureau. There are two stages to successfully creating a Smart card, these are:

· Personalising the Smart card
· Printing the Smart card.

Refer to section: Smart Card Personalisation & Issuance for more information on the above processes.

6.7 Standard Applets

The Starter Pack provides a set of standard applets that can be used to implement the Card Services.  Refer to section: Card Services for a list of Card Services that could be offered by your LA.  The following standard applets are provided:
· ISO file applet

· CCDA

· ITSO

· CEPS

· Bespoke Purse

· PKI, including:

· PKCS  #15

· CSP.
6.7.1 ISO File Applet

The ISO File applet acts a base which the other applets need to function correctly on the Smart card.
6.7.2 CCDA

The CCDA is used to store citizen (cardholder) data, this may include everything from name to address and contact details. The CCDA applet can also be used for other Card Services, for example: Loyalty and Health schemes.

6.8 ITSO

The ITSO applet is a standard defined for transport, for example: A Concessionary Fares scheme run by the local bus service. The ITSO applet defines how the ticketing and processing is handled.
6.9 CEPS

The CEPS applet is used to allow electronic payment of goods or services within a particular Smart card scheme. Credit is deducted off the card whenever it is used and the purse can be recharged either by earning points or paying cash depending on your LA’s scheme.
6.10 Bespoke Purse
The Bespoke purse applet is used to allow electronic payment of goods or services in a closed environment where compliance to standards such as CEPS is not required.  The B-Spoke purse will save space on the card over a CEPS or EMV compliant purse.

The Bespoke purse contains three separate wallets.  The slots can be used for differing payment types, for example:

· Standard cash payments (UK Sterling)

· Restricted school canteen payments

· Free school dinner payments.

Each slot contains a currency identifier, a maximum balance for that currency and the current balance for that currency.

6.11 PKI

The PKI applet is used for encryption and digital signatures. It uses a defined standard: PKCS #15. This defines what level of encryption should be used. The CSP is software that allows the encryption and digital signatures to be decrypted and read by Microsoft operating systems on a PC.
7. Card Services
The Card Services are those offered by your LA.  These are loaded onto the Smart card into the applets (Refer to section: Standard Applets for more information) or into different instances of a particular applet depending on the type of Card Service.
The Card Services are loaded onto the card during the Card Production stage. Refer to section: Smart Card Personalisation & Issuance for more information.

These enable the citizen to use the Services offered by an LA where information stored on the Smart card is used to grant the citizen access to that particular service or facility.

Below is a list of Card Services that could be loaded onto a Smart card issued by your LA.  These would allow a citizen to use any existing Services offered by simply using a single Smart card:

· The local library (allowing books/other materials to be borrowed or returned without the need to sign them out or in).

· A concessionary fares service for the local bus service

· A Loyalty scheme, for example: Discount prices offered by certain retailers in your LA area upon presentation of your Smart card
· A Health scheme allowing a cardholder’s medical details to be accessed from the Smart card
· An Organ Donor scheme where the cardholder is a registered organ donor

· A Car Parking scheme allowing cardholders to pay for parking without the need to carry cash

· An electronic payment facility whereby a citizen has pre-paid funds loaded onto the card from a Service Point.  Whenever the card is used, for example: 
8. Creating & Issuing Smart Cards
The diagram below gives an example of creating a Smart card and issuance.
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Figure  AUTONUM  \* Arabic \s "- "  An example Smart Card issuance process

9. Enrolment & Application Processing
Enrolment & Application Processing is essentially where the whole process begins.  This allows a citizen, using your LA’s website, to apply for a Smart card by entering their details into a secure online application form.

Once this first stage of the process has been provided the remaining part of the application form must be completed by a Service Point, for example: At the local library.

9.1 Proof Checking

To verify the application the citizen will need to produce requested forms of evidence, for example: Forms of ID including passports, driving licences, and bills are acceptable to allow the Service Point to complete the Enrolment application.

Once the evidence has been provided and proof checked against the citizen (by an authorised ‘Proof Checker’), the Cardholder database is updated with the complete application and the Smart card can be produced.  Refer to section: Smart Card Personalisation & Issuance for more information.

10. Smart Card Personalisation & Issuance
Personalisation is where the citizen data is taken from the Cardholder database and sent to a card production facility.  Once here, the physical card itself can be created.

The process once started by an operator is automatic when creating batches of cards, the XML data is pulled from the database (via a transport medium, for example: The internet, depending on how a scheme will operate) and loaded into the Card Production software.

There are two stages to successfully creating a Smart card, these are:

· Personalising the Smart card
· Printing the Smart card.

These processes are performed using a specially designed card printer, which can handle the production of Smart cards.

10.1 Personalisation and Printing

Personalisation entails encoding the Smart card with the necessary citizen (cardholder) and Card Services data.  This is performed by copying the data onto the embedded microchip on the Smart card.

This is followed by card printing, whereby all the requested logos, text and images are printed onto the card.  The citizen photo is optional as is advertiser logos.  The advertising, images and logos will be determined by the Card Services the citizen has requested.

10.2 Smart Card Issuance

This part of the process is where the finalised card is issued to the citizen.  This will include any stationery that has been created by your LA, for example: The Welcome letter to which the card has been attached, and any advertising/marketing material that may accompany the Welcome letter and card.

Depending on how your LA implements their scheme, a PIN letter may also need to be sent out as part of the Issuance process.

11. Smart Card Management
The diagram below gives a high level example of managing a Smart card once issued:
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Figure  AUTONUM  \* Arabic \s "- "  An example Smart Card management process

12. Managing Cardholder Data & Adding/
Removing Card Services
Once the Smart card has been issued, data on the card can be accessed using the Smart Card Management software.  However, the cardholder data can only be modified by a Service Point user.  Refer to section: Smart Card Data Management Software for more information on the software itself.

13. Smart Card Scheme Support
13.1 Call Centre

A Call Centre set up by your LA could provide customer support and handles queries about the Smart card scheme and any problems that may arise with the Smart card during daily usage, for example: Re-issuance if a card is lost or stolen.

13.2 Marketing/Sales

Marketing and Sales teams may be allowed to use the citizen’s details stored in the Cardholder database to promote products or Services they are advertising or selling, or perform market research into citizens lifestyles.  This is an option the citizen can select when enrolling for the card.

Note:
The third parties allowed to access your details will depend on the data protection offered by your LA and whether the cardholder specifies if they want their details distributed.
14. Legacy Systems
These are existing systems that your LA is currently running.  They may be any kind of system whereby citizen data is contained in a database, for example: a Library Card scheme.

The Cardholder database can interface with these legacy systems, granting the citizen access to use these Services with a single card instead of carrying several cards for each.

It can also provide a single point of data entry for a cardholder’s details by allowing updates on this database to be uploaded to a legacy system using an export tool.

Note:
As each legacy system may be different, the export tool provided with the Starter Pack will require that any legacy systems be modified to accept the XML generated by this tool.


Alternatively an export tool specific to the legacy system may need to be created.

15. Appendix 1 – Glossary A
	Term
	Definition

	Bureau
	A third-party providing the personalisation and issuance of Smart cards on behalf of the LA.

	Call Centre
	A helpdesk who can answer issues relating to your Smart card.

	Cardholder
	The person to whom a Smart card was issued.

	Cardholder Database
	The database that captures citizen Enrolment details, personalisation details and transaction information.

	Card Services
	The applications which are stored on the Smart card.

	Citizen 
	A member of public or individual enrolling for a Smart card.

	e-Purse
	A means of electronic payment where pre-paid credit is loaded onto the card.  Credit is deducted every time the e-Purse is used.

	Evidence
	Documentation that can verify a citizen’s  identity, address etc.

	GUI
	Graphical User Interface - A program interface that takes advantage of the computer's graphics capabilities to make the program easier to use.

	Internet
	An international computer network of networks that connect government, academic and business institutions.

	Issuance
	The process which the Smart card issuer uses to deliver a fully personalised Smart card to a citizen.

	LA
	The Local Authority implementing the National Smart Card scheme.

	Legacy System
	The name given to an old hardware or software system that has been in use for some time and is considered outdated.

	Proof
	Documentation that can verify a citizen’s identity, address etc.

	Proof Checker
	The role assigned to a user by an LA allowing the person to process and approve Smart card applications.

	Smart card
	A card with an embedded microchip on which information can be stored

	Smart card Reader
	A device capable of reading the data stored on Smart cards.  The majority of readers also enable the writing of data to Smart cards.

	Service Point
	An area in the public domain or otherwise as designated by the Local authority where citizens can go to have their application for a Smart card processed.

	XML
	Extensible Mark-up Language.  A specification developed by the W3C.  XML is a pared-down version of SGML, designed especially for web documents.


16. Appendix 2 – National Smart Card Project Glossary B
	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations


