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1 Abstract

The main purpose of the National Smart Card Project is to assist local authorities embarking on smart card projects, and the main purpose of this study, as a contribution to the National Project has been to identify what such local authorities would require in a starter pack.  To achieve that objective we have contacted, or tried to contact, all English local authorities and in the process we have collected information about smart card projects, both planned and implemented.
First some smart card basics: The NSCP is interested in two basic types of smart cards, Contact and Contactless (Proximity) Cards.  Contact smart cards are read when the reader contacts a small chip on the front of the card.   Contactless smart cards are read via an antenna, eliminating the need to insert and remove the card by hand.  Once such a card is in close proximity to a reader receiver, the card will begin communicating with it.  Contactless cards can be used in applications in which card insertion/removal may be impractical or in which speed is important, for example almost all smart cards used for transport user applications are contactless – using a contact card would seriously slow down the loading of a bus.

Authentication is a key issue.  Smart cards can be used to identify a person and hold information about that person.  In this case, it is important that the information is correct about the person identified and that the person identified is the person using the card.  The implications of the information about the person identified being incorrect can be very serious.  For example, in healthcare applications in which the card may hold medical information about the holder that could be crucial in emergency treatment, the correctness of the information could be a matter of life or death.

Smart cards have four main functions:  to gain access to buildings or facilities; to prove entitlement to benefits in various forms, to record an event or a transaction and to make payment.  Almost all smart card functions fall into one of these four categories and most smart card applications use a combination of these functions as described below. 

Local authorities provide services in dozens of service areas, such as education, libraries, leisure etc., and within those areas literally hundreds of specific services are provided.  Service users need to identify themselves, often to confirm entitlements and in most cases events can be recorded and goods and services paid for, so smart cards can be used in some way in most local authority service areas.

To illustrate, popular and typical applications are: in Education to record attendance at school, enable cashless catering and encourage further education (Connexions Card); in Leisure to record use of facilities, enable payment for services and facilities used and confirmation of entitlements for people who qualify for free or reduced cost services; and in Libraries and many other areas.  Transport is another very important smart card area because a higher proportion of citizens use, or are entitled to use, public transport than any other local authority service, and because people use transport services, over wider geographic areas than other local authority services.

With this background, (as of mid-2003) over 100,000 multi-application cards have been issued and most of these by just four projects, Cornish Key, NERSC, Southampton Smartcities and Newham Connects.

About 160,000 single application cards have been issued and these are mainly transport cards related to two projects, Nottinghamshire and Nowcards (NB Transport for London’s Oyster card has been launched since this report was submitted.

Over 100 English local authorities are either considering/evaluating smart card projects (53) or are in the process of planning smart card projects (52).  Including the 36 or so local authorities involved in active smart card schemes therefore, about 140 out of the total 430, or about one third of, English local authorities are in some way involved in smart card schemes.
Several key issues were identified in the study, all of which relate to smart card efficiency and effectiveness.  The issues are as follows: 

· which types of smart card to use; 
· wallet bulge;  
· branding; 
· cost per smart card application 
· how many applications per card; 
· application hierarchy 
· national versus, regional, versus local applications; 
· standards 
· to what extent should standards be adopted by local authorities
· which standards;

· What project approach to adopt

· tactical or strategic.

With regard to starter pack requirements, local authorities require responses to the following questions:
· What are smart cards and how can they be used by local authorities, and in broad terms what are the potential costs and benefits?

· What needs to be done to determine which applications, if any, should be considered first?

· What partnerships with other organisations should be considered?

· What are the smart card options and what should be taken into account in making a choice?

· What hardware and software is required and what products and services are available from which suppliers?

· Is there a business case for the project?

· What are the key implementation issues and what is to be learned from experience so far?

· How should cards be promoted to potential users and local authority employees? 
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2 Introduction
The National Smart Card Project has been set up to establish a national framework for the development of effective and integrated Smart card solutions for UK local authorities based on the experience and activities of a number of initiatives including the LGOL Smart card Pathfinders, transport Smart cards and DfES Connexions smart card.
Cornwall County Council is responsible for the management of Work Package Nine of the National Programme, the terms of reference for which state that it will “facilitate the creation of a Smart Card Starter Pack with the primary aim of enabling others to draw on the experiences and successes of those involved in the Smart Card initiatives so far”.  The terms of reference go on to say:  “The key objective is to prepare a starter pack usable by other local authorities to deliver a Smart Card scheme in their area quickly and cost-effectively.”
PFA Research, which is based in Cornwall and specialises in IT market research and consulting, was commissioned by Cornwall County Council to undertake an initial study for Work Package Nine, which will identify what “experiences and successes” are available and which will be most useful to others.  The study has consisted of a brief survey of UK local authorities to obtain an understanding of:

· the progress that has been made, the lessons that have been learned and the value that has been generated in smart card initiatives so far, and

· What elements of these would be most useful to UK local authorities that set out to develop smart card initiatives in the near future, and what they perceive their needs to be?
This report describes the methodology used and the findings and conclusions of the work.  We also put forward recommendations on further action to be taken.

We have focused most of our time and effort on those local authorities that are known to have made progress on smart card projects.  On the other hand we wanted to be comprehensive in identifying all planned and implemented smart card projects.  We have therefore attempted to make an appropriate contact with all English local authorities (although this has not always been possible) and with the smart card Programme Manager for Scottish local authorities.  
In all cases we have focused on key information rather than delve into great detail.  A great deal has been written about smart cards in local government, most of which is readily available and much of which is somewhat repetitive.  We have attempted to extract the more important matters from written materials, and to expand and update this information through meetings and telephone calls.  In addition, we have developed a database of local authorities and their smart card projects which will enable users to obtain any further details they might require.  The database also provides a means to continue to track local government smart card projects by expanding and updating the information in the database.

Throughout the project we have attempted to place ourselves in the position of local authority officers that have been tasked with considering smart card applications and have little knowledge of the subject.  The structure of our report recognises the process that such people will need to go through.  We believe that the starting point is to obtain an understanding of the range of possible uses for smart cards in local government, and then to systematically evaluate which, if any, is appropriate in the particular local authority given its priorities and circumstances.

The balance of our report is organised in the following sections:

2 - Smart Card Possibilities in UK Local Government

The wide range of potential uses of smart cards in local government is described in terms of the “Application Areas” such as schools, libraries, leisure centres etc and “Functions” in these areas, such as gaining access to facilities, or paying for services, or operating loyalty schemes.  In each case the rationale for smart card use is summarised.
3 - Smart Card Progress in UK Local Government So Far
Against the backdrop of the full potential of smart card use described above, what has actually been achieved so far in UK local government is described in this section.  The results of our survey are presented, summarising smart card schemes in operation and planned, and highlighting the lessons that have been learned.

4 - Key Issues

During the course of the study a number of key issues or concerns were identified and these are described and discussed in this section.
5 - National smart card project Starter Pack Requirements

Based on our discussions with those who have implemented smart card schemes and/or are heavily involved in planning such schemes, the contents of a starter pack that would be most useful are described in this section.  The section is structured to follow the decision making process that scheme managers will need to go through.

3 Smart Card Possibilities in UK Local Government

In this section we describe a wide range of possible uses that can be made of smart cards in local government, and provide a basic introduction to some key issues related to smart cards.
3.1 Some Smart Card Basics

Smart cards are essentially a development of the credit card.  They are the same size and shape, and made out of plastic.  The differences are that smart cards have a computer chip imbedded in them instead of a magnetic stripe and are able to hold much more information.  They are more durable and less easy to tamper with, and some are programmable and able to process information.
In fact credit cards are likely to be replaced by smart cards – so called “chip and pin”.  The card only works if the holder supplies a PIN number.  It is claimed that the introduction of chip and pin in France has resulted in a 90% reduction in credit card fraud.

Smart card chips are imbedded in credit card sized pieces of plastic mainly for convenience and because so much hardware, such as readers are based on that size, but they do not have to be.  There are i-buttons which are essentially smart cards imbedded in rings to be worn by the holder.  Who knows -ultimately, we may have chips imbedded in our foreheads or noses, after all chips are already being imbedded below the skin in animals to identify them!

In fact most people already have a very powerful smart card – in the mobile telephones.

Certain aspects of smart cards are particularly important, as follows: 

3.1.1 Contact and Contactless (Proximity) Cards
Smart cards contain information that in order to be useful needs to be read by some sort of device and thereby gaining access to a display device or a network.  There are two ways of doing this.  Cards can either be plugged into, and therefore make physical contact with a reader, commonly referred to as a card terminal, or they can be read using RF radio frequencies.  The way a smart card can be read is a key smart card differentiator:  

· Contact smart cards – are read when the reader contacts a small gold chip on the front of the card. 

· Contactless smart cards – are read via an antenna, eliminating the need to insert and remove the card by hand.  Once such a card is in close proximity to a reader receiver, the card will begin communicating with it.  Contactless cards can be used in applications in which card insertion/removal may be impractical or in which speed is important, for example almost all smart cards used for transport user applications are contactless – using a contact card would seriously slow down the loading of a bus.

Some cards (“hybrids) have two chips imbedded in them, one of each type, and there are now “Dual Interface Cards” that have one chip which can function either as contact or contactless, or both for different applications.
Other key card differentiators are related to their capacity to hold information and their ability to process information or not.  Some cards (memory) have a similar function to a floppy disc, they just store information, and others (microprocessor) are able to process information and run small programmes, such as Java Applets on contact cards.
Authentication

Smart cards identify a person and hold information about that person.  The implications of the information about the person identified being incorrect can be very serious.  For example, in healthcare applications in which the card may hold medical information about the holder that could be crucial in emergency treatment, the correctness of the information could be a matter of life or death.

Looking at the same issue from a different angle, the implications of people being able to store incorrect information about the identified person can also be very serious.   In this way unauthorised people can gain access to buildings, accounts, drug store rooms etc.

It is important therefore, much more for some applications than others, that the information on a smart card can be authenticated reliably as being correct for the person identified on the card.

Of course that counts for nothing if the person physically in possession of a smart card is not the person identified on the smart card.  This is a very significant problem area with credit card crime.  Photographs on smart cards help in this regard but are not foolproof.

Two very different approaches are being adopted to authenticate that the person in possession of a smart card is the person identified on the card, one based on biometrics and the other on cryptography.

Biometrics relate to unique identifying features of people that can be recognised by some sort of image recognition system.  Finger prints is the traditional example, having been used for many years, and irises is another.  The idea is that the card is shown to identify a person and then the finger or eye is shown to confirm that the person present is the one on the card.

The leading example of the encryption approach is Personal Key Infrastructure (PKI).  In very simple terms each person has two very complex numerical keys, one public and the other private.  The public one is available to all and is in effect the individual's public address.  The second is available only to the person, and through encryption is made extremely difficult to steal.

There seem to be all sorts of technical problems related to biometrics but real progress seems to be being made on PKI.       

3.2 Smart Card Functions
Local authorities provide facilities and services to everyone.  Smart cards can enable people to gain access to facilities and prove entitlements to services and perform many other functions, quickly, easily and efficiently.   Significant proportions of the populations served by local authorities are also employed by them and in addition to service related functions; smart cards can also perform employment related functions for these people.  Smart cards could have been invented for local authorities.
Smart cards provide identifications of people for a range functions that fall into four main categories, as follows:

3.2.1 Gain Access
Smart cards identify holders as people that are allowed access to:

· Buildings – in this case the building access system checks the information provided by the card against its database of people allowed access, and doors are unlocked or not accordingly.  Building access systems can be selective so that card holders might be allowed access to certain parts of the building (general offices for example) but not others (IT rooms for example)

· Facilities – similarly smart cards can be used to enable people to gain access to photocopiers, PCs, scanners etc.

· Information Sources – access can be provided to cardholders to databases through terminals equipped with card readers.

· Accounts – similarly access can be provided to private accounts, not only to obtain information but to initiate transactions.
3.2.2 Prove Entitlement

Proof of entitlement to access buildings and facilities etc. is not the only type of entitlement that can be proved by smart cards.  Others include entitlements based on:

· Age – people in the UK are entitled to public service concessions on the basis of their age.  Those over 60 are entitled to travel concessions, as are children.  Smart cards can provide a proof of age and therefore concession entitlement for the person identified.

· Personal circumstances – such as disability or income level also entitle people to concessions and smart cards can provide proof of such entitlements.

· Membership – of leisure clubs or loyalty schemes can be proven by smart cards.  
3.2.3 Record an Event or Transaction

Smart cards can be used to record events such as:
· Attendance – registration at school can be recorded with smart cards as can attendance at leisure centres.
· Use of facilities – such as indicated by passing through a barrier at a car park, or use of a photocopier at a library can be recorded by smart card.
· Obtaining or purchasing goods and services – can be recorded using smart cards.
3.2.4 Make Payment

Finally smart cards can be used to make payment for goods and services.  Some times this can be in the form of providing credit i.e. by recording transactions and then invoicing the card holder, but more often it is in the form of deducting credits that have been made to cards in advance in two forms:

· Cash credits – in this case card holders insert their cards in cash loading machines, together with cash.  The amount of the cash is credited to the card.  That cash credit can then be used in one of two ways:

· Open e-Purse – the cash credit can be used to pay for a range of goods and services depending on the applications loaded on the card.  In this case the card issuer is behaving like a bank i.e. taking peoples money, opening an account and issuing a non-cash means of payment (cheques for example) and needs to be accredited by the Financial Services Agency, and this can be costly and take a long time.
· Closed e-Purse – the cash credit can be used to purchase only one particular type of good or service.  In this case the card effectively holds catering vouchers, or travel vouchers and does not require FSA accreditation.  Most schemes in operation use closed e-purses.

· Points credits – goods and services can be paid for using points credits.  Typical loyalty schemes are an example.  As card holders purchase certain goods and/or services within the loyalty scheme they are awarded points that are loaded onto their cards which they can then use to pay for other goods and services.  Nectar is an example of that type of function, although it uses a card with a magnetic stripe rather than a smart card
Almost all smart card functions fall into one of these four categories and most smart card applications use a combination of these functions as described below. 

3.3 Smart Card Application Areas in Local Authorities

Local authorities provide services in dozens of service areas, such as education, libraries, leisure etc., and within those areas literally hundreds of specific services are provided.  Service users need to identify themselves, often confirm entitlements and in most cases events can recorded and goods and services paid for, so smart cards can be used in some way in most local authority service areas.
The following have been selected to illustrate application areas because they are popular and typical.

3.3.1 Education

Smart cards can be used and are being used to:
Record attendance at school – a basic requirement of all children is to attend school.   Perhaps because of this universality of application and the fact that it is a major administrative burden, recording school attendance is a relatively popular smart card application.  Perhaps another factor is that if cards are to be issued to all children at a school for other applications, the incremental effort and cost of implementing attendance recording is relatively small.

Although mobile card readers make it possible to record class attendance rather than just school attendance, class attendance recording seems to be relatively rare.  
The benefits are related to the reduction of administrative burden and improved, analysable management information.

Enable Cashless Catering – the provision of school meals on the traditional basis represents an administrative nightmare.  It involves large numbers of cash transactions that have to be accounted for.  Cash collected has to be counted and banked, and the presence of cash introduces security risks.  In addition, parents cannot guarantee that the cash they give to their children for school meals is not used to purchase all sorts of items that they might consider undesirable.
Cashless catering addresses all of these problems.  Typical schemes allow parents to send amounts of cash to the school to be loaded onto their childrens’ smart cards, which can then only be used for purchasing food and drink at school.  The cash management burden is eliminated or at least reduced to a minimum, accounting is automated, cash that children do not have cannot be stolen from them and they cannot be bullied into handing it over, and so many problems can be solved at a stroke.
Cashless catering at schools can also deliver a major social inclusion benefit.  At present those children entitled to free school meals are given vouchers and therefore suffer the stigma of being known to come from poor families.  With cashless catering, the smart card can confirm those childrens’ entitlements in private and no one is aware that cash credits are not drawn down.

Of course, life is not a simple as that and there are difficulties.  Children forget their smart cards and the system has to be able to handle those situations – presumably such children are not refused food.  In addition, children’s pockets are not particularly clean environments and difficulties with reading dirty contact cards have been reported.  Perhaps the answer is to issue contactless cards.

Overall, the net benefits of cashless catering in schools are believed to be large and this is a popular application.  Of course, cashless catering can also be used in any and all establishments in local authorities that offer catering services.  These include leisure centres, parks and of course employee canteens.

Connexions Card (encouraging further education) – is intended to encourage young people to remain in learning beyond the age of 16.  It is available free to all 16-19 year olds in England and works by awarding points for regular attendance at a place of learning such as school or college, or in work-based training. Points earned can be redeemed for a wide range of rewards such as behind the scenes tours of football clubs, tickets to popular concerts or work experience in prominent companies.

Card holders can check their current points totals and exchange their points for rewards in their personalised areas on the scheme’s web site, connexionscard.com. The website also contains career opportunities information.  Card holders can also take advantage of discounts in some high street shops. In addition the Card can be used as proof of age as it carries the cardholder’s photograph and date of birth on it.

The Connexions card scheme is a joint venture between the Department for Education and Skills and Capita, a private sector firm.  As a means of offsetting the cost of the scheme, some space has been reserved for advertising.
The Connexions card covers the whole of England albeit for a narrow age range and therefore for people within that age range it would be possible to load local authority applications on to Connexions cards.  Indeed, there seem to be no technical reasons why Connexions cards could not continue to be used for local authority applications beyond the age of 19, even though the holders would cease to be eligible for the Connexions scheme, although the heavy Connexions branding would also be inappropriate.  It might be even more sensible to arrange to load the Connexions application on to continuing citizens cards, for the period for which it applies.  More about branding and wallet bulge in Section 3 below. 
3.3.2 Leisure
Smart card systems relating to Leisure services typically involve attendance recording at facilities, payment for services and facilities used and confirmation of entitlements for people who qualify for free or reduced cost services.

Attendance recording is of little use unless all or most users have smart cards, but it can be used as an element of other schemes.  Some NHS Primary Care Trusts are keen to encourage people to lead healthier lives as an alternative to using NHS services – i.e. prescribing sport rather than pharmaceuticals.  In this case people can be awarded points for attendance at leisure centres and depending on the scheme points can be exchanged for additional leisure sessions.  Information about sporting sessions could be fed back to GPs.

A major contributor to Leisure’s popularity as an application area is the fact that many local authorities already issue leisure cards of some kind and therefore citizens are already used to carrying these cards.  Some of these existing cards have a magnetic stripe but many are used on a “flash and go” basis i.e. the card is simply shown to members of leisure centre staff to indicate that the holder has paid in advance or is a member of a leisure club etc. 

The benefits are more efficient use of staff and better management information.  At this early stage of smart card use in local authorities, a significant benefit is that Leisure  smart cards are relatively easy to implement because customers are accustomed to using cards.  Indeed, some local authorities are choosing initially to implement smart cards only in those areas in which cards are already issued.   This helps to justify smart card projects economically because the costs of the existing cards can offset to some extent the cost of the new smart cards.

3.3.3 Libraries

The fact that library cards have been issued almost universally for many years, as with leisure, helps to make libraries a popular application area for smart cards.  Such cards can be used simply for lending books but can also be used for renting items such as videos and DVDs and for using facilities such as photocopiers, printers and internet access, and the payment of fines for overdue items.  Cards can also be used for vending and buying second-hand books and making reservations
For book lending purposes, the smart card identifies the borrower and a barcode reader identifies the item being borrowed or rented or used.  For borrowed or rented items the process takes place in reverse.  With an e-purse, rentals, facilities usage and fines can be paid for.  Without an e-purse the payment is made in cash but the rest of the transaction is the same.
The benefits are more efficient use of staff and better management information, and like leisure, cards are already used so smart cards are easier to implement and justify.

3.3.4 Transport

Transport is a very important smart card area for two key reasons:

· because a higher proportion of citizens use, or are entitled to use, public transport than any other local authority service, and
· because people use transport services, over wider geographic areas than other local authority services, for example most people would use only the leisure centre in their own town, but would use buses to travel throughout their own local authorities and many or even most cases across several local authorities.

Transport smart cards therefore can be the most universal types of cards (apart from such cards as national ID cards or national healthcare cards).  One example, discussed later, is the transport smart card that is to be issued or made available for travel in the Greater London area which will apply to a large proportion of the 8 million or so citizens as well as millions of people who travel to London.  Citizens of the Cities of London and Westminster and the 31 London boroughs may have smart cards with applications that apply only to their local authority (for their libraries or leisure facilities) but are all likely, in addition, to have the Transport for London “Oyster” application.  This pattern of broadly based transport applications combined with more narrowly based applications is to be found across the country.

Transport ticketing applications all use contactless (proximity) smart cards since the reading process is quicker than with contact smart cards and minimise delays to bus loading etc.  Applications can simply confirm the entitlement of the holder to a concession or, in addition, there can be an e-purse to enable payment.  Buses need to be equipped with smart card readers, so a substantially greater capital investment is required than in most other applications because the numbers of readers required is substantially greater.

Smart cards ticketing applications can be very sophisticated covering road and rail transport, ferries and in London the Tube, and as users travel around, the application can work out the ticket prices people are entitled to given the routing taken, time of day etc.  They can therefore provide the user with a better deal than they would obtain by buying their tickets in the conventional way, often unaware because of pricing complexities of low cost travel opportunities available.

Car parking is another transport application.  Again, this application benefits from the fact that cards of some kind have been used in car parks for many years.  Cards are read when cars enter and are read to enable exit.  Smart cards can fulfil the same function for holders who are entitled to use car parks but for most people the point of a smart card for car parking is to enable payment.  Car parks need to be provided with smart card cash loaders and card readers. Transport ticketing and car parking applications can be combined as “Park and Ride” applications.

More progress has been made in smart card standards in the transportation area than in any other area, as described in Section 4.
3.3.5 Employment

Many local authorities already issue cards to employees.  Smart cards replacing these could then be used to gain access to buildings and facilities and pay for meals in local authority restaurants.  These employment related applications could be on the same cards as those applications that apply to all other citizens. 

Local authorities employ people in large numbers and are often among the largest employers in their areas.  In some ways therefore employment applications could be excellent starter projects because they are large, card promotion activities can be minimal, card usage can be ensured (assuming that relations between employers and employees are good!) and the cost of existing employee cards can be offset.  If applications are applied that enable local authority employees to do their jobs more efficiently in providing services, such smart card projects are entirely consistent with e-Government strategy.
Perhaps the downside of employment smart card applications from the point of view of local authorities, and perhaps particularly elected members, is that they do not have a direct impact on the general public and therefore are less likely to carry a “progress” message to the public.
3.3.6 Others
As stated above, most other services provided by local authorities require people to identify themselves, prove their age, confirm their entitlement to something, gain access to something or pay for something, so at least conceptually smart cards can be applied in most areas of service and activity.  A few others are worthy of note here:

Social care – many smart card schemes have, at least, as one of their objectives the encouragement of people to adopt different patterns of behaviour – transport schemes to encourage use of public transport and discourage use of cars, education schemes to encourage healthy eating or continuation into further education, leisure schemes to encourage healthy lifestyles and all loyalty schemes are intended to encourage people to use a particular service or purchase from a particular supplier etc.  Such schemes can be designed to meet the needs of very specific segments of the community such as those involved in drugs and crime, to encourage changes in behaviour. 
Other schemes can be aimed at those receiving benefits with the objective of trying to alleviate poverty.     
Healthcare – the National Health Service should be leading the way in the use of smart cards in healthcare but seems to have made little progress so far.  The opportunities seem to be huge in terms of identification of individuals for the purpose of accessing electronic patient records, for carrying healthcare information that may be literally vital in emergency situations, and for obtaining prescribed drugs.  All of these however require very high levels of authentication and security, and conversely carry high risks.  At the less sensitive level, smart card schemes are being considered requiring partnerships between local authorities and Primary Care Trust to encourage people, particularly those at risk, to adopt healthier lifestyles by using local authority leisure facilities.   
Housing – smart cards can be used in housing benefits schemes to confirm entitlement to benefit.
Overall, smart cards can yield substantial benefits in the general areas of efficiency and security.  By collecting key information directly from the individual in electronic form, transactions can be speeded up and made more accurate and processing costs can be substantially reduced.  Smart cards can also prove that an individual is who they say they and that they are entitled to benefits and privileges, including access to buildings and facilities, and they can therefore contribute to reducing fraud (which is currently at an all time high) and other crimes related to cash holding and movement.  On the other hand, smart card schemes require substantial capital investments and can be costly to run.  
Tourism – temporary cards can be provided to visitors to enable prepayment of and easy access to visitor attractions and travel, and to run loyalty schemes providing points for visiting designated destinations.
4 Smart Card Progress in English Local Government So Far

The main purpose of the National Smart Card Project is to assist local authorities embarking on smart card projects.  The main purpose of this study, as a contribution to the National Project has been to identify what such local authorities would require in a starter pack.  To achieve that objective we have contacted, or tried to contact, all English local authorities and in the process we have collected information about smart card projects, both planned and implemented.
We have recorded the information in a database which we can make available to the National Project, however we must emphasise that since our data collection work was done during the months of June and July 2003, and since the response rate to our requests for information, the data collected is incomplete and some of it is unverified.  The information collected does provide an overview of smart card progress in English local authorities and is summarised below.  We would welcome feedback on this report and particularly this section so that we can correct and update our records.

4.1 General Summary – Implemented Smart Card Projects
Local authority multi-application smart card projects that have issued smart cards are listed in table A.  
Table A

	Project
	Group
	Region
	Leader
	Cards Issued(,000)

	NERSC
	NERSC
	North East
	n/a
	25

	Cornish Key
	Cornish Key
	South West
	Cornwall CC
	40

	Southampton
	Smartcities
	South East
	Southampton UA
	20

	Herts Smart
	n/a
	West Midlands
	Hertfordshire
	10

	Newham Connects
	n/a
	London
	Newham
	7

	Edge
	ACTVAR
	South East
	Bracknell Forest UA
	2

	Total
	
	
	
	104


Most of the roughly 100,000 multi-application cards have been issued by just four projects:
· Cornish Key covering schools services, transport (buses and car parking) and libraries has issued over 40,000 cards

· NERSC has issued 25,000 cards in total covering schools services transport, Leisure, Library, social care and council employment.  The cards are spread across 10 pilot projects each of which specialises in specific applications in limited geographic areas.

· Southampton Smartcities – for which about 20,000 cards have been issued covering schools services, transport and libraries.
· Newham Connects – 7,000 cards cover schools services, transport and libraries.
A selection of local authority single-application smart card projects that have issued smart cards are listed in table B.  
Table B

	Project
	Group
	Region
	Leader
	Cards Issued

	Nottinghamshire*
	
	East Midlands
	Nottinghamshire
	95

	NoWcards
	NoWcards
	North West
	Cumbria
	50

	MK Travel
	ACTVAR
	South East
	Milton Keynes UA
	2

	Life in the Bus Lane
	n/a
	South West
	Devon CC
	2

	Dimensions
	SCiYH
	Yorks/Humber
	Doncaster BC
	4

	Passport to Leisure
	ACTVAR
	South East
	Milton Keynes UA
	1

	Barnet
	London Connects
	London
	Barnet
	4

	Medway
	
	South East
	Medway
	

	e-learning access
	
	West Midlands
	Warwickshire
	

	Total
	
	
	
	158


Most of the roughly 160,000 cards issued are transport cards related to two projects:
· Nottinghamshire – in partnership with its district councils accounts has issued about 100,000 concessionary bus travel cards of which 75% are to the elderly and disabled and the rest to school children.   
· Nowcards – lead by Cumbria and covering that county and Lancashire have issued about 50,000 cards that are being used on a “flash and go” basis until card readers have been installed in buses.
Local authorities embarking on smart card projects could derive much benefit from values created so far.  Most of those values reside with the managers of those projects that have actually gone through the process of implementing smart card projects, and those are represented by a relatively small group of people from an even smaller group of organisations.

4.2 Special mention – School Meals/Catering
In terms of the number of local authority projects issuing cards for specific applications, cashless catering in schools is the most popular application.  About 15 projects have been identified involving about 30 to 40 schools and a total of about 50,000 cards.
The main lessons learned are:

· There appears to be a strong business case for cashless catering.  Benefits include:

· Eliminating the cash management burden from catering operations – taking cash, storing cash securely, counting cash, banking etc.

· Automating catering accounting by interfacing the catering system with the smart card system.

· Reduction in the amount of cash carried to schools by children thus reducing security problems related to cash 
· There are also substantial social benefits associated with the stigma of receiving free meals
· The open use of meal tickets causes those entitled to school meals to feel stigmatised.  The use of smart cards can eliminate this by making the details of meal transactions private.  The impact of this will take some time to feed.  Children who are known to receive free meals will not suddenly cease to be known to do so when a smart card system is introduced.  It will be more relevant to children joining schools in the future.  
· Another factor is the degree of stigmatisation endured by children in areas of different degrees of deprivation.  Smart card schemes up to now, because it is widely known that a key benefit is to reduce stigmatisation, have tended to be aimed at schools in areas of high deprivation.  At some, if not most, of these schools the majority of children are entitled to free meals.  It is speculated that children at these schools are relatively less stigmatised than those at schools where the proportion of children receiving free meals is relatively low.
· Smart card schemes are being used to encourage children to eat healthily.

· The first level of encouragement is in the form of a closed e-purse so that the funds provided by their parents for school meals can be used only for school meals, rather than for phone cards of cigarettes for example, which cash could be used for.

· The second level of encouragement is in the form loyalty or reward schemes.  Menu items are awarded points according to their nutritional merits and children earn the points when items are purchased (High points for salads, low points for hamburgers etc.)  Children can then use their points to obtain the rewards offered by the scheme.  In some cases the reward scheme is being run in conjunction with private sector “loyalty” schemes for example Southampton and Benfield School in Newcastle are working with Worldcard.

· To further control childrens’ eating it appears to be common to limit the value that can be drawn down from an e-purse per day.  This is intended to prevent inappropriate purchasing for whatever purpose. 

· Difficulties have also been encountered in cashless catering in schools schemes:
· Smart cards in childrens’ care are reported to become dirty or damaged, and consequently more difficult to read, more often than is the case with adults.   For this reason, contactless cards are being considered for this application, although it is not clear that contactless cards would be less susceptible to dirt and damage than contact cards.
· Children also seem to have a higher propensity to lose cards than adults.  This adds cost to schemes particularly at this early stage because even if children are charged for replacements, the charge made is unlike to cover the full cost of the card.  In addition, provision needs to be made to enable children to obtain school meals having lost their cards, although presumably a form of this provision already exists to deal with cases of children losing their cash or being without cash.

· Lack of commitment and/or ownership on the part of school management and staff has been, perhaps, one of the greatest problems encountered.  Experience in one project showed that smart card cashless catering introduced into schools with support management and staff experienced an increase in the proportion of children taking school meals whereas in schools with unsupportive or even sceptical staff a decrease in the proportion of children taking school meals was experienced.
4.3 Smart Card Projects in Planning
Over 100 English local authorities are either considering/evaluating smart card projects (53) or are in the process of planning smart card projects (52).  Including the 36 or so local authorities involved in active smart card schemes therefore, about 140 out of the total 430, or about one third of, English local authorities are in some way involved in smart card schemes.
5 Key Issues Identified

To be efficient and effective, the smart card applications that a card holder requires need to be carried on the smallest number of smart cards convenient to the user.  All of the key issues that have been identified relate to smart card efficiency and effectiveness.  
5.1 Types of Smart Card
Just as a reminder the main basic types of smart card are as follows:
1 Contactless – which needs to be brought into the proximity of the card reader rather than make actual contact with reader.  The most common proprietary card is MIFARE (Philips).  The chip on the card cannot be seen.

2 Contact – which needs to make contact with the card reader.  Several operating systems are used, the most common of which is Java.

3 Hybrid – “combi” card – has two chips on the card, one contact and the other contactless.  This is the type of card being used by Southampton for their “SmartCities” project.

4 Dual Interface Card – has one chip for both contact and contactless.  This is the most advanced and the type being used by Cornish Key.

Of these, the one that seems to be preferred by those most heavily involved in local authority smart card projects is the dual interface card.  This type of card allows transport applications that require contactless chips to be loaded alongside other applications requiring contact ships.  This flexibility in terms of usability is however offset by the fact that these are also the most expensive cards, and the purchase cost of cards is a key factor in being able to afford and justify smart card projects.
In summary, purchasing inexpensive cards may not deliver smart card efficiency and effectiveness.
5.2 Wallet Bulge

Wallet bulge is regularly cited as a problem and a reason for trying to limit the number of smart cards (or cards of any kind for that matter) that individuals need to carry.  It is claimed that there is a limit to the number of cards that individuals can or would be prepared to carry around with them.

This argument may or may not be sound, but the fact is that while people may claim to be inconvenienced by the number of cards they need to carry around, many people do carry large numbers of cards.  Wallets and credit card holders are available that can carry literally dozens of cards and many people use them.  Others keep cards at home or in their office and put them in their wallets when they are going to need them. 
5.3 Branding

One factor that seems to ensure a proliferation of smart cards in the short term is the strong desire of smart card application owners to issue cards carrying their own brands.  The branding of smart cards is in fact a very emotive issue.  Smart cards are perceived as media materials as well as efficiency and security enablers, even though the space available for messages is very limited – just over 90 square centimetres.  Unitary authorities are lucky in this respect because only their own logo need appear, whereas for county partnerships the county logo needs to appear with the numerous district and perhaps city logos.  So a single card, in order to accommodate several applications could need to have on it, for example:
· several local authority logos

· a transport logo

· a photograph of the holder
· name of the owner

· legally required terms and conditions of use

· card number

· card loss instructions

· space for advertising

It would not be possible to fit all that is required onto the card and there are cards currently with less information on them than this, that are virtually illegible.

So the physical limitations of a card and the emphasis on media functions are likely to result in a proliferation of cards.  The degree and manner of card holder reaction to wallet bulge is as yet unknown.
5.4 Cost per Smart Card Application
The cost of cards is likely to have a major impact on smart card project success in the public sector.  The purchase cost of smart cards (for the preferred dual interface type), not including the costs of card readers, card issuing systems, application software and card management systems, can be as high as £5 per card.   If these other items are taken into account the initial capital cost of a smart card project can be as high as £20 per card.

If the various arms of government issue their own smart cards it is not inconceivable that each citizen could eventually be carrying 5 or more cards related to public services, perhaps one for identity (Home Office), one for healthcare (NHS), one for education (DfES) and other personalised services, one for local authority services, and one for transport services.  The total capital cost in this case could be as high as £100 per person and £4-5 billion in total.  Even if some of this could be recovered by charging for cards, the initial capital sum would have to be found.  This might be an exaggeration but it does illustrate the enormous vested economic interest there is in loading as many applications on to cards as possible.     
With regard to the immediate future, since funds for investment in smart cards is very limited, the success of the National Smart card Project could be heavily dependent on the ability and willingness of application owners to share smart card capacity, thus minimising the number of smart cards to be issued and therefore the cost per application.  This could be particularly important in the early development phase during which the number of applications and the number of cards issued per project will be relatively small and the cost per card and application relatively high.
Another consideration is that attempts to offset costs by offering advertising or involving commercial applications could be counter-productive.  If advertising and commercial applications reduced the number of applications that can be put on public sector cards, a greater number of public sector cards may need to be issued, the cost of which may more than offset the commercial revenues obtained.

5.5 Application Hierarchy
Citizens will eventually carry smart cards with public sector applications, some of which will be national some regional and some local, as illustrated in the following table:
	Level
	Application Types

	National
	National ID/Passport – Home Office

Healthcare – NHS

Education – DfES

	Regional
	Transport

	Local
	Local authority service


To minimise the overall cost of public sector smart cards (and probably thus maximise the speed and success of public sector smart card rollout) it would be logical for those owning the higher level applications to minimise their branding requirements and take steps to maximise the opportunities for those owning lower level applications to use their cards.
Having said that the national ID card seems to be some time off, apparently requiring biometrics; the NHS is unlikely to issue a universal smart card in the near future, and the DfES has already embarked on a relatively narrow (16 to 18 year olds only), heavily branded smart card.  It seems that there are likely to be few opportunities for card sharing coming from national level applications in the short term.
Transport could therefore be a key application.  Transport cards typically cover relatively wide geographic areas, crossing local authority boundaries, and they apply to all citizens capable of carrying a smart card.  They particularly apply to those who are too young or too old to drive, or are unable to drive for some other reason, and this also happens to be the group for which the greatest social benefits are likely to be obtained.

There are a number of transport schemes being implemented or planned that could provide a “foundation” card for some applications of the local authorities that the transport schemes cover.
This is already the case in Greater London.  Transport for London (TfL) is offering to carry London Borough applications on the London Connects’ Oyster card.  In effect, TfL is offering to subsidise London Borough’s cards to the tune of about £1 per card in return for being enabled to embed the Oyster ship on the card and print a limited amount of material on the card -  TfL logo symbol on back and front, terms (in tiny lettering) and the Oyster name and number.  London Boroughs are able to choose branding and indeed the supplier of the card.

Some London Boroughs have already decided to accept the offer, including Newham and Croydon and this might become a model relationships between transport organisations and local authorities.
5.6 Smart Card Standards
Smart card standards are needed for two main reasons:

· To enable hardware and software manufacturers to design standard products which they can manufacture in large volumes and thus minimise costs.

· To enable interoperability between systems so that ideally a person will be able to use the same card for all applications anywhere in the country, or even better anywhere in the world, as is now the case with credit cards.

5.6.1 ITSO
Substantial progress has already been made in transport, in the UK, by ITSO, the Integrated Transport Smart Card Organisation.  ITSO is a non-profit organisation owned by its members which are the UK Passenger Transport Executives (PTEs) and the various UK transport operators.  It has the backing of the UK government which has stated that to obtain public funds transport smart card projects must be ITSO compliant, despite the fact that the biggest smart card transport project in the country, TfL’s Oyster is not ITSO compliant.
ITSO is one of three European transport smart card organisations which might go off in different directions if it were not for the work of the International Standards Organisation (ISO) and the European Committee for Standardisation (CEN).  The former published a standard for Contactless Proximity Cards in 2001 (ISO 14443) and the latter is working on other relevant standards.

Perhaps more progress has been made in the transport area because inter-operability is particularly important in transport and because a standard has now been adopted internationally for Contactless cards.

5.6.2 LASSeO – Local Authority Smart Card Services e-Organisation
LASSeO has been set up to look at smart card standards from a local authority point of view with the intention of providing the sort of framework that will allow local authorities to feel comfortable about adopting smart cards.  The main participants are:

· London Connects – representing London Boroughs and the GLA
· Cornwall County Council

· NERSC

· Smartcities

· Scotland
· IDeA
· Office of the e-Envoy
· Department for Transport
· West Midlands

· Sheffield
· Mid-Suffolk

· Cardiff City Council

· LB Newham
· ALCO and private sector company specialising in smart cards in the public sector

· ITSO (see above)

LASSeO is tasked with delivering:
· Rules and protocols for local authorities in smart card schemes, covering multi-applications, multi-use, multi-level security and mulit-operators

· Rules for interoperability, including definitions, authentication, scheme relationships and an applications list

· A compendium of standards, with accreditation specifications and management arrangements.

· A best practice guide, covering inclusivity, special needs, socially disadvantaged groups, language and ethnicity
LASSeO’s approach to this work is to adopt and adapt existing best of breed for UK local authority purposes rather than trying to re-invent the wheel.
5.7 Project Approach
Two very different approaches to smart card projects have been adopted by UK local authorities:

· Tactical – characterised by a limited number of organisations being involved and covering a limited geographic area, with project control strongly centralised and an emphasis on early deliverables.  Cornish Key and Southampton Smartcities are examples of this type.
· Strategic – characterised by larger number of organisations involved, covering wider geographic areas with greater need for consultation and more emphasis on strategy and planning.  NERSC is the main example of this type.

The advantages of the tactical approach are that smart card projects are implemented much more quickly enabling those involved to learn from that experience including learning from the mistakes that may be made.   The disadvantages are that mistakes are more like to be made and wider issues and other viewpoints are less likely to be accommodated.  Theoretically the advantages and disadvantages of the strategic approach are exactly the opposite of the above.

In fact, perhaps a mixture of both is the best of both worlds.  Strategic approaches can be based on the real life experiences and the facts gathered on tactical projects.  The alternative is strategic approaches are necessarily based on theory and assumptions.   The earlier Pathfinder projects and the more recent ODPM funded projects have received some criticism for the apparent lack of coordination of the projects, but the fact is that they have delivered a rich mixture of experiences on future developments can be based.
6 National Smart Card Project Requirements

The main purpose of the National Smart Card Project Work Package 9 is to prepare a starter pack usable by other local authorities to deliver a Smart Card scheme in their area quickly and cost-effectively

During the course of this study we have invited local authority staff to tell us what they think is required in the starter pack and in addition we have developed our own views on what would be valuable.  To provide some structure to the presentation of these requirements we have envisaged the process that those considering smart cards for the first time will need to go through.  The issues they will need to address are:
· What are smart cards and how can they be used by local authorities, and in broad terms what are the potential costs and benefits?

· What needs to be done to determine which applications, if any, should be considered first?

· What partnerships with other organisations should be considered?

· What are the smart card options and what should be taken into account in making a choice?
· What hardware and software is required and what products and services are available from which suppliers?

· Is there a business case for the project?

· What are the key implementation issues and what is to be learned from experience so far?
· How should cards be promoted to potential users and local authority employees? 

Most of the local authority officers that were interviewed in the course of this study had been working on smart card schemes for some time, and the starter pack requirements they identified tended to be at the more detailed, implementation level.  The more general and basic requirements tend to be those we have identified.

The issues are described in detail below.
6.1 What are Smart Cards and How Can They be Used by Local Authorities and in Broad Terms what are the Potential Costs and Benefits?

Those local authority officers that are new to smart cards need to know what smart cards are, what they can be used for in local authorities and what the big issues are.  
Starter Pack Requirement:
A beginners’ Guide to Local Authority Smart Cards
NB: Sections 2 and 4 of this report, together with the Smartex beginners’ guide, could make a contribution to meeting this requirement.

6.2 What Needs to be Done to Determine which Applications, if any, Should be Considered First?

The process of choosing the initial application(s) is complex.  Irrespective of location applications vary in several ways – cost to launch, ease of launch, potential benefits etc. and in addition, the case for applications vary according to local conditions which also vary substantially.
The following factors need to taken into account:

6.2.1 Existing Cards

The fact that some sorts of cards are already used can help to make justification and subsequent implementation much easier.  Cards that are just plastic or with a bar code and/or a magnetic stripe may not be as expensive as smart cards, but they do represent a cost, both for provision and for continuing management.  These costs can be offset against the cost of the smart card and thus help to provide the business case for the smart card.

The fact that cards are already used also means that people are used to carrying and using cards.  This can reduce the cost of promotion and ensure high levels of card usage.

Starter Pack Requirement: List of typical cards being used that could be replaced by smart cards

6.2.2 Social Inclusion
One of the purposes of many smart card schemes is to help to achieve social inclusion.  In areas where there are significant problems with social inclusion, local priorities may require smart card schemes to focus on this area.  In this case it needs to be taken into consideration that while the potential benefits that these schemes can yield can be high, it is also the case that schemes that address social inclusion can be more complex in that scheme functionality may be more complex and the people concerned may be less used to carrying cards.  To illustrate the point, a library scheme that replaces an existing library card scheme is likely to be simpler than a school meals scheme that addresses associated stigma problems.   

Starter Pack Requirement: Explanation of special requirements/considerations of social inclusion.
6.2.3 Willingness and Ability of Local Authority Staff to Collaborate

A key factor in smart card schemes (and most other ICT projects) is the willingness and enthusiasm internally.  In particular:

· Senior management need to feel “ownership” of the project and being committed to it, and for this they need to be fully aware of the benefits.

· Project team members need to be enthusiastic about the project and have the ability in terms of ICT and project skills to fully participate in the project.   
In fact is seems that in order to “sell” projects to internal staff and the public, the project needs to be sold to the internal management team to the extent that they feel they all have “ownership” of the project. 
Starter pack Requirements:  Guidance on assessing willingness and ability of teams to support smart cards projects.
6.2.4 Critical Mass of Benefit

It may well be the case that in order to make the business case of smart cards, the cumulative benefits of several applications are required.  There are economies of scale in two main areas:
· Cost of cards – the more relevant applications there are on a user’s card, the less the cost of the card per application.  The word relevant is used here because some applications are relevant only to a relatively small segment of the community – the elderly, the young, the deprived etc.

Starter Pack Requirement: Typical cost of cards and methods of defraying costs.

· Fixed overheads – including:

· Card Management Systems (CMS) – which are required irrespective of the number of cards issued or the number of applications on cards.   The more cards issued and the more applications per card, the lower the cost per application for these items.
· Software applications – to be loaded onto cards or accessed by cards

· Acceptance networks – integration with back office systems and accepting card terminals.
Starter Pack Requirement:  Typical costs of smart card projects identifying fixed and variable items and methods of defraying costs. 

One way to defray such costs is to share costs with others.
6.3 What Partnerships with Other Organisations Should be Considered?

Partnerships in local authority smart card schemes are in some cases:

· necessary because applications, such as transport applications, cross local authority boundaries

· desirable in that they enable costs and experiences to be shared
Partnerships can have national and/or regional dimensions and can have major impacts on costs as described above.

Starter Pack Requirement:
List of partnerships with descriptions of aims and objectives and membership – also policy related to others’ applications. 
6.4 What are the Main Smart Card Options and What Should be Taken into Account in Making a Choice?

A basic option is the type of smart card to be used.  Most applications/cards in use at the moment are contact cards, but it is generally acknowledged that contactless cards are required for transport applications and are more desirable for any other application that requires quick and easy access – e.g. door access and turnstiles.  Any card therefore that will have, or is likely to have a transport application needs a contactless chip.  There is then the choice between having two chips on the card or a single dual interface chip, which most now agree to be preferable but which is also the most expensive.
The type of card and the conditions placed upon them can be critical in terms potential partnerships.  The Transport for London’s “Oyster” card has two chips but the contactless chips can only be used for the Oyster application.  This may be unacceptable to those local authorities with contiguous boundaries with outer London that might otherwise use the Oyster card.  There appear to be branding requirements related to the Connexions card that may be unacceptable to local authorities that might otherwise be prepared to use the Connexions card.  Although there are options regarding standards, it is generally accepted that LASSeO will recommend standards that will be adopted by local authorities.  Central government is likely to exercise some control with regard to standards in that, as with ITSO, only LASSeO compliant projects are likely to attract central government funds.  Presumably central government involvement in LASSeO will ensure that the standards adopted by local government will be consistent with those adopted by central government.  
The National Smart Card Project Work Package 3 – Standards is charged with ensuring that the necessary specifications, standards and operating rules needed are identified, developed and managed to allow local authorities to implement electronic service delivery using smart cards.  The outputs from WP 3 need to be incorporated in the starter pack.
Starter Pack Requirement:
Guidance on choosing the type of smart card to be used. 

Starter Pack Requirement:
Outputs from Work Package 3 - Standards. 

6.5 What Hardware and Software is Required and what Products and Services are Available from which Suppliers?

Each manager of a smart card project will need to identify all the goods and services that need to be purchased or items that need to be developed.  One way to do that is to identify potential prime contractors and invite them to work up the details and costs.  An alternative approach is to have the internal IT department act as the prime contractor and purchase items from original suppliers.  The latter is usually less expensive but requires substantial knowledge and resource.

A complete list of items required for specific types of smart card projects with lists of suppliers of these items with their contact details would enable project managers to develop initial costings for their projects, for planning and business case purposes without necessarily involving suppliers.  It would also enable them to assess their abilities to manage such projects. Sharing of cost information would be helpful to project managers in their negotiations with suppliers (in this regard the police forces are developing a national contracts database which provides information on current contracts with suppliers).

Many smart card projects provide a user interface with existing systems, such as library systems or catering systems.    Software interfaces need to be developed and presumably the intellectual property rights to such developments belong to whoever paid for them – i.e. either the local authority concerned or the central government funds provider.  In either case, to the extent that the same interface can be used in other local authority projects, arrangements between local authorities or with central government should ensure that such development are not duplicated and that associated costs are minimised.  It would therefore be valuable to provide lists of systems used in local authorities that have been, or might be, interfaced with smart card systems, and those local authorities, with contact details, that have commissioned developments. 
Starter Pack Requirement:
Detailed lists of items required and suppliers with contact details of suppliers and their local authority customers so far.
Starter Pack Requirement:  List of systems relevant to smart card projects used by local authorities and of local authorities that have commissioned the development of interface software or other items.
6.6 What are the Business Objectives, and is there a Business Case for the Project?

A business case based on clear business objectives needs to be prepared for all local authority smart card projects.  Although details will vary from project to project, many aspects of approach and method will be similar.  
The National smart card project has recognised the need to help local authorities to do a professional job of building business cases and to avoid duplication of effort across the country.  The purpose of Work package 2 – Business Models, is to develop a range of sustainable business and financial models to support the introduction of smartcard technology by local authorities.   
The outputs from WP2 need to be incorporated in the starter pack.
The National smart card project Work Package 6 – Commercial Applications, is charged with developing and testing a range of commercial applications that could co-exist on a multi-application smart card.  This is mainly to help support the business case for local authority smart cards.  More specifically a requirement has been identified to help identify revenue sources that could help to make the business case. 

A specific requirement identified was for a generic vision adaptable to existing circumstances to be used to sell to members, staff, third parties etc

Starter Pack Requirement: Business case template and guide
. 

Starter Pack Requirement:
Outputs from WP2 – Business Models. 

Starter Pack Requirement:
Outputs from WP6 – Commercial Applications. 

6.7 What are the Key Implementation Issues and What is to be Learned from Experience so far?

As is clear from above, much can be learned from work done in planning and justifying projects and much duplication can be avoided.  The same applies from this point, the initiation of implementation onwards, but in addition some of the lessons to be learned from implementation can only learned from actual experiences.  Practical information about implementation and on-going management could prove to be the most valuable information in the starter pack.
6.7.1 Planning and Project Management
An implementation plan needs to be prepared for all local authority smart card projects.  Although details will vary from project to project, many aspects of approach and method will be similar.   Specific starter pack requirements that have been identified include:

· A generic implementation plans showing all activities required and their dependencies and therefore sequences, with explanations and realistic timescales.  Specific plans, or plan variations, will be required for specific applications.  
· Guidance on human resource requirements to plan and manage projects and to operate schemes after implementation.  This should cover both resource levels and skill and experience requirements. 

· Guidance on the organisation and management of project partnerships.

Even more specific requirements identified were:

· Data format requirements

· Integration requirements for legacy systems

· Customisation requirements

· User requirements

· Flow of data from one system to another and to suppliers and customers

Starter Pack Requirement: Project plan templates.
Starter Pack Requirement: Guidance on human resource requirements.
Starter Pack Requirement: Guidance on Programme Management.

Guidance on timescales, training and user testing.
6.7.2 Procurement

The National Smart Card Project Work Package 4 is charged with identifying best practice procurement models, creating common conditions of contract and commercial specifications and providing the basis for bulk and/or linked procurement activities by groups of authorities/departments.  The outputs from WP4 should be incorporated in the starter pack.
It became clear during the study that local authorities need clarification on how and under what circumstances they may be able to collaborate with others on procurement.    

One significant issue that needs to be addressed is the quantity and range of information about suppliers and their products and services that should share by local authorities.  These could include:

· Location of manufacture of products.

· Perceived strengths and weaknesses of suppliers and their products and services.

· Reports of experiences.

Starter Pack Requirement: Updatable qualitative information on suppliers and their products and services
. 

Starter Pack Requirement:
Outputs from WP4 – Procurement.
Starter Pack Requirement: Guidance on S-CAT and G-CAT procurement models.

Starter Pack Requirement: Supplier contract templates
6.7.3 System Integration
Much of the work to be done will not only be application specific, it will be specific to the particular system that is in use in that application.  The most valuable advice for a smart card project manager implementing a library scheme that uses a Dynix library system or a school meals scheme that uses an Infineer school meals system could come from those with experience with those specific systems.  Indeed interface software may have been developed that is exactly what is required.  For this reason the starter pack should include a database of smart card projects that identifies the back office systems used in each case and the contact details of project managers that are willing to provide assistance.
Other specific requirements identified include:

· General advice on integration and rollout.

· Risk register (including examples and resolution methods) 

· Advice on card management including how to maintain information on cards with people using them for payments across boundaries.
· Policies required both internal and externally regarding
security of systems?

· Clarification of issues regarding Data Protection and data sharing?

· Operations and maintenance guidelines 

One way to deal with this range of requirements would be to provide a forum on the SCNF web site organised into streams so that those involved in local authority smart cards could ask for and be given advice/information.  Similarly answers to FAQs could be developed and presented in the now well established format. 

Starter Pack Requirement: Database of smart card projects with details. 

Starter Pack Requirement:
Web site implementation Forum and FAQs?
Starter Pack Requirement: Guidance on Data Protection and data sharing. 
6.7.4 Promotion of Smart Cards to Potential Users and Local Authority Employees? 

To some extent the need to promote smart cards to users and to local authorities employees involved in smart card schemes is minimised by choosing applications that are related to services that already issue smart cards – often such as leisure.  Even in these instances both users and employees need to be familiarised with and convinced about the additional features and benefits that smart cards offer.
For applications that are entirely new to smart cards, often such as school meals, card holders need to be familiarised with the cards and reminded of the need to carry the card, and employees often need to be trained in card acceptance, reading and management.

Specific requirements identified in this area include:

· Methods of obtaining peoples’ interest in using smart cards i.e. rewards etc?

· Methods of stimulating interest in and achieving commitment to smart card schemes by external partners such as post offices, banks, leisure centres, transport companies etc.?

Some local authority smart card project managers have background experience in publicity and promotion and some have gained experience in smart card schemes.  Again this experience should be made available in the starter pack in the form of a guide to publicity and promotion, and a stream of the web site forum should specialise in this area. 
Starter Pack Requirement:
Guidance to smart card scheme publicity and promotion.

Starter Pack Requirement:
SCNF web site forum and FAQs on publicity and promotion.
Appendix 1 – National Smart Card Project Glossary

	This Glossary is intended to help readers to understand terms used in the National Smart Card Project publications.  The primarily purpose is to be useful in this context rather than a precise set of definitions.    

	Numeric
	

	3G - 
	Third generation mobile telecommunications technology 

	A 
	

	ActiveX - 
	A loosely defined set of object-oriented programming technologies and tools developed by Microsoft. The main technology is the Component Object Model (COM).  ActiveX is Microsoft's answer to the Java technology from Sun Microsystems.

	Algorithm - 
	A sequence of steps used to perform a mathematical operation 

	ANSI -
	American National Standards Institute: Standardisation coordination body for the USA

	API - 
	Application Programming Interface: A set of routines, protocols (q.v.), and tools for building software applications (q.v.)

	Applet - 
	A program designed to be executed from within another application (q.v.). Unlike an application, applets cannot be executed directly from the operating system. On the Web, an applet is a small program that can be sent along with a Web page to a user. Java applets can perform simple tasks without having to send a user request back to the server. 

	Application - 
	A piece of software that performs business functions.  It can reside on a smart card (q.v.)

	Archiving - 
	Copying data onto a backup storage device  

	ASN.1 - 
	Abstract Syntax Notation One: A language that defines the way data is sent across dissimilar communication systems

	Asymmetric Cryptography - 
	Cryptography (q.v.) using a Public Key/Private Key (q.v.) combination

	Authentication - 
	A security process that verifies that a person seeking to use an application (q.v.) on a smart card (q.v.) is the person who is entitled to use it for the purpose intended

	B 
	

	Biometrics - 
	Biological authentication mechanism such as a fingerprint, iris, voice, facial dimensions

	BIOS - 
	Basic Input Output System: Built-in software that determines what a computer can do without accessing programmes from a disk

	bit - 
	Binary digit: The smallest unit of information on a machine. A single bit can hold only one of two values: 0 or 1. The term was first used in 1949

	Block - 
	Action taken by an issuer to prevent the use of a card, or a particular application on a chip card

	Bluetooth - 
	A short-range radio technology aimed at simplifying communications among Internet (q.v.) devices and between devices and the Internet 

	BSI - 
	British Standards Institute: National Standards body for the UK responsible for facilitating, drafting, publishing and marketing British Standards

	C 
	

	C++ - 
	One of the most popular high-level programming language for graphical applications 

	CA - 
	Certificate Authority q.v.

	Card-to-card - 
	Transaction to transfer something (usually money) from one card to another

	CAT - 
	Cardholder Activated Terminal: A terminal that dispenses a product or service 

	
	

	CCID - 
	Chip Card Interface Device: USB (q.v.) devices that interface with or act as interfaces with chip cards and smart cards

	CDMA - 
	Code Division Multiple Access: A generic term that describes the technology on which a wireless air interface is based 

	CD-ROM - 
	Compact Disc - Read Only Memory:  A type of optical disk capable of storing large amounts of data. Once stamped by the vendor, they cannot be erased and filled with new data

	CEN - 
	Comité Européen de Normalisation (European Committee for Standardisation): The only recognised European organisation for the planning, drafting and adoption of European Standards, except for electrotechnology (see CENELEC q.v.) and telecommunications (see ETSI q.v.)

	CEN/ISSS - 
	Information Society Standardisation System:  Provides market players with a comprehensive and integrated range of standardisation services and products, in order to contribute to the success of the Information Society in Europe

	CENELEC - 
	The European organisation for the planning, drafting and adoption of European Standards for electrotechnology 

	CEPS - 
	Common Electronic Purse Specifications: Define requirements for all components needed by an organisation to implement a globally interoperable electronic purse programme, while maintaining full accountability and auditability

	Certificate Authority
	A certificate authority (CA) is an authority in a network that issues and manages security credentials and public keys for message encryption. As part of a public key infrastructure (PKI), a CA checks with a registration authority (RA) to verify information provided by the requestor of a digital certificate. If the RA verifies the requestor's information, the CA can then issue a certificate

	CESG - 
	Communications-Electronics Security Group: The Information Assurance arm of the UK’s Government Communications Headquarters (GCHQ)

	Cipher Text - 
	Text that has been encrypted (q.v. encryption)

	CIPS - 
	Chartered Institute of Purchasing and Supply: Private international education and qualification body representing purchasing and supply chain professionals

	CMS - 
	Card Management System

	Contact interface - 
	A means for allowing the exchange of data between a smart card and a reader that requires the card to be in physical contact with the reader

	Contactless interface - 
	A means for allowing the exchange of data between a smart card and a reader without any physical contact between the card and the reader

	CRM - 
	Customer Relationship Management

	Cryptogram - 
	Enables chip data exchange in a secure manner 

	Cryptographic Key - 
	Used to encrypt or decrypt a message 

	Cryptography - 
	The relationship between plain text and cipher text (q.v.) that prevents anyone other than the intended recipient from reading the information

	CVM - 
	Cardholder Verification Method: The means to verify the authenticity of a cardholder 

	CWA
	CEN Workshop Agreement: Published European consensus arising from CEN/ISSS workshops

	Cyberspace - 
	Networked computers/the Internet (q.v.) 

	D 
	

	Decryption - 
	The procedure used in cryptography (q.v.) for converting cipher text (q.v.) to plain text 

	DES - 
	Data Encryption Standard: A popular encryption (q.v.) method developed in 1975 and standardized by ANSI (q.v.) in 1981

	DfES - 
	(Government) Department for Education and Science (UK)

	Digital Certificate - 
	An electronic "credit card" that establishes your credentials when doing business or other transactions on the Internet (q.v.). It is issued by a Certificate Authority (q.v.) 

	Digital ID - 
	Another name for a Digital Certificate (q.v.) 

	Digital Key - 
	Strings of unique bits (q.v.) that allow messages to be scrambled and unscrambled 

	Digital Signature - 
	A digital code that can be attached to an electronically transmitted message that uniquely identifies the sender

	DPA - 
	Data Protection Act 1998 (UK)

	Dual interface card - 
	A smart card (q.v.) having both a contact (q.v.) and a contactless (q.v.) interface; see distinction with Hybrid card (q.v.)

	E 
	

	e-cash - 
	Electronic cash: Cash stored electronically and readily exchanged into monetary value 

	ECML - 
	Electronic Commerce Modelling Language: A universal format for online commerce Web sites that contains customer information that is used for purchases made online, formatted through the use of XML (q.v.) tags (q.v.)

	e-Commerce -  
	Electronic commerce: Transactions that are conducted over an electronic network, where the purchaser and merchant are not at the same physical location

	eESC - 
	The eEurope Smart Card initiative: Launched by the European Commission in 1999 to accelerate and harmonise the development of smart cards across Europe

	EFTPOS - 
	Electronic Fund Transfer at Point Of Sale: Usually a terminal 

	Electronic Wallet - 
	Software that stores information about a cardholders cards. Usually supplied by the issuers and appended to the cardholders web browser

	e-mail - 
	Electronic mail 

	Emboss - 
	Print raised data on a card 

	EMV - 
	Europay, MasterCard and Visa: A collaboration between these three organisations

	EMVCo - 
	An industry association of the collaborators in EMV (q.v.) for the banking and finance industry

	Encryption -  
	The procedure used in cryptography (q.v.) for converting plain text to cipher text (q.v.)

	e-purse - 
	Electronic purse: A function on a chip card that allows e-cash (q.v.) value to be stored 

	e-tailing - 
	Electronic retail 

	ETSI - 
	European Telecommunications Standardisation Institute: Not for profit organisation whose mission is to produce the telecommunications standards for Europe (see also CEN q.v.)

	eURI - 
	Extended User-Related Information: Defined in CWA (q.v.) 13987 for Interoperable (q.v.) Citizen Services using Smart Card (q.v.)Systems

	F
	

	FINREAD - 
	European specifications for an applet-based (q.v.) secure interoperable (q.v.) smart card (q.v.) reader for online transactions implying sensitive data transfers

	FIPS - 
	Federal Information Processing Standards: Standards and guidelines issued by NIST (q.v.)

	G 
	

	Gateway - 
	A node or switch that permits communications between two dissimilar networks 

	GPRS - 
	General Packet Radio Service: A standard for wireless communications which runs at speeds up to 115 kilobits per second, compared with current GSM (q.v.)

	GSC-IS - 
	Government Smart Card-Interoperability Specification: Interoperability (q.v.) specification for smart cards (q.v.) in the USA developed by NIST (q.v.)

	GSM - 
	Global Systems for Mobile Communications: One of the leading digital cellular systems

	H 
	

	Hash - 
	Message digest. A number generated from a string of text 

	http - 
	Hyper Text Transfer Protocol: The underlying protocol used by the World Wide Web (q.v.)

	Hybrid card - 
	A smart card (q.v.) that contains two separate and unconnected chips, one with a contact interface (q.v.) and the other with a contactless interface (q.v.)

	I 
	

	ICAO - 
	International Civil Aviation Authority: A specialized agency of the United Nations, ICAO is the permanent body charged with the administration of the principles laid out in the Convention on International Civil Aviation, Chicago, 7/12/1944

	ICC - 
	Integrated Circuit Card, or smart card (q.v.)

	ICT -
	Information & Communications Technology

	IDeA - 
	Improvement and Development Agency (UK): Established by and for local government in April 1999 to support self-sustaining improvement from within local government

	IEC - 
	International Electrotechnical Commission: Global standards organisation for all electrical, electronic and related technologies

	IFM - 
	Integrated Formal Methods: The rigorous engineering methodology for system development; a conceptual parallel to the industrial standard UML (q.v.)

	IIN - 
	Issuer Identification Number: The numbering system that uniquely identifies a card issuing institution in an international interchange environment, specified in ISO/IEC 7812

	IKE - 
	Internet Key Exchange 

	Integrity - 
	Information that is free from error, corruption or alteration 

	Internet - 
	A global collection of interconnected networks, used for the purpose of electronic communication 

	Interoperability - 
	The ability for different systems to work together 

	Information Law Terms
	See WP8-04 Appendix 1 for definitions of the following terms in context:

	       Data
	

	Data Controller
	

	DPA
	

	Data Processor
	

	Data Subject
	

	DCA
	

	E-Envoy Identity Guidelines
	

	FOIA
	

	HRA
	

	LCD
	

	Mandatory/Mandatory Smart Card Scheme
	

	Personal Data
	

	Processing
	

	Public Authority
	

	Sensitive Personal Data
	

	Intranet - 
	A private network 

	IOPTA - 
	"InterOperable PT Applications" for smart cards: A revision of CEN (q.v.) standard ENV1545 that defines the codification of data elements used for public transport

	IP - 
	Internet (q.v.) protocol: Specifies the format of packets, also called datagrams, and the addressing scheme

	IR - 
	Inland Revenue (UK)

	ISO - 
	International Standardisation Organisation: Body responsible for development of international standards covering a huge range of issues

	Issuer - 
	A financial institution that establishes an account for a cardholder and issues a payment card 

	IT - 
	Information Technology 

	ITSO - 
	Formerly "Integrated Transport Smartcard Organisation": Public sector membership organisation founded in 1998 to build and maintain specifications for secure end-to-end interoperable ticketing operations in the UK

	J 
	

	Java - 
	A high-level object-oriented programming language developed by Sun Microsystems

	Java Card - 
	An ISO 7816-4 Compliant application (q.v.) environment focused on smart cards (q.v.)

	K 
	

	Key Escrow - 
	Storage of a private key (q.v.) by a neutral third party

	Key Management - 
	The process by which cryptographic keys (q.v.) and messages are managed and protected

	L 
	

	LA - 
	Local Authority

	LASSeO - 
	Local Authority Smartcard Standards e-Service Organisation: Created by local government organisations in the UK to define at the working level the necessary standards, rules and policies needed to provide public services to citizens using smart cards

	LDAP - 
	Lightweight Directory Access Protocol: A set of protocols (q.v.) for accessing information directories. Because LDAP is an open protocol, applications (q.v.) need not worry about the type of server hosting the directory

	LGOL - 
	Local Government Online (UK): Internet (q.v.) portal to local government

	Linux - 
	A freely-distributable open source operating system that runs on a number of hardware platforms

	LLPG - 
	Local Land and Property Gazetteer (UK): A definitive, local address list that provides unique identification of properties, conforms to a British Standard, BS 7666 and feeds the National Land and Property Gazetteer

	M 
	

	Magnetic Stripe Card - 
	A card with a magnetic strip of recording material on which data can be stored

	MIFARE - 
	A proprietary standard for contactless (q.v.) and dual interface (q.v.) smart cards (q.v.) produced by Philips Semiconductors and extensively deployed worldwide

	MIME - 
	Multipurpose Internet Multimedia Extension: An Internet (q.v.) protocol (q.v.) for sending e-mail (q.v.) and attachments 

	Mondex - 
	An e-cash application for Smart Cards that stores value as electronic information on a microchip, rather than as physical notes and coins enabling cardholders to carry, store and spend cash  

	Multos - 
	A smart card (q.v.) operating system for multi application cards 

	MUSCLE - 
	Movement for the Use of Smart Cards in a Linux Environment: (q.v. Linux)

	N 
	

	NBS - 
	A global leader in card personalisation, payment solutions, and secure processing for financial institutions, healthcare, governments, entertainment and retail customers

	NIC - 
	National Insurance Contributions 

	NIST - 
	National Institute of Standards and Technology (USA): Designs standards and guidelines for Federal computer systems

	Not-on-us - 
	Transactions that are carried out in a smart card scheme where one of the parties to the transaction is not a member of the scheme

	O 
	

	OCF - 
	Open Card Framework: A Java (q.v.) API (q.v.) for smart card (q.v.) access

	ODPM - 
	Office of the Deputy Prime Minister (UK)

	OeE - 
	Office of the e-Envoy (UK): Part of the Delivery and Reform team based in the Cabinet Office whose purpose is to improve the delivery of public services and achieve long-term cost savings

	OEM - 
	Original Equipment Manufacturers: Misleading term for a company that has a special relationship with computer producers. OEMs buy computers in bulk and customize them for a particular application

	OID - 
	Operator Identity: An ITSO (q.v.) term for entities performing specified ITSO roles

	Online - 
	Jargon for the process of obtaining information through access via a computer or terminal to the source

	Open systems - 
	Systems whose architecture specifications are public. This includes officially approved standards as well as privately designed architectures whose specifications are made public by the designers

	OS X - 
	Computer operating system developed by Apple Computers

	P 
	

	PC/SC - 
	Personal Computer/Smart Card: A standard framework for smart card (q.v.) access on Windows Platforms

	PCMCIA - 
	Personal Computer Memory Card International Association: An organisation consisting of some 500 companies that has developed a standard for smart cards (q.v.). Originally designed for adding memory to portable computers

	PDA - 
	Person Digital Assistant: A handheld device that combines computing, telephone/fax, Internet (q.v.) and networking features

	PIN - 
	Personal Identification Number 

	PIN Pad - 
	A small keypad on which a cardholder keys in his/her PIN (q.v.)

	PIN Verification - 
	The security process that confirms the cardholder's PIN (q.v.)

	PKCS - 
	Public Key Cryptography Standard: (q.v. "Public Key", "cryptography")

	PKI - 
	Public Key Infrastructure: A certificate system for obtaining an entity's Public Key. (q.v. "Private Key/Public Key"); a networked system that enables organisations and users to exchange information and money safely and securely

	PLCC - 
	Plastic Leaded Chip Carrier: Method of packaging computer chips together 

	Protocol - 
	An agreed-upon format for transmitting data between two devices

	Public Key/Private Key - 
	 Cryptographic keys (q.v.) used together. Private Keys are used to encrypt/decrypt messages or files that have been encrypted using a Public Key. The Private Key is only known to the rightful owner. Public Keys are only used in conjunction with the Private Key and are freely available to defined users. 

	Public Procurement Terms
	See wp8-05 Appendix 1 for definitions of the following terms in context:

	      BAFO
	

	CCTA
	

	Consolidated Directive
	

	Contract Notice
	

	Contracting Authority
	

	ECJ
	

	G-Cat
	

	ITN
	

	ITT
	

	OGC
	

	OJ
	

	PFI
	

	PIN
	[Note: In the procurement context this has a different meaning from that which applies in the technical context]

	PPP
	

	Public Procurement Directives
	

	Public Services Directive
	

	Public Supplies Directive
	

	Public Works Directive
	

	S-Cat
	

	SPV
	

	R 
	

	RA - 
	Registration Authority: q.v.

	RAM - 
	Random Access Memory: A type of computer memory that can be accessed randomly

	Registration Authority
	A registration authority (RA) is an authority in a network that verifies user requests for a digital certificate and tells the certificate authority (CA, q.v.) to issue it. RAs are part of a public key infrastructure (PKI, q.v.)

	RF - 
	Radio Frequency: Any frequency within the electromagnetic spectrum associated with radio wave propagation 

	RNG - 
	Random Number Generator

	ROM - 
	Read Only Memory: Computer memory on which data has been pre-recorded. Once data has been written onto a ROM chip, it cannot be removed and can only be read

	S 
	

	S/MIME - 
	Secure/ Multipurpose Internet Mail Extensions: A new version of MIME (q.v.) that supports encrypted (q.v.) messages

	SCNF-
	Smart Card Networking Forum: Not-for-profit organisation consisting of public sector representatives with an interest in the use of smart cards to provide improved services to their customers

	SDK - 
	Software Development Kit: A programming package that enables a programmer to develop applications for a specific platform

	SET - 
	Secure Electronic Transaction: A security standard that defines how to encrypt (q.v. "encryption") transmissions over public networks 

	SIM - 
	Subscriber Identification Module: A card-based chip that personalises a mobile phone

	Smart card - 
	A portable programmable device conforming to ISO 7816 dimensions and containing an integrated circuit that stores and processes information 

	SMS - 
	Short Message Service: A service for sending short text messages to mobile phones

	SSL - 
	Secure Sockets Layer: A protocol (q.v.) developed by Netscape for transmitting private documents via the Internet (q.v.). SSL works by using a private key (q.v.) to encrypt (q.v.) data that is transferred over the SSL connection

	STIP - 
	Small Terminal Interoperability Platform: The STIP Consortium was founded to develop an interoperable (q.v.) platform specification for secure transaction devices, including, but not limited to, card accepting devices

	T 
	

	T=CL - 
	Specification of a contactless interface (q.v.) for a smart card (q.v.)

	Tag - 
	A command inserted in a document that specifies how the document, or a portion of the document, should be formatted

	Track - 
	A defined part of a magnetic stripe where data can be written 

	TTP - 
	Trusted Third Party 

	U 
	

	UML - 
	Unified Modelling Language: A general-purpose notational language for specifying and visualizing complex software, especially large projects

	UMTS - 
	Universal Mobile Telecommunication System: A 3G (q.v.) mobile technology that will deliver broadband information at speeds up to 2Mbits/sec

	UNICODE - 
	A standard for representing characters as integers. Unlike ASCII, which uses 7 bits for each character, Unicode uses 16 bits, which means that it can represent more than 65,000 unique characters

	UNIX - 
	Open source computer operating system, popular for workstations

	URL - 
	Uniform Resource Locator: Website address

	USB - 
	Universal Serial Bus: An external bus standard that supports data transfer rates of 12 Mbps. A single USB port can be used to connect up to 127 peripheral devices. USB also supports Plug-and-Play installation

	USIM -
	Universal Subscriber Identity Module: (q.v. SIM)

	
	

	V 
	

	Visual Basic - 
	A popular programming language; sometimes called an event-driven language because each object can react to different events such as a mouse click 

	VPN - 
	Virtual Private Network: A network that is constructed by using public wires to connect nodes; uses encryption (q.v.) and other security mechanisms to ensure that only authorized users can access the network and the data it carries 

	W 


	

	WAP - 
	Wireless Application Protocol: A secure specification that allows users to access information instantly via handheld wireless devices such as mobile phones

	WIM - 
	Wireless Identity Module 

	Windows - 
	A computer operating system developed by Microsoft 

	WPKI - 
	Wireless Public Key Infrastructure: (q.v. PKI)

	WWW - 
	World Wide Web: Part of the Internet (q.v.)

	X 
	

	XML - 
	Extensible Markup Language: Designed especially for Web documents, it allows designers to create their own customized tags (q.v.), enabling the definition, transmission, validation, and interpretation of data between applications (q.v.) and between organizations



