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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

The Functional Requirements for the National Smartcard are based upon the model used by the international banks for their global and inter-operable debit and credit card products.  They also take into account many of the electronic cash schemes, such as Mondex and VisaCash, that have been implemented and piloted around the world.

Against this background has been the need to recognise that the National Smartcard may simply provide an extra Payment Method which will be accepted alongside existing Payment methods at the Point-of-Sale and which may well be a part of a multi-tender transaction.

The fundamental philosophy is that the Chip is the Master and that the Cardholder Management Database will be updated at the End-of-Day to mirror the contents of each Chip.  Thus, so long as all Chip Acceptor Transaction Records have been successfully polled, it will be possible to reconstruct the Chip Map at the Host and, subject to Card Scheme policy, produce Replacement Cards within a relatively short period of time. 

This document provides a functional specification for the Starter Pack scheme with a schematic architecture including central host system modules and associated networks.  It deals with the necessary cardholder management sub-system, personalisation management, hot card management, site & chip acceptor management, and an application management sub-system.

Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to deliver a smart card scheme in their area quickly and cost-effectively.

Scope

The scope of this document was agreed by Cornwall County Council in the acceptance of the following documents:

· National Smart Card – Functional Requirements – Proposed Content – v1.0

· National Smart Card – Functional Requirements – Proposed Content – Addendum to Version 1.0

This document provides:

· Scheme - Schematic Architecture:

· Central Host System Modules

· Networks

· School Networks & Terminals

· Library Networks & Terminals

· Local Government Offices

· Transport

· Cardholder Management sub-system:

· Shell

· Chip and Card Data including Card Numbering

· Chip Audit Data

· Core

· Citizen Purse

· Services

· Data Requirements

· User Management Reports

· Replacement Cards

· Temporary Cards

· Personalisation Management sub-system:

· Services – Data Requirements

· Welcome Letters – Implications for additional Services

· Hot Card Management sub-system:

· Hot Cards

· Hot Services

· Site & Chip Acceptor Management sub-system:

· Location & Configuration of all Sites & Chip Acceptors

· Application Management sub-system:

· Control of all Services in all Chip Acceptors

· Maintenance of Security Scheme

· Maintenance of all Parameter Tables

Specifically excluded:

· Links between Cardholder Management and Personalisation Management

· Links between Key Management Centre and Personalisation Management

· Welcome Letters

· Communication Protocols

· Communication Management:

· Polling Transaction Data from Sites and management of Non-Polled Sites

· Broadcasting Hot Card Files and Parameter Tables to all applicable Sites and Chip Acceptors

· Transaction Processing Management

· Definition of all Transaction Types

· Processing Transactional Data for Integrity (Missing & Duplicate Transactions) and Validity

· Updating Cardholder Management Database

· Scheme Management Reports

· Archiving Transactional Data

· Settlement Management

· Financial by Payment Method and by Site for both Load and Spend

· Risk Management

· Scheme Management Reports identifying volume and value which are outside parameterised indicators, indicating possible areas of concern

Throughout this document the terms Chip and Chip Card have the exact same meaning.  The term Card sometimes has the same meaning but sometimes refers to what is printed on a media which holds the Chip.  These instances should be obvious.

Assumptions

It is assumed that the National Smartcard will be based upon an off-line system architecture.

The Functional Requirements do not presume:

· The Chip and/or Platform

· The Security Architecture other than it is assumed that there will be a SAM in the Chip Acceptor

· The Standards for the Purses

· The Standards for Transportation Ticketing

The “Chip Maps” contained in these Functional Requirements are only indicative of the minimum business functional requirements for each Service:

· Including the need for certain minimum data elements

· Including the need for certain minimum data firewalls

· Excluding the specification of data formats, data lengths or data values unless they are part of a standard or emerging standard

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

None.
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1. Scheme Architecture

1.1. Overview

The Functional Requirements for the National Smartcard are based upon the model used by the international banks for their global and inter-operable debit and credit card products.

The Functional Requirements have also taken into account many of the electronic cash schemes, such as Mondex and VisaCash, that have been implemented and piloted around the world.

Against this background has been the need to recognise that the National Smartcard will, in many instances, simply be an extra Payment Method which will be accepted alongside existing Payment methods at the Point-of-Sale and which may well be a part of a multi-tender transaction.

The fundamental philosophy is that the Chip is the Master and that the Cardholder Management Database will be updated at the End-of-Day to mirror the contents of each Chip.  Thus, so long as all Chip Acceptor Transaction Records have been successfully Polled, it will be possible to reconstruct the Chip Map at the Host and, subject to Card Scheme policy, produce Replacement Cards within a relatively short period of time. 

The following diagrams provide indicative schematics for a number of business and trading scenarios.

Schematic

1.1.1. School Networks & Terminals
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1.1.2. Library Networks & Terminals
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Local Government Networks & Terminals
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Transport Networks & Terminals
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2. Central Host system – Cardholder Management

2.1. Overview

The objective of this chapter is to describe the minimum data that is required for the Cardholder Management sub-system.

Cardholder Management is one of several sub-systems which form part of the Central Host system.  It supports the following functions:

· Consumer Application Process

· Application Forms

· Verification of data and photographs

· Cardholder Support

· Maintains a mirror of the data in all the Chips and on all Cards as at the end of the previous day

· Amendments to Cardholder Data & Services

· Viewing Cardholder Records

· Query Resolution

· Replacement Cards

· Temporary Cards

· Card Production

· Initiation of Card Production Request via the creation of a Personalisation Request File

· Update of Cardholder Management from a Personalisation Confirmation File with details of the Chip Serial Number etc

· Transaction Processing

· Update Cardholder Management after each Daily Poll of Merchant Terminals

· Hot Card Management

· Additions, Amendments, Deletions

· Marketing

· Market analysis

· Offering new Services to Cardholders

· Management Reports

· Work Level Management

· Risk Management

The data to be held in the Cardholder Database will be that required to personalise the Chip as well as that required to manage a Card Scheme.  The data can be grouped as follows:

· Shell

· Data about the Cardholder that is required to be held for all Cardholders, some or all of which may also be personalised into the Chip.

· Core Services

· Data about the Services which are Core to the National Smartcard Scheme and have been designated to be included in all Chips.

· Other Services

· Data about the Services which are optional and will only be included in Chips when they have been requested by individual or groups of Cardholders.

2.2. Chip Maps

2.2.1. Overview

The general approach will be:

· Bespoke Chip Maps for Cardholder Data

· A Common Purse Chip Map for Purses and Points where there is a requirement for financial integrity and auditability

· A Common Service Chip Map for all non-Purse Services, subject to individual feasibility

· Bespoke Chip Maps where the common Purse or Common Service Chip Map is not feasible

The advantages of using, where possible, Common Chip Maps include:

· Designing the Chip to contain spare Service Chip Maps for future use

· Designing the Cardholder Management with spare Service “Tabs” for future use

· Designing the Chip Acceptor Application to be future-proofed for reading and writing to additional Services

All the functional requirement documents will follow this approach and utilise a standard Chip Map Template and Cardholder Management Service “Tab” where possible.

2.2.2. Common Purse Services

2.2.2.1. Chip Map Templates

Refer to Appendix F1.

2.2.2.2. Cardholder Management Data

Refer to Appendix F2.

2.2.3. Common Non-Purse Services

2.2.3.1. Chip Map Template

Refer to Appendix F3.

2.2.3.2. Cardholder Management Data

Refer to Appendix F4.

2.3. Data Ownership

2.3.1. Overview

The National Smartcard System consists of multi-applications and multi-functions – these are all referred to as Services.

Some Services will contain data which is shared across many different Services – these are known as Common Data.

Each Service will belong to a Service Owner, and a Service Owner may have more than one Service.

The Service Owner is entirely responsible for the integrity of the data and maintaining it, as necessary.

The Services can be defined as follows:

· Common Data

· Data which is to be common across many different Services and Service Owners

· Includes Personal, Address and other Contact Data, some of which will also be included within the Chip

· The Service Owner will be the Card Scheme Operator

· Services

· Individual Services which may be personalised into the Chip at the time of issue or loaded at a later date.

· Core Services are defined as those which, for marketing purposes, it has been decided to pre-personalise into the Chip at the time of first issue, irrespective of whether the individual Cardholder has an immediate need or eligibility for it.

· Non-Core Services are defined as those which will only be personalised into a Chip when the Cardholder becomes entitled to the Service.

· For some Services, the Service Owner may be the Card Scheme Operator, ie Citizen Purse etc.

2.4. Common Data

2.4.1. Overview

The Common Data forms the Chip Shell.

It is recommended that the Common Data, and thus the Cardholder Database, follow appropriate emerging standards, specifically the CEN User Related Information (URI).

It is assumed that, as part of the Chip Hardware, there is a Chip Serial Number which is unique across all international Chip Manufacturers.

The Common Data can be divided into the following elements:

· Base Data

· Chip Status Data

· Hot Card Status Data

· Personal Data

· Address Data

· Chip Audit Data

2.4.2. Card Numbering

All the international banks, as well as many leading merchants, have adopted ISO 7812 for their card numbering standards.  To ensure that the National Smartcard can be inter-operable within a retail environment that accepts bank debit and credit cards, it is recommended that each sub-scheme (ie Local Authority) make an application for an ISO Issuer Identification Number (IIN) through APACS (Association for Payment Clearing Services).

The Issuer Identification Number (IIN) forms the first six digits of the Primary Account Number (PAN).  The PAN is the Cardholder Number.

While international standards define the Primary Account Number (PAN) as having a maximum length of 19 digits, most international banks have standardised on a length of 16 digits.  It is recommended that the National Smartcard also adopt a length of 16 digits for the PAN (ie Cardholder Number).

In addition to the Card Number there is a need for a Card Issue Number which eliminates the need to change the Card Number whenever a replacement card is produced.  There are two options:

· Option 1 – Switch Debit Card method with separate Card Issue Number

· The Cardholder Number is structured as follows:

· Digits 1-6
IIN

· Digits 7-15
Unique Number – maximum 999,999,999

· Digit 16
Modulus 10 Luhn Check Digit (ISO 7812)

· Separate 2-Digit Card Issue Number

· Option 2 – Cardholder Number with an integrated Card Issue Number

· The Cardholder Number is structured as follows:

· Digits 1-6
IIN

· Digits 7-13
Unique Number – maximum 9,999,999

· Digits 14-15
Card Issue Number

· Digit 16
Modulus 10 Luhn Check Digit (ISO 7812)

· Eliminates need for a separate Card Issue Number Data Element but does not reduce the validation process for reading Chips

· For the largest cities the maximum number of Cardholder Numbers may appear to be too restrictive.  This can be overcome by the applying for two or more IINs.

Of the two options, Option 1 is recommended so as to be consistent with international bank card issuer practices.

2.4.3. Data Access Rights

All data fields must be allocated a security level to ensure that only designated operators are permitted to enter, read and/or update the data.

2.4.4. Base Data

The minimum data that is required is described below:

· Application Form - Identification Number

· A unique number associated with every application, successful or unsuccessful.

· Application Form – Date Received

· Date received by the Card Scheme

· Application Form – Date Processed

· Date processed by the Card Scheme

· Version Number

· Refer to CEN URI

· Identifies the specific version of the User Related Information

· Authority Code

· Refer to CEN URI

· Identifies the Card Association responsible for the registration of this URI created by a Card Issuer

· Country Code

· Refer to CEN URI

· Conforms to ISO 3166-1 (1977)

· Identifies the Country of the URI Issuer

· Issuer Code

· Refer to CEN URI

· Identifies the Issuer.  The Issuer Code may include a Region Identifier thereby ensuring uniqueness of the Issuer, provided Issuers are uniquely identified within that Region

· Card ID Code

· Refer to CEN URI

· An identifier for the card which has to be unique in the set of cards issued by the card Issuer

· Cardholder ID

· Refer to CEN URI

· A unique identifier for the Cardholder within Issuer

· Card Issue Table (occurs n times)

· Chip Issue Number

· Default = 01

· Increments by +1 for each Replacement Card.

· Chip Serial Number

· Updated from the Personalisation Management Sub-System as a result of Chip and Card Personalisation.

· Chip Personalisation Date

· Updated from the Personalisation Management Sub-System with the actual date that on which the Chip and Card was personalised.

· Chip Personalisation Machine ID

· Updated from the Personalisation Management Sub-System with the Personalisation Machine ID actually used for Chip and Card personalisation.

· Chip Type

· Updated from the Personalisation Management Sub-System with the details of the exact Chip Product (Hardware and Operating System) used for personalisation.

· Chip Map Version ID

· Updated from the Personalisation Management Sub-System with the Chip Map Version ID actually used for personalisation.

· Start of Validity

· Refer to CEN URI

· Conforms to ISO 8601 (1988) Truncated Format

· Start Date

· End of Validity

· Refer to CEN URI

· Conforms to ISO 8601 (1988) Truncated Format

· Expiry Date

· Language

· Refer to CEN URI

· Defines language preferences in desired order of priority

· Allows unattended Terminals to display messages in the preferred language, ie regional (Welsh) or internationally

· Conforms to ISO 639 (1988) and ISO 7816-6

· Special Needs Code

· Refer to CEN URI

· Conforms to EN 1332-4 which addresses:

· Symbols

· Character size

· Screen colour

· Colour avoidance

· Position of screen

· Voice output

· Sound amplification

· High frequency amplification

· Low frequency amplification

· Input requirements

· Touch screen

· Position of input device

· Time-outs

· Language

· Interface complexity level

· Defines any Cardholder special needs, specifically:

· Hearing

· Sight

· Sight Colour RG

· Sight Colour BY

· Reduced Intellectual Processing

· Reduced Short Memory

· Dyslexic Reading

· Allows unattended Terminals to adjust their hardware features for the benefit of the Cardholder.  Also allows EPoS Operators to be discretely aware of the Cardholder’s special needs (ie clear speaking etc)

· Definitions are normally decided and confirmed by the Cardholder.

· Physical Access Needs Code

· Refer to CEN URI

· Conforms to EN 1332-4

· Defines any Cardholder special physical access needs, specifically:

· Wheelchair

· Upper Limbs

· Reduced Finger Mobility

· Reduced Reach

· Tremor

· Allows unattended Terminals to automatically adjust height and reach etc for the convenience of the Cardholder

· Definitions are normally decided and confirmed by the Cardholder

2.4.5. Chip Status Data Element

The National Smartcard Scheme has the ultimate control on the status of the Chip:

· Chip Status

· Active

· Lost or Stolen

· Retained by the Card Scheme Operator

· Destroyed by the Card Scheme Operator

· Chip Status Date

· Date when the Chip Status last changed

2.4.6. Hot Card Status Data Element

Refer to Hot Card Management Sub-System

The Hot Card Status has two objectives:

· To stop Hot Cards being used at Terminals which have failed to successfully receive the latest Hot Card File.  This is only achieved if the Chip has previously been attempted to be used at a Terminal with the latest Hot Card File

· To allow, optionally and under special circumstances, for the Hot Card File to be over-ridden.  Specifically, where a lost card is found after it has been added to the Hot Card File and it is required to be used before it is reasonably possible to produce a Replacement Card

The Hot Card Status is primarily maintained automatically by the Chip Acceptor.  However, the Card Scheme Operator will be responsible for changing the Status to Hot Card Match Over-Ride.  The data required is as follows:

· Hot Card Status

· Active

· Hot Card Match

· Hot Card Match Over-Ride

· Hot Card Status Date

2.4.7. Personal Data

The minimum data required is described below:

· Cardholder 

· Status

· Not Active

· Active but not used

· Active and used (at least once)

· Closed

· Deceased

· Removed

· Photo File ID

· Unique reference for the Cardholder Photograph

· Last Photo Date

· Date on which the Current Photograph was Verified

· Enables Cardholders to be asked to supply new photographs according to their current age and the last time one was supplied.  For example, children may be asked to supply new photographs more frequently than adults. 

· Photograph Verification (directly by the Card Scheme Operator or by an approved / trusted Agent)

· Not Verified

· Verified

· Title

· Refer to CEN URI

· Forename(s)

· Refer to CEN URI

· Surname

· Refer to CEN URI

· Suffix

· Refer to CEN URI

· Preferred Name on Card

· Conforms to ISO 10646-1 Character Set (UTF8)

· Requires a filter to block out unacceptable names, eg Mickey Mouse

· Gender

· Refer to CEN URI

· Conforms to ISO 5218 (1977):

· 0 = Unknown

· 1 = Male

· 2 = Female

· 3 = Not specified

· Date of Birth

· Refer to CEN URI

· Conforms to ISO 8601 (1988) Truncated Format

· Date of Birth Verification (directly by the Card Scheme Operator or by an approved / trusted Agent)

· Not verified

· Birth Certificate

· Passport

· School Records

· Photo Driving Licence

· etc

· Marital Status

· Single

· Married

· Separated

· Divorced

· Widow / Widower

· etc

· Date of Marriage

· Conforms to ISO 8601 (1988) Truncated Format

· Date of Marriage Verification (directly by the Card Scheme Operator or by an approved/trusted Agent)

· Not verified

· Marriage Certificate

· etc

· Date of Death

· Conforms to ISO 8601 (1988) Truncated Format

· Date of Death Verification (directly by the Card Scheme Operator or by an approved / trusted Agent)

· Not verified

· Death Certificate

· Telephone – Daytime

· A telephone number provided by the Cardholder

· Telephone – Evenings

· A telephone number provided by the Cardholder

· Security Verification Question

· A Cardholder supplied short question sentence eg “What is your favourite holiday resort?”  This would be displayed to the Cardholder Support Clerk to ask the Cardholder.  The advantages to the Cardholder of this approach is that it reminds them of which of their many passwords is applicable.  It is possible to strengthen this method further by storing several (recommend three) questions and to select one at random. 

· Security Verification Response

· A Cardholder supplied one word response to the security Verification Question eg “Scarborough”.  The Cardholder Support Clerk would key-enter the Security Verification Response which would then be verified with the Cardholder Database.

· Direct Marketing

· Accepted by Cardholder

· Declined by Cardholder

· Cardholder Declaration Signature

· Verified from Application Form

· Cardholder Declaration Date

· Conforms to ISO 8601 (1988) Truncated Format

· Parent / Guardian Declaration Signature

· Verified from Application Form

· Parent / Guardian Declaration Date

· Conforms to ISO 8601 (1988) Truncated Format

2.4.8. Address Data

The minimum data required is described below:

· Address – Line 1

· Refer to CEN URI

· From a Post Code Look-Up

· Address – Line 2

· Refer to CEN URI

· From a Post Code Look-Up

· Address – Line 3

· Refer to CEN URI

· From a Post Code Look-UP

· Address – Line 4

· Refer to CEN URI

· From a Post Code Look-Up

· Post Code

· Formatted

· Address Verification (directly by the Card Scheme Operator or by an approved / trusted Agent)

· Not verified

· Photo Driving Licence

· Council Tax Statement

· Utility Statement

· School Records

· etc

· Residency

· Within Residential Boundary

· Outside Residential Boundary

2.4.9. Chip Audit Data

The Chip Audit Data Element is updated by Chip Acceptors every time there is any data which is updated in the Chip.  The minimum data is described below:

· Transaction Audit Sequence

· Non-resettable Sequence Number

· Starts at Personalisation with 1

· Increments by +1 on each Transaction or Activity that results in data in the Chip being updated.

· Last Chip Acceptor ID

· The ID of the Chip Acceptor at which the Transaction Audit Sequence was last incremented

· Last SAM Serial No

· The Serial Number of the SAM that was used for the last transaction

· Last Transaction Date

· Conforms to ISO 8601 (1988) Truncated Format

· The Date on which the Transaction Audit Sequence was last incremented

· Last Transaction Time

· The Time on which the Transaction Audit Sequence was last incremented

2.5. Core Services

2.5.1. Overview

This contains all the Services which, for marketing purposes, have been defined as core to the Card Scheme and are to be personalised into all Chips.

This document assumes that the Core Services will include the following:

· Proof-of-Age

· Citizen Purse

· etc

2.5.2. Data Requirements

Refer to NSCP03  – Core Services.

The Functional Requirements for Chip Map, Cardholder Management Data and the “End-to-End” Transaction Processing for each of these Services are covered in separate documents.

2.6. Non-Core Services

2.6.1. Overview

All Services that are not defined as Core Services may be personalised into either individual Cardholder Chips or Cardholder categories.

This document assumes that the non-Core Services will include the following:

· Arts & Culture Services

· Education Services

· Personnel Services

· Travel Services

· Car Parking Services

· Legal Services

· Social Services

· Sport & Amenity Services

· Tourist Services

2.6.2. Data Requirements

Refer to separate documents on each Service.

The Functional Requirements for Chip Map, Cardholder Management Data and the “End-to-End” Transaction Processing for each of these Services are covered in separate documents.

2.7. Replacement Cards

2.7.1. Overview

From time to time there will be a need to issue replacement cards to Cardholders.  Reasons can include:

· Lost Card

· Stolen Card

· Damaged Card

· Faulty Card

· Updated Photograph

· Women on Marriage – Change of Card printed Surname

· Other reasons requiring a change of Card printed data

The Cardholder Number should be retained and the new Chip Card will be identified by a Card Issue Number which has been incremented by +1.

The Cardholder Number with the old Card Issue Number should be added to the Hot Card File unless it has been retained and/or destroyed by the Card Scheme Operator or has passed its Expiry Date.

The replacement card can be produced as soon as all the outstanding Transactions and Activities have been successfully Polled, Processed and the Cardholder Database updated after the old Chip has been added to the Hot Card File.  The Cardholder Database then has an accurate mirror of the data held in the old Chip and the new replacement Chip Card can be created by the Personalisation Management sub-system with the latest data values (specifically Purse Balances etc)  

2.8. Temporary Cards

2.8.1. Overview

Temporary Chip Cards are likely to be a necessity in those business areas the Personalisation production lead time is unacceptably slow.  Specifically this is likely to be in Schools where the catering is likely to be entirely cashless.

Temporary Chip Cards will not have a Cardholder Photograph or any other Personal Data printed on the Card.

Temporary Chip Cards must obviously be carefully managed by Approved  / Trusted Agents (eg School Office etc), especially in the subsequent transfer of Purse Balances into the Chips of the Replacement Cards when they are available.

Details of the functional requirements are given in the documents on individual Services.

2.9. Transaction Data

2.9.1. Overview

At the “End-of-Day” there will be a need to update the Cardholder Management Sub-System with certain data from the reconciled Transaction Management Sub-System.

There will be two classes of Transaction:

· Financial Transactions

· Purse Transactions

· Loyalty Point Transactions

· etc

· Service Transactions

· Enabling Services

· etc

The scope of this document is limited to the Core Services:

· Citizen Purse

The requirements for other Services are included in separate documents.

2.9.2. Citizen Purse

2.9.2.1. Data Requirements

The Cardholder Management Sub-System will hold the following Service Data:

· Service Status ie Enabled or Disabled

· Auto-Load Status

· Enabled or Disabled (Direct Debit Mandate ie Set-Up or Not Set-Up)

· Sort Code

· Account Number

· Reference

· Auto-Load

· Last Auto-Load Date

· Last Auto-Load Time

· Last Auto-Load Chip Acceptor ID

· Last Auto-Load Amount

· Current Period Auto-Load Count

· Current Period Auto-Load Total

· Purse Limits

· Maximum Purse Balance Limit

· Maximum Purse Purchase Limit without Cardholder Verification

· Purse Current

· Current Purse Balance

· Last Transaction Date

· Last Transaction Time

· Last Transaction Chip Acceptor ID

· Last Transaction Type

· Last Transaction Amount

· Reconciliation

· Number of Missing Purse Transactions

· Number of Duplicate Purse Transactions

2.9.2.2. Updating from Transaction File

Update all the Cardholder Management Data in chronological order from the latest Transaction Management End-of-Day Batch Process.

2.10. Cardholder Support

2.10.1. Record Selection

The primary key will be the Cardholder Number and the secondary key will be the Application Form Identification Number.

A record should be selected by one of the following means:

· Reading or key-entering the Cardholder Number

· Key Enter the Application Form Identification Number

· Enter a Surname and list, for selection, all matching records

· Enter a Date of Birth and list, for selection, all matching records

· Enter a Post Code and list, for selection, all matching records

2.10.2. Duplicate Records

The Cardholder Management sub-system must seek to ensure that the Applicant has not previously been entered as a Cardholder.

If there is a match on Surname and Date of Birth, then the system should display all other records with the following:

· Surname

· Date of Birth

· Forename(s)

· Photograph

· Post Code

· Address

It will be up to the Operator to resolve any apparent duplication with the office Manager.  The action will be:

· Accept that there is a duplication and to abort the new Cardholder process, for the duplication to be resolved administratively outside Cardholder Management

· Accept that the applicant is a different person, and to proceed with the application process in the usual way.

2.10.3. Audit Log

The Cardholder Management should maintain an Audit Log of all entries and changes made to the Cardholder Database, with details of the Date, Time and Operator.

The Audit Log should be accessible by the Support Team Management for the resolution of queries.

2.11. User Management Reports

2.11.1. Overview

The Cardholder Management Sub-System will be required to produce a set of standard reports on request.  The following are recommended:

· Application Form Progress Report

· Personal and Address Data Change Report

· Post Code Report

· Last Photograph Date Report

· Deceased Cardholders’ Report

· Cardholder History Report

· Card Usage – Volume Report

· Card Usage – Services Report

· Card Usage – Frequency Report

2.11.2. Application Form Progress Report

· Purpose:

· To monitor the work flow process

· To measure the work flow volumes

· Input:

· Either by Application Form Received Date

· From Date

· To Date

· Or by Application Form Processed Date

· From Date

· To Date

· Or by Outstanding Forms

· From Date

· To Date

· Or by Personalisation Date

· From Date

· To Date

· Process:

· For the selected data, extract the Cardholder Data for all records which have a date greater or equal to the From Date and have a date less than or equal to the To Date

· Totals:

· Compute a count of the total number of extracted Cardholder Records

· Distribution:

· Screen Display, Print and Electronic File options

2.11.3. Personal & Address Data Change Report

· Purpose:

· To advise all Service Owners of all changes to Cardholder Data in respect only of those Cardholders who are Enabled for one or more of their Services.  This will ensure that there is common basic data across the entire Card Scheme.

· Input:

· Either a specific Service Owner or ALL

· Process:

· Extract the Cardholder Data for all records where the Service Owner Code matches but only if the Service Status is Enabled

· Note that a Cardholder may have more than one Service Code

· Sort the records into ascending Service Code sequence within ascending Service Owner sequence

· Totals:

· Compute a count of the total number of extracted Cardholder Records per Service Code within Service Owner

· Distribution:

· Screen Display, Print and Electronic File options

2.11.4. Post Code Report

· Purpose

· To provide a marketing analysis of the distribution of Cardholders by geographical area

· Input:

· Either Resident or non-Resident or All

· From Post Code ie TR12 3AB or TR12 3** where * is all

· To Post Code ie TR99 9ZZ or TR99 9** where * is all

· Process:

· Within Residency extract Cardholder Data for all records with a Post Code in the defined Post Code Range

· * may be used in positions 3-7 or 4-7 or 5-7 or 6-7 to signify ALL

· Totals:

· Compute a count of the number of extracted Cardholder Records with sub-totals on change of 5th character of the Post Code

· Compute a count of the total number of extracted Cardholder Records by Resident v Non-Resident

· Distribution:

· Screen Display, Print and Electronic File options

2.11.5. Last Photo Date Report

· Purpose:

· To identify which Cardholders should be requested to submit a new photograph on the assumption that their looks, through age, have matured to a point where they may not be recognisable from the current photograph

· To automatically generate E-Mail or other correspondence to the Cardholder

· Input:

· From Age

· To Age

· Number of Years

· Process:

· If Today’s Date minus Date of Birth is greater than the From Date and less than the To Date AND Today’s Date minus Last Photo Date is greater than Number of Years, extract the Cardholder Data

· Facility for the automatic generation of E-Mails / letters to cardholders

· Totals:

· Compute a count of the number of extracted Cardholder Records

· Distribution:

· Screen Display, Print and Electronic File options

2.11.6. Deceased Cardholders Report

· Purpose

· To support clerical procedures to prevent contact with deceased Cardholders

· Input:

· None

· Process:

· Extract the Cardholder Data for all records with a Date of Death

· Totals:

· Compute a count of the total number of extracted Cardholder Records

· Distribution:

· Screen Display, Print and Electronic File options

2.11.7. Cardholder History Report

· Purpose:

· To create a chronological summary of all financial transactions, chip amendments and amendments to the Cardholder Database to assist with Cardholder Support queries

· Input:

· Cardholder Number

· From Date

· To Date

· Process:

· Create a complete chronological report of all Transactions, Activities, Amendments etc from data merged from both the Transaction Management and Cardholder Management Sub-Systems

· To include all Card Issue Numbers within the chronology

· Sort the data into:

· Ascending Date

· Ascending Time

· Totals:

· None

· Distribution:

· Screen Display, Print and Electronic File options

2.11.8. Card Usage Report

· Purpose:

· On the basis that a Smart Card has a longevity directly associated with the number of reads and writes, to create a report which identifies those Chips which may be nearing the end of their life cycle and so should be replaced

· The exact measuring parameters will be dependent upon the Chip Supplier as well as any maximum transaction counters built into Purses etc.  

· Input:

· Chip Audit Sequence Limit

· Process:

· List all Chips which have a Chip Audit Sequence Number greater than the Input Parameter

· Option to automatically generate a suitable E-Mail or letter to the Cardholder

· Totals:

· Create a count of the number of extracted records

· Distribution:

· Screen Display, Print and Electronic File options

2.11.9. Hot Card Report

· Purpose:

· To list all Cards which have been designated as Lost, Stolen, Retained or Destroyed.  

· Input:

· Filter on:

· Chip Status = Lost or Stolen

· Chip Status = Retained

· Chip Status = Destroyed

· Chip Status = Lost / Stolen, Retained or Destroyed

· Process:

· Sort into ascending Card Number sequence

· List all Chips which meet the input criteria

· Totals:

· Create a count of the number of extracted records

· Distribution:

· Screen Display, Print and Electronic File options

2.11.10. Hot Service Report

· Purpose:

· To list all Cards which have one or more Hot Services.

· Input:

· Filter on:

· Hot Service Code

· Hot Service Status = Suspended

· Hot Service Status = Disabled

· Hot Service Status = Suspended or Disabled

· Process:

· Sort into:

· Ascending Service Code sequence

· Ascending Cardholder Number sequence

· List all Chips which meet the input criteria

· Totals:

· Create a count of the number of extracted records

· Distribution:

· Screen Display, Print and Electronic File options

· Distribution to respective Service Owners

2.11.11. Citizen Purse Report

· Purpose:

· To create a list of all Cardholders with a Citizen Purse together with appropriate usage data for Risk Management as well as Marketing Management 

· Input:

· None

· Process:

· Extract the Cardholder Data for all records with Citizen Purses

· The Card Issue Number is the latest current Card Issue Number

· Totals:

· Compute a count of the total number of extracted Cardholder Records

· Distribution:

· Screen Display, Print and Electronic File options

Personalisation Management

2.12. Overview

The primary objective of Personalisation Management is to encode and print smart cards for Cardholders.

Personalisation Management typically utilises proprietary Printers with integral Chip Encoders.  The Chip Encoders can include both Contact and Contactless Interfaces.

This chapter addresses:

· Card Printers

· Card Design

· System Principles

· Security Management

· Card Production Request File

· Card Production Confirmation File

· Welcome Letters

2.13. Card Printer/Encoder

2.13.1. Overview

There are a relatively limited number of Card Printer/Encoder manufacturers, and they generally market through Agents who bundle in their own-branded Card Design Software.

It is critical that the Printer is able to print to a high quality on the exact production plastic cards that have been selected.

2.13.2. Requirements

· Encoder

· Read and Write via the Contact Interface

· Read and Write via the Contactless Interface

· Printer

· Ability to print in good quality on the actual production card plastic

· Ability to print directly behind the Chip

· Ability to fully print up to the edge of the Chip

· Ability to print on both sides

· Ability to fully print up to each edge

· Ability to print in colour on both sides

· Security Management

· Ability to fully meet Security Management Specifications in respect of:

· Key Management

· SAMs

· Chip Map Versions

· Software

· PC-based

· Card Production in user-controlled batches

· Encode before Print

· Encode via Contact Interface

· Verify via Contact Interface

· Verify via Contactless Interface

· Rejects are not Printed (saves Printer Consumables)

· Print

2.14. Card Design

2.14.1. Overview

From a system perspective, the Card Design consists of:

· Printing Backgrounds, Data and Logos on the Front (Chip) side of the Card

· Printing Backgrounds, Data and Logos on the Back (Non-Chip) side of the Card

· Encoding data in the Shell Chip Maps

· Encoding data in the Core Services Chip Maps

· Encoding data in the non-Core Services Chip Maps

Each side of the Card should be designed into zones or fields which, through the Card Design Software, are designated according to the type of data (eg Text, Photograph, Number, Logo etc).

Each possible Print Field will have a designated location with a fixed dimension.  In the case of text fields, the font style, size and colour will be an attribute set-up within the Card Design Software.

Any data which is dependent upon other data should be computed from the Cardholder Database while creating the Card Production Request File.  For example, if all men are to have blue cards and all women pink cards, this should be computed by Cardholder Management from the Gender Code and define the Background Colour to be printed.  It should not be the responsibility of Personalisation Management.

However, the Card Production Request File should clearly indicate which File Templates are to be loaded into each Card, even though they may not contain any initial data.

2.15. Processing Principles

2.15.1. Overview

The primary principles should be to ensure that:

· All the data to be encoded and printed is created within Cardholder Management

· Cardholder Management passes a Card Production Request File to Personalisation Management with individual Data Elements for all the entire Chip Map and Printing Areas.  This will mean that some data will be duplicated in the file.

· Personalisation Management controls the sequence for processing each batch

· Personalisation Management controls which printer is to be used (assuming more than one)

· Personalisation Management controls batch restarts whenever consumables need replenishing or there has been an identified error

· Personalisation Management controls the printing of Card Carriers and Welcome Letters in sequence with Card Production

· Personalisation Management creates a Card Production Confirm File which is sent back to Cardholder Management

· Personalisation Management is fully responsible for obtaining Chip Map Access Keys from the Key Management Centre

· All Photographs will be stored in individual .jpg Files in a Photographs Directory.  The Card Production Request File will contain the File ID and this will link to the specific image file at the time of Card Production.

· All Logos will be stored in individual .jpg Files in a Logo Directory associated with Cardholder Management.  The Card Production Request File will contain the File ID(s) and will link to the specific image file at the time of Card Production. 

2.16. Security Management

The Security Management is outside the scope of this document.  It is assumed that:

· There will be a Key Management Centre

· The Key Management Centre controls the generation of Sub-Master Keys which may be held in a Personalisation SAM in a Local Area Network with the Personalisation Printers

· Keys will only be generated on a one-chip-at-a-time basis

· There is sophisticated auditable Operator Log-On Features to different modules of Personalisation Management

2.17. Card Production Request File

2.17.1. Overview

Whenever a new or replacement card is required, the corresponding Cardholder Database record should be marked as follows:

· Make Chip Card now

· A batch of one Chip Card will be created and will be immediately available to the Personalisation Management sub-system

· Add Chip Card to batch

· The Chip Card will be added to the next batch

· The maximum size of a batch should be a user-maintainable parameter which results in an acceptable production time, suggest 30 minutes.  Depending upon the Printers, this will probably result in Batches of about 50 Chip Cards

2.17.2. Processes

Personalisation Management should have an Operator Display which displays all the Batches awaiting Production as well as those which have been produced during the current day.

The Personalisation Operator should select a Batch and point it to the desired Printer.

The Cards should then be automatically produced in one pass through the Printer.

2.18. Card Production Confirmation File

2.18.1. Overview

Personalisation Management should then create the Card Production Confirmation File which then becomes immediately available to Cardholder Management for updating the Cardholder Database.

2.19. Welcome Letters

2.19.1. Overview

High quality printers should be used for the printing of Card Carriers and Welcome Letters (Refer to the Card Production Request File for the variable Word .doc File ID), and Mail Merge them with the Cardholder Address contained in the Address Data Element.  These must be produced in the same batches and sequence as the cards so that they can be efficiently stuffed, either manually or automatically.

2.20. Management Reports

2.20.1. Overview

On request and at the End-of-Day, a series of Management Reports should be produced:

· Day Totals

· Brought Forward

· Total Batches by Date

· Total Cards by Date

· Produced by Machine #1

· Total Batches

· Total Cards

· Total Cards per Hour

· Produced by Machine #n

· Total Batches

· Total Cards

· Total Cards per Hour

· Total Produced

· Total Batches

· Total Cards

· Total Cards per Hour

· Carried Forward

· Total Batches by Date

· Total Cards by Date

Hot Card Management

2.21. Overview

The Hot Card Management is a sub-system of the National Smartcard Central system.  It’s purpose is to:

· Stop the use of Cards which have been reported as lost or stolen

· Stop the use of Cards which have been retained by the Card Scheme

· Stop the use of the Card for selected Services on the authority of the Service Owner

· Permit the over-riding of the Hot Card File where a lost Card has been found before it is reasonably possible to produce and deliver a Replacement Card

This chapter addresses the following:

· Hot Cards

· Hot Card Management Parameters

· Reporting Lost or Stolen Cards

· Hot Card Criteria

· Hot Services

· Reporting Hot Services

· Hot Card File Broadcasting

· Chip Acceptor Processes

· Merchant Terminal

· Management Reports

2.22. Hot Card Management Parameters

The parameters required by Hot Card Management are as follows:

· Chip Status

· The Chip Status can be read by any Chip Acceptor but can only be updated by the Card Scheme Operator

· Active

· Lost or Stolen

· Hot Card Match Over-Ride

· Retained by Card Scheme

· Destroyed by Card Scheme 

· Hot Card Status

· The Hot Card Status can be read by any Chip Acceptor and can be updated by any Chip Acceptor

· Accept subject to Hot Card File

· Hot Card Match

· Service Status

· The Service Status can be read by any Chip Acceptor (with Access Rights to the Firewall) but can only be updated by the Service Owner

· Disabled

· Enabled

· Hot Service

2.23. Reporting Lost or Stolen Cards

2.23.1. Reporting Procedures

Cardholders may report that their Card has been lost or stolen to appropriate Cardholder Support facilities and by agreed methodologies:

· Telephone

· Fax

· E-Mail

· Letter

· Etc

Subject to appropriate security checks to verify that it is the Cardholder who is reporting the loss, the Cardholder Support will amend the Chip Status from Active to Lost or Stolen.

Lost or Stolen Cards should be treated in the same way because, otherwise it is usually difficult to know precisely what is the cause.  However, in both cases, the objective must be to stop the use of the Chip Card as quickly as possible.

2.23.2. Procedures for re-activating Found Cards

In the event that a Cardholder finds their card which had previously been reported as Lost or Stolen, it may be quicker and cheaper to re-activate the original card, so long as the Replacement Card has not been personalised and distributed.

This can be achieved as follows:

· The Finder must visit an approved and trusted agent of the Card Scheme to prove, beyond any reasonable doubt, that they are the legitimate Cardholder.  It is suggested that the main checks are as follows:

· Compare Photograph

· Security Question and Response

· Evidence of current address

· Etc

· The Card Scheme Operator, with the authority of a Manager:

· Update the Cardholder Management Database:

· Chip Status = Active (to remove it from the Hot Card File)

· Chip Status Date = Today’s Date

· Re-Encode the Chip:

· Chip Status = Hot Match Over-Ride

· Chip Status Date = Today’s Date

The Card should be accepted at all Chip Acceptors for a period of x days (Chip Acceptor Parameter) even though it may be on the Hot Card File.
 

2.24. Damaged or Faulty Cards

2.24.1. Procedures

Cards which have been reported as Damaged or Faulty must be returned to the Card Scheme Operator for the following action:

· Destroy the card

· Physically destroy the card

· Update the Chip Status to Destroyed

· Update the Cardholder Database

· Request a Replacement Card

· Retain the card

· Update the Chip Status to Retained

· Update the Cardholder Database

· Investigate the nature of the damage or fault, possibly returning it to the Chip Fabricator for a technical report

· Request a Replacement Card

· Subsequently, re-classify as Destroy Card, following the above procedures

2.25. Hot Services

2.25.1. Overview

Each Service in the Chip has a Service Status:

· Disabled – The Cardholder does not have this Service

· Enabled – The Cardholder is entitled to this Service

· Hot Service – The Cardholder entitlement to the Service has been stopped before the Service Expiry Date

Management of the Service Status rests entirely with the Service Owner.

2.25.2. Procedures

The choice of procedures are as follows:

· Cardholder Present with Service Owner

· Service Owner updates the Cardholder Card:

· Service Status = Hot Service

· Extract to Hot Card File

· Service Status = Disabled

· Do not extract to Hot Card File 

· Chip Acceptor sends Activity Transaction to Central Host system

· Central Host system updates Cardholder Management

· No requirement to extract for Hot Card File because the Card has been updated

· Cardholder Not Present – May decline to visit Service Owner

· Service Owner advises Card Scheme Operator by an agreed method:

· Telephone

· Fax

· E-Mail

· The Card Scheme Operator will, via Cardholder Management, update the Service Status:

· Service Status = Hot Service

· Extract to Hot Card File

2.26. Hot Card Files

2.26.1. Overview

The format of the Hot Card File should be consistent with the format used by the UK Acquisition Banks for Debit and Credit Cards.  It is recommended that there is a single merged file.

It is recommended that there is a Primary Hot Card File that contains data on all Hot Cards and Hot Services.

In addition it is recommended that there should be several Secondary Hot Card Files which will contain all Hot Cards but only those Hot Services which are relevant to a particular trading environment.  For example, Arts & Culture do not need details of all the Hot Services associated with Sport & Amenity etc.

Each Location would be identified with a particular Secondary Hot Card File that should be no larger than absolutely necessary.

2.26.2. Extraction Criteria

At the End-of-Day, after all the Merchant Outlets have been Polled and the Cardholder Database has been updated, Hot Card Management should extract all those Chip Cards which meet the criteria for being included in the Hot Card File.  This is a fundamental requirement to avoid a critical 24-Hour delay in the distribution of new Hot Cards and Hot Services.

· Chip Status:

· Lost or Stolen

·  Only if the End-of-Validity has not Expired

· Retained

· Only if the End-of-Validity has not Expired

· Any or all Service Status:

· Hot Service

· Only if the Service Expiry Date has not Expired

2.27. Hot Card File Location

It is reasonable to assume that the capacity of a Chip Acceptor will be insufficient to hold a full Hot Card File.  Accordingly, it is accepted that the Hot Card File will be Broadcast and stored within either a Local Server or in individual Merchant Terminals.  The Version Number of the Hot Card File must be available because the Merchant should have a contractual agreement to ensure that they use the latest version.  If this is not the case, the Central Host system Transaction Management System should identify incorrectly accepted Transactions and consider a Charge-Back to the Merchant for the actual (if any) loss.

2.28. Transaction Process at the Chip Acceptor

The Chip Acceptor will have the following Parameters for Hot Cards:

· Chip Status – Hot Card Over-Ride Period

In the context of Hot Card Processing, the Chip Acceptor will accept or decline potential Transactions as follows:

· Chip Status = Active

· If the Cardholder Number (with Card Issue Number) is not on the Hot Card File:

· If the Hot Card Status = No Hot Card Match:

· Accept Transaction

· If the Hot Card Status = Hot Card Match:

· If Hot Card Status Date + Parameter =< Today’s Date:

· Accept Transaction

· If Hot Card Status Date + Parameter > Today’s Date:

· Update Hot Card Status = No Hot Card Match

· Accept Transaction

· If the Cardholder Number (with Card Issue Number) is on the Hot Card File:

· If the Hot Card Status = No Hot Card Match:

· Update Hot Card Status = Hot Card Match

· Update Hot Card Status Date = Today’s Date 

· Decline Transaction

· If the Hot Card Status = Hot Card Match:

· Decline Transaction

· Chip Status = Lost or Stolen

· Decline Transaction

· Chip Status = Hot Card Match Over-Ride

· If the Cardholder Number (with Card Issue Number) is on the Hot Card File:

· If the Chip Status Date + Parameter =< Today’s Date:

· Accept Transaction by over-riding the Hot Card File

· If the Chip Status Date + Parameter > Today’s Date:

· Update the Chip Status = Active

· Update the Chip Status Date = Today’s Date

· Update Hot Card Status = No Hot Card Match

· Update Hot Card Status Date = Today’s Date

· Accept Transaction

· If the Cardholder Number (with Card Issue Number) is not on the Hot Card File:

· Update the Chip Status = Active

· Update the Chip Status Date = Today’s Date

· Update Hot Card Status = No Hot Card Match

· Update Hot Card Status Date = Today’s Date

· Accept Transaction

· Chip Status = Damaged or Faulty

· Decline Transaction

· Chip Status = Retained

· Decline Transaction

· Chip Status = Destroyed

· Reject Transaction

Site Management

2.29. Overview

Site Management is a Central Host system Sub-System which has the following functions:

· Maintain a database of all Sites (ie “Merchants”) where there are Chip Acceptors.

· Each Site will have a single point of Polling.  This will either be a Local Server which manages it’s own group of Terminals and Chip Acceptors or an individual Terminal and Chip Acceptor.

2.30. File Maintenance

The Scheme Operator, subject to security access rights, may undertake the following:

· Add new Site Records

· Amend Site Records

· Delete Site Records

All activities associated with File Maintenance should be logged each day.

2.31. Data Elements

The Site Management Record should contain all the contact details about a Site, with special reference to Communications Management:

· Site ID

· The Site ID should follow the standards adopted by the UK Third-Party Processors and Card Scheme Acquirers to ensure inter-operability.

· Site Names

· The description for the Site ID ie XYZ Secondary School.

· Site Address

· The full postal address for this Site Name.

· Polling Address

· The Site ID’s unique and dedicated Polling Telephone Number.

· Site Status

· Active

· Suspended

· Deleted

· Removed

· Date of Last Poll

· The date of the last successful poll of Transaction Files.

· Date of Last Broadcast

· The date of the last successful broadcast of Hot Card Files and Parameter Tables, including Software upgrades.

· Contact Name

· The name of the person to be contacted for operational purposes.

· Contact Job Title

· The Contact Name’s Job Title.

· Contact Telephone Number

· The Site Telephone Number.

· Contact Fax Number

· The Site Fax Number.

· Contact Mobile Number

· The Site Mobile Number.

· Contact E-Mail

· The Site E-Mail address.

2.32. Management Reports

A Report which lists all the data in the Site Management Database should be available on request.

Chip Acceptor Management

2.33. Overview

Chip Acceptor Management is a Central Host system Sub-System which has the following functions:

· Maintain a database of all Chip Acceptors and other Servers, Terminals and Devices which have SAMs

· Exclude all Personal Devices without SAMs which are not Polled.

· Identify at which Site the Chip Acceptors are located.

· To identify the Hot Card File Size and Hot Card File Type required for the associated Terminal.

Each Terminal and Chip Acceptor will have a “Terminal Owner” who will have full responsibility for the operation of the Terminal and Reconciliation of any Takings.

Each Terminal and Chip Acceptor will be associated with a single Site which is Polled from and Broadcast to by the Central Host system.

Each Site may contain Terminals and Chip Acceptors belonging to more than one Terminal Owner.

2.34. File Maintenance

The Scheme Operator, subject to security access rights, may undertake the following:

· Add new Chip Acceptor Records

· Amend Chip Acceptor Records

· Delete Chip Acceptor Records

All activities associated with File Maintenance should be logged each day.

2.35. Data Elements

The Chip Acceptor Management Record should all the data about each Chip Acceptor as follows:

· Chip Acceptor ID

· The Chip Acceptor ID should follow the standards adopted by the UK Third-Party Processors and Card Scheme Acquirers to ensure inter-operability.

· Chip Acceptor Site ID

· The Site ID at which the Chip Acceptor is located.

· Chip Acceptor Serial Number

· A Scheme Unique Serial Number for the Chip Acceptor, independent of any Supplier.

· SAM Serial Number

· The Chip Serial Number of the SAM.

· Chip Acceptor SAM Software Version Number

· The Software Version Number being used by the Chip Acceptor

· Chip Acceptor SAM Key Version Number

· The Security Key Set Version being used by the Chip Acceptor

· Chip Acceptor Parameter Tables Version Number

· The Version Number which identifies the version Parameter Tables in the Chip Acceptor

· Chip Acceptor Transaction Record Version Number

· The Version Number which identifies the Chip Acceptor Transaction Record version 

· Hot Card File Size

· Identifies the maximum size of Hot Card File that should be Broadcast.

· Hot Card File Type

· Identifies which Services are to be included in the Hot Card File.

2.36. Management Reports

A Report which lists all Chip Acceptors and associated data, and which can also form the basis for an Assett Register of Chip Acceptors.

Application Management

2.37. Overview

Each Chip Acceptor contains Application Software which control its valid Function and interface with its associated Terminal.

The Application Software may vary according to the Services for which it processes transactions:

· Shell

· Core Services

· Common Purse

· etc

· Non-Core Services

· Education Catering

· Sport Passes

· Etc

Individual Service Functional Requirements will detail the Parameter Tables that are specific for its Service.

This document is limited in scope to that relevant to the Shell.

The following Tables are required:

· Transaction Type Table

· Hot Card Over-Ride Parameter

2.38. Transaction Type Table

2.38.1. Overview

The Chip Acceptor will hold a complete Table of Transaction Types and each SAM will be customised with the Security Access Keys that are relevant for each Chip Acceptor.

Each Transaction Type will have two values:

· Enabled

· Permitted at this Chip Acceptor

· Disabled

· Not permitted at this Chip Acceptor

Transactions are divided into two categories as follows:

· Enquiries

· These are Read-only and do not alter Data in the Chip

· Transactions

· These update Financial and / or Service Data in the Chip

Transactions are divided into the Transaction Types as follows:

· Shell Enquiries

· Read-only from the Shell Data

· Shell Transactions

· Updates to the Shell Data

· Purse Enquiries

· Read-only from the specified Purse Data

· Purse Transactions

· Updates to the specified Purse Data

· Service Enquiries

· Read-only from the specified Service Data

· Service Transactions

· Updates to the specified Service Data

2.38.2. Shell Transaction Types

Refer to Appendix G1.

The following Transaction Types are required by the Shell:

· Shell Enquiries

· Read Base Data

· Read Chip Status Data

· Read Hot Card Data

· Read Personal Data

· Read Address Data

· Shell Transactions

· Update Base Data

· Update Chip Status Data

· Update Hot Card Data

· Update Personal Data

· Update Address Data

· Update Chip Audit Data

· Purse Enquiries

· None

· Purse Transactions

· None

· Service Enquiries

· None

· Service Transactions

· None

2.39. Hot Card Parameter Table

2.39.1. Overview

The Chip Acceptor will hold the Parameters:

· Hot Card Match Parameter

· Hot Card Match Over-Ride Parameter

2.39.2. Hot Card Match Parameter

When a Terminal checks the Card Number (including Card Issue Number):

· If the Hot Card File Date = Today’s Date:

· Reject the transaction if there is a Hot Card File Match

· Update the Hot Card Status = Hot Card Match

· Update the Hot Card Status Date = Today’s Date

· If the Hot Card File Date + Hot Card Match Parameter is equal to or greater than Today’s Date:

· If there is a Hot Card File Match:

· Reject the Transaction

· If there is no Hot Card File Match:

· Accept the Transaction

· If the Hot Card File Date + Hot Card Match Parameter is less than Today’s Date:

· If there is a Hot Card File Match:

· Accept the Transaction

· If there is no Hot Card File match:

· Accept the Transaction 

2.39.3. Hot Card Match Over-Ride Parameter

Number of Days after the Hot Card Status Date that the Hot Card Match Over-Ride is valid.

· If Chip Status = Hot Card Over-Ride:

· If the Hot Card Status Date + Hot Card Match Over-Ride Parameter is equal to or greater than Today’s Date:

· Permit the Transaction as if it not Hot

· If the Hot Card Status Date + Hot Card Match Over-Ride Parameter is less than Today’s Date:

· Permit the Transaction as if it is not Hot

· Update the Chip Status = Active

· Update the Chip Status Date = Today’s Date

· Update the Hot Card Status = Not Hot

· Update the Hot Card Status Date = Today’s Date

· If Chip Status = another value

· Process as normal

Hot 

Appendix A1 – Luhn Check Digit Algorithm

The Check Digit is verified as follows:

· Each of the 16 digits is given a weighting factor.

	Digit
	Weighting Factor

	16
	1

	15
	2

	14
	1

	13
	2

	12
	1

	11
	2

	10
	1

	9
	2

	8
	1

	7
	2

	6
	1

	5
	2

	4
	1

	3
	2

	2
	1

	1
	2


· Multiply each digit by its weighting factor.

· Where the result is 2-digits (ie greater than 9), add the two digits together.

· Add all the 16 results together.

· Divide the total by 10.

· The remainder must be zero for a valid number.

Appendix B – Database Elements

Appendix B1 - Base Data Element

	Data
	Input

From

Applic-

ations
	Amend

Data

Elements
	Update

From

Trans-

Action
	Send

Data to

Personal-

Isation
	Receive

Data from

Personal-

isation

	Application Form ID
	Yes
	No
	No
	No
	No

	Application Form – Date Received
	Yes
	No
	No
	No
	No

	Application Form – Date Processed
	Yes
	No
	No
	No
	No

	CEN URI Version Number
	No
	No
	No
	Yes
	No

	CEN URI Authority
	No
	No
	No
	Yes
	No

	CEN URI Country Code
	No
	No
	No
	Yes
	No

	CEN URI Issuer
	No
	No
	No
	Yes
	No

	CEN URI Card Number
	No
	No
	No
	Yes
	No

	CEN URI Cardholder No
	No
	No
	No
	Yes
	Yes

	N x Card Issue No

N x Chip Serial No

N x Personalisation Date

N x Personalisation Machine
	No

No

No

No
	No

No

No

No
	No

No

No

No
	Yes

No

No

No
	Yes

Yes

Yes

Yes

	CEN URI Start of Validity
	No
	No
	No
	Yes
	No

	CEN URI End of Validity
	No
	No
	No
	Yes
	No

	CEN URI Language
	No
	No
	No
	Yes
	No

	CEN URI Special Needs
	Yes
	Yes
	No
	Yes
	No

	CEN URI Physical Access
	Yes
	Yes
	No
	Yes
	No


Appendix B2 – Chip Status Data Element

	Data
	Input

From

Applic-

ations
	Amend

Data

Elements
	Update

From

Trans-

Action
	Send

Data to

Personal-

Isation
	Receive

Data from

Personal-

isation

	Chip Status
	No
	Yes
	Yes
	Yes
	No

	Chip Status Date
	No
	Yes
	Yes
	Yes
	No


Appendix B3 – Hot Card Data Element

	Data
	Input

From

Applic-

ations
	Amend

Data

Elements
	Update

From

Trans-

Action
	Send

Data to

Personal-

Isation
	Receive

Data from

Personal-

isation

	Hot Card Status
	No
	Yes
	Yes
	Yes
	No

	Hot Card Status Date Change
	No
	Yes
	Yes
	Yes
	No


Appendix B4 – Personal Data Element

	Data
	Input

From

Applic-

ations
	Amend

Data

Elements
	Update

From

Trans-

Action
	Send

Data to

Personal-

Isation
	Receive

Data from

Personal-

isation

	Cardholder Status
	
	
	
	
	

	Photo File ID
	Yes
	Yes
	No
	Yes
	No

	Last Photo Date
	Yes
	Yes
	No
	Yes
	No

	Photo Verification
	Yes
	Yes
	No
	Yes
	No

	CEN URI Title
	Yes
	Yes
	No
	Yes
	No

	CEN URI Forenames
	Yes
	Yes
	No
	Yes
	No

	CEN URI Surname
	Yes
	Yes
	No
	Yes
	No

	Preferred Name on Card
	Yes
	Yes
	No
	Yes
	No

	CEN URI Gender
	Yes
	Yes
	No
	Yes
	No

	CEN URI Date of Birth
	Yes
	Yes
	No
	Yes
	No

	Date of Birth Verification
	Yes
	Yes
	No
	Yes
	No

	Marital Status
	Yes
	Yes
	No
	Yes
	No

	Date of Marriage
	Yes
	Yes
	No
	Yes
	No

	Marriage Verification
	Yes
	Yes
	No
	Yes
	No

	Date of Death
	Yes
	Yes
	No
	No
	No

	Date Verification
	Yes
	Yes
	No
	No
	No

	Telephone Number – Day
	Yes
	Yes
	No
	No
	No

	Telephone Number – Even
	Yes
	Yes
	No
	No
	No

	N x Security Question

N x Security Password
	Yes

Yes
	Yes

Yes
	No

No
	No

No
	No

No

	Direct Marketing
	Yes
	Yes
	No
	No
	No

	Cardholder Declaration Signature
	Yes
	No
	No
	No
	No

	Cardholder Declaration Date
	Yes
	No
	No
	No
	No

	Parent/Guardian Declaration Signature
	Yes
	No
	No
	No
	No

	Parent/Guardian Declaration Date 
	Yes
	No
	No
	No
	No


Appendix B5 - Address Data Element

	Data
	Input

From

Applic-

ations
	Amend

Data

Elements
	Update

From

Trans-

Action
	Send

Data to

Personal-

Isation
	Receive

Data from

Personal-

isation

	Post Code
	Yes
	Yes
	No
	Yes
	No

	Address Line 1
	Yes
	Yes
	No
	Yes
	No

	Address Line 2
	Yes
	Yes
	No
	Yes
	No

	Address Line 3
	Yes
	Yes
	No
	Yes
	No

	Address Line 4
	Yes
	Yes
	No
	Yes
	No

	Address Verification
	Yes
	Yes
	No
	Yes
	No

	Residency
	No
	Yes
	No
	Yes
	No


Appendix B6 – Chip Audit Data

	Data
	Input

From

Applic-

Ations
	Amend

Data

Elements
	Update

From

Trans-

Action
	Send

Data to

Personal-

Isation
	Receive

Data from

Personal-

isation

	Transaction Audit Sequence Number
	No
	No
	Yes
	No
	No

	Chip Acceptor ID
	No
	No
	Yes
	No
	No

	SAM Serial No
	No
	No
	Yes
	No
	No

	Transaction Date
	No
	No
	Yes
	No
	No

	Transaction Time
	No
	No
	Yes
	No
	No


Appendix C – Database Tables

Appendix C1 – CEN URI Version

	Field
	Length
	Format
	Notes

	CEN URI Version
	5
	ASCII
	yy.xx

Range 0 – 9,999


	Value
	Narrative

	
	To be included in the Technical Specifications


Appendix C2 – CEN URI Authority

	Field
	Length
	Format
	Notes

	CEN URI Authority
	4
	ASCII
	Reserved for Future Use


	Value
	Narrative

	
	To be included in the Technical Specifications


Appendix C3 - CEN URI Country Code

	Field
	Length
	Format
	Notes

	CEN URI Country Code
	3
	ASCII
	ISO 3166-1 (1977)


	Value
	Narrative

	
	To be included in the Technical Specifications

Ie United Kingdom


Appendix C4 - CEN URI Issuer Code

	Field
	Length
	Format
	Notes

	CEN URI Issuer Code
	7
	ASCII
	Xxxyyyy


	Value
	Narrative

	
	To be included in the Technical Specifications


Appendix C5 - CEN URI Card Number

	Field
	Length
	Format
	Notes

	CEN URI Card Number
	8
	ASCII
	


	Value
	Narrative

	
	To be included in the Technical Specifications


Appendix C6 - CEN URI Special Needs Code

Format

	Field
	Length
	Format
	Notes

	CEN URI Special Needs Code
	8
	ASCII
	Digit 1 = RFU

Digit 2 = Dyslexic Reading

Digit 3 = Reduced Short Memory

Digit 4 = Reduced Intellectual Processing

Digit 5 = Sight Colour BY

Digit 6 = Sight Colour RG

Digit 7 = Sight

Digit 8 = Hearing 


Digit 1 – Reserved for Future Use

	Value
	Narrative

	0
	No Special Needs


Digit 2 – Dyslexic Reading

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe


Digit 3 – Reduced Short Memory

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe


Digit 4 – Reduced Intellectual Processing

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe


Digit 5 – Sight Colour BY

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe


Digit 6 – Sight Colour RG

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe


Digit 7 - Sight

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe

	4
	Totally Blind


Digit 8 - Hearing

	Value
	Narrative

	0
	No Special Needs

	1
	Mild

	2
	Medium

	3
	Severe

	4
	Totally Deaf


Appendix C7 - CEN URI Physical Access Code

Format

	Field
	Length
	Format
	Notes

	CEN URI Physical Access Code
	8
	ASCII
	Digit 1 = RFU

Digit 2 = Tremor

Digit 3 = Reduced Reach

Digit 4 = Reduced Finger Mobility

Digit 5 = Upper Limbs

Digit 6 = Wheelchair

Digit 7 = RFU

Digit 8 = RFU 


Digit 1 - Reserved for Future Use

	Value
	Narrative

	0
	No Physical Access Code


Digit 2 - Tremor

	Value
	Narrative

	0
	No Physical Access Code

	1
	Mild

	2
	Medium

	3
	Severe


Digit 3 – Reduced Reach

	Value
	Narrative

	0
	No Physical Access Code

	1
	Mild

	2
	Medium

	3
	Severe


Digit 4 – Reduced Finger Mobility

	Value
	Narrative

	0
	No Physical Access Code

	1
	Mild

	2
	Medium

	3
	Severe


Digit 5 – Upper Limbs

	Value
	Narrative

	0
	No Physical Access Code

	1
	Left Lacking

	2
	Right Lacking

	3
	Both Lacking


Digit 6 - Wheelchair

	Value
	Narrative

	0
	No Physical Access Code

	1
	Manual

	2
	Motorised


Digit 7 – Reserved for Future Use

	Value
	Narrative

	0
	No Physical Access Code


Digit 8 - Reserved for Future Use

	Value
	Narrative

	0
	No Physical Access Code


Appendix C8 - Chip Type 

	Field
	Length
	Format
	Notes

	Chip Type
	
	
	Define to meet the International Chip Manufacturers Naming Methodology


	Value
	Narrative

	
	To be included in the Technical Specifications


Appendix C9 – Chip Status

	Field
	Length
	Format
	Notes

	Chip Status
	1
	
	


	Value
	Narrative

	
	Active

	
	Hot Card Over-Ride

	
	Lost or Stolen

	
	Retained by Card Scheme Operator

	
	Destroyed by Card Scheme Operator


Appendix C10 – Hot Card Status

	Field
	Length
	Format
	Notes

	Hot Card Status
	1
	
	


	Value
	Narrative

	
	Accept subject to Hot Card Validation

	
	Hot Card Match


Appendix C11 - Cardholder Status

	Field
	Length
	Format
	Notes

	Cardholder Status
	1
	
	


	Value
	Narrative

	
	Not Active

	
	Active but Not Used

	
	Active and Used

	
	Closed

	
	Deceased

	
	Removed


Appendix C12 - Photograph Verification

	Field
	Length
	Format
	Notes

	Photograph Verification
	1
	
	


	Value
	Narrative

	
	Not Verified

	
	Eg Verified by Card Scheme Operator

	
	Eg Verified by School

	
	Etc


Appendix C13 - Cardholder Title

	Field
	Length
	Format
	Notes

	Cardholder Title
	1
	
	


	Value
	Narrative

	
	No Title

	
	Eg Mr

	
	Eg Miss

	
	Eg Mrs

	
	Eg Ms

	
	Eg Dr

	
	Etc


Appendix C14 - CEN URI Gender Code

	Field
	Length
	Format
	Notes

	Gender Code
	1
	
	ISO 5218


	Value
	Narrative

	0
	Unknown

	1
	Male

	2
	Female

	3
	Not Specified


Appendix C15 - Date of Birth Verification

	Field
	Length
	Format
	Notes

	Date of Birth Verification
	1
	
	


	Value
	Narrative

	
	Not Verified

	
	Eg Birth Certificate

	
	Eg Passport

	
	Eg Photo Driving Licence

	
	Eg School Records

	
	Etc


Appendix C16 – Marital Status

	Field
	Length
	Format
	Notes

	Marital Status
	1
	
	


	Value
	Narrative

	
	Eg Single

	
	Eg Married

	
	Eg Separated

	
	Eg Divorced

	
	Eg Widow / Widower

	
	Etc


Appendix C17 – Date of Marriage Verification

	Field
	Length
	Format
	Notes

	Date of Marriage Verification
	1
	
	


	Value
	Narrative

	
	Not Verified

	
	Eg Marriage Certificate

	
	Etc


Appendix C18 - Date of Death Verification

	Field
	Length
	Format
	Notes

	Date of Death Verification
	1
	
	


	Value
	Narrative

	
	Not Verified

	
	Eg Death Certificate

	
	Etc


Appendix C19 - Address Verification

	Field
	Length
	Format
	Notes

	Address Verification
	1
	
	


	Value
	Narrative

	
	Not Verified

	
	Eg Council Tax Statement

	
	Eg Utility Statement

	
	Eg Photo Driving Licence

	
	Eg School Records

	
	Etc


Appendix C20 - Residency

	Field
	Length
	Format
	Notes

	Post Code
	7
	
	Table of all Post Codes which are INSIDE the Residency Qualification Boundary


	Value
	Narrative

	TR12 3YZ
	Eg

	
	Etc


Appendix C21 - Service Owner

	Field
	Length
	Format
	Notes

	Service Owner Code
	
	
	Range 001 – 999

	Service Owner Narrative
	
	
	


	Value
	Narrative

	
	Eg Sport & Amenity

	
	Eg Arts & Culture

	
	Etc


Appendix C22 - Service Code

	Field
	Length
	Format
	Notes

	Service Code
	
	
	Range 0001 – 9999

	Service Code Name
	
	
	

	Service Owner Code
	
	
	Range 001 – 999


	Value
	Narrative
	Service Owner

	
	Eg Sports Priority Booking Pass
	Eg 001

	
	Eg Public Library Borrower Pass
	Eg 002

	
	Etc
	Etc


Appendix C23 – Service Code Duration Indicator

	Field
	Length
	Format
	Notes

	Service Code Duration Indicator
	1
	
	


	Value
	Narrative

	
	No Duration

	
	Day

	
	Week

	
	Month

	
	3 Months

	
	6 Months

	
	12 Months

	
	Etc


Appendix C24 – Service Code Where Indicator

	Field
	Length
	Format
	Notes

	Service Code Where Indicator
	1
	
	


	Value
	Narrative

	
	Any Site

	
	Group A Sites only

	
	Etc


Appendix C25 – Service Code When Indicator

	Field
	Length
	Format
	Notes

	Service Code When Indicator
	1
	
	


	Value
	Narrative

	
	Any Day Any Time

	
	Weekdays only

	
	Off-Peak Days and Times only

	
	School Holidays only

	
	Etc


Appendix C26 - Service Code Count Indicator

	Field
	Length
	Format
	Notes

	Service Code Count Indicator
	1
	
	Range 1 – 9


	Value
	Narrative

	
	No Count

	
	Count Up

	
	Count Down


Appendix C24 – Purse Parameters

All Services which have a direct Financial implication which requires Settlement, whether it be a Cashless Purse or a Loyalty Points Service, should use the Common Purse Templates for Cardholder Management and the Chip Map.  To support this, the system requires a number of Parameters.  The following have been identified:

	Field
	Length
	Format
	Notes

	Purse Code
	1
	
	Range 00 – 99

	Purse Name
	
	
	

	Maximum Volume of Purse Transactions
	
	
	

	Default - Maximum Purse Balance
	
	
	

	Default - Maximum Purse Transaction Value without Cardholder Verification
	
	
	

	Default - Auto-Load - Indicator
	
	
	1 = No = Disabled

2 = Yes = Enabled

	Default - Auto-Load – Maximum Load Amount
	
	
	££££.pp

	Default – Period
	
	
	01 – 31 Days

	Default - Auto-Load – Maximum Period Load Value 
	
	
	££££.pp


Appendix D – Personalisation Interface

Appendix D1 – Card Production Request File

Batch Data

	Field
	Length
	Format
	Notes

	Batch Number
	
	
	

	Batch Date
	
	
	

	Batch Time
	
	
	

	Batch Quantity
	
	
	

	Card Design ID
	
	
	Identifies Card Stationery


Base Data

	Field
	Length
	Format
	Notes

	CEN URI Version Number
	5
	
	Encode

	CEN URI Authority
	4
	
	Encode

	CEN URI Country Code
	3
	
	Encode

	CEN URI Issuer
	7
	
	Encode

	CEN URI Card Number
	8
	
	Encode

	CEN URI Cardholder Number
	16
	
	Encode

	Card Issue Number
	2
	
	Encode

	CEN URI Start of Validity
	10
	
	Encode

	CEN URI End of Validity
	10
	
	Encode

	CEN URI Language
	2
	
	Encode

	CEN URI Special Needs Code
	4
	
	Encode

	CEN URI Special Access Code
	4
	
	Encode

	Cardholder Number + Card Issue Number
	26
	
	Print – pre-edited with spaces

1234  5678  9012  3456   12


Chip Status Data

	Field
	Length
	Format
	Notes

	Chip Status
	1
	
	Encode

	Chip Status Date
	
	
	Encode


Hot Card Status Data

	Field
	Length
	Format
	Notes

	Hot Card Status
	1
	
	Encode

	Hot Card Status Date
	
	
	Encode


Personal Data

	Field
	Length
	Format
	Notes

	Cardholder Status
	
	
	

	Photo File ID
	
	
	Look-Up & Print

	CEN URI Name – Title
	
	
	Encode

	CEN URI Name – Forenames
	
	
	Encode

	CEN URI Name – Surname
	
	
	Encode

	Preferred Name on Card
	
	
	Print

	CEN URI Gender Code
	
	
	Encode

	CEN URI Date of Birth
	
	
	Encode

	Date of Birth Verification
	
	
	Encode

	Marital Status
	
	
	Encode

	Date of Marriage
	
	
	Encode

	Marriage Verification
	
	
	Encode


Address Data

	Field
	Length
	Format
	Notes

	Post Code
	
	
	Encode

	Address Line 1
	
	
	Encode

	Address Line 2
	
	
	Encode

	Address Line 3
	
	
	Encode

	Address Line 4
	
	
	Encode

	Address Verification
	
	
	Encode

	Residency
	
	
	Encode


Chip Audit Data

	Field
	Length
	Format
	Notes

	Transaction Audit Sequence
	
	
	Encode

	Chip Acceptor ID
	
	
	Encode

	SAM Serial No
	
	
	Encode

	Transaction Date
	
	
	Encode

	Transaction Time
	
	
	Encode


Card Print Logos

	Field
	Length
	Format
	Notes

	Logo #1
	
	
	Print

	Logo #n
	
	
	Print


Miscellaneous Data

	Field
	Length
	Format
	Notes

	Welcome Letter File ID
	
	
	Mail Merge

	Etc
	
	
	


Services

The data required for each Service is contained in other Functional Requirement documents.

Appendix D2 – Card Production Confirmation File

Batch Data

	Field
	Length
	Format
	Notes

	Batch Number
	
	
	

	Batch Date
	
	
	

	Batch Time
	
	
	

	Batch Quantity
	
	
	

	Card Design ID
	
	
	


Batch Confirmation

	Field
	Length
	Format
	Notes

	CEN URI Cardholder Number
	
	
	

	Card Issue Number
	
	
	

	Chip Serial Number
	
	
	

	Chip Personalisation Date
	
	
	

	Personalisation Machine ID
	
	
	


Appendix E – Chip Map – Shell

Appendix E1 - Base Data

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor
	Yes

Any Chip Acceptor

	Write
	Yes

Personalisation

Card Scheme Support
	Yes optional

Personalisation

Card Scheme Support


Chip Map

	FIELD
	LENGTH
	FORMAT
	NOTES

	CEN URI Version
	5
	ASCII
	

	CEN URI Authority
	4
	ASCII
	Not currently used

Default = 0000

	CEN URI Country Code
	3
	ASCII
	ISO 3166-1 (1977)

Not currently used

Default = 000

	CEN URI Issuer Number
	7
	ASCII
	Xxxyyyy

Not currently used

Default = 0000000

	CEN URI Card Number
	8
	ASCII
	

	CEN URI Cardholder Number
	16
	ASCII
	National Smartcard Cardholder Number

	Card Issue Number
	2
	ASCII
	Card Issue Number

	CEN URI Start of Validity
	10
	ASCII
	ISO 8601 (1988) Trunc YYYY-MM-DD

	CEN URI End of Validity
	10
	ASCII
	ISO 8601 (1988) Trunc YYYY-MM-DD

	CEN URI Language
	2
	Binary
	ISO 639 (1988) in 2 Bytes 1xMan + 3xSec

Not currently used

Default = Zeroes

	CEN URI Special Needs Code
	4
	Binary
	EN 1332-4 in Tag range DFxx

	CEN URI Access Code
	4
	Binary
	EN 1332-4 with Tag FF60


Appendix E2 – Chip Status Data

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor with Level 1 Access
	Yes

Any Chip Acceptor with Level 1 Access

	Write
	Yes

Personalisation

Card Scheme Support
	Yes optional

Personalisation

Card Scheme Support


Chip Map

	RECORD FORMAT
	
	
	

	FIELD
	LENGTH
	FORMAT
	NOTES

	Chip Status
	
	
	

	Chip Status Date
	
	
	


Appendix E3 – Hot Card Status Data

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor with Level 1 Access
	Yes

Any Chip Acceptor with Level 1 Access

	Write
	Yes

Personalisation

Card Scheme Support
	Yes optional

Personalisation

Card Scheme Support


Chip Map

	RECORD FORMAT
	
	
	

	FIELD
	LENGTH
	FORMAT
	NOTES

	Hot Card Status
	
	
	

	Hot Card Status Date
	
	
	


Appendix E4 – Personal Data

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor with Level 1 Access
	Yes

Any Chip Acceptor with Level 1 Access

	Write
	Yes

Personalisation

Card Scheme Support
	Yes optional

Personalisation

Card Scheme Support


Chip Map

	RECORD FORMAT
	
	
	

	FIELD
	LENGTH
	FORMAT
	NOTES

	Cardholder Status
	1
	
	

	Cardholder Title
	10
	ASCII
	ISO 10646-1 Character Set (UTF8)

	Cardholder Forenames
	25
	ASCII
	ISO 10646-1 Character Set (UTF8)

	Cardholder Surname
	25
	ASCII
	ISO 10646-1 Character Set (UTF8)

	CEN URI Gender Code
	1
	Binary
	ISO 5218

	CEN URI Date of Birth
	10
	ASCII
	ISO 8610 (1988) YYYY-MM-DD or all 9’s

	Date of Birth Verification
	1
	
	

	Marital Status
	1
	
	

	Date of Marriage
	10
	ASCII
	ISO 8610 (1988) YYYY-MM-DD or all 9’s

	Marriage Verification
	1
	
	

	Residency Status
	1
	Binary
	


Appendix E5 – Address Data

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor with Level 2 Access
	Yes

Any Chip Acceptor with Level 2 Access

	Write
	Yes

Personalisation

Card Scheme Support
	Yes optional

Personalisation

Card Scheme Support


Chip Map

	RECORD FORMAT
	
	
	

	FIELD
	LENGTH
	FORMAT
	NOTES

	Address Verification
	1
	
	

	Address Line 1
	50
	ASCII
	

	Address Line 1
	50
	ASCII
	

	Address Line 3
	50
	ASCII
	

	Address Line 4
	50
	ASCII
	

	Post Code
	8
	ASCII
	


Appendix E6 - Chip Audit Data

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor with Level 5 Access
	Yes

Any Chip Acceptor with Level 5 Access

	Write
	Yes

Personalisation

Card Scheme Support
	Yes optional

Personalisation

Card Scheme Support


Chip Map

	RECORD FORMAT
	
	
	

	FIELD
	LENGTH
	FORMAT
	NOTES

	Transaction Audit Sequence
	4
	Binary
	Start 0

Increment +1 for any Transaction or Activity which amends any data in the chip

Roll Over

	Chip Acceptor ID
	
	
	

	SAM Serial No
	
	
	

	Transaction Date
	
	
	

	Transaction Time
	
	
	


Appendix F

Appendix F1 – Common Purse Service – Chip Map

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor
	Yes

Any Chip Acceptor

	Write
	Yes

Any Chip Acceptor
	Yes

Any Chip Acceptor


Chip Map

	Field
	Length
	Format
	Notes

	For each of the last 5 Transactions for each of the Purse Pockets
	
	
	

	· Service Code
	
	
	Unique Service Code

	· Purse Pocket ID
	
	
	

	· Chip Transaction Number
	
	
	

	· Purse Transaction Number
	
	
	

	· Transaction Date
	
	
	

	· Transaction Time
	
	
	

	· Merchant Outlet ID
	
	
	

	· Chip Acceptor ID
	
	
	

	· SAM Serial Number
	
	
	

	· Transaction Type
	
	
	

	· Currency Code
	
	
	

	· Transaction Amount
	
	
	

	· Current Balance
	
	
	

	· Auto-Load – Current Period End Date
	
	
	

	· Auto-Load – Current Period Total Load Amount
	
	
	


Appendix F2 – Common Purse Service – Cardholder Management Data

	Field
	Length
	Format
	Notes

	Service Code
	
	
	

	Service Status
	
	
	No = Disabled

Yes = Enabled

	Purse Cardholder Verification Status
	
	
	No = CHV Not Required

Yes = CHV Required

	Total Number of Purse Transactions
	
	
	Updated from Transaction Management

	Auto-Load Indicator
	
	
	No = Disabled

Yes = Enabled

	Auto-Load Period
	
	
	01 – 99 Days

	Bank Sort Code
	
	
	

	Bank Account Number
	
	
	

	Bank Account Holder Name
	
	
	

	Occurs for each Purse Pocket ID
	
	
	

	· Purse Pocket ID
	
	
	

	· Currency Code
	
	
	Updated from Transaction Management

	· Maximum Purse Pocket Balance
	
	
	

	· Maximum Purse Pocket Transaction Value without CHV
	
	
	

	· Auto-Load – Minimum Purse Balance
	
	
	

	· Auto-Load – Load Amount
	
	
	

	· Auto-Load – Maximum Period Load Value
	
	
	

	· Current Balance
	
	
	Updated from Transaction Management

	· Auto-Load – Current Period End Date
	
	
	Updated from Transaction Management

	· Auto-Load – Current Period Total Load Amount
	
	
	Updated from Transaction Management


Appendix F3 – Common Non-Purse Service – Chip Map

Access Rights

	
	Contact Interface
	Contactless Interface

	Read
	Yes

Any Chip Acceptor
	Yes

Any Chip Acceptor

	Write
	Yes

Personalisation

Card Scheme Support
	Yes


Chip Map

	Field
	Length
	Format
	Notes

	Service Code
	
	
	

	Service Status
	
	
	Disabled

Enabled

Hot Service

	Start Date
	
	
	Service Start Date

	Expiry Date
	
	
	Service Expiry Date

	Where Indicator
	
	
	Which Sites

	When Idicator
	
	
	What Days and Times

	Count Indicator
	
	
	No Count

Count-Up

Count-Down

	Count Balance
	
	
	Count Balance of the Count-Up or Count-Down

	Last Transaction Date
	
	
	Date of Last Transaction

	Last Transaction Time
	
	
	Time of Last Transaction


Appendix F4 – Common Non-Purse Service – Cardholder Management Data

	Data
	Mandatory or Optional
	Range

	Service Code
	Mandatory
	Service Code Table

	Service Status
	Mandatory
	Disabled (Default)

Enabled

Hot Service

	Start Date
	Optional
	Service Status = Disabled

· Null

Service Status = Enabled

· Mandatory

Service Status = Hot

· Mandatory

	Expiry Date
	Optional
	Service Status = Disabled

· Null

Service Status = Enabled

· Mandatory

Service Status = Hot

· Mandatory

	Where Indicator
	Optional
	Service Status = Disabled

· Null

Service Status = Enabled

· Mandatory

Service Status = Hot

· Mandatory

	When Indicator
	Optional
	Service Status = Disabled

· Null

Service Status = Enabled

· Mandatory

Service Status = Hot

· Mandatory

	Count Indicator
	Optional
	Service Status = Disabled

· Null

Service Status = Enabled

· Mandatory

Service Status = Hot

· Mandatory

	Count Balance
	Optional
	Service Indicator = Disabled

· Null

Count Indicator = No Count

· Mandatory Zero

Count Indicator = Count-Up

· Mandatory

Count Indicator = Count-Down

· Mandatory

	Last Transaction Date
	Mandatory
	Null

	Last Transaction Time
	Mandatory
	Null


Appendix G – Chip Acceptor Processes

Appendix G1 – Transaction Types

Shell Enquiries

	Ref
	Description

	SHE-ENQ-01
	Read Base Data

Read Chip Status Data

Read Hot Card Data

Read Chip Audit Data

	SHE-ENQ-41
	Read Personal Data

	SHE-ENQ-51
	Read Address Data


Shell Transactions

	Ref
	Description

	SHE-TXN-01
	Update Base Data

	SHE-TXN-02
	Update Base Data

	SHE-TXN-11
	Update Chip Status Data

	SHE-TXN-21
	Update Hot Card Data

	SHE-TXN-31
	Update Chip Audit Data

	SHE-TXN-41
	Update Personal Data

	SHE-TXN-51
	Update Address Data


Purse Enquiries

	Ref
	Description

	PUR-ENQ-01
	Read Citizen Purse – Current Balance

	PUR-ENQ-02
	Read Citizen Purse – Last n Transactions

	PUR-ENQ-09
	Read Citizen Purse – Chip Parameters


Purse Transactions

	Ref
	Description

	PUR-TXN-01
	Citizen Purse - Load Value

	PUR-TXN-02
	Citizen Purse – Auto-Load Value

	PUR-TXN-03
	Citizen Purse – Un-Load Value

	PUR-TXN-04
	Citizen Purse - Spend Value

	PUR-TXN-05
	Citizen Purse – Vending Spend Value

	PUR-TXN-06
	Citizen Purse – Refund Value

	PUR-TXN-07
	Citizen Purse - Transfer Value from Card A’s Citizen Purse to Card B’s Citizen Purse

	PUR-TXN-09
	Update Citizen Purse – Chip Parameters


Service Enquiries

	Ref
	Description

	SER-ENQ-01
	Arts & Culture Services – Read Library Lending Service Data

	SER-ENQ-11
	Sport & Amenity Services – Read all Leisure Pass Service Data

	SER-ENQ-21
	Education Services - 

	SER-ENQ-31
	Education Catering Services - 

	SER-ENQ-41
	Personnel Services - 

	SER-ENQ-51
	Travel Services - 

	SER-ENQ-61
	Car Parking Services - 

	SER-ENQ-71
	Legal Services - 

	SER-ENQ-81
	Social Services - 

	SER-ENQ-91
	Tourist Services - 


Service Transactions

	Ref
	Description

	SER-TXN-01
	Art & Culture Services – Update Library Lending Service Data

	SER-TXN-11
	Sport & Amenity Services – Update Leisure Pass Service Data

	SER-TXN-21
	Education Services - 

	SER-TXN-31
	Education Catering Services -  

	SER-TXN-41
	Personnel Services - 

	SER-TXN-51
	Travel Services - 

	SER-TXN-61
	Car Parking Services - 

	SER-TXN-71
	Legal Services - 

	SER-TXN-81
	Social Services – 

	SER-TXN-91
	Tourist Services - 


Appendix G2 – Shell Enquiries

SHE-ENQ-01 – Read Base Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	GET CARD DETAILS
	(
	Read & Validate Base Data
	(
	

	
	
	Read & Validate Chip Status Data
	(
	

	
	
	Read & Validate Hot Card Data
	(
	

	
	
	Perform Proof-of-Age
	(
	

	
	(
	GIVE CARD DETAILS
	
	


SHE-ENQ-41 – Read Personal Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	
	
	PERFORM SHE-ENQ-01

Read Base Data
	(
	

	GET CARD DETAILS
	(
	Read & Validate Personal Data
	(
	

	
	(
	GIVE CARD DETAILS
	
	


SHE-ENQ-51 – Read Address Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	
	
	PERFORM SHE-ENQ-01

Read Base Data
	(
	

	
	
	PERFORM SHE-ENQ-41

Read Personal Data
	(
	

	GET CARD DETAILS
	(
	Read & Validate Address Data
	(
	

	
	(
	GIVE CARD DETAILS
	
	


Appendix G3 – Shell Transactions

SHE-TXN-01 – Update Base Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	GET CARD DETAILS
	(
	Read & Validate Base Data
	(
	

	
	
	Read & Validate Chip Status Data
	(
	

	
	
	Read & Validate Hot Card Data
	(
	

	
	
	Perform Proof-of-Age
	(
	

	
	(
	GIVE CARD DETAILS
	
	

	TRANSACTION START

Transaction Header

· Chip Serial #

· Cardholder No

· Card Issue No

Terminal Header

· Terminal Date

· Terminal Time

· Terminal Site ID

· Terminal ID

Transaction Data

· Transaction Type

· Hot Card Status

· Base Data Elements
	(
	Update Base Data

Update Chip Audit Log
	(
(
	

	
	
	Create Chip Acceptor Transaction Record
	
	

	
	(
	TRANSACTION END

Give Chip Acceptor Transaction Record

· Old Chip Audit Log

· New Chip Audit Log

· New Data

· Action Code

· Update
	
	


SHE-TXN-11 – Update Chip Status Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	GET CARD DETAILS
	(
	Read & Validate Base Data
	(
	

	
	
	Read & Validate Chip Status Data
	(
	

	
	
	Read & Validate Hot Card Data
	(
	

	
	
	Perform Proof-of-Age
	(
	

	
	(
	GIVE CARD DETAILS
	
	

	TRANSACTION START

Transaction Header

· Chip Serial #

· Cardholder No

· Card Issue No

Terminal Header

· Terminal Date

· Terminal Time

· Terminal Site ID

· Terminal ID

Transaction Data

· Transaction Type

· Hot Card Status

· Chip Status Data Elements
	(
	Update Chip Status Data
	(
	

	
	
	Perform SHE-TXN-31

Update Chip Audit Data
	(
	

	
	
	Create Chip Acceptor Transaction Record
	
	

	
	(
	TRANSACTION END

Give Chip Acceptor Transaction Record

· Old Chip Audit Log

· New Chip Audit Log

· New Data

· Action Code

· Update
	
	


SHE-TXN-21 – Update Hot Card Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	GET CARD DETAILS
	(
	Read & Validate Base Data
	(
	

	
	
	Read & Validate Chip Status Data
	(
	

	
	
	Read & Validate Hot Card Data
	(
	

	
	
	Perform Proof-of-Age
	(
	

	
	(
	GIVE CARD DETAILS
	
	

	TRANSACTION START

Transaction Header

· Chip Serial #

· Cardholder No

· Card Issue No

Terminal Header

· Terminal Date

· Terminal Time

· Terminal Site ID

· Terminal ID

Transaction Data

· Transaction Type

· Hot Card Status

· Hot Card Data Elements
	(
	Update Hot Card Data
	(
	

	
	
	Perform SHE-TXN-31

Update Chip Audit Data
	(
	

	
	
	Create Chip Acceptor Transaction Record
	
	

	
	(
	TRANSACTION END

Give Chip Acceptor Transaction Record

· Old Chip Audit Log

· New Chip Audit Log

· New Data

· Action Code

· Update
	
	


SHE-TXN-31 – Update Chip Audit Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	
	PERFORM START

Update Chip Audit Log

· Transaction Audit Sequence Number

· Chip Acceptor ID

· SAM Serial No

· Transaction Date

· Transaction Time 

PERFORM END
	(
	


SHE-TXN-41 – Update Personal Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	GET CARD DETAILS
	(
	Read & Validate Base Data
	(
	

	
	
	Read & Validate Chip Status Data
	(
	

	
	
	Read & Validate Hot Card Data
	(
	

	
	
	Perform Proof-of-Age
	(
	

	
	(
	GIVE CARD DETAILS
	
	

	GET PERSONAL DATA
	(
	Perform SHE-ENQ-41
	(
	

	
	(
	GIVE PERSONAL DATA
	
	

	TRANSACTION START

Transaction Header

· Chip Serial #

· Cardholder No

· Card Issue No

Terminal Header

· Terminal Date

· Terminal Time

· Terminal Site ID

· Terminal ID

Transaction Data

· Transaction Type

· Hot Card Status

· Personal Data Elements
	(
	Update Personal Data
	(
	

	
	
	Perform SHE-TXN-31

Update Chip Audit Log
	(
	

	
	
	Create Chip Acceptor Transaction Record:

· Old Chip Audit Log

· New Chip Audit Log

· New Data

· Action Code

· Update
	
	

	
	(
	TRANSACTION END

Give Chip Acceptor Transaction Record
	
	


SHE-TXN-51 – Update Address Data

	Merchant Terminal
	
	Chip Acceptor
	
	Chip

	
	(
	CHIP INSERTED
	(
	CHIP INSERTED

	GET CARD DETAILS
	(
	Read & Validate Base Data
	(
	

	
	
	Read & Validate Chip Status Data
	(
	

	
	
	Read & Validate Hot Card Data
	(
	

	
	
	Perform Proof-of-Age
	(
	

	
	(
	GIVE CARD DETAILS
	
	

	GET ADDRESS DATA
	(
	Perform SHE-ENQ-51
	(
	

	
	(
	GIVE ADDRESS DATA
	
	

	TRANSACTION START

Transaction Header

· Chip Serial #

· Cardholder No

· Card Issue No

Terminal Header

· Terminal Date

· Terminal Time

· Terminal Site ID

· Terminal ID

Transaction Data

· Transaction Type

· Hot Card Status

· Address Data Elements
	(
	Update Address Data
	(
	

	
	
	Perform SHE-TXN-31

Update Chip Audit Log
	(
	

	
	
	Create Chip Acceptor Transaction Record

· Old Chip Audit Log

· New Chip Audit Log

· New Data

· Action Code

· Update
	
	

	
	(
	TRANSACTION END

Give Chip Acceptor Transaction Record
	
	


Glossary

	Term
	Definition

	Agent
	An organisation which has been approved by the Card Scheme Operator to undertake specific functions on its behalf as a Trusted Agent.  Procedures and Processes will be rigorously monitored under a Service Agreement for compliance.  

	Algorithm
	A mathematical formula.  An algorithm is used to create and validate the Luhn Check Digit in the Cardholder Number

	Application
	Software for a specific Terminal or Industry which is outside the scope of the Card Scheme

	Card
	A plastic card which conforms to ISO 7816

	Cardholder
	The person who is recorded in the Cardholder Database as the person to whom the Card has been issued.  Refer to Consumer.

	Card Issue Number
	A 2-Digit Suffix to the Cardholder Number.  It is incremented for each Replacement card of the Cardholder Number, allowing the Cardholder Number to remain unchanged

	Card Issuer
	The organisation that is responsible for the Cardholder Database, Card and Chip Personalisation, and the Distribution of the Chip to the Consumer

	Card Scheme
	All the hardware, software and management infrastructure required to manage and operate the Chip

	Card Scheme Operator
	The organisation that has total responsibility for the operation, support and management of the Card Scheme

	Cardholder Number
	A unique number for each Cardholder (16 digits recommended).  Also referred to as the PAN.

	Chip
	The microprocessor which may be embedded in a variety of media including a Card, SAM, SIM, Wrist Watch, etc

	Chip Acceptor
	A Terminal which acts as the interface between the Chip and the Merchant Application

	Chip Map
	The Data File architecture within a Chip

	Chip Serial Number
	The unique industry serial number for the individual Chip

	Citizen
	Refer to Consumer

	Common Data
	The data in the Shell which may be shared by all applications in the Chip

	Consolidation Server
	Refer to Merchant Consolidation Server

	Consumer
	The person who is recorded in the Cardholder Database as the Cardholder

	Consumer Loyalty
	The common or general Loyalty Scheme which, potentially, may be used for Transactions between the Consumer and any participating Merchant

	Citizen Purse
	The common or general Purse Scheme which, potentially, may be used for Transactions between the Consumer and any participating Merchant

	Core
	A group of selected Applications (excluding the Shell) which, for marketing purposes, it has been deemed appropriate to include in all Chips for either all or a defined group of Consumer

	Hot Card
	A Chip which the Card Scheme Operator has decided must not be accepted for any Transaction at any Merchant Terminal

	Hot Service
	A Chip which the Service Owner has decided must not be accepted for any Transaction at any Merchant Terminal

	IIN
	Issuer Identification Number (ISO) – The first 6 digits of the PAN.

	Kiosk
	An unattended Terminal that is operated by the Consumer.  The Services offered are related to Information which is displayed and/or printed either as the result of Consumer Verification and/or in respect of Payment (ie from one or more appropriate Purses in the Scheme)

	Load Terminal
	An unattended Terminal at which Consumers may self-load value into one or more Purses in respect of authorised monies (such as Notes, Coins or Debit Card) 

	Luhn Check Digit
	The 16th Digit of the Cardholder Number

	Merchant
	The organisation (such as Retailer) that undertakes a Transaction with a Consumer

	Merchant Acquirer
	The organisation that is responsible for receiving all Transactions from Merchants, and for the Settlement of any Nett Funds

	Merchant Consolidation Server
	A Terminal or Function which consolidates Transaction Data from one or more Chip Acceptors for subsequent Communication with the Central Host system

	PAN
	Primary Account Number (ISO) – a maximum of 19 digits (16 digits recommended) which incorporates the IIN as the first 6 digits and a Modulus 10 Luhn Check Digit as the last digit.  Also referred to as the Cardholder Number.

	Security Scheme
	The sub-system which embraces all aspects of Chip Authentication, Terminal Authentication, Cardholder Verification, Data Integrity and Transaction Non-Repudiation

	Service
	An Application which either has its own set of Data Files within the Chip or which uses other appropriate and agreed Data Files in the Chip

	Service Code
	A unique Card Scheme identifier for the Service

	Service Owner
	The organisation that is responsible for the Service.

	Shell
	The set of Files and Data Elements which are included in all Chips within the Card Scheme.

	Site
	A location, which is the single point of Communications between the Central Host system and a group of Chip Acceptors.

	Terminal
	A Merchant Terminal to which a Chip Acceptor is interfaced or integrated.

	Vending Machine
	An unattended Terminal which dispenses products or services in respect of payment.  In the context of the Card Scheme, this is implies the use of one or more Purses according to the Service and Site.
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