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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

This particular document provides specifications for various types of terminal, which could interact with smart cards in the process of delivering services, either within local authority premises or on sub-contractor sites, where they may need to be incorporated within existing systems.   

It covers generic requirements for Terminals and Devices for:

· Local Consolidation Servers

· Retail EPoS Terminals

· Unattended Purse Load Terminals

· Unattended PoS (Vending) Terminals 

· On-Bus Terminals

· Car Park Terminals & Barriers

· Library Readers

· Library Self-Check Terminals

Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to deliver a smart card scheme in their area quickly and cost-effectively.

Scope

The scope of this document was agreed by Cornwall County Council in the acceptance of the following documents:

· National Smart Card – Functional Requirements – Proposed Content – v1.0

· National Smart Card – Functional Requirements – Proposed Content – Addendum to Version 1.0

· This document covers generic requirements for:

· Terminals and Devices for

· Local Consolidation Servers

· Retail EPoS Terminals

· Unattended Purse Load Terminals

· Unattended PoS (Vending) Terminals 

· On-Bus Terminals

· Car Park Terminals & Barriers

· Library Readers

· Library Self-Check Terminals

Assumptions

It is assumed that the National Smartcard will be based upon an off-line system architecture.

The functional requirements do not presume –

· The Chip and/or platform

· The Security Architecture other than it is assumed that there will be a SAM in the Chip Acceptor 

· The standards for the purses

· The standards for transportation ticketing

· The Chip Maps contained in these Functional Requirements are only indicative of the minimum business functional requirements

· The need for certain minimum data elements

· The need for certain minimum data firewalls

· Do not specify any data formats, data lengths, or data values unless they are part of a standard or an emerging standard.

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

None.
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1. Introduction

1.1. Overview

The various services within local government, which might be delivered by a smart card, cover a range of Citizen services, which are either managed internally or are the subject of management contracts.  Either way, the smart card needs to interact with various council or contract services via various types of terminals and devices.

The following chapters provide specifications for various types of terminal, which could interact with smart cards in the process of delivering those services, either within local authority premises or on sub-contractor sites, where they may need to be incorporated within existing systems.

The scheme will comprise of a range of smart card devices distributed over a small geographical site connected to a local consolidation server.  These can, in turn, be aggregated into a complete scheme by connecting a number of local consolidation servers, under a Central Host System (see NSCP01 Scheme Architecture & Host).

The local consolidation server will be connected to each device using a local network connection.  Network topology is outside the scope of this document but installation and network termination points shall conform to industry standards and regulations. 

The local consolidation server will be responsible for the collection of transactional information and for the distribution of operational files such as configuration files and hot card files which will have been received from a Central Host System.

The Central Host System will collect all financial transactions from each site server on a regular basis (at least once every day) and generate transaction reports.  It will also serve as a central distribution point for the collection and distribution of stolen and lost card files (the hot-card file).  Hot-card files are sent to local consolidation servers on a regular basis (at least every 24 hours) to ensure fraud risk in the system is kept to a minimum

Distribution of hot-card files to local machines is achieved upon power-up of machines and thereafter at least once every 24 hours.

In the event of a network or server failure each device must continue to operate off-line and have sufficient non-volatile storage for a minimum of 1000 transactions.  Transactions must be forwarded to the local site server once the server or network has been restored.
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Figure 1 - Network Topology (example)

Local Consolidation Servers

1.2. Overview

The Local Consolidation Server provides

· Server/controller functionality for all other terminals and devices attached to it over a LAN.  It is anticipated that there would be one Local Consolidation Server + LAN at every Scheme site e.g. a school, a large library or leisure centre

· A repository for all transactions and activities performed by any device on the LAN

· Connectivity to the Central Host System to

· Transmit all transactions reflecting all card related activity to the Host on a regular, or at least, daily basis

· Collect system updates, hot card/service advices from the Host system

To this end, it should have the following features:

· Good quality, robust PC base - a generic specification in 2004 might be -

· Up-to-date processor

· 512 MB PC 2100 266 DDR

· 40GB storage

· CD-RW Drive

· 15.1” CTX LCD PV505

· On-Board graphics, sound

· PS/2 Keyboard with Web Hotkeys

· Mouse

· On-Board 10/100 Fast Ethernet

· 3.5” 1.44 MB Floppy Drive

· Operating system – probably MS XP

· Anti-Virus software

· Case to Monitor Power Cable

· Heavy duty heat sink fan up to XP2100

· 3 Year RTB Warranty (1 Year Parts)

· 1 Years Hardware On-site Warranty

·  Mono Laser Printer, small foot-print

· Card reader / chip acceptor with display

· Customer display, receipt printer, barcode scanner, etc., if additional functionality as a service point is required

· Cardholder verification device, if required

· Either PIN Pad

· Or Biometric Pad   (Likely to be Finger Print)

· External Modem to allow polling by / connection to Central Host

· Switch box for connections to client terminals and devices

1.3. Processor

The Local Consolidation Server should be based on a reasonably powerful PC platform, using industry standard components to ensure long term reliability and ease of maintenance.

It should have sufficient ports –

· USB - powered

· Serial – powered

· Communications

· Printer

For all the devices that are to be attached to the PC

1.4. Storage

The Local Consolidation Server should have sufficient capacity to hold up to a week's transactions, in the event that connectivity to the Central Host System is lost.

Additionally, there should be a means to off-load transactions from the system in the event of a loss of connectivity, on to 

· CD, therefore CD R/W is recommended, or

· Memory Stick, therefore USB port is recommended

1.5.  Operating System

The Local Consolidation Server should use the most up-to-date industry standard or scheme standard operating system, suitable for the required high-speed processing.

The Local Consolidation Server must have a complete set of Development Tools for the applications e.g. Microsoft office, etc.

1.6. Standard Peripherals

1.6.1. Operator Keyboard

Industry standard

1.6.2. Monitor

Industry standard, but space-saving flat-screen is recommended

1.6.3. Mouse

Industry standard

1.6.4. Printer

Industry standard, but small footprint, non-impact, economic non-colour unit is recommended

1.7. Non-standard Peripherals

1.7.1. Customer Verification Module

Where a Local Consolidation Server is also required to provide and support services on the site, there could be a need for cardholder verification.  This will be

· Either PIN Keypad (0-9)

· Or Fingerprint Recognition Pad

· Iris scanner

In either case, a separate module, either a PIN pad, a scanner or fingerprint pad, would need to be attached to the server via a suitable port

1.7.2. Customer Display

Where a Local Consolidation Server is also required to provide and support services on the site, there could be a need for a customer display.  This will need to have

· Minimum of 2 Lines x 16 Alphanumeric Characters

· Preference for Minimum of 4 x Lines

· Preference for Graphic Display

· Must have sufficient vertical line of vision for people between 3 feet to 6.5 feet

· Must have sufficient lighting for clear vision, both indoors and outdoors

1.7.3. Customer Printer

Where a Local Consolidation Server is also required to provide and support services on the site, there could be a need for a receipt printer.  This needs to be a standard retail OPoS printer attached to a suitable port.

1.7.4. Card Reader / Chip Acceptor

Where a Local Consolidation Server is also required to provide and support services on the site, there will certainly be a need for a card reader / chip acceptor and will need to work in concert with a PIN pad and/or finger print reader.  This needs to be the standard scheme unit attached to a suitable port.

Furthermore, where one of the services might be to accept value, either in cash or from a debit/credit card there may need to be additionally a card reader / chip acceptor with more than one SAM i.e. one each for

· Scheme SAM to interact with scheme smart card

· EMV SAM to provide standard banking debit and/or credit services

· ITSO SAM for transport applications.

1.7.5. Swipe-card Reader

While there are still magnetic stripe cards ‘at large’ in the public domain.  This could be for several years, but provision would be at scheme and / or merchant discretion.

1.8. Security

All appropriate software for Virus protection and firewalls must be present

1.9.  Applications

Applications must be capable of being developed in a popular Industry Standard Language.  C++ is preferred.

Retail EPoS Terminals

1.10. Overview

The retail EPoS terminal is likely to become the most important and visible point of contact between cardholder and system across the whole scheme.  Any number of which may be connected onto the LAN at a scheme site and controlled by the local consolidation server (section 2 above).  This unit will need to:

· Hold all transactions performed on it

· Maintain connectivity to the local consolidation server to

· Transmit all transactions reflecting all card related activity to the local consolidation server on a real time basis

· Collect system updates, hot card/service advices from the local consolidation server system

· Be able to operate off-line to the local consolidation server, for reasonable periods e.g. one week, in the event of LAN interruptions and disturbances.

To this end, it should have the following features:

· Good quality, robust PC base

· Touch screen monitor

· Cash Drawer if payment methods at a site include cash, cheques or vouchers etc.,

· Keyboard, monitor, mouse, etc., are NOT recommended for normal operations, but often required for maintenance, support

· Normal printer not recommended – can be attached if ever required

· Card reader / chip acceptor with display

· Customer Display, 

· OPoS Receipt Printer, 

· Barcode scanner for fast-track sales processing

· Cardholder verification device, if required. 

· Either PIN Pad

· Or Biometric Pad (Likely to be Finger Print)

Photograph on card is usually sufficient at E-PoS

· External Modem to allow polling by / connection to the Central Host, if there is no local consolidation server i.e. only one EPoS terminal on site

1.11. Processor

The EPoS should be based on a reasonably powerful PC platform, using industry standard components to ensure long term reliability and ease of maintenance.

It should have sufficient ports:

· USB - powered

· Serial – powered

· Communications

· Printer

For all the devices that are to be attached to the EPoS terminal

1.12. Storage

The E-PoS Terminal should have sufficient capacity to hold up to a week's transactions, in the event that connectivity to the Central Host System is lost.

Additionally, there should be a means to off-load transactions from the system in the event of a loss of connectivity, on to 

· CD, therefore CD R/W is recommended, or

· Memory Stick, therefore USB port is recommended

1.13. Operating System

The EPoS should use the most up-to-date industry standard or scheme standard operating system, suitable for the required high-speed processing.

1.14. Standard Peripherals

1.14.1. Touchscreen

This provides display and effective keyboard functionality for normal operations.

There should be a connection for a normal keyboard to be added for maintenance and technical support.

Touch screen display becomes an effective keyboard for normal operations.

1.14.2. Mouse

Only needed in maintenance mode for support activities, so connection should be available but not used during normal operations.

1.14.3. Receipt Printer

Industry standard OPoS unit, if receipt printing is required.

1.14.4.   Customer Display

Where a Local Consolidation Server is also required to provide and support services on the site, there could be a need for a customer display.  This will need to have:

· Minimum of 2 Lines x 16 Alphanumeric Characters

· Preference for Minimum of 4 x Lines

· Preference for Graphic Display

· Must have sufficient vertical line of vision for people between 3 feet to 6.5 feet

· Must have sufficient lighting for clear vision, both indoors and outdoors

1.15. Non-standard Peripherals

1.15.1. Customer Verification Module

At locations where extra security and/or cardholder verification is required to provide and support services on the site, there could be a need for one of the following:

· Either PIN Keypad (0-9)

· Or Fingerprint Recognition Pad

· Iris scanner

In either case, a separate module, either a Pin pad or fingerprint pad, would need to be attached to the E-PoS terminal via a suitable port

1.15.2.  Printer

Normal A4 printer is not usually required, nor recommended, in a retail environment where an EPoS terminal is sited, but can be connected via normal printer port should special reports be required.

1.15.3. Card Reader / Chip Acceptor

There will certainly be a need for a card reader / chip acceptor and this will need to work in concert with a PIN pad and/or finger print reader.  This needs to be the standard scheme unit attached to a suitable port.

Furthermore, where one of the services might be to accept value, either in cash or from a debit/credit card there may need to be additionally a card reader / chip acceptor with more than one SAM i.e. one each for:

· Scheme SAM to interact with scheme smart card

· EMV SAM to provide standard banking debit and/or credit services

· ITSO SAM for transport applications.

1.15.4. Swipe-card Reader

While there are still magnetic stripe cards allowing debit and credit card payments a swipe card reader will be required to accept normal credit / debit payments as a standard method of payment at points which are not completely ‘cashless’

1.16.  Security

All appropriate software for Virus protection and firewalls must be present

1.17.  Applications

Applications must be capable of being developed in a popular Industry Standard Language.  C++ is preferred.

Unattended Purse Load Terminals

1.18. Overview

The objectives of this section are to describe the Functional Requirements for a general purpose Purse Load Terminal to accept normal currency and convert this to electronic funds on a smart card.

The hardware features and the generic software functions are described.

1.19. Assumptions

No assumptions have been made 

1.20. Hardware

A Purse Load Terminal is a smart card enabled device that is operated by the cardholder in an unattended mode. 

Due to the nature of unattended operations, these devices are prone to vandalism and as such need to provide some level of protection against deliberate damage.

In some operating environments there will also be a need to protect the module from the elements (water and temperature) especially if the device is mounted outside.

The Purse Load Terminal should be constructed using a modular approach to enable it to be adapted to a range of operational constraints and to facilitate maintenance.

The following modules are considered to make up the Purse Load Terminal device.

· Smart Card Acceptor

· Display

· Keyboard

· Coin Acceptor

· Bank Note reader

· Printer

· Network

· Sounder

· Electrical Interfaces

Each one is explained in more detail.

1.20.1. Chip Acceptor 

Each device by virtue of being a smart card terminal must have a  chip acceptor.  If there are multiple slots on the front of the machine (such as the bank note reader) it must be clear into which slot the card is to be inserted.  No damage must be done to the card or machine if the cardholder accidentally inserts a card into the wrong slot.

Mandatory Requirements:

· Must be able to accept an ISO7816-1/2/3 ID-1 compliant card.  Must support T=0 cards while T=1 is optional.

· Must be able to accept an ISO7810 embossed card.

· Must have a vandal resistant shutter to ensure no foreign objects can be inserted into the smart card slot.

· Must have soft-landing card acceptor.  It is envisaged that the minimum number of insertions will be 100,000 cycles.

· Must have chip facing up when a card is inserted into the acceptor horizontally or facing right if card is inserted vertically.

· Must have a facility whereby any foreign object inserted into the card slot will fall out of the acceptor and not damage the smart card acceptor.

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the card holder when the card can be inserted and removed safely – this can be in conjunction with display and sounder.

· Must not retain the card in case of mains or other power failure.

Optional Requirements:

· Solenoid ejection mechanism to eject the card upon completion of the transaction.

1.20.2.  Display

The cardholder must be informed when it is safe to insert a card, when the transaction is in progress and when the transaction is completed.  It should also provide an indication as to the value of bank note or coin inserted and accepted by the machine and the value being credited to the card.

It is therefore assumed that a display is used

Mandatory Requirements:

· Must have a 2 line x 12 characters Alphanumeric display although a 2-line display with 16 characters is recommended.

· Must have a minimum character height of 6 mm.

· Must have sufficient contrast to be read in all lighting conditions. Backlighting of LCD displays is recommended.

· Must be able to be read normally by disabled people in wheelchairs.

· Must provide reasonable protection to display in case of vandalism.

· Must show the value of the coin or bank note that has been accepted.

· Must show the balance of the card purse to be loaded before and after load

Optional Requirements:

· As an aid to the cardholder, the device could show the card purse balance once the card is inserted.  If there are multiple purses on the card then the display must be unambiguous as to which purse balance is shown.

1.20.3. Keyboard

The incorporation of a keyboard on a purse load terminal is not mandated. 

However if a keyboard is needed to enter information such as PIN then it needs to comply with the following requirements:

Mandatory Requirements:

· Must have telephone style layout i.e.
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· Must offer a high level of resistance to deliberate damage or vandalism.

· Any positive action key (ACCEPT, ENTER or OK) must be colour coded in green.

· Any negative action key (CANCEL or CLEAR) must be colour coded in red.

· Keys must not be made too small and it assumed that keys will have a minimum size of 10 x 10mm and the pitch between keys is not less than 16mm.

Optional Requirements:

· A marking (dimple) on the “5” key for visually impaired cardholders

1.20.4. Coin Acceptor

A coin acceptor used in the purse load terminal must conform to the following mandatory requirements: 

· Accept all UK coins i.e. £2, £1, 50p, 20p 10p, 5p, 2p, and 1p.

· Have a high first acceptance rate per coin of at least 95%

· Must have a low false acceptance rate (at least 95%)

· Must have capacity to be upgraded to accept new coins (without excessive cost)

· Must be able to be removed and replaced by semi-skilled personnel if a foreign object is inserted, or the unit has jammed.

1.20.5. Bank Note Reader

A bank note reader used in the purse load terminal must conform to the following mandatory requirements: 

· Accept most Bank of England bank notes i.e. £20, £10, £5. 

· Must allow for notes to be inserted in at least 2 orientations.

· Must have a low false acceptance rate (at least 95%)

· Must be capable to be upgraded to accept new bank notes (without excessive cost)

· Must be able to be removed and replaced by semi-skilled personnel if a foreign object is inserted, or the unit has jammed.

Optional requirements:

· To accept £50 bank notes.

· Scottish bank notes of the same denominations as English notes and the Scottish £1 note.

1.20.6. Printer

A printer module is not normally mandated. 

If a printer is fitted, care must be taken to ensure the cardholder does not accidentally insert the smart card in the slot provided for the paper.

If a printer is used with a cutter mechanism then the ticket must not fall on the ground after the ticket or receipt has been printed.

The user (and operator) must be made aware that the printer is unable to print a receipt BEFORE a transaction is made in case of lack of paper or a fault condition. 

In situations where a receipt is vital to the operation of the machine no card transaction should be performed if the printer is faulty or has run out of paper.

1.20.7. Network

The Purse Load Terminal will be a module in an on-line system to a local transaction or site server.  A range of network topologies can be considered for the connection between UPoS device and server. 

These include but are not limited to:

· RS485

· Ethernet (IEEE802.5 and IEEE802.11)

· RS232 (for distances of less than 15 meters)

· Modem 

Mandatory Requirements:

· In any event the device must be able to continue operating in an off-line mode in case of network failure.  This might be limited in time if transaction storage is an issue.

· No transaction data must be lost in case of mains failure in an off-line operational mode.

· A transaction can only be expunged from the Unattended Point of Sale module once a positive acknowledge has been received from a local site server that it has received the transaction correctly.

· The UPoS module will not initiate any card transaction if it does not have a hot-card file.

· Any signalling on the network interfaces of the UPoS module shall use low voltage signalling (less than 50V).

1.20.8. Network Protocol

The network protocol used over the physical network is outside the scope of this document but must be able to handle the transactional information (from module to site server), configuration and hot-card files (from site server to module) as a minimum.  It is also desirable to handle maintenance information such as coin acceptor state (jam), bank note reader state (jam), or printer paper level for example.

· All messages over the network must use a ‘handshake’ mechanism to ensure no messages are lost over the network.

· All messages over the network must use checksum verification to ensure data integrity.

· The network protocol must be able to cope with errors on the physical layer of the network i.e. breaks in the network.

1.20.9. Sounder

In some environments it is desirable to have an audible indicator.  It must be possible to easily disable the sounder and to be able to adjust the volume to a suitable level for the environment.

1.21. Software

There are no restrictions imposed on the software development or implementation of the Purse Load Terminal module. 

Any set up parameter, configured after installation (such as module identification or coin/note acceptance) must not be lost in case of main failure.

The Purse Load Terminal must treat each coin and bank note as an individual load to the smart card.  Each bank note / coin must therefore constitute a transaction record to the local site server.

The unit will not operate (i.e. will not accept any bank notes or coins) if the purse load terminal does not have a hot card file.

The unit will not operate (i.e. will not accept any bank notes or coins) if communications with the local site server have been lost and there is insufficient storage left to store transactions in the Purse Load Terminal.

1.22. Maintenance

All parts or modules of the Purse Load Terminal must be easily interchangeable or replaceable by semi-skilled personnel.

Any connector arrangement used in the Purse Load Terminal module must be polarised and must be designed such that connectors cannot be mated incorrectly.  Clear instructions must be provided to ensure the safety of staff and to ensure power is removed from the device during any maintenance procedures.  The power must be able to be switched off without the need for any special tools and must be clearly labelled.

Any transactional data stored in the unit must be able to be transferred to an exchange / replacement unit in case of failure of the unit.

The chip acceptor must be easily removable and exchanged in case any foreign objects are lodged in the acceptor.

1.23. Regulations

1.23.1. Electrical Safety

The Purse Load Terminal must be compliant with current electrical safety regulations in force.

1.23.2. EMC

The Purse Load Terminal module must be compliant with current CE regulations in force.

1.23.3. Smart Card Interface

EMV Level1 compliance is recommended but not mandated

Unattended PoS (Vend) Terminals

1.24. Overview

The objectives of this section are to describe the functional requirements for a general purpose UPoS (Unattended Point of Sale) module that can be integrated into a wide range of unattended chip accepting terminals and devices, such as Vending Machines, Photocopiers and Voucher printers, Internet PCs, load terminals etc. 

The hardware features and the generic software functions are described following.  The intended readership is potential suppliers of UPoS modules

1.25.  Assumptions

No assumptions have been made

1.26. Hardware Features

An Unattended Point of Sale Terminal (UPoS) is a smart card enabled device that is operated by the cardholder without supervision.  The module can be fitted or integrated in a number of vending and services terminals such as:

· Traditional snack and drink vending machines

· Photocopiers

· Value Load Terminals

Due to their nature of being ‘unattended’, these device are prone to vandalism and  need to provide some level of protection against deliberate damage.

In some operating environments there will also be a need to protect the module from the elements (water and temperature)

The UPoS device will be constructed using a modular approach to enable it to be adapted to a range of operational constraints and to facilitate maintenance.

The following modules are considered to make up the UPoS device.

· Chip Acceptor

· Display

· Keyboard

· Printer

· Network

· Sounder

· Electrical Interfaces

· Vending machine interface

Each one is explained in more detail.

1.26.1. Chip Acceptor

Each device in its very nature of being a smart card terminal must have a chip acceptor.  If there are multiple slots on the front of the machine it must be made clear which card is to be inserted into which slot.  No damage must be done to the card or machine if the cardholder accidentally inserts a card into the wrong slot.

Mandatory Requirements:

· Must be able to accept an ISO7816-1/2/3 ID-1 compliant card.  Must support T=0 cards while T=1 is optional.

· Must be able to accept an ISO7810 embossed card.

· Must have a vandal resistant shutter to ensure no foreign objects can be inserted into the smart card slot.

· Must have soft-landing card acceptor.  It is envisaged that the minimum number of insertions will be 100,000 cycles.

· Must have chip facing up when a card is inserted into the acceptor horizontally or facing right if card is inserted vertically.

· Must have a facility whereby any foreign object inserted into the card slot will fall out of the acceptor and not damage the smart card acceptor.

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the card holder when the card can be inserted and removed safely.  This can be in conjunction with display and sounder.

· Must not retain the card in case of mains or other power failure.

Optional Requirements:

· Solenoid ejection mechanism to eject the card upon completion of the transaction.

1.26.2. Display

The cardholder must be informed when it is safe to insert a card, when the transaction is in progress and when the transaction is completed.

In some application there might not be a need for a display especially when the transaction will be for a fixed amount.  In these cases the minimum requirement will be to indicate to the cardholder the amount of the transactions and when the transaction has commenced and when it has completed.  Special care has to be taken in these situations that the cardholder is not charged twice.  A simple array of lights or sounders can be used to assist the cardholder.

For example: 

A vending machine can dispense a single product at a single price.  The unit is fitted with a solenoid eject smart card acceptor and has a green and red light.

Flashing green light – Ready to accept card.
Once card is inserted the red and green light will flash alternately to indicate transaction in progress.

Once payment has been completed successfully the device will eject the card and resume green light flashing to indicate it is ready to accept another card.
If the payment is NOT successful it will eject the card and flash the red light.
If the device is out of service it will show a steady read light.

However except for the most basic of operations in which a single fixed amount is charged it is assumed that a display of some sort is used

Mandatory Requirements:

· Must have a 2 line x 12 characters Alphanumeric display although a 2-line display with 16 characters is recommended.

· Must have a minimum character height of 6 mm.

· Must have sufficient contrast to be read in all lighting conditions. Backlighting of LCD displays is recommended.

· Must be able to be read normally by disabled people in wheelchairs.

· Must provide reasonable protection to display in case of vandalism.

Optional Requirements:

· To aid the cardholder, the device can show the card purse balance once the card is inserted.  If there are multiple purses on the card than the display must be unambiguous as to which purse balance is shown.

1.26.3. Keyboard

The incorporation of a keyboard with a UPoS is NOT recommended, especially in cases where a keyboard is already present as this might be confusing for the cardholder. 

However if a keyboard is needed to enter information such as PIN then it needs to comply with the following requirements:

Mandatory Requirements:

· Must have telephone style layout i.e.
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· Must offer a high level of resistance to deliberate damage or vandalism.

· Any positive action key (ACCEPT, ENTER or OK) must be colour coded in green.

· Any negative action key (CANCEL or CLEAR) must be colour coded in red.

· Keys must not be made too small and it assumed that keys will have a minimum size of 10 x 10mm and the pitch between keys is not less than 16mm.

Optional Requirements:

· A marking (dimple) on the “5” key for visually impaired cardholders

1.26.4.  Printer

A printer module is not normally mandated, nor recommended. 

However, if there is a special need for a printer, it must be fitted with care so as to ensure that the cardholder does not accidentally insert the smart card in the slot provided for the paper.

If a printer is used with a cutter mechanism then the ticket must not fall on the ground after the ticket or receipt has been printed.

The user (and operator) must be made aware that the printer is unable to print a receipt BEFORE a transaction is made in case of lack of paper or a fault condition. 

In situations where a receipt is vital to the operation of the machine no card transaction should be performed if the printer is faulty or has run out of paper.

1.26.5. Network

The Unattended PoS module will be a module in an on-line system to a local transaction consolidation or site server.  A range of network topologies can be considered for the connection between UPoS device and server. 

These include but are not limited to:

· RS485

· Ethernet (IEEE802.5 and IEEE802.11)

· RS232 (for distances of less than 15 meters)

· Modem 

Mandatory Requirements:

· In any event the device must be able to continue operating in an off-line mode in case of network failure.  This might be limited in time if transaction storage is an issue.

· No transaction data must be lost in case of mains failure in an off-line operational mode.

· Transaction can only me removed from the Unattended Point of Sale module once a positive acknowledge has been received from a local site server that it has received the transaction correctly.

· The UPoS module will not initiate any card transactions if it does not have a hot-card file.

· Any signalling on the network interfaces of the UPoS module shall use low voltage signalling (less than 50V).

1.26.6. Network Protocol

The network protocol used over the physical network is outside the functional scope of this document but must be able to handle the transactional information (from module to site server) and configuration and hot-card files (from site server to module) as a minimum.  It is also desirable to handle maintenance information such as paper status on printers or stock levels in vending machines for example.

All messages over the network must use a handshaking mechanism to ensure no messages are lost over the network.

All messages over the network must use checksum verification to ensure data integrity.

The network protocol must be able to cope with errors on the physical layer of the network i.e. breaks in the network.

1.26.7. Sounder 

In some environments it is desirable to have an audible indicator.  It must be possible to easily disable the sounder and to be able to adjust the volume to a suitable level for the environment.

1.26.8.  Interfaces

A number of interfaces can be specified but some of these might have to be specifically implemented for certain applications due to lack of standard interfaces such as photocopiers 

As a minimum the following interfaces can be considered to be mandatory:

· RS485 using an asynchronous interface.  Either configured as multi-drop or point-to-point for connection to the site server.

· RS232 using asynchronous interface for connection to an external modem or a traditional non-smart card based PoS terminal.  Minimum speed to be 9600 bps.  The modem could be integrated into the PoS module.

· IEEE801.3 based Ethernet connection for direct connection to a site server.

1.26.9.  Vending Machines

Vending machines are the most common type of UPoS device, which may need to be upgraded to accept smart card payments.

The UPoS module there will need to interface with at least

· MARS Executive ‘A’ protocol

· MDB protocol

It is assumed that older electro-mechanical machines using 1-price machines, 4-price machines and multi-price protocol or change givers are too expensive and cumbersome to be upgraded and as such should not be considered.  There are also issues with time-outs and unless the smart card payment is less than 1 second these machines cannot be used.

The most likely place to fit the smart card module is normally into the bank-note reader ‘slot’ as bank notes are not normally used in UK machines.  This will impose a size restriction on the unit and maximum dimensions are 85 (width) x 112 (height) x 100 (depth) mm.  Other places can be considered for locating the chip acceptor module but care should be taken, as the machine might have to be returned to non-smart card operation at some time in the future.

When upgrading the machine for non-coin operation (smart card only) and the normal coin acceptor is removed from the machine the existing coin slot must be blocked off to ensure no coins can be inserted.

If the UPoS module is fitted with a display then care must be taken that no confliction information is displayed on the display of the vending machine. 

1.27.  Software Features

There are no restrictions imposed on the software development or implementation of the UPoS module. 

Any set up parameter which might be configured after installation (such as prices and module identification) must not be lost in case of main failure

1.28.  Maintenance

All parts or elements of the UPoS module must be easily interchangeable or replaceable by semi-skilled personnel.

Any connector arrangement used in the UPoS module must be polarised and must be designed such that connectors cannot be mated incorrectly.  Clear instructions must be provided to ensure the safety of staff and to ensure power is removed from the device during any maintenance procedures.  The power must be able to be switched off without the need for any special tools.

Any transactional data stored in the unit must be able to be transferred to an exchange / replacement unit in case of failure of the unit.

The smart card acceptor must be easily removable and exchanged in case any foreign objects are lodged in the acceptor.

1.29. Regulations

1.29.1. Electrical Safety

The UPoS module must be compliant with current electrical safety regulations in force.

1.29.2. EMC

The UPoS module must be compliant with current CE regulations in force.

1.29.3. Smart Card Interface

EMV Level1 compliance is recommended but not mandated.

On Bus Terminals

1.30. Overview

The objectives of this section are to describe the functional requirements for an ‘on-bus’ terminal.  The intended readership is potential suppliers of ETM terminals.

1.31.  Assumptions

It is assumed that as in all smart card transport applications, the contactless interface is the preferred mode of function.

1.32. Hardware Features

An ‘On Bus’ Terminal is a smart card receptive device that is operated by the cardholder with minimal supervision in a contactless mode. 

Due to the fact that these devices/terminals are 

1. Available to the public 

· Subjected to heavy use 

· Exposed to vandalism

a level of robustness and inherent protection against deliberate damage is recommended.

Besides the surface interface to the card and chip, the following features may also be required.

· Display

· Sounder

· Interfaces to other on bus systems

The ‘on-bus’ terminal should be easily fitted and / or replaced, if suspected to be faulty.

1.32.1. Chip Acceptor

Mandatory Requirements:

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the cardholder when the card can be presented and removed safely.  This can be in conjunction, optionally, with display and sounder.

· Must read the card in contactless mode, simply and easily, in compliance with industry standards for ‘proximity’ cards i.e.

Operate within a 10 cm distance between card and card reader

Conform to Type ‘A’

Mifare

T=CL, or

Conform to Type ‘B’ protocols for contactless cards

1.32.2. Display

It is recommended that a display module is fitted with any on-bus terminal, a display that is visible, at the very least, to the bus driver / operator, if not to the cardholder as well.

It is further recommended that a display works in conjunction with a sounder.

The cardholder must be informed, by display or by the driver /operator, when it is safe to present a card, when the transaction is in progress and when the transaction is completed.

In some application there might not be a need for a display especially when the transaction will be for a fixed amount.  In these cases the minimum requirement will be to indicate to the cardholder the amount of the transaction and when the transaction has commenced and when it has completed.  Special care has to be taken in these situations that the cardholder is not charged twice.  A simple array of lights or sounders can be used to assist the cardholder.

For example: 

Flashing green light – Ready to accept card.
Once card is presented the red and green light will flash alternately to indicate transaction in progress

Once payment has been completed successfully the device resume green light flashing to indicate it is ready to accept another card.

If the payment is NOT successful it will flash the red light.

If the device is out of service it will show a steady read light.

However except for the most basic of operations in which a single fixed amount is charged it is assumed that a display of some sort is used in conjunction with a sounder as well.

Mandatory Requirements:

· Must have a 2 line x 12 characters Alphanumeric display although a 2 line display with 16 characters is recommended.

· Must have a minimum character height of 6 mm.

· Must have sufficient contrast to be read in all lighting conditions. Backlighting of LCD displays is recommended.

· Must be able to be read normally by disabled people in wheelchairs.

· Must provide reasonable protection to display in case of vandalism.

1.32.3. Keyboard

Not recommended or required for normal operations.  Basic key pad is usually provided within the normal on-board bus systems.

1.32.4. Printer

A printer module is not normally mandated, nor recommended. 

Any receipts should be issued by the bus operator’s on bus equipment / systems. 

1.32.5. Network

The on bus terminal will be installed in conjunction with whatever systems the bus operator already has on his bus.  This connection is likely to be a powered USB connection.

1.32.6. Sounder 

In the contactless mode, especially if there is no display, it is desirable to have an audible indicator.  It must be possible to disable the sounder easily and to be able to adjust the volume to a suitable level for the environment.

1.33. Software Features

There are no restrictions imposed on the software development or implementation of the on bus terminal.

1.34. Maintenance

The on bus terminal must be easily interchangeable or replaceable by semi-skilled personnel.

1.35. Regulations

1.35.1. Electrical Safety

The on bus terminal must be compliant with current electrical safety regulations in force.

1.35.2. EMC

The on bus terminal must be compliant with current CE regulations in force

Car Park Terminals & Barriers

1.36. Overview

The objectives of this section are to describe the functional requirements for smart card modules at Car Park terminals and barriers.  The intended readership is potential suppliers of such units.

1.37.  Assumptions

It is assumed that as in most smart card transport applications, the contactless interface will be the preferred mode of function, but that there are scenarios, especially at pay points where existing unattended equipment will need to be modified to accept smart card payment, that the contact interface is recommended e.g.

2. Pay and Display

3. Pay on Foot

To this end it is assumed that a 

· Car Park Terminal will allow a contact interface to the smart card

· Car Park Barrier will allow a contactless interface to the smart card

1.38. Hardware Features

1.38.1. Car Park Terminals (Contact)

A Car Park terminal is a smart card and UPoS device that is operated by the cardholder in unattended contact mode. 

Due to the fact that these devices / terminals are 

4. Available to the public 

· Subjected to heavy use 

· Exposed to vandalism

a level of robustness and inherent protection against deliberate damage is recommended.

In some operating environments there will also be a need to protect the module from the elements (water and temperature).

Besides the card reader / chip acceptor, the following features may also be required.

· Display

· Sounder

· Interfaces to other car park systems

The terminal should be easily fitted and/or replaced, if suspected to be faulty.

1.38.2. Car Park Barriers (Contactless)

A Car Park Barrier Terminal is a smart card receptive device that is operated by the cardholder with minimal supervision in a contactless mode. 

Due to the fact that these devices/terminals are 

5. Available to the public 

· Subjected to heavy use 

· Exposed to vandalism

a level of robustness and inherent protection against deliberate damage is recommended.

In some operating environments there will also be a need to protect the module from the elements (water and temperature)

Besides the surface interface to the card and chip, the following features may also be required.

· Display

· Sounder

· Interfaces to other car park systems

It should be easily and readily fitted and/or replaced, if suspected to be faulty.

1.39. Chip Acceptor

1.39.1. Car Park Terminals (Contact)

Each terminal in its very nature of being a smart card terminal must have a chip acceptor.  If there are multiple slots on the front of the machine (such as the bank note reader) it must be made clear into which slot the smart card is to be inserted.  No damage must be done to the card or machine if the cardholder accidentally inserts a card into the wrong slot.

Mandatory Requirements:

· Must be able to accept an ISO7816-1/2/3 ID-1 compliant card. Must support T=0 cards while T=1 is optional.

· Must be able to accept an ISO7810 embossed card.

· Must have a vandal resistant shutter to ensure no foreign objects can be inserted into the smart card slot.

· Must have soft-landing card acceptor.  It is envisaged that the minimum number of insertions will be 100,000 cycles.

· Must have chip facing up when a card is inserted into the acceptor horizontally or facing right if card is inserted vertically.

· Must have a facility whereby any foreign objects inserted into the card slot will fall out of the acceptor and not damage the smart card acceptor.

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the card holder when the card can be inserted and removed safely.  This can be in conjunction with display and sounder.

· Must not retain the card in case of mains or other power failure.

Optional Requirements:

· Solenoid ejection mechanism to eject the card upon completion of the transaction.

1.39.2. Car Park Barriers (Contactless)

Mandatory Requirements:

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the card holder when the card can be presented and removed safely.  This can be in conjunction, optionally, with display and sounder.

· Must read the card in contactless mode, simply and easily, in compliance with industry standards for ‘proximity’ cards i.e.

Operate within a 10 cm distance between card and card reader

Conform to Type ‘A’

Mifare

T=CL, or

· Conform to Type ‘B’ protocols for contactless cards

1.40. Display (Terminals and Barriers – Contact and Contactless)

The cardholder must be informed when it is safe to present a card, when the transaction is in progress and when the transaction is completed.

In some applications there might not be a need for a display especially when the transaction will be for a fixed amount.  In these cases the minimum requirement will be to indicate to the cardholder the amount of the transaction and when the transaction has commenced and when it has completed.  Special care has to be taken in these situations that the cardholder is not charged twice.  A simple array of lights or sounders can be used to assist the cardholder.

For example: 

Flashing green light – Ready to accept card.
Once card is presented the red and green light will flash alternately to indicate transaction in progress

Once payment has been completed successfully the device resume green light flashing to indicate it is ready to accept another card.

If the payment is NOT successful it will flash the red light.

If the device is out of service it will show a steady read light.

However except for the most basic of operations in which a single fixed amount is charged it is assumed that a display of some sort is used

Mandatory Requirements:

· Must have a 2 line x 12 characters Alphanumeric display although a 2 line display with 16 characters is recommended.

· Must have a minimum character height of 6 mm.

· Must have sufficient contrast to be read in all lighting conditions. Backlighting of LCD displays is recommended.

· Must be able to be read normally by disabled people in wheelchairs.

· Must provide reasonable protection to display in case of vandalism.

1.41. Keyboard

Not recommended or required for normal operations

1.42. Printer

A printer module is not normally mandated, nor recommended. 

Any receipts should be issued by the regular Car Park systems. 

1.43. Network

The Car Park terminals and chip-card enabled barriers will be installed in conjunction with whatever car park systems already exist.

1.44. Sounder 

In the contactless mode, especially if there is no display, it is desirable to have an audible indicator.  It must be possible to easily disable the sounder and to be able to adjust the volume to a suitable level for the environment.

1.45. Software Features

There are no restrictions imposed on the software development or implementation of the on bus terminal.

Maintenance

The terminals and barrier devices must be easily interchangeable or replaceable by semi-skilled personnel.

1.46. Regulations

1.46.1. Electrical Safety

The terminals must be compliant with current electrical safety regulations in force.

1.46.2. EMC

The terminals must be compliant with current CE regulations in force.

Library Readers

1.47. Overview

The objectives of this section are to describe the functional requirements for a smart card enabled Library Reader.  The intended readership is potential suppliers of such units.

1.48.  Assumptions

It is assumed that both contact and contactless interfaces to the smart card will be required in libraries e.g.

6. Contactless for evidencing membership

7. Contact for Proof-of-Age challenges, payments, etc.,

1.49. Hardware Features

1.49.1. Contact

See 8.4.  Chip Acceptor (below).

The device containing a contact interface card reader / chip acceptor in a library may take several forms, depending up on the system configuration in existence on the Library desk.  It may comprise a card reader connected to a PC or PC-based EPoS system, or may be a stand-alone device.  In the latter case, it may be possible to incorporate the chip-acceptor functions within an existing EMV-compliant EFT payment terminal.  If not, then a separate device solely for the performance of library functions will be required.

1.49.2. Contactless

A library contactless reader is a smart card receptive device that is operated by the cardholder with minimal supervision in a contactless mode. 

Due to the fact that these devices/terminals are 

8. Available to the public 

· Subjected to heavy use 

· Possibly exposed to vandalism

a level of robustness and inherent protection against deliberate damage is recommended.

Besides the surface interface to the card and chip, the following features may also be required:

· Display (could be part of existing library system)

· Sounder (could be part of existing library workstation / keyboard)

· Interfaces to other library systems

It should be easily fitted and / or replaced, if suspected to be faulty.

1.50. Chip Acceptor - Contact

Every library terminal must have a chip acceptor. 

Mandatory Requirements:

· Must be able to accept an ISO7816-1/2/3 ID-1 compliant card.  Must support T=0 cards while T=1 is optional.

· Must be able to accept an ISO7810 card.

· Must have a vandal resistant shutter to ensure no foreign objects can be inserted into the smart card slot.

· Must have soft-landing card acceptor.  It is envisaged that the minimum number of insertions will be 100,000 cycles.

· Must have chip facing up when a card is inserted into the acceptor horizontally or facing right if card is inserted vertically.

· Must have a facility whereby any foreign inserted into the card slot will fall out of the acceptor and not damage the smart card acceptor.

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the card holder when the card can be inserted and removed safely.  This can be in conjunction with display and sounder.

· Must not retain the card in case of mains or other power failure.

Optional Requirements:

· Solenoid ejection mechanism to eject the card upon completion of the transaction.

1.51. Display

This could be part of existing library system and is not mandatory for normal attended operations in the library, but if required, might work in conjunction with a sounder and should provide the following features:

The cardholder must be informed when:

9. It is safe to present a card 

10. The transaction is in progress  

11. The transaction is completed.

In some applications there might not be a need for a display especially when the transaction is only for evidence of membership.  In this case, only a ‘ding’ on the sounder would be the minimum requirement.

However if a payment is being made, a display would be required to indicate to the cardholder:

· The amount of the transaction 

· When the transaction has commenced and 

· When it has completed. 

Special care has to be taken in these situations that the cardholder is not charged twice.  A simple array of lights or sounders can be used to assist the cardholder.

For example: 

Flashing green light – Ready to accept card.
Once card is presented the red and green light will flash alternately to indicate transaction in progress

Once payment has been completed successfully the device resume green light flashing to indicate it is ready to accept another card.

If the payment is NOT successful it will flash the red light.

If the device is out of service it will show a steady read light.

However except for the most basic of operations in which membership is evidenced positively, by a ‘ding’ for instance, it is assumed that a display of some sort is used

Mandatory Requirements:

· Must have a 2 line x 12 characters Alphanumeric display although a 2-line display with 16 characters is recommended.

· Must have a minimum character height of 6 mm.

· Must have sufficient contrast to be read in all lighting conditions. Backlighting of LCD displays is recommended.

· Must be able to be read normally by disabled people in wheelchairs.

· Must provide reasonable protection to display in case of vandalism.

1.52. Keyboard

Not recommended, probably already present in normal library system

1.53. Printer

A printer is likely to be available on a normal library workstation, LAN.  Receipts are likely to be required however, and an industry standard OPoS receipt printer attached to the Library workstation would suffice. 

1.54. Network

The Library Reader terminal will be installed in conjunction with whatever systems already exist in the library.

1.55. Sounder

In the contactless mode, especially if there is no display, it is desirable to have an audible indicator.  It must be possible to easily disable the sounder and to be able to adjust the volume to a suitable level for the environment.

1.56. Software Features

There are no restrictions imposed on the software development or implementation of the Library Reader terminal 

1.57. Maintenance

The Library Reader terminals must be easily interchangeable or replaceable by semi-skilled personnel.

1.58. Regulations

1.58.1. Electrical Safety

The terminals must be compliant with current electrical safety regulations in force.

1.58.2. EMC

The terminals must be compliant with current CE regulations in force

1.59. Library Self-Check Terminals

1.60. Overview

Library Self-check terminals are likely to provide the following functions

· Evidence library membership to allow pass at entry turnstiles, etc.,

· Read of book barcode for issue and / or return

It not recommended that a self-check terminal be used for functions involving money and receipting.

To this end a Library self-check terminal needs to have the following features:

· Suitable connectivity to a library terminal and/or library system

· Chip acceptor / card reader

· Contactless reader for evidence of membership and entry

· Contact for more complex transactions that may update the smart card 

· Barcode scanner 

1.61. Assumptions

It is assumed that all books are bar-coded.

1.62. Hardware  

A Library Self-Check Terminal that has connectivity to the main library systems, will be configured with 

1. A card reader / chip acceptor to allow

· Proof of library membership, encoded on a smart card 

· Any other library transactions / functions that are based on the smart card

2. Barcode scanner to read the books

1.63. Chip Acceptor

It recommended, but not mandated, that the basic card reader / chip acceptor at a Library Self-Check Terminal is contactless.

1.63.1. Chip Acceptor (Contactless)

A library contactless reader is a smart card receptive device that is operated by the cardholder in unattended contactless mode. 

Due to the fact that these devices/terminals are:

· Available to the public

· Subjected to heavy use 

· Possibly exposed to vandalism

a level of robustness and inherent protection against deliberate damage is recommended.

Besides the surface interface to the card and chip, the following features may also be required.

· Display (could be part of existing library system)

· Sounder (could be part of existing library workstation / keyboard)

· Interfaces to other library systems

It should be easily and readily fitted and/or replaced, if suspected to be faulty.

1.63.2. Chip Acceptor (Contact)

If a contact card reader / chip acceptor is required, it should be the standard Library reader and will have the following features.

Mandatory Requirements:

· Must be able to accept an ISO7816-1/2/3 ID-1 compliant card.  Must support T=0 cards while T=1 is optional.

· Must be able to accept an ISO7810 card.

· Must have a vandal resistant shutter to ensure no foreign objects can be inserted into the smart card slot.

· Must have soft-landing card acceptor. It is envisaged that the minimum number of insertions will be 100,000 cycles.

· Must have chip facing up when a card is inserted into the acceptor horizontally or facing right if card is inserted vertically.

· Must have a facility whereby any foreign object inserted into the card slot will fall out of the acceptor and not damage the smart card acceptor.

· Must be easily replaceable by a semi-skilled person in case the card acceptor has been damaged.

· Must advise the card holder when the card can be inserted and removed safely – This can be in conjunction with display and sounder.

· Must not retain the card in case of mains or other power failure.

Optional Requirements:

· Solenoid ejection mechanism to eject the card upon completion of the transaction.

1.64. Display

This could be part of existing library system and is not mandatory for normal attended operations in the library, but is recommended for a Library Self-Check terminal and should provide the following features.

The cardholder must be informed when:

· It is safe to present a card

· The transaction is in progress

· The transaction is completed.

The above could be reinforced by a ‘ding’ on the Sounder.

However except for the most basic of operations in which membership is checked for instance, it is assumed that a display of some sort is used

Mandatory Requirements:

· Must have a 2 line x 12 characters Alphanumeric display although a 2 line display with 16 characters is recommended.

· Must have a minimum character height of 6 mm.

· Must have sufficient contrast to be read in all lighting conditions. Backlighting of LCD displays is recommended.

· Must be able to be read normally by disabled people in wheelchairs.

· Must provide reasonable protection to display in case of vandalism.

Keyboard

Not recommended for self-check operations

1.65. Barcode Scanner

A standard barcode scanner, the same as is in general use in Libraries, is required for self-check return and possibly issue of books.

1.66. Printer

Not recommended for normal self-check operations

If receipts are required however, e.g. as proof of return, then an industry standard OPoS receipt printer would suffice. 

1.67. Network

The library self-check terminal will be installed in conjunction other library systems

1.68. Sounder

In the contactless mode, especially if there is no display, it is desirable to have an audible indicator. \It must be possible to easily disable the sounder and to be able to adjust the volume to a suitable level for the environment.

1.69. Software Features

There are no restrictions imposed on the software development or implementation of the library reader terminal

1.70. Maintenance

The terminals must be easily interchangeable or replaceable by semi-skilled personnel.

1.71. Regulations

1.71.1. Electrical Safety

The terminals must be compliant with current electrical safety regulations in force.

1.71.2. EMC

The terminals must be compliant with current CE regulations in force

Appendix A – Library Terminal Network
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Appendix B – Glossary





	Term
	Definition

	Agent
	An organisation approved by the Card Scheme Operator to undertake specific functions on its behalf as a Trusted Agent.  Procedures and Processes will be rigorously monitored under a Service Agreement for compliance.  

	Algorithm
	A mathematical formula.  An algorithm is used to create and validate the Luhn Check Digit in the Cardholder Number

	Application
	Software for a specific Terminal or Industry which is outside the scope of the Card Scheme

	Card
	A plastic card which conforms to ISO 7816

	Cardholder
	The person who is recorded in the Cardholder Database as the person to whom the Card has been issued.  Refer to Citizen.

	Card Issue Number
	A 2-Digit Suffix to the Cardholder Number.  It is incremented for each Replacement card of the Cardholder Number, allowing the Cardholder Number to remain unchanged

	Card Issuer
	The organisation that is responsible for the Cardholder Database, Card and Chip Personalisation, and the Distribution of the Chip to the Citizen

	Card Scheme
	All the hardware, software and management infrastructure required to manage and operate the Chip

	Card Scheme Operator
	The organisation that has total responsibility for the operation, support and management of the Card Scheme

	Cardholder Number
	A unique number for each Cardholder (16 digits recommended).  Also referred to as the PAN.

	Chip
	The microprocessor which may be embedded in a variety of media including a Card, SAM, SIM, Wrist Watch, etc

	Chip Acceptor
	A Terminal which acts as the interface between the Chip and the Merchant Application

	Chip Map
	The Data File architecture within a Chip

	Chip Serial Number
	The unique industry serial number for the individual Chip

	Common Data
	The data in the Shell which may be shared by all applications in the Chip

	Consolidation Server
	Refer to Merchant Consolidation Server

	Citizen
	The person who is recorded in the Cardholder Database as the Cardholder

	Citizen Loyalty
	The common or general Loyalty Scheme which, potentially, may be used for Transactions between the Citizen and any participating Merchant

	Citizen Purse
	The common or general Purse Scheme which, potentially, may be used for Transactions between the Citizen and any participating Merchant

	Core
	A group of selected Applications (excluding the Shell) which, for marketing purposes, it has been deemed appropriate to include in all Chips for either all or a defined group of Citizens

	EPoS
	Electronic Point of Sale

	EMV
	Europay-Mastercard-VISA standards for card payments

	EFT
	Electronic Funds Transfer for payments

	Hot Card
	A Chip which the Card Scheme Operator has decided must not be accepted for any Transaction at any Merchant Terminal

	Hot Service
	A Chip which the Service Owner has decided must not be accepted for any Transaction at any Merchant Terminal

	ID-1
	Chip on card style of smart card, as opposed to a SIM or SAM card

	IIN
	Issuer Identification Number (ISO) – The first 6 digits of the PAN.

	Kiosk
	An unattended Terminal that is operated by the Citizen.  The Services offered are related to Information which is displayed and/or printed either as the result of Citizen Verification and/or in respect of Payment (i.e. from one or more appropriate Purses in the Scheme)

	Load Terminal
	An unattended Terminal at which Citizens may self-load value into one or more Purses in respect of authorised monies (such as Notes, Coins or Debit Card) 

	Luhn Check Digit
	The 16th Digit of the Cardholder Number

	Merchant
	The organisation (such as Retailer) that undertakes a Transaction with a Citizen

	Merchant Acquirer
	The organisation that is responsible for receiving all Transactions from Merchants, and for the Settlement of any Net Funds

	Merchant Consolidation Server
	A Terminal or Function which consolidates Transaction Data from one or more Chip Acceptors for subsequent Communication with the Card Scheme Host 

	PAN
	Primary Account Number (ISO) – a maximum of 19 digits (16 digits recommended) incorporating the IIN as the first 6 digits and a Modulus 10 Luhn Check Digit as the last digit.  Also referred to as the Cardholder Number.

	Security Scheme
	The sub-system which embraces all aspects of Chip Authentication, Terminal Authentication, Cardholder Verification, Data Integrity and Transaction Non-Repudiation

	Service
	An Application which either has its own set of Data Files within the Chip or which uses other appropriate and agreed Data Files in the Chip

	Service Code
	A unique Card Scheme identifier for the Service

	Service Owner
	The organisation that is responsible for the Service.

	Shell
	The set of Files and Data Elements, which are included in all Chips within the Card Scheme.

	Site
	A location and single point of Communications between the Card Scheme Host and a group of Chip Acceptors.

	Terminal
	A Merchant Terminal to which a Chip Acceptor is interfaced or integrated.

	T=0, T=1
	Technical protocols for contact cards. 

	UPOS
	Unattended point of sale

	Vending Machine
	An unattended Terminal that dispenses products or services in respect of payment.  In the context of the Card Scheme, this is implies the use of one or more Purses according to the Service and Site.
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