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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

This particular document provides functional outlines of various services and facilities which could be incorporated in a local authority chip card, which would be relevant and useful to the authority itself such as: Badge ID; Physical and Logical Access Control, Time and Attendance, Cashless Catering and Meal Allowances, Photocopying, etc.

Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to deliver a smart card scheme in their area quickly and cost-effectively.

Scope

The scope of this document was agreed in the acceptance of the following documents:

· National Smart Card – Functional Requirements – Proposed Content – v1.0

· National Smart Card – Functional Requirements – Proposed Content – Addendum to Version 1.0

This document provides:

· Scheme - Schematic architecture showing:

· Local Government Offices

· Chip Map – Personnel Services

· Badge ID

· Access Control – Physical

· Chip Acceptor Requirements

· Interface to Access Control Systems

· Access Control – Logical

· Chip Acceptor Requirements

· Interface to Log-On Systems

· Time and Attendance

· Chip Acceptor Requirements

· Interface to Time & Attendance Systems

· Cashless Catering

· Chip Acceptor Requirements

· Interface to Catering EPoS Systems

· Interface to Vending Machines

· Meal Allowances

· Entitlement

· Councillors, Directors, Visitors, Court Officials etc

· User Management Reports

· Photocopiers

· Chip Acceptor Requirements

· Cost Centre Identification

Assumptions

It is assumed that the National Smartcard 

· Will be based upon an off-line smart architecture

· May utilise contact and / or contactless interfaces.

The functional requirements do not presume:

· The Chip and/or platform

· The Security Architecture other than it is assumed that there will be a SAM in the Chip Acceptor 

· The standards for the purses

· The standards for transportation ticketing

The Chip Maps containing these Functional Requirements are only indicative of the minimum business functional requirements:

· The need for certain minimum data elements

· The need for certain minimum data firewalls

· Do not specify any data formats, data lengths, or data values unless they are part of a standard or an emerging standard.

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

None.
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1. Service Overview

1.1. Overview

This document provides functional outlines of various services and facilities which could be incorporated in a local authority chip card, which would be relevant and useful to the authority itself e.g.

· Badge ID

· Access Control – Physical

· Access Control – Logical

· Time and Attendance

· Cashless Catering and Meal Allowances

· Photocopying

Schematic

1.1.1. Local Government Networks & Terminals
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CHIP Map – Personnel Services 

1.2. Overview

The objective of this chapter is to describe the minimum data that is required for the Personnel Services sub-system(s).

Personnel Services is one of several Sub-Systems that form part of the Scheme Architecture.  Personnel Services cover the following functions:

· Badge ID

· Access Control – Physical

· Access Control – Logical

· Time and Attendance

· Cashless Catering

· Meal Allowances

· Photocopiers

The card data elements covered below, to be held in the card, within the Chip map area allocated for Personnel Services will be those elements, additional to the standard ones held in the card Shell, that are required for the delivery of the personnel services listed above.

1.3. Chip Map Specifics

1.3.1. Badge ID

There are no chip map requirements for this function.

Badge ID refers to a physical ‘badge’ to provide VISUAL identification of the cardholder.  Identification can be VERIFIED visually, if the card has a photograph of the cardholder on it as is recommended and covered under NSCP01 (Scheme Architecture).

Identity often requires to be VERIFIED, causing PIN numbers or Biometrics to be used.

Scenario 1 - SHOW card at a reception desk - Visual of Badge
Scenario 2 - Physical Access Control - Electronically read the card with or without Verification
Scenario 3 - Logical Access Control - PC Log-On - Electronically read the card with PIN or Biometric - probably ensuring that the card must be inserted throughout the duration of the session.

1.3.2. Access Control – Physical

Data elements required within the chip map to provide a single physical access control service, at one particular door / terminal within the Scheme.

Physical access control is very likely to be required at multiple doors / terminals, therefore the Scheme needs to allow for multiple service records within the chip map, as appropriate to the Scheme.  A maximum of 10 such records is suggested.

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Door / Terminal ID
	Code for device for which physical access is being provided

	Start Date
	Date on which access is will begin

Default to today’s date 

	Expiry Date
	Date on which access expires

Default to today’s date + ‘n’ days, as appropriate

	Entry/Exit Indicator
	e.g.

1 = last transaction was an entry

0 = last transaction was an exit

	Count Indicator
	0 = No

1 = Count Up, for statistical analysis

2 = Count Down, to limit access where appropriate

	Count Balance
	Range 0 – 65,535 or 65,535 – 0, depending on 1 or 2 above

	Last Transaction Date
	Date on which last access was made at this door / terminal

	Last Transaction Time
	Time at which last access was made at this door / terminal


	FIELD
	NOTES

	PIN Offset
	Figure against which to validate a PIN, for local, off-line PIN encryption/decryption

	Biometric store
	Pertinent data stored to verify finger print, iris print, or other such biometric verification


1.3.3. Access Control – Logical

Data elements required within the chip map to provide a single logical access control service, at one particular terminal within the scheme.

Logical access control is very likely to be required at multiple terminals.  Therefore the scheme needs to allow for multiple service records within the chip map, as appropriate to the scheme.  A maximum of 10 such records is suggested.

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Terminal ID
	Code for device for which physical access is being provided

	Start Date
	Date on which access is will begin

Default to today’s date 

	Expiry Date
	Date on which access expires

Default to today’s date + ‘n’ days, as appropriate

	Log on/off Indicator
	e.g.

1 = last transaction was a logon

0 = last transaction was a logoff

	Count Indicator
	0 = No

1 = Count Up, for statistical analysis

2 = Count Down, to limit access where appropriate

	Count Balance
	Range 0 – 65,535 or 65,535 – 0, depending on 1 or 2 above

	FIELD
	NOTES

	Last Transaction Date
	Date on which last access was made at this terminal

	Last Transaction Time
	Time at which last access was made at this terminal

	PIN Offset
	Figure against which to validate a PIN, for local, off-line PIN encryption/decryption

	Biometric store
	Pertinent data stored to verify finger print, iris print, or other such biometric verification


1.3.4. Time and Attendance

Data elements required within the chip map to provide a single time and attendance service, within the scheme.

It is unlikely that more than one ‘Time and attendance monitoring service’, will be applied to any individual cardholder within the scheme in multiples, but an allowance of up to three such services would provide flexibility.  A maximum of 3 such records is suggested.

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Start Date
	Date on which time and attendance monitoring will begin

Default to today’s date 

	Expiry Date
	Date on which time and attendance monitoring will cease

Default to today’s date + ‘n’ days, as appropriate

	Last  Clock in
	Time and date of last clock in for time and attendance service

	Last Clock out
	Time and date of last clock out for time and attendance service

	PIN Offset
	Figure against which to validate a PIN, for local, off-line PIN encryption/decryption

	FIELD
	NOTES

	Biometric store
	Pertinent data stored to verify finger print, iris print, or other such biometric verification


1.3.5. Cashless catering

The Cashless Catering Service will function around the core service citizen purse.  Data elements required in the chip map, as they pertain to the citizen purse are covered in separate documents.

Refer to Related Documents above, especially NSCP03 Core Functions

1.3.6. Meal Allowances – Cardholder Entitlement

Data elements required within the chip map to provide a Meal Allowance service, within the scheme, for the cardholder.  Only one record is provided.

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Start Date
	Date on which meal allowance service will begin

Default to today’s date 

	Expiry Date
	Date on which meal allowance expires

Default to today’s date + ‘n’ days, as appropriate

	Count Indicator
	e.g. 

0 = No

1 = Count Up, for statistical analysis

2 = Count Down, to limit access where appropriate

	Count Balance
	Range 0 – ‘n’ or ‘n’ – 0, depending on 1 or 2 above

	Last Transaction Date
	Date on which last meal allowance was used

	Last Transaction Time
	Time at which last meal allowance was used


1.3.7. Meal Allowances – Visitors, Others

Data elements required within the chip map to provide Meal Allowance – Visitors/Others, within the scheme. 

This service, which would allow the cardholder to purchase meals on behalf of visitors and others is a service that is unlikely to be provided widely.  Therefore the solution is a simple one – a catering purse which can be loaded with value by the scheme operator.

Refer to Related Documents above, especially NSCP03 Core Functions for a basic electronic purse, this one to be called ‘The Catering Purse’.

1.3.8. Photocopying

Data elements required within the chip map to provide a Photocopying service, within the scheme.

Multiple Photocopying services, are unlikely to be applied to individual cardholders within the scheme.  Therefore, only one record is provided.

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Start Date
	Date on which Photocopying service will begin

Default to today’s date 

	Expiry Date
	Date on which Photocopying service expires

Default to today’s date + ‘n’ days, as appropriate

	Count Indicator
	e.g. 

0 = No

1 = Count Up, for statistical analysis

2 = Count Down, to limit access where appropriate

	Count Balance
	Range 0 – ‘n’ or ‘n’ – 0, depending on 1 or 2 above

	Last Transaction Date
	Date on which photocopying service was last used

	Last Transaction Time
	Time at which photocopying service was last used

	Cost centre Code
	Accounting code to which this service should be charged


2. Access Control - Physical

2.1. Overview

Physical Access Control is one of the sub-services available under Personnel services within the overall scheme.

The key features of this service are to ensure that 

· A valid card is used by

· An authorised cardholder, 

· To gain access to a location, which is controlled by 

· A valid access control device.

There are many different Access Control Systems marketed by organisations that can provide full professional advice on the functional requirements for installations, provide all the hardware (i.e. Controllers and Locks etc.,), installation and after-sales support.

Access Control System Suppliers can provide a professional service which:

· Surveys the premises and makes recommendations on locations, types etc.,

· Installs the complete Access Control System

· Supports the Access Control Systems on a maintenance contract

Access Control Systems are normally consist of:

· A separate Access Control Database containing details of all individuals who are permitted access together with their access rights of where and when etc.,

· Door Readers are NEVER linked directly to the Door Locks.

· Door Readers send the details of the individual’s Identity in encrypted form (usually based upon the industry’s Wiegen Interface Standards) to the Access Control Database.

· The Access Control Database makes a decision according to the Identity and their Access Rights.

· The Access Control Database sends an encrypted signal to the Door Lock to release the Lock Mechanism.

· An Emergency Release facility on the inside in case of fire etc.,

· Provisions in the case of power failures.

However, if doors are wedged open unattended, there is no point in having an Access Control System!

Consideration needs to be given to the following:

· What type of Access Control is required:

· Entry-only Control

· Entry Control and Exit Control

· Exit Control is monitored by the Access Control Database, which ensures that, for example, a second entry can only be made after one exit.

· Is ‘Tail-Gating’ to be eliminated?

· This can only be achieved by installing turn-stiles to only let through one person at a time

· Is Pass-Back to be eliminated?

· Access Control Database can prohibit repeat use of the individual’ s identifier more than once every x minutes

· Introduce Exit Control

· What kind of Cardholder Verification is required?

· None

· PIN

· Biometric

· Should CCCTV be introduced to identify beyond any reasonable doubt exactly who went through what door and when, albeit after the event?

· The location of Door Readers for the disabled.

· Exit procedures in the case of emergencies.

· General Entry and Exit procedures, which do not result in unacceptable queues and delays.

In relation to Chip Cards the following is recommended:

· Use the Chip Card as the Identifier of the Consumer

· Replace the existing Door Readers with Contactless Chip Acceptors

· Install the desired level of Cardholder Verification i.e. none, PIN, Biometric etc.,

· Update the Access Control Database with:

· Cardholder Identity:

· Cardholder Number with Card Issue Number

· Chip Serial Number

· Access Rights:

· What Doors (i.e. to what facilities etc.,)

· When (i.e. Days and Times etc.,)

· The Access Control Database must reference the Hot Card File.

· The Access Control Database must be updated whenever Replacement Cards are issued.

· The Chip Card can include details of a Cardholder’s disabilities and, as a result, the Access Control System can provide user-friendly assistance on Entry and Exit (Refer to Shell Base Data – Special Needs and Physical Access Needs).  Specifically the Chip Card can indicate that the Cardholder is wheelchair bound and has access rights to use a special door etc.,

2.2. Chip Acceptor Requirements

2.2.1. Overview

For Access Control Systems it is suggested that a Contactless Chip Acceptor with a suitable and limited proximity range will be the most appropriate.

The chip acceptor device needs to:

· Read the card by contact or contactless interface

· Establish that the card is a valid scheme card

· Verify that the cardholder is the authorised holder of the card either by PIN and/or other biometric e.g. fingerprint 

· Interact with the Access Control system, which also needs to:

· Check Access rights

· Be able to show a brief message e.g. on LCD display

· Be able to indicate that chip acceptor is ready and working e.g. a message on a LCD display, ‘Please present card’

· Generate a transaction for onward transmission to the Access Control system and thence to the Central Host system

· Send a message to the Door Lock for it to be released

2.2.2. Card Reader

It is recommended that the chip acceptor will read the card by contact or contactless interface. 

The simpler, quicker interface is contactless and is appropriate at access points and doors that are subject to heavy traffic i.e. large numbers of cardholders requiring frequent access, where security considerations are not paramount.

The contactless interface is triggered by, either:

· Holding the card against the reader briefly, or

· Holding the card near the reader briefly i.e. a proximity read

It should be noted that cardholder verification by PIN or biometric would not be appropriate or recommended in this scenario.

At access points where there is less traffic and more security required, a contact reader within the chip acceptor device is recommended.  A contact reader will allow more secure access and, if required, PIN and/or biometric verification of cardholder identity.

2.2.3. Card Validation

The chip acceptor device should be configured / programmed to validate the card presented to it whether in contact or contactless mode.

2.2.3.1. Contactless Mode Validation

In ‘contactless’ mode, card validation is performed by the following checks:

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm (see NSCP01 Appendix A1) to the card number

· Checking that the card is valid for this Access control point, by reference to the Access Control system

· Checking for Hot Card
· Checking for an Expired card, by reading the service record

If any of these checks fail, then, access is denied with:

· a suitable message 

· a suitable alert e.g. alarm bell, buzz

Note : in this contactless scenario there is 

· No update of the card 

· No update of the physical access control service record in the chip map

· No cardholder verification

· No door / terminal ID verification

· Access allowed to the person holding the validated card

· No recording or statistical data generated except whatever the Access Control system performs

2.2.3.2. Contact Mode Validation

In ‘contact’ mode card validation is performed by:

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm (see NSCP01 Appendix A1) to the card number

· If the card number does NOT pass the Luhn check, then, access is denied with 

· A suitable message e.g. ‘Invalid Card’

· A suitable alert e.g. alarm bell, buzz

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next steps and access processes.

· Checking for a HOT card number, by reference to the Access Control system

· if the card number is HOT, then, access is denied with 

· A suitable message e.g. ‘Hot card ’

· A suitable alert e.g. alarm bell, buzz 

· If the card is NOT hot, then the system proceeds to the next steps and access processes.

· Checking for Expired Card, by reading the service record

· if the card number is expired, then, access is denied with 

· A suitable message e.g. ‘Expired card ’

· A suitable alert e.g. alarm bell, buzz 

· If the card has NOT expired, then the system proceeds to the next steps and access processes.

· Checking that this card number is valid for this Access control point, by reference to the Access Control system

· if the card number is NOT valid at this access control point, then, access is denied with 

· A suitable message e.g. ‘Card not valid for Access’

· A suitable alert e.g. alarm bell, buzz 

· If the card is valid for access, then the system proceeds to the next steps and access processes.

· Checking Exit/Entry indicator, i.e. the card is being used in the right direction, so that if last use was an entry, then this access must be an exit and vice versa
· if this is an entry access and indicator on the card is also ‘entry’ or vice versa, then, access is denied with 

· A suitable message e.g. ‘No previous entry/exit shown’

· A suitable alert e.g. alarm bell, buzz 

· If the card is valid for access, then the system proceeds to the next steps and access processes.

· Checking the count indicator balance on the service record, to ensure that the service has not expired

· If count balance is zero and the count indicator is a count-down type, then access is denied with

· A suitable message e.g. ‘Access no longer allowed’

· A suitable alert e.g. alarm bell, buzz

· If the count balance checks out OK, then the card is accepted as valid and the system proceeds to the next steps and access processes.

2.2.4. Terminal Verification

During the above interactions between the chip acceptor and the Access Control system, the latter must check that transaction(s) are coming from a valid chip acceptor device, especially if the chip acceptor is physically separated from the Access Control system i.e. only plugged into the Access Control system. 

· The chip acceptor must, at commissioning, be configured with a unique ID which is part of each transaction sent to the Access Control system and on to the Central Host system

· The chip acceptor passes the door / terminal ID’s to the Access Control system, with every message

· If the door / terminal ID code(s) in these messages are NOT recognised / accepted by the Access Control system, then, access is denied with 

· A suitable message e.g. ‘Card reader not recognised’

· A suitable alert e.g. alarm bell, buzz

· If the door / terminal ID code(s) on the card ARE recognised / accepted by the Access Control system then the chip acceptor system proceeds to the next steps and access processes.

2.2.5. Cardholder Verification

This is done by

· PIN or biometric verification, if required at the Access control point and if additional hardware e.g. fingerprint reader, is available

· If PIN and/or biometric check fails, then access is denied with

· A suitable message e.g. ‘Wrong PIN, biometric’

· A suitable alert e.g. alarm bell, buzz

· If PIN and/or biometric check out OK, then the card is accepted as valid and the system proceeds to the next steps and access processes.

Transaction generation

The validation processes described above, must generate the following transactions.

2.2.5.1. Entry/denial transaction (Contactless interface)

In the ‘contactless’ scenario, there is no update of the card, so a transaction record, which will be passed through to the Access Control system and thence to the Central Host system should contain the following data elements:

· Card number – from the card

· Date and time of transaction – from the chip acceptor

· Entry allowed, entry denied indicator – from the chip acceptor

· If entry denied a reason code – from the chip acceptor

2.2.5.2. Entry/denial transaction (Contact interface)

In this ‘contact’ scenario there are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Access Control system and thence to the Central Host system.

The card update transaction should, on a successful access, update the following data elements on the appropriate physical access control service record in the chip:

· Add 1 to the Count indicator if it is a count up indicator, or subtract 1 from the Count indicator if it is a count-down indicator

· Add / reduce the count balance by 1 according to whether it is a count-up or count-down indicator

· Reset the entry/exit indicator, as appropriate

· Update the fields for last transaction date and last transaction time with current date and time

The transaction record for transmission to the Access Control system and Central Host system should contain the following data elements:

· Card Number – from card

· Date and time of access

· Entry or Exit access indicator

· PIN or biometric checked OK

· Entry/exit allowed, entry/entry denied indicator – from the chip acceptor

· If entry/exit denied a reason code – from the chip acceptor

2.3. Interface to Access Control Systems

There are 2 interfaces to be managed, between:

1. The chip acceptor and Access Control systems

2. The Access Control systems and Central Host system
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Chip Acceptor                    Access Control Systems                   Central Host systems

To summarise the interactions above:

2.3.1. Chip Acceptor – Access Control System

The chip acceptor must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial

· Date and Time of Access

· Entry/Exit indicator

And receive back from the Access Control system, messages with the following data elements:

· Hot card denial

· Access point denial

2.3.2. Access Control System – Central Host System

The Access Control system must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial

· Date and Time of Access

And receive back from the Central Host system, messages with the following data elements:

· Hot card lists

Access Control - Logical

2.4. Overview

Logical Access Control is one of the sub-services available under Personnel Services within the overall Scheme.

The key features of this service are to ensure that:

· A valid card is used by

· An authorised cardholder to

· Gain access to a system, which 

· Has access controls on it

2.5. Chip Acceptor Requirements

2.5.1. Overview

The chip acceptor device needs to:

· Read the card by contact interface

· Establish that the card is a valid scheme card

· Verify that the cardholder is the authorised holder of the card either by PIN and/or other biometric e.g. fingerprint 

· Interact with a Log-on system, which also needs to:

· Display error messages

· Be able to indicate that chip acceptor is ready and working 

· Generate a transaction for onward transmission to the Log-On system and thence to Central Host system.

2.5.2. Card Reader

It is recommended that a chip acceptor/card reader will read the card by contact interface for logical access control. 

A contact reader will allow more secure access and, if required, PIN and/or biometric verification of cardholder identity.

There are various mechanisms for introducing a chip card to a PC/Workstation

· Via the CD reader

· PCMCIA port

· Separate Chip card reader

2.5.3.  Card Validation

The chip acceptor device should be configured / programmed to validate the card presented to it in contact mode.

Card validation is performed by 

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm (Appendix A1) to the card number

· If the card number does NOT pass the Luhn check, then, access is denied with a suitable message e.g. ‘Access denied - Invalid Card’

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next steps and log-on processes.

· Checking for a HOT card number, by reference to Log-ON system

· If the card number is HOT, then, log-on is denied with a suitable message e.g. ‘Log-on denied - Hot card ’

· If the card is NOT hot, then the system proceeds to the next steps and log-on processes.

· Checking for Expired Card, by reading the service record:

· If the card number is expired, then, log-on is denied with a suitable message e.g. ‘Expired card ’

· If the card is NOT expired, then the system proceeds to the next steps and log-on processes.

· Checking that this card number is valid for this Log-ON point/ terminal, by reference to the Log-On system

· If the card number is NOT valid at this log-on point, then, log-on is denied with a suitable message e.g. ‘Card not valid for log-on at this terminal’

· If the card is valid for log-on, then the system proceeds to the next steps and log-on processes.

· Checking Previous log-on, i.e. was last session closed properly, by reference to the Log-On system.

· if previous session did not complete, deny access with:

· A suitable message e.g. ‘No previous log-on/log-off shown’

· Close incomplete session

· Prompt cardholder to log-on again and validate identity with system.

· Checking the count indicator balance on the service record, to ensure that the service has not expired:

· If count balance is zero and the count indicator is a count-down type, then access is denied with a suitable message e.g. ‘Log-on no longer allowed’

· If the count balance checks out OK, then the card is accepted as valid and the system proceeds to the next steps and log-on processes.

2.5.4. Terminal Verification

During the above interactions between the chip acceptor/card reader and Log-On system, the latter must check that transaction(s) are coming from a valid terminal.

· Terminals must be configured within their own system, with a unique ID which is part of each transaction sent to the Log-On system and Central Host system

· Terminals pass the terminal ID, to the Log-On system, with every message

· If the terminal ID code(s) in these messages are NOT recognised / accepted by the Log-On system, then, log-on is denied with a suitable message e.g. ‘Card reader not recognised’

2.5.5. Cardholder Verification

It is recommended that this done by biometric verification, to complement and enhance normal password access control to computer systems.  Finger print readers can be attached to PC/workstation via the USB port, exactly like a removable diskette drive or other such device. 

If the biometric check fails, then log-on is denied with a suitable message e.g. ‘Wrong biometric’.

2.5.6. Transaction generation

In this ‘contact’ scenario there are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Log-On system and thence to the Central Host system

The card update transaction should, on a successful log-on, update the following data elements on the appropriate logical access control service record in the chip:

· Add 1 to the Count indicator if it is a count up indicator, or subtract 1 from the Count indicator if it is a count-down indicator

· Add/reduce the count balance by 1 according to whether it is a count-up or count-down indicator

· Reset the log-on/log-off indicator, as appropriate

· Update the fields for last transaction date and last transaction time with current date and time.

The transaction record for transmission to the Log-On system and Central Host system should contain the following data elements:

· Card Number – from card

· Date and time of access

· Log-on/Log-off indicator

· PIN or biometric checked OK

· Log-on/log-off allowed, log-on/log-on denied indicator – from the chip acceptor

· If log-on/log-off denied a reason code – from chip acceptor

2.6. Interface to Log-on Systems

There are 2 interfaces to be managed, between:

1. Chip acceptor and Log-on Control system

2. Log-on Control system and Central Host system

Chip Acceptor                    Access Control System                    Central Host system

To summarise the interactions above:

2.6.1. Chip Acceptor – Log-on Control System

The chip acceptor must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial, where Log-on has failed

· Date and Time of Log-On

· Log-on/Log-off indicator

And receive back from the Log-on Control system, messages with the following data elements:

· Hot card denial

· Terminal access denial

2.6.2. Log-on Control System – Central Host System

The Log-on Control system must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial, where Log-on has failed

· Date and Time of Access

And receive back from the Central Host system, messages with the following data elements:

· Hot card lists

Time and Attendance

2.7. Overview

Time and attendance is one of the sub-services available under Personnel services within the overall Scheme.

The key features of this service are to ensure that, a valid card is used by an authorised cardholder to log-on and log-off from a ‘clocking’ system, which passes transactions back to Central Host system for storage and analysis, and possibly to a Payroll system.

2.8. Chip Acceptor Requirements

2.8.1. Overview

The chip acceptor device needs to:

· Read the card by contact interface

· Establish that the card is a valid scheme card

· Verify that the cardholder is the authorised holder of the card either by PIN and / or, preferably by biometric e.g. fingerprint 

· Interact with the ‘Clocking’ system, which also needs to:

· Display error messages

· Be able to indicate that the chip acceptor is ready and working 

· Generate a transaction for onward transmission to scheme Central Host system, and possibly to a Payroll system.

2.8.2. Card Reader

It is recommended that a chip acceptor/card reader will read the card by contact interface for the Time and Attendance service. 

A contact reader will allow more secure processing and PIN and/or biometric verification of cardholder identity.

There are various mechanisms for introducing a chip card to a PC/Workstation, these are:

· Via the CD reader

· PCMCIA port

· Separate Chip card reader

 Card Validation

The chip acceptor device should be configured to validate the card presented to it in contact mode.

Card validation is performed by 

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm (Appendix A1) to the card number

· If the card number does NOT pass the Luhn check, then, access is denied with a suitable message e.g. ‘Clock-in/out failed - Invalid Card’

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next step in the clocking-in process.

· Checking for a HOT card number, by reference to Log-ON system

· if the card number is HOT, then, access is denied with a suitable message e.g. ‘Clock-in/out failed - Hot card ’

· If the card is NOT hot, then the system proceeds to the next step in the clocking process.

· Checking for Expired Card, by reading the service record

· if the card number is expired, then, access is denied with a suitable message e.g. ‘Expired card ’

· If the card is NOT expired, then the system proceeds to the next step.

· Checking that card number is valid for this Clock-in/Out point/ terminal by reference to the clocking system

· if the card number is NOT valid at this access control point, then, access is denied with a suitable message e.g. ‘Card not valid at this terminal’

· If the card is valid for access, then the system proceeds to the next step.

· Checking Previous Clock-in/out, i.e. was last session closed properly, by reference to Clocking system

· if previous session did not complete, deny clock-in/out with

· A suitable message e.g. ‘No previous Clock-in/out’’

· Close incomplete session

· Prompt cardholder to log-on again and validate identity with system

· Checking the count indicator balance on the service record, to ensure that the service has not expired

· If count balance is zero and the count indicator is a count-down type, then access is denied with a suitable message e.g. ‘Access no longer allowed’

· If the count balance checks out OK, then the card is accepted as valid and the system proceeds to the next steps and access processes.

2.8.3. Terminal Verification

During the above interactions between the chip acceptor/card reader and the clocking system, the latter must check that transaction(s) are coming from a valid terminal.

· The terminal must be configured within its own system, a unique ID which is part of each transaction sent to the Clocking system and Central Host system

· The terminal passes the terminal ID, to the Clocking system, with every message

· If the terminal ID code(s) in these messages are NOT recognised / accepted by the Clocking system, then, clock-in/out is denied with a suitable message e.g. ‘Card reader not recognised’

2.8.4. Cardholder Verification

It is recommended that this done by biometric verification.  Finger print readers can be attached to PC/workstation via the USB port, exactly like a removable diskette drive or other such device. 

If biometric check fails, then access is denied with a suitable message e.g. ‘Wrong biometric’.

2.8.5. Transaction generation

In this ‘contact’ scenario there are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Clocking system and thence to the Central Host system

The card update transaction should, on a successful Log-on, update the following data elements on the appropriate Time and Attendance service record in the chip:

· Add 1 to Count indicator if it is a count up indicator, or subtract 1 from Count indicator if it is a count-down indicator

· Add/reduce the count balance by 1 according to whether it is a count-up or count-down indicator

· Reset the Clock-in/Clock-out indicator, as appropriate

· Update the fields for last transaction date and last transaction time with current date and time

The transaction record for transmission to the Clocking system and Central Host system should contain the following data elements:

· Card Number – from card

· Date and time of access

· Clock-in/clock-out indicator

· PIN or biometric checked OK

· Result code i.e. successful clock-in/out of error code – from chip acceptor

· If clock-/out denied, a reason code – from the chip acceptor

2.9. Interface to Time and Attendance Systems

There are 2 interfaces to be managed, between:

1. The chip acceptor and Clocking system

2. The Clocking system and Central Host system

Chip Acceptor                         Clocking System                        Central Host system

To summarise the interactions above:

2.9.1. Chip Acceptor – Time and Attendance System

The chip acceptor must pass up message(s) with the following data elements:

· Card number

· Result code or error code for denial, where clock-in/out has failed

· Date and Time of transaction

· Clock-in/out indicator

And receive back from the Clocking system, messages with the following data elements:

· Hot card denial

· Terminal access denial

Time and Attendance System – Central Host System

The Clocking system must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial, where clock-in/out has failed

· Date and Time of Access

And receive back from the Central Host system, messages with the following data elements:

· Hot card lists

Cashless Catering

2.10. Overview

This service/function comes as  ‘extra’ to the Citizen purse function/service – see NSCP03 Core Functions.

2.11. Chip Acceptor Requirements

See NSCP03 Core Functions.

2.12. Interface to Catering EPoS Systems

See NSCP03 Core Functions

The standard Catering EPoS system(s) need to be enhanced to allow:

· An additional payment method i.e. payment by/from Consumers' Purse.

· Update of the Consumers' Purse in the chip to reduce the balance after a successful purchase

· Off-line processing i.e. sufficient memory to hold up to a week’s transactions in the event that there are network problems within the scheme environment.

2.13.  Interface to Vending Machines

See NSCP03 Core Functions.

The Vending machine(s) need to be modified to allow:

· An additional/alternative payment method i.e. payment by/from the Consumers' Purse.

· Update of the Consumers' Purse in the chip to reduce the balance after a successful purchase

· Off-line processing i.e. sufficient memory to hold up to a week’s transactions in the event that there are network problems within the scheme environment

Meal Allowances


2.14. Overview

Meal allowances can be granted in many ways, in different circumstances for different personnel.  In order to rationalise the many variations, for a generic specification, it is useful to differentiate between:

1. A meal allowance to which the cardholder is entitled on a daily basis by virtue of the terms and conditions of his employment or other situation, and

2. A meal allowances of an occasional or temporary nature for visitors and guests

It is proposed that the former type of permanent meal allowance is set-up as a service/ benefit in the card, while the latter is covered by a ‘catering purse’ which can be loaded with value as required by the scheme operator.

2.15. Entitlement

Under this service, the chip acceptor associated with the Caterer’s till or EPoS, would perform the usual card and service checks.

2.15.1. Card Reader

It is recommended that a chip acceptor/card reader will read the card by contact interface for the Meal Allowance Entitlement service. 

A contact interface is more appropriate in the full EPoS environment. 

2.15.2. Card Validation

The chip acceptor device should be configured to validate the card presented to it in contact mode.

Card validation is performed by:

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm (Appendix A1) to the card number:

· If the card number does NOT pass the Luhn check, then, access is denied with a suitable message e.g. ‘ Invalid Card’

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next step.

· Checking for a HOT card number, by reference to local server:

· if the card number is HOT, then, service is denied with a suitable message e.g. ‘Hot card ’

· If the card is NOT hot, then the system proceeds to the next step 

· Checking for Expired Card, by reading the service record:

· if the card number is expired, then, service is denied with a suitable message e.g. ‘Expired card ’

· If the card is NOT expired, then the system proceeds to the next step

· Checking the count indicator balance on the service record, to ensure that the service has not expired

· If count balance is zero and the count indicator is a count-down type, then service is denied with a suitable message e.g. ‘Service no longer allowed’

· If the count balance checks out OK, then the card is accepted as valid and the system proceeds to the next steps.

2.15.3. Terminal Verification

This is not required in the catering service scenario, as EPoS terminals are attached to the local server and are also attended.  However terminal ID’s will be part of every transaction generated.

2.15.4. Cardholder Verification

No further cardholder verification is required beyond checking the photograph on the card.  Catering services are always provided in an attended situation.

2.15.5. Transaction generation

In this ‘contact’ scenario there are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Catering system and thence to Central Host system

The card update transaction should update the following data elements on the appropriate Meal allowance service record in the chip:

· Add 1 to Count indicator if it is a count up indicator, or subtract 1 from Count indicator if it is a count-down indicator

· Add/reduce the count balance by 1 according to whether it is a count-up or count-down indicator

· Update the fields for last transaction date and last transaction time with current date and time

The transaction record for transmission to the local server and Central Host system should contain the following data elements:

· Card Number – from card

· Date and time of transaction

· Value of meal served, and, optionally, items purchased

· Terminal and operator ID

2.16. Interface to Other Systems

There are 2 interfaces to be managed, between

1. The EPoS and the Local Server

2. The Local Server and Central Host system

Chip Acceptor/EPoS                        Local Server                        Central Host system

To summarise the interactions above:

2.16.1. Chip Acceptor/EPoS – Local Server

The chip acceptor must pass up message(s) with the following data elements:

· Card number

· Result code or error code for denial, where service has failed

· Date and Time of transaction

· List of products served and values

And receive back from the Local Server, messages with the following data elements:

· Hot card denial

2.16.2. Local Server – Central Host System

The Local Server must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial, where service has failed

· Date and Time of transaction

· Value of transaction

And receive back from the Central Host system, messages with the following data elements:

· Hot card lists

Visitors

2.16.3. Overview

The process whereby visitors or guests of a cardholder can receive catering services is as follows:

· On initial card presentation the chip acceptor / EPoS system will look for a catering allowance service 

· If present the system will dispense food up to the value of the daily catering allowance, which parameter is supplied from the EPoS and/or local server

· If a value is still required after the allowance has been consumed, then the system will look for a catering purse and value in that purse

· Further food can be provided to/for visitors/guests of the cardholder up to the value in that purse

· All checks and processing will be as per the section above, because the additional service will be provided on the same cardholder’s card.

2.16.4. Transaction generation

In this ‘contact’ scenario there are 2 transaction elements –

· A transaction to update the card

· A transaction record to be passed through to the Local Server and thence to the Central Host system

The card update transaction should, on a successful purchase, update the following data elements on the appropriate meal allowance service record in the chip

· Add 1 to Count indicator if it is a count up indicator, or subtract 1 from Count indicator if it is a count-down indicator

· Add/reduce the count balance by 1 according to whether it is a count-up or count-down indicator

· Reset the meal allowance indicator, as appropriate

· Update the fields for last transaction date and last transaction time with current date and time

The transaction record for transmission to the Catering system and Central Host system should contain the following data elements:

· Card Number – from card

· Date and time of transaction

· Value of meal served, and, optionally, items purchased

· Terminal and operator ID

2.17. Interface to Other Systems

There are 2 interfaces to be managed, between

1. The chip acceptor and EPoS System

2. The EPoS system and Central Host system

Chip Acceptor                         EPoS System                             Central Host system

To summarise the interactions above:

2.17.1. Chip Acceptor – EPoS System

The chip acceptor must pass up message(s) with the following data elements:

· Card number

· Result code or error code for denial, where service has failed

· Date and Time of transaction

· List of products served and values

And receive back from the Local Server, messages with the following data elements:

· Hot card denial

2.17.2. EPoS System – Central Host System

The Local Server must pass up message(s) with the following data elements:

· Card number

· Reason/error code for denial, where service has failed

· Date and Time of transaction

· Value of transaction

And receive back from the Central Host system, messages with the following data elements:

· Hot card lists

2.18. User Management Reports

The majority of Management Reports required are expected to be generated by the EPoS / Catering system itself.

The “EPoS” application is expected to provide all the appropriate reports for Payment Reconciliation by Payment Method, Terminal and Site. 

The Card Scheme will provide:

· Settlement Reports via Central Host Settlement Management in respect of Payment Types for which it is the Merchant Acquirer or Third-Party Processor.  As a minimum this will include all the Purse Schemes and Loyalty Schemes.

· Third-Party Processor Reports in respect of other electronic Payment Schemes for which it is the Third-Party Processor.  This could include Bank Debit, Credit and Charge Cards.

The Card Scheme can also produce consolidated Service Usage and Marketing Reports for each Service Code, such as:

· Analysis of Sales by Volume and Value for each Site and as a Total

· Analysis of Payment Types by Volume and Value for each Site and as a Total

· Analysis of Cardholders by Service Code by Cardholder Database criteria, subject to any Data Protection Act restrictions, e.g.:

· By Post Code

· By Age

· By Gender

· By multiple Service Codes within the same Service Owner

· Etc.

The Functional Requirements for these reports may vary from one local authority to another.  However, a standard “template” can be achieved to reduce bespoke development costs, and to assist with local government reporting analysis.

Photocopying

2.19. Overview

Photocopying is a service that can be accommodated in the card and work within the scheme, using the following elements:

· A chip acceptor/card reader device fitted to photocopy station

· Interaction to Central Host system and accounting systems

2.20.  Chip Acceptor Requirements

2.20.1. Overview

The chip acceptor device needs to:

· Read the Card by contact interface

· Establish that the card is a valid scheme card

· Verify that the cardholder is the authorised holder of the card either by PIN and/or biometric e.g. fingerprint 

· Interact with the photocopy station, which also needs to:

· Display error messages

· Be able to indicate that the chip acceptor is ready and working 

· Generate a transaction for onward transmission to Central Host system and Accounting systems

2.20.2. Card Reader

It is recommended that a chip acceptor/card reader will read the card by contact interface for the Photocopying service. 

 A contact reader will allow more secure processing and PIN and/or biometric verification of cardholder identity, if required.

2.20.3.  Card Validation

The chip acceptor device should be configured / programmed to validate the card presented to it in contact mode.

Card validation is performed by 

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm ( Appendix A1) to the card number:

· If the card number does NOT pass the Luhn check, then, access is denied with a suitable message e.g. ‘Copy failed - Invalid Card’

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next step.

· Checking for a HOT card number, by reference to the system:

· if the card number is HOT, then, access is denied with a suitable message e.g. ‘Copy failed - Hot card ’

· If the card is NOT hot, then the system proceeds to the next step. 

· Checking for Expired Card, by reading the service record:

· if the card number is expired, then, photocopy access is denied with a suitable message e.g. ‘Service/Card Expired ’

· If the card is NOT expired, then the system proceeds to the next step.

· Checking the count indicator balance on the service record, to ensure that the service has not expired, been used up:

· If count balance is zero and the count indicator is a count-down type, then access is denied with a suitable message e.g. ‘Copy allowance finished’

· If the count balance checks out OK, then the card is accepted as valid and photocopying may commence.

2.20.4. Terminal Verification

During the above interactions between chip acceptor/card reader and copy station, it is recommended that the photocopier is identified within the scheme:

· The copy station must be configured with a unique ID which is part of each transaction sent to the Central Host system and Accounting systems

· The photocopier passes its ID code to the Central Host system with every message

2.20.5. Cardholder Verification

It would not normally be considered essential that cardholder verification is utilised in the delivery of the relatively low-cost service of photocopying.

However, if it should be considered necessary it is recommended that this done by  biometric verification.  Finger print readers and software should be attached to chip acceptor device for this purpose.

If biometric check fails, then photocopy access is denied with a suitable message e.g. ‘Wrong , biometric’.

2.20.6. Transaction generation

In this ‘contact’ scenario there are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Copy station and thence to the Central Host system

The card update transaction should, on a successful Log-on, update the following data elements on the appropriate Photocopying service record in the chip:

· Add 1 to Count indicator if it is a count up indicator, or subtract 1 from Count indicator if it is a count-down indicator

· Add/reduce the count balance by 1 according to whether it is a count-up or count-down indicator

· Update the fields for last transaction date and last transaction time with current date and time.

The transaction record for transmission to the Accounting and Central Host system should contain the following data elements:

· Card Number – from card

· Date and time of access

· Biometric, if required, checked OK

· Result code i.e. successful copy session error code – from chip acceptor

· If session denied, a reason code – from the chip acceptor

· Copy station ID 

· Cost Centre to which charges should be made – from the chip map

2.21. Cost Centre Identification

The cost centre to which photocopying charges can be debited is set up in the smart card either at issue or at the point of service set up and is held in the smart card thereafter.

Every photocopying transaction that is uploaded to the Central Host system will hold a cost centre code.  Search and accumulations on each cost centre code will provide the details of each transaction charged to that cost centre and the charges involved.

These charges by cost centre and/or cardholder can be made available in report form either to the screen or on a printed report from the Central Host system.

Appendix A – Card Numbering

Appendix A1 – Luhn Check Digit Algorithm

The Check Digit is verified as follows:

· Each of the 16 digits is given a weighting factor.

	Digit
	Weighting Factor

	16
	1

	15
	2

	14
	1

	13
	2

	12
	1

	11
	2

	10
	1

	9
	2

	8
	1

	7
	2

	6
	1

	5
	2

	4
	1

	3
	2

	2
	1

	1
	2


· Multiply each digit by its weighting factor.

· Where the result is 2-digits (i.e. greater than 9), add the two digits together.

· Add all the 16 results together.

· Divide the total by 10, The remainder must be zero for a valid number.

Appendix B – Glossary

	Term
	Definition

	Agent
	An organisation which has been approved by the Card Scheme Operator to undertake specific functions on its behalf as a Trusted Agent.  Procedures and Processes will be rigorously monitored under a Service Agreement for compliance.  

	Algorithm
	A mathematical formula.  An algorithm is used to create and validate the Luhn Check Digit in the Cardholder Number

	Application
	Software for a specific Terminal or Industry which is outside the scope of the Card Scheme

	Card
	A plastic card which conforms to ISO 7816

	Cardholder
	The person who is recorded in the Cardholder Database as the person to whom the Card has been issued.  Refer to Consumer.

	Card Issue Number
	A 2-Digit Suffix to the Cardholder Number.  It is incremented for each Replacement card of the Cardholder Number, allowing the Cardholder Number to remain unchanged

	Card Issuer
	The organisation that is responsible for the Cardholder Database, Card and Chip Personalisation, and the Distribution of the Chip to the Consumer

	Card Scheme
	All the hardware, software and management infrastructure required to manage and operate the Chip

	Card Scheme Operator
	The organisation that has total responsibility for the operation, support and management of the Card Scheme

	Cardholder Number
	A unique number for each Cardholder (16 digits recommended).  Also referred to as the PAN.

	Chip
	The microprocessor which may be embedded in a variety of media including a Card, SAM, SIM, Wrist Watch, etc

	Chip Acceptor
	A Terminal which acts as the interface between the Chip and the Merchant Application

	Chip Map
	The Data File architecture within a Chip

	Chip Serial Number
	The unique industry serial number for the individual Chip

	Citizen
	Refer to Consumer

	Common Data
	The data in the Shell which may be shared by all applications in the Chip

	Term
	Definition

	Consolidation Server
	Refer to Merchant Consolidation Server

	Consumer
	The person who is recorded in the Cardholder Database as the Cardholder

	Consumer Loyalty
	The common or general Loyalty Scheme which, potentially, may be used for Transactions between the Consumer and any participating Merchant

	Consumer Purse
	The common or general Purse Scheme which, potentially, may be used for Transactions between the Consumer and any participating Merchant

	Core
	A group of selected Applications (excluding the Shell) which, for marketing purposes, it has been deemed appropriate to include in all Chips for either all or a defined group of Consumer

	EPoS
	Electronic Point of Sale

	EMV
	‘Europay – Mastercard - VISA’ standards for card payments

	EFT
	Electronic Funds Transfer for payments

	Hot Card
	A Chip which the Card Scheme Operator has decided must not be accepted for any Transaction at any Merchant Terminal

	Hot Service
	A Chip which the Service Owner has decided must not be accepted for any Transaction at any Merchant Terminal

	IIN
	Issuer Identification Number (ISO) – The first 6 digits of the PAN.

	ID-1
	Chip on card type of smart card, opposed to ID-0 which is a SIM or SAM type of smart card

	Kiosk
	An unattended Terminal that is operated by the Consumer.  The Services offered are related to Information which is displayed and/or printed either as the result of Consumer Verification and/or in respect of Payment (i.e. from one or more appropriate Purses in the Scheme)

	Load Terminal
	An unattended Terminal at which Consumers may self-load value into one or more Purses in respect of authorised monies (such as Notes, Coins or Debit Card) 

	Luhn Check Digit
	The 16th Digit of the Cardholder Number

	Merchant
	The organisation (such as Retailer) that undertakes a Transaction with a Consumer

	Merchant Acquirer
	The organisation that is responsible for receiving all Transactions from Merchants, and for the Settlement of any Net Funds

	Merchant Consolidation Server
	A Terminal or Function which consolidates Transaction Data from one or more Chip Acceptors for subsequent Communication with the Card Central Host system

	Term
	Definition

	OPoS
	Open Point of Sale – a driver standard adopted by numerous manufacturers of equipment that attaches to any retail POS till e.g. and OPOS printer

	PAN
	Primary Account Number (ISO) – a maximum of 19 digits (16 digits recommended), which incorporate the IIN as the first 6 digits and a Modulus 10 Luhn Check Digit as the last digit.  Also referred to as the Cardholder Number.

	PSTN
	Public Service Telephone Network

	Security Scheme
	The sub-system which embraces all aspects of Chip Authentication, Terminal Authentication, Cardholder Verification, Data Integrity and Transaction Non-Repudiation

	Service
	An Application which either has its own set of Data Files within the Chip or which uses other appropriate and agreed Data Files in the Chip

	Service Code
	A unique Card Scheme identifier for the Service

	Service Owner
	The organisation that is responsible for the Service.

	Shell
	The set of Files and Data Elements, which are included in all Chips within the Card Scheme.

	Site
	A location which is the single point of Communications between the Card Scheme Central Host system and a group of Chip Acceptors.

	Terminal
	A Merchant Terminal to which a Chip Acceptor is interfaced or integrated.

	T=0, T=1
	Technical protocols for contact cards. 

	UPoS
	Unattended point of sale

	Vending Machine
	An unattended Terminal, which dispenses products or services in respect of payment.  In the context of the Card Scheme, this is implies the use of one or more Purses according to the Service and Site.
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