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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

Local Authorities in the UK have requirements to support the travel needs of citizens, particularly the elderly and those with special needs.

This document provides functional and organisational outlines for the use of smart media (the chip card or other physical formats) to improve service delivery and accountability in a flexible and reliable manner.  Particular attention is given to public transport services.

Functions described in this document conform to the ITSO™ Specification and emerging Business Rules, as developed by ITSO. Use of the ITSO method is mandated for local authorities in England. The development of the ITSO™ Specification, support services and security module has been supported, financially, by the DfT.

For public transport and related travel functions managed by local authorities this document sets out: Scheme & chip architecture, Chip map, Off-line terminal requirements, Interface to host system to deal with a wide range of concessionary  passes, badges and tokens.

Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to aid their delivery of an interoperable smart card scheme in their area quickly and cost effectively.

Scope

For public transport and related travel functions managed by local authorities this document provides:

· Scheme architecture

· Chip architecture

· Chip map

· Off-line terminal requirements

· Functions

· Interface to host system

· Products:

· Elderly concession pass

· Discretionary concession pass

· Disabled companion concession pass

· Bus tokens

· Blue badge (chip enhanced)

· Taxi card

· Tolling (congestion charging, estuarial and river crossings, toll roads)

· Transport operator information management (drivers data modules)

NOT included are: 

· Card (smart media) personalisation

· On-line terminal operation

Assumptions

· It is assumed that the National Smartcard when used for public transport and related travel functions will:

· Be ITSO™ compliant

· Host the ITSO™ application (ITSO Shell)

· Have Proximity contactless and optionally contact interface capability

and that the local scheme will be (or will be affiliated to) an ITSO Licensed Operator.

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

At the date of preparation of this document (March 2004):

· The ITSO V2.1 Specification is not signed off for publication (expected to be resolved by end March),

· ITSO Business Rules and model contracts are incomplete, 

· The ITSO security key and configuration information distribution service (SMS) is not yet functional (expected to be resolved in mid 2004), 

· The documents (prEN 1545-1 and -2) defining numerous data elements are not yet in the public domain (expected to be issued for national ballot in mid 2004, and latest draft currently available from DfT under conditional release), and

· Methods for using the ITSO method with tolling and congestion charging transponders are not yet developed.
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1. Service Overview

1.1. Overview

Local Authorities in the UK have requirements to support the travel needs of citizens, particularly the elderly and those with special needs.

This document provides functional and organisational outlines for the use of smart media (the chip card or other physical formats) to improve service delivery and accountability in a flexible and reliable manner.

Particular attention is given to public transport services.

Functions described in this document conform to the ITSO™ Specification and emerging Business Rules, as developed by ITSO. Use of the ITSO method is mandated for local authorities in England. The development of the ITSO™ Specification, support services and security module has been supported, financially, by the DfT.

No automated ticket and pass processing system is going to capture all journeys, and therefore schemes must continue to deploy manual inspection and audit, and to use the records from inspection, together with a statistical model, to calculate the total throughput of customers in each class.

1.2. ITSO™

ITSO™ is both: 

· A specification for the provision of ticketing and related services using smart media, and 

· A non-profit-distributing membership company without shares.

The ITSO Specification is an interoperability specification to be overlaid on individual scheme specifications. It is a voluntary specification, but its use is mandated in England where public funds are used to deliver the functions that it supports. 

The ITSO company was set up to develop the ITSO specification, the ITSO security application module (ISAM/HSAM) and associated Business Rules and support services. The specification is Crown Copyright and is published by the ITSO company as the Crown’s official publisher.

Ordinary Members of the ITSO company are divided into four classes:

· Public sector

· Heavy rail

· Bus and light rail

· Suppliers

ITSO compliant schemes (ITSO schemes) are operated by ITSO Licensed Members as ITSO Licensed Operators. ITSO schemes within the UK operate, for security purposes, within a national ITSO security scheme. 

1.3. The ITSO Users Group

The ITSO Users Group is organised independently of the ITSO company. Both for organisations that are committed to operating an ITSO scheme and for those that are considering doing the same, the Users Group provides a forum for discussion of common items of interest and for communication with the ITSO company.

1.4. Interoperability Provision in ITSO Schemes

ITSO schemes are mandated to link into a national network. The architecture is distributed – i.e. there is no central clearing house.

Contractual arrangements have to be made for inter-working: 

· For interoperable ticketing for through journeys and wide area validity, 

· For the national use of each scheme’s smart media that holds the ITSO application, and 

· For operation of public transport vehicles outside the area of the scheme with which the ticket machines are registered.

The form and organisation of contractual links, and the method of managing the national network (including security management), is under discussion at the time of writing of this document (March 2004).

ITSO has stated that ITSO schemes must not charge for collecting and forwarding transaction records on behalf of other schemes.

Common ITSO Requirements 

1.5. Overview

The objective of this chapter is to introduce the ITSO method.

1.6. Introduction to the ITSO Method

Within England, much of the implementation of transport-related functions on a citizen service card (smart media) and in associated infrastructure is heavily influenced: 

· By the existence of the ITSO specification and its associated security module, 

· By ITSO’s support services, and 

· By ITSO’s embryo rules for managing schemes and the national network of schemes. 

Although DfT responsibility is strictly only for England, the ITSO development expects that the entire UK will be covered by one network of ITSO schemes.

It is central government policy that, in England, whenever public funding is involved, new implementations of surface public transport functions (including estuarial crossings, toll roads and ferries) using smart media shall use the ITSO method, and that the associated services shall be operated by or on behalf of an ITSO Licensed Member. Qualifying functions under this policy include concession travel passes issued by local authorities. Existing smart card (smart media) implementations are expected to migrate to the ITSO method – DfT grants have recently been awarded to three schemes to support their migration.

In the spring of 2004, ITSO development has reached the stage where the technology is viable, although the consequences for scheme management are by no means fully worked out. Nevertheless, given that there is in existence a DfT sponsored ITSO Users Group in which local authorities can discuss common requirements, it is certainly viable to use the ITSO method for local and regional public transport ticketing-related functions (such as concession passes), and DfT has clearly stated that grant aid and Local Transport Plan (LTP) borrowing permission will only be given to schemes that are ITSO compliant. Also the Cabinet Office has included ITSO in the e-GIF, and at the next e-GIF revision after March 2004 is expected to make ITSO mandatory for all surface transport ticketing schemes with public sector funding. 

It is clear that DfT understands that deployment of ITSO is going to be led by the public sector. That brings significant consequences to local authorities in an area where the public transport operators do not themselves plan to adopt the ITSO method within the timescale of local authority deployment of a smart media concession pass scheme.

ITSO’s V2.1 specification has been available in Final Draft form to ITSO members from December 2003, and in early April 2004 will be published by ITSO on behalf of the Crown. A period of clarification and minor changes is expected to follow. Business level material is available on the ITSO web site www.itso.org.uk, and more will be added during 2004. 

Implementation of the following travel functions is therefore expected be handled using ITSO methods: 

· Elderly concession card (smart media)

· Discretionary concession card (smart media)

· Disabled companion concession card (smart media)

· Congestion charging and other road tolling (estuarial and river crossings, and ordinary toll roads – where fixed fees apply, i.e. not mileage charges) 

· For PTEs and LAs that sell public transport tickets: Period pass (paid) (*)

· Child entitlement (proof of age and specific journeys) (*)

· Bus tokens (treated as a carnet of tokens)

· Taxi card (treating the entitlement as travel vouchers)

It may be possible to handle the following using ITSO methods:

· Transport specific e-Purse (ITSO Stored Travel Rights) (*)

· Accompanying animal (e.g. helper dog) (*)

(* = not within the scope of this document)

The ITSO method is aligned with emerging standards work at European level (CEN IOPTA, EN 1545, and IFM).

For Blue badge (previously Orange badge) holders, the method used for car parking is recommended (see Car Parking Services document in this document set).

1.6.1. Terminology

ITSO refers to smart media rather than smart cards, in order to allow for physical formats other than the standard ID-1 format defined in the ISO/IEC standards. For example: 

· Larger size, laminated paper-based passes may be preferred for concession passes and period tickets in some areas, 

· Disposable smart paper tickets are on the horizon, and 

· An ITSO member has already demonstrated a full ITSO function chip product embedded in a mobile phone.

Service entitlement information stored on the smart media is known as a ‘product’ in the ITSO documentation, and its interoperable dataset definition is known as an Interoperable Product Entity (IPE).

The term ‘ITSO scheme’ is used here to mean an ITSO compliant scheme operated under an ITSO Licence granted to the owner of the scheme. The scheme owner might for example be: 

· one public transport operator, 

· one local authority, 

· a PTE, 

· a consortium organisation that has been set up as a legal entity to own and manage the scheme, 

· a public transport operator, or 

· a company set up in the private sector to provide ticketing services to public transport operators.

Where a consortium organisation is involved, that organisation might itself be owned by a natural geographical grouping of local authorities.

1.7. The ITSO Method

1.7.1. Core Requirements in the ITSO Method

ITSO requires that: 

· The smart media shall at least provide a contactless interface compliant with ISO/IEC 14443 and with ITSO’s requirements, 

· Service entitlement information (stored as products in ITSO IPEs) shall be implemented on ITSO compliant smart media, 

· All terminal equipment that handles the media (except equipment such as card/media viewers that do not verify the cryptographic seals within the ITSO application (ITSO Shell) on the media) shall have an ITSO security application module (ISAM) within each unit of terminal equipment, and shall use the ISAM as defined in the ITSO specification, and 

· The media, and infrastructure elements such as terminals, shall where possible carry the ITSO logo.

Both the smart media and the infrastructure shall be certified compliant by the ITSO test and certification service partner (for which the service partner charges a fee). 

A service where the ITSO method is used may be physically operated by an organisation that is not the owner of the ITSO scheme. For example, a local authority or PTE may own the concession pass scheme that allows a bus company that is not an ITSO Licensed Operator to handle concession passes issued by the ITSO scheme. In that case, the ticket machine on each vehicle and its ITSO SAM must for ITSO compliance purposes be registered with and controlled by an ITSO Licensed member, which is usually the same as the owner of the concession pass scheme. Note that each item of terminal infrastructure and its ITSO SAM must be registered with and controlled by one and only one ITSO Licensed member (one ITSO scheme).

When using the ITSO method, in general no personal data about the holder of the smart media is disclosed (although there is provision for the holder’s name to be stored in one of the entitlement datasets, an option that must be used with care). However, the reference number of the media and/or of the ITSO application on the media is always read and is used in transaction messages. ITSO requires that this number is encrypted when included in transaction messages, in order to minimise the risk of ticket media use being tracked should the messages be monitored.

The ITSO method provides for and requires that:

· All ITSO schemes shall be interconnected for the purpose of transferring transaction records (messages) to the relevant ITSO Licensed member’s back office, and 

· All ITSO schemes shall use the ITSO security key and configuration distribution service (SMS) to manage the ITSO SAMs in terminal equipment and back offices and to distribute hotlists of ITSO applications installed in customer media. 

DfT requires that ‘all cards shall be usable everywhere’. Thus a concession pass card or other smart media, if it has space on it for other ITSO products, may be taken to any ITSO scheme and used to hold tickets and passes issued in that scheme. As a result, for backup purposes transaction records will be returned to the scheme that issued the ITSO application on the media, and there are security management responsibilities extending back to the issuing scheme.

ITSO requirements are defined in the ITSO Specification (ITSO TS 1000 V2.1) and business level documents. ITSO documents are available via the ITSO web site www.itso.org.uk .

1.7.2. Operation Outside the Current (March 2004) Core ITSO Requirements

The smart media may also be read using terminal equipment that is not ITSO compliant. Where that equipment (e.g. a card/media viewer) reads the ITSO data it will not be able to verify the cryptographic seals stored within the ITSO application (ITSO Shell) on the media.

For some uses of the ITSO products (e.g. uses other than when travelling on public transport), and/or for some management purposes, it may be necessary for the smart media to be an ISO/IEC 7816 and/or EMV compliant smart card of ID-1 physical format, with both a contact interface and an ITSO-compliant contactless interface. While ITSO does not currently (March 2004) have a specification or approval process specific to the use of a contact interface on the smart media, ITSO does not prohibit such use, and is prepared to approve (on application to ITSO) media and infrastructure used to implement use of the contact interface to the media within an otherwise ITSO compliant scheme. 

It is expected that ITSO will approve additional configurations of terminal equipment. This will permit configurations where the ISAM is remote from the equipment used to handle the media (e.g. for issue or use of an ITSO product on-line to a remote server, in particular across the internet).

While ITSO lists (in Part 10 of the V2.1 specification) currently approved physical formats of the smart media, ITSO is prepared to add additional formats (e.g. a larger format paper pass with an embedded ITSO-compliant chip and aerial coil). It is recommended that the aerial coil embedded in any additional media format is similar in size and shape to that used in a typical ID-1 contactless card. Additional media formats have to be submitted to ITSO (as working media with an ITSO Shell (application) and at least one ITSO product loaded) for test, certification and approval as an additional physical format. ITSO’s test and certification partner charges a fee for this service.

A longer range, contactless interface known as the Vicinity interface (ISO/IEC 15693) is available, but is not included in the ITSO specification. Chips using this interface are usually memory devices, operating at up to 30cm range from the terminal’s aerial coil. The chip may have both a Proximity and a Vicinity interface, in which case it is known as a dual distance chip. The Vicinity interface may conveniently be used for automatic vehicle exit logging. However, there are currently personal privacy concerns with this technology, since with the present products it is easy to track the movements of a Vicinity interface chip unless it is carried in a shielded holder, but being able to use Vicinity technology for rapid, automatic vehicle exit logging requires that the chip is readable without inconveniencing the traveller.

It is possible for a local authority to set up an ITSO back office that never manages terminals and thus does not have an asset management function for terminals. However, the security module or modules (HSAMs) used in that back office must be controlled by an asset manager module in an ITSO back office, and therefore ITSO expects that arrangements (as yet unspecified) will be made with another scheme for that scheme’s asset management function to manage those security modules.
1.7.3. Functional Architecture of an ITSO Scheme

The functional architecture of an ITSO scheme is designed for off-line
 transactions with the smart media, followed by later transmission of transaction records (messages) to the local back office. Within a network of ITSO schemes, the local back office (the back office with which the terminal and its ITSO SAM is registered) sorts these messages and forwards to other schemes all messages destined for them. This architecture is that of '‘store and forward'’ schemes (see the TSA paper), interconnected at the level of “collection and forwarding” nodes that front the ITSO-specified scheme management functions and the scheme owner’s commercial back office functions.

Personalising smart media for ITSO use requires the loading of an ITSO application (ITSO Shell) onto the media. The application contains: 

· Card (smart media) platform and issuer identification, 

· management information, 

· the ITSO product Directory, 

· a log structure (also capable of storing a simple or basic ticket), 

· space for ITSO IPEs, and 

· security information.

The application may also at this stage contain the ITSO interoperable travel token e-purse (for storing Stored Travel Rights – STR).

In normal operation: 

· suitable model datasets (IPEs) are loaded into the ITSO application on the media, 

· tickets or other products (e.g. concession entitlement) are loaded into the IPEs, 

· the products are used to enable travel or similar functions (e.g. car parking),

· log entries are stored in the ITSO application,

· transaction records are generated and stored in the terminal (or in the terminal’s SAM),

· transaction records are later collected from the terminal and forwarded to the local host,

· the ‘collection and forwarding’ function in the local host
 sorts transaction records according to the product owner address carried in them, 

· the ‘collection and forwarding’ function in the local host forwards to the commercial functions in the local host those records that require local processing, and forwards other records to the hosts (in other schemes) to which they are addressed, and

· the local host, once it has accumulated sufficient records of use of a product (e.g. a concession pass journey, a complete multi-leg journey, a day ticket’s use during its period of validity), calculates the commercial effect and passes the information on for settlement.

In addition there are numerous management functions for: 

· archiving and audit, 

· reporting, 

· managing the population of terminals and SAMs registered with the back office, 

· security, and

· participating in management of the national network of ITSO schemes.

ITSO’s specification affects: 

· the smart card and other smart media,

· messages between media and terminal, 

· the terminal (but not the commercial functions within the terminal), 

· messages between terminal and security module, 

· the terminal security module (ISAM, supplied by an ITSO partner), 

· messages (including transaction records) in both direction between terminal and (a) collection and forwarding front end of the back office, (b) asset management system in the back office, 

· the collection and forwarding function in the back office,

· messages between the back office systems and their security modules,

· the back office security module (HSAM, supplied by an ITSO partner),

· journalling and archiving in the back office (including audit functions), 

· messages between collection and forwarding nodes in all back offices within the national network, 

· maintenance of shadow (backup) accounts in the back office (application (ITSO Shell) level (ISA) and product level (IPA)), 

· presentation of data to the commercial functions of the back office, 

· asset management (including defining product acceptance at terminals), 

· messages in both direction between back office and Security Management Service (SMS) for (a) management of SAMs and other assets, (b) maintenance of hotlists, 

· security monitoring, and generation of security reports to ITSO and to a proposed security monitoring organisation.

ITSO does NOT: 

· operate schemes, 

· specify commercial functions within terminals and back offices (except for the dedicated e-purse Stored Travel Rights (STR) - but the definition of interoperable STR methods is currently (March 2004) not complete in the ITSO documentation), 

· define allocation and clearing methods for financial settlement.

Note that at the moment there is no common method for exchanging financial settlement data between schemes, although ISO TS 14904 and e-GIF apply. However, in the implementation of the products listed in this document, it is unlikely that in the near future there will be widespread financial settlement between ITSO compliant schemes. It is expected, for example, that a local authority (or group thereof) or a PTE will operate an ITSO scheme, and that the transport operators will use terminal equipment (e.g. bus ETMs) that is managed within public sector ITSO schemes.

1.7.4. Smart Media

ITSO almost completely defines the interface across a Proximity contactless interface between the ITSO information on the smart media and the associated terminal. ITSO also permits access to information on the smart media through a contact interface on a dual interface card, but does not detail the use of that interface. However, such access across the contact interface must not conflict with use of the contactless interface, including ensuring that no security violations occur across the contact interface.

ITSO’s logical architecture at the smart media level (Part 3 of the V2.1 ITSO specification) is that of the memory card, with media-specific implementation details defined in Part 10 of the V2.1 ITSO specification for both memory and microprocessor smart media. 

ITSO describes its complete set of smart media level data and control information as the ‘Shell’, which on microprocessor media is implemented as an ISO/IEC 7816 application or as a JavaCard applet. The ITSO Shell contains:

· control information (including security and ownership data),

· one or more datasets from a set of Interoperable Product Entities (IPEs) that are defined to store ITSO products (for example: tickets, carnets, period and concession passes, payment tokens known as Stored Travel Rights (STR), travel account details, vouchers, tolling authorisation, and loyalty points), 

· as required, Value Records associated with certain IPEs (e.g. for STR and vouchers),

· a Directory that lists and points to the IPEs available, and holds some information about their status (and also shows if space is available for further IPEs), and

· a combined log and basic ticket storage area.

IPEs may be loaded and deleted during use of the media, under the control of product owners.

It should be noted that there is as yet no sign of the organisation required to obtain an FSA licence to use the STR as a national e-money scheme.

In addition there is defined a Compact Shell, only part of which is stored on the smart media, with the remainder being implicit in the terminal. Only a small set of specially formatted IPEs are available for use in the Compact Shell, and a basic ticket may also be stored there. The Compact Shell is intended for use where only a very small amount of storage space is available on the media.

The Shell size is appropriate to the chip platform used, starting with the small version (the Compact Shell) with limited control information and room only for one reduced size IPE (from a small set) and one basic ticket. The normal ITSO Shell is expected to include: 

· a log with several entries, 

· space for a basic ticket (e.g. single, return, or day ticket purchased on the vehicle, and typically used on only one operator’s services or within a PTE area), 

· a Stored Travel Rights (STR) IPE, and 

· space for 2 to 5 other IPEs. 

Three IPEs (STR plus 2 others) are expected to fit onto a 1K Mifare chip (768 bytes available for data, and 256 bytes for access control information).

There is also special provision for adding limited ITSO functionality to the space available on the first type of London’s Oyster cards, plus the beginnings of arranging for interworking with the Calypso method used in a number of French cities.

Where a dual interface microprocessor card is used across the contactless interface in ISO/IEC 14443-4 compliant mode (i.e. using an ISO/IEC 7816 application) to support the ITSO method, the natural way to access the ITSO application through the contact interface is to select it by AID (as is the case with a JavaCard where applets are selectable across the contactless interface). This: 

· results in handling of the ITSO application being very similar across the two interfaces, 

· gives the highest probability of interoperability across the contact interface, 

· is expected to be cost effective to implement, and 

· is likely to be the method preferred by ITSO for the contact interface. 

Where the dual interface card supports memory card emulation (e.g. Mifare™ emulation) and that emulation mode is used for the ITSO functions, implementers must consider carefully how the ITSO Shell (application) is accessed across the contact interface - at the time of writing ITSO has not addressed the specification of this access method.

1.7.5. Terminals 

Terminal equipment used during travel and related functions (e.g. dedicated ticket sales off the vehicles) shall:

· implement the ISO/IEC 14443 interface and ITSO’s requirements for that interface, 

· contain software to handle all types of smart media approved by ITSO,

· have an ITSO compliant interface to the ISAM,

· hold the ISAM within a secure housing,

· be registered with one and only one ITSO local back office (the back office operated by the scheme that owns the ISAM in the terminal),

· have an interface to the local back office that conforms with ITSO requirements,

· conform to ITSO man machine interface requirements for communication with the holder of the media, including being able to recognise and process the eURI application on the card (smart media) and an eURI compatible product within the ITSO application on the card (smart media) (this is being challenged as it is not mandated by the eURI CWA 13987:2003),

· process transactions with the customer media as specified by ITSO (including making use of the ISAM),

· process reference transactions with all reference media (all types of ITSO approved media) within 200 msec (this is being challenged, as it is not relevant in all cases),

· create transaction messages (with the aid of the ISAM) and securely store them either in the terminal or in the ISAM until given permission by the local back office to delete them,

· transfer transaction messages to the local back office in a manner agreed with ITSO,

· transfer other messages (e.g. procedural and configuration messages for both the terminal and the ISAM) to and from the local back office in a manner agreed with ITSO,

· store and use media hotlists as prescribed by ITSO.

Terminal equipment may optionally support a contact interface to the smart media.

The ITSO SAM is supplied in the small SIM format (as described in GSM 11.11 and related documents), but its specification is somewhat enhanced over the GSM spec. Its interface to the terminal equipment used during travel operates at high speed, but it will also operate at the interface speeds normally used in commercial point of sale terminal. Care should be taken to ensure that terminal equipment can provide the power required by the ITSO SAM, as the standard ITSO SAM operates at 3V, and under some operating conditions the power required is higher than the GSM specification provides for. 

1.7.6. Link to Local Back Office

The method of transfer of transaction, procedural and configuration messages between terminal and back office must ensure that the ITSO specified loss-less method is implemented at the application level. Transfer may be by direct communications link or staged through a ‘store and forward’ node such as a bus depot system. 

Drivers data modules may be used, as long as arrangements are made to ensure that messages from the back office are securely and promptly delivered to the correct on-vehicle terminals. 

The drivers data module may not be used as the terminal’s primary transaction message store - if the terminal does not have enough memory, the messages shall be stored in the terminal’s ISAM. Therefore any ‘store and forward’ node does not have an ISAM, and it must be transparent to ITSO’s application level message format and end-to-end loss-less protocol.

1.7.7. Back Office

The back office system (or network thereof) for an ITSO scheme has a number of functional software and data storage modules that are defined by ITSO, plus commercial modules provided by or for the ITSO Licensed Operator (ILO). 

The back office system or systems shall have logical interfaces defined by ITSO as follows: 

· to all terminals managed by the ILO (including media personalisation equipment), 

· to one or more HSAMs registered to the ILO, 

· to all other ITSO schemes, 

· to the ITSO SMS (Security Management Service), and 

· to an as yet undefined national governance service. 

The form of the interface to media personalisation equipment is not fully specified (e.g. transfer of data for personalisation may be by way of a physically transferred medium such as a CD), but the personalisation equipment must contain an ISAM and thus requires an electronic interface for control and update purposes. 

Other interfaces are expected to be electronic (e.g. via a Virtual Private Network across the internet, or by secure email), although the use of ticket machine drivers data modules is not ruled out (see above).

In addition the back office system or systems shall have an interface for the settlement of funds allocated by the commercial functions. This could be as simple as a printed record indicating the funds transfer required, but must use methods agreed with other ITSO schemes with which interoperable transactions take place.

The primary functions of the ITSO modules in the back office systems are:

· collecting transaction messages and directing them to (a) product owners, (b) ITSO application issuers (messages may be from local terminals and from other back offices, and will indicate that they are to be forwarded either to the commercial functions of the local back office or to other back offices),

· archiving messages and journalling all activity, 

· maintaining hotlists and other action lists and distributing them to terminals, 

· managing assets (ISAMs, terminals, HSAMs), 

· communicating with the SMS for management of assets and hotlists, 

· processing product definitions (input from the ILO, output to the SMS and terminals), and

· operating security and audit functions to protect the local scheme and the national network of schemes from fraud and other security breaches.

Care needs to be taken by travel operators when adding or updating product definitions in terminal equipment, because the commercial functions in the terminal and the ITSO function updates in the ISAM have to be synchronised.

1.7.8. Security module

The ISAM and HSAM store:

· configuration, product level permission and security key tables, 

· transaction message security keys, and 

· (optionally) transaction messages

The ISAM: 

· provides write permission keys for write access to Directory, product and log areas on the media, 

· verifies and generates seals for products and the Directory areas on the media, 

· builds and seals blocks of transaction messages (including encrypting smart media or ITSO application serial numbers), 

· participates in the loss-less method for transmitting messages to and from the local back office, and 

· monitors to some extent the terminal’s processing of Directory, products and logs.

As noted above under terminals, the ISAM is supplied in small SIM format, and its specification differs in detail from the GSM SIM specification. 

1.7.9.  Network Level Services

ITSO network level services are the ITSO SMS and an as yet undefined governance service.

1.7.10. Trust and Security Models

The trust model used by ITSO is that of a network of interconnected schemes all operating within a common web of trust. The associated security architecture places all the separately owned schemes within a single security domain, thus creating a single national scheme for the UK, in which every scheme has use of every other scheme’s symmetric security keys, and is required to handle transaction messages on behalf of every other scheme. As the emerging schemes were first specified, it is clear that their owners had little technical understanding of the consequences of the national network requirements, but they can now see that there are indeed consequences and risks associated with interoperability and the single security domain. ITSO as yet (March 2004) has nothing to say about any method (in particular contractual) binding the schemes together into the web of trust. It is believed DfT has received outline advice about this area, but action is still awaited.

There is in development for ITSO a service for key generation and for distribution of keys and configuration information (the SMS), and all schemes are required to have (or, in very simple configurations, have access to) an asset management function. But at present (March 2004), there is no proposal for managing security across the entire network. Security management has to be pro-active and has to be under the control of the schemes, and the emerging schemes may well collaborate to create a security management organisation - but there is a learning curve ahead, and funding a new organisation may be difficult. That said, it is already possible for single schemes and regional groups of schemes to be developed, using security management methods appropriate to implementing a sub-set of ITSO products (e.g. concession passes for local and regional use).

All data and control information (e.g. Directory, Shell header, IPEs - and the seals) within the ITSO Shell is freely readable. Each scheme will understand this, and must make their own arrangements to manage associated risk to the ITSO applications that it issues. It is the handling of transaction messages which the schemes are just beginning to understand, but they do not yet understand the risks associated with every scheme having the right to load an IPE and product onto any ITSO smart media that is presented to it. As interoperable working spreads, as smart media issued by one scheme are used to handle products in another scheme, or even where buses registered with one scheme are used in another scheme for products that have nothing to do with the first scheme (a real situation where a bus depot serves 2 schemes), increasingly a scheme will find that it is creating transaction messages on behalf of other schemes and receiving transaction messages from other schemes. Many of those messages will not be governed by commercial product level agreements between the schemes. There is a need for baseline contractual agreements between all schemes to govern the use of one scheme’s cards (smart media) in another scheme and the handling of messages for each other, including limiting liability for errors and transgressions. Presumably the OFT will have to approve those contracts.

One major risk is associated with the way in which terminals can write to the ITSO application on the smart media. Permission to write is controlled by the ISAM. Since the data architecture is that of a memory card, the granularity of security is a memory block, and each dataset (IPE or Directory or Value Record) is held in one or more memory blocks. Write permission is granted for the group of blocks that hold the Directory, or for the IPE or for a Value Record associated with an IPE. Thus there is no logical separation between fixed and variable data within an IPE or a Value Record, and errors or malevolent interference can cause severe problems of denial of service.

There are no application-specific functions on the media to help mitigate the above risk. For example, there is no decrement function to ensure that the count of tickets in a carnet can only be decremented during use. Instead, checks for correct operation must be implemented in the back office.

At the terminal to smart media level the trust model is that, once write permission has been granted, the terminal equipment is trusted to carry out only the permitted operations. The security model therefore requires that checks for correct operation are carried out in the back office, and hotlisting of ITSO applications on the media is currently the only weapon available to try to stop the problems being repeated. ITSO assists only by insisting on back office shadow accounts for IPEs (ITSO Product Accounts, IPAs) and for the ITSO application on the media (the ITSO Shell, for which there is an ITSO Shell Account (ISA)).

An important feature of an electronic ticketing system is to consider the transaction records that are never received. In most cases, these records will not have been generated because the holder of the ticket or pass is able to obtain the service without the ticket or pass being read. Apart from technical failures, examples of this problem are:

· Passenger boards a bus without presenting the pass to the terminal

· Pass holder gains access (or exits) through a manual gate at a gated interchange, without the ticket or pass being interrogated by the terminal equipment

· Automatic gates are left open because there are no staff to supervise them

After conversion of manual methods to automated methods there therefore continues to be a need for manual inspection and audit processes, albeit perhaps with reduced frequency (which should be verified by means of a statistical model).

Anti-tear provision is needed in the ticketing environment, particularly important for contactless operation as media operation will frequently be interrupted. On most chip platforms this is provided by having two copies of the data that must be protected. Included in this provision are the Directory and Value Records.

1.7.11. Organisational and Operational Rules

ITSO’s architecture for single schemes and for the national network of interconnected schemes imposes some rules that must be considered when planning a scheme:

· An ITSO licence is required for each scheme.

· All equipment and systems must have ITSO certification.

· All smart media carrying the ITSO Shell must be of a type certified by ITSO.

· The ITSO logo must be used on smart media and equipment.

· Smart media and ITSO Shells must be allowed to be used everywhere that has an ITSO licence (this is being challenged on the grounds that there is no provision for baseline contracts across the entire network of schemes, or for management of security across the whole network).

· All schemes must participate in a national network for transaction messaging and be prepared to accept messages from another scheme and process them, and collect messages on behalf of another scheme and send them on to the destination scheme (and schemes may not charge each other for this service).

· Where transaction messages contain personal data, or information that could be used to track the use of an ITSO Shell, that information must be encrypted during transmission from terminal equipment to back offices, between back offices, and from back offices to issuing systems. (See Note 1.)

· All schemes must be prepared to accept STR in payment, although they do not have to sell them, and they do not have to enable the STR IPE on Shells that they issue (at present, if there is space in the Shell when issued, the STR IPE must be loaded) (this is being challenged on two grounds: some schemes do not want to and/or have no need to work with STRs, and ITSO has not developed any method for operating the associated e-money scheme).

· All schemes must maintain backup accounts for Shells that they issue and for IPEs that they own (including STR and ID IPEs that they issue).

· Every off-line item of equipment processing the ITSO Shell must have an ITSO SAM incorporated in it (except for devices such as simple viewers that do not write to the smart media and do not generate transaction messages). Note: it may later be permitted to network a set of counter top terminals - e.g. in a sales office - to a server that shares one SAM among the set of terminals.

· Every back office system must have one or more ITSO SAMs (HSAMs) incorporated in it.

· Every scheme must have an asset manager function in the back office, keeping track of all terminal equipment and physical SAMs registered with that scheme, and every scheme must work with ITSO’s contracted national security key and configuration management service (SMS) to configure the SAMs and terminals as appropriate and to accept and distribute hot lists of cards (smart media). But there is a problem where a scheme does not have any terminal equipment - it is suggested that another scheme can manage the first scheme’s back office SAMs (HSAMs).

· As a consequence of the above, each item of terminal equipment and its SAM must be registered with one and only one scheme, return all its transaction messages to that scheme, and accept instructions from that scheme (e.g. for SAM update and hot list update). A scheme may, however, sell products on behalf of another scheme, by way of including a proxy SAM dataset for the other scheme in its own SAMs. Such a proxy SAM may not sign (seal) products or blocks of transaction messages, or create batch headers for transaction messages.

· Every scheme must adhere to ITSO rules on archiving of messages, etc, and on reporting any problems found.

In return, ITSO acts as little more than a registrar, and therefore discussions are ongoing between the emerging schemes, within the ITSO Users Group, and with DfT, about methods for managing the national network of schemes and the interconnections between them, so that each scheme can control risk and be able to predict its transaction processing load.

Notes:

1.
ITSO messaging includes provision for encryption of the ITSO Shell serial number, but does not include encryption of personal data held in the ID IPE, and therefore licensed scheme operators must take care to make arrangements to encrypt any ITSO messages that do contain personal data – but it is expected that few messages containing personal data will be generated. In general, ITSO’s data on the smart media does not contain personal data - only the ID IPE (TYP 16) has provision for such data, and the use of those fields is optional. However, when sending data to a system that issues ID IPEs (e.g. a card personalisation service), personal data to be printed on the surface of the smart media might be sent in an ITSO message.

2.
It is of course quite possible for an LA to set up an ITSO scheme that never accepts any payment using the smart media, and therefore the provisions for STR are irrelevant. ITSO has not so far included this possibility in its rules.

Chip Map

For all functions, except the Blue badge (previously Orange badge) entitlement, all information required to provide the service may be encoded within the ITSO application (ITSO Shell), ITSO IPEs, and ITSO products (stored within IPEs), on the smart media.

The ITSO chip map is defined in the ITSO Specification (ITSO TS 1000 V2.1). 

Many definitions of data elements used by ITSO are found in CEN prEN 1545 Parts 1 and 2.

ITSO documents are available via www.itso.org.uk , and (March 2004) prEN 1545’s latest draft is available from DfT (subject to certain conditions) prior to its release for public comment and ballot.

For Blue badge (previously Orange badge) entitlement, the recommended method is to adapt the car park methods described in the Car Parking Services document in this document set.

Chip Acceptor Requirements

1.8. Overview

All functions, except use of the Blue badge (previously Orange badge) are at least recommended to use the ITSO method, and in most cases that method will be mandated. The ITSO method is defined in the ITSO Specification (ITSO TS 1000 V2.1) and other ITSO documentation.

Where a travel function uses the ITSO method, there are three possible Chip Acceptor methods:

· Use an ITSO compliant terminal (contactless interface and off-line operation of the terminal), as defined in the ITSO Specification.

· Use the ITSO method but across a contact interface.

· Read-only operation without data verification.

In addition, for the first two methods there is the possibility of using a networked version of the ITSO method rather than having stand-alone (off-line) terminals. Networking here includes having access to a remote ITSO SAM. This method of networking requires ITSO to vary its current requirements for terminals.

Within the terminal, processes used are a mixture of standard ITSO processes and commercial processes. For example, the ITSO processes validate the pass, but a commercial process is used to verify that the pass holder is travelling at a time when the pass may be used.

Use of the Blue badge (previously Orange badge) is expected to be for enabling free or reduced price car parking, and it is recommended that the methods described in the Car Parking document in this document set are used. 
Functions

1.9. 
Common methods (public transport and taxi)

The following common methods apply to all functions except Blue badge (previously Orange badge) and congestion charging and tolling use. Additional methods specific to particular functions are described in further sub-sections.

During travel, the technical content of service delivery for nearly all of the products below is very similar, and is overall similar to that used for a period pass and/or season ticket that has been pre-purchased. In particular, all the concessions use the same basic technical service delivery mechanism.

It is assumed that, because of national mandates (England and also Wales) for elderly concession passes for bus use, all local authorities have methods for registering users and issuing flash passes as follows. 

· An application process, 

· A registration process for recording applicants (including initial verification of entitlement), 

· A database of pass holders and associated management software, 

· A method for issuing photocards or similar documents, and 

· A management process to deal with lost and stolen passes, renewal of expired passes, damaged passes, and misuse of passes.

Enhancements to these methods in order to use smart media are out of scope for this document.
1.9.1. Entitlement

At the start of travel, the smart media shall be presented to the terminal equipment for verification of entitlement. 

In an attended environment, the operator shall verify, as far as is reasonably possible, that the person presenting the smart media is the authorised holder of the smart media. Where the smart media carries a photograph of the holder, that photograph shall be used for verification.

1.9.2. Usage Transaction Types

Transaction types are:

· Normal use (e.g. for a journey)

· Load and reload of tokens (where appropriate)

· Renewal of a pass

· Enable and disable a pass or the complete ITSO application

Normal use requires presentation of the smart media:

· at start of receipt of the service in order to obtain entry to the transport system

· as required during receipt of the service (e.g. for inspection)

· as required at the end of receipt of service (e.g. for part payment by the appropriate method, to exit the transport system)

Disabling an ITSO application on the media is by hotlisting (using the ITSO method). Re-enabling may in some cases be carried out at a terminal and in other cases require a visit to the issuing office.

Transaction records are generated for each presentation of the smart media, recording: 

· the journey 

· any payment using tokens stored on the media

· load and reload of tokens

· renewal of a pass

· enabling and disabling of a product or the entire ITSO application on the smart media

1.9.3. Travel Operator Management Systems

A travel operator that is not an ITSO Licensed Operator is not able to use the ITSO transaction records. In this case, the terminals used during travel should therefore be configured to return separate records to the travel operator’s own management system. Note that payments not using the ITSO method (e.g. cash payments) will normally be reported direct to the travel operator’s management system. However, an alternative is for the ITSO Licensed Operator to produce reports of ITSO transactions and transmit them to the travel operator. 

When the travel operator is an ITSO Licensed Operator, all transaction records will be returned to the travel operator’s ITSO back office, and used there (together with non-ITSO transaction records) to generate management information. Transaction records addressed to the product owner are then forwarded under ITSO rules. The ITSO method allows transaction records to be dual addressed, and by this means the travel operator may (with permission from product owners) obtain information about product level transactions.

1.9.4. Interface to Central Host

When using the ITSO method, the local ITSO back office is part of the local authority’s Central Host network. The ITSO method returns all relevant transaction records (excluding records of cash payments made when the travel service is not provided by the local authority) to the ITSO back office.

Where the local authority requires records of cash payments made to an operator, the local authority must make direct arrangements with the travel operator.

1.9.5. ITSO IPE Types Used

ITSO IPEs used include:

	ITSO IPE TYP
	Function
	Description

	2
	STR
	Stored Travel Rights

Dedicated e-purse tokens

	4, 5
	CTA
	Charge To Account

	14
	Entitlement 
	Extension to TYP 16

	16
	ID and Entitlement
	

	23, 24
	Carnet
	

	25
	Voucher
	

	26
	Open System Tolling
	For use when charge is fixed (i.e. not related to distance travelled)


1.10. 
Services by function

This sub-section should be read in conjunction with the common methods sub-section above.

Functions detailed in this sub-section are:

· Elderly concession

· Discretionary concession 

· Disabled companion concession 

· Bus Tokens

· Taxi Card

· Congestion charging and other tolling

· Blue Badge (using the car parking method)

1.10.1. 
Elderly Travel Concession

1.10.1.1. 
Entitlement

Entitlement (including indication of payment required) is encoded into the ITSO IPE TYP 16. Verification plus some entitlement (e.g. detail of permitted time of day or specific journeys) is encoded into both the ITSO and the commercial functions in the ITSO compliant terminals used to manage the travel service.

1.10.1.2. 
Usage Transaction Types

The pass is used as proof of entitlement, and is therefore read and verified during travel. 

Because the ITSO data on the smart media is freely readable, the pass may be used in non-travel situations, or in association with travel not under local authority control (e.g. on National Express coaches). However, such operators will not be able to use the ITSO seal to verify correct reading of the data, as they will not have access to ITSO’s security keys for the products unless they are ITSO Licensed Operators and have a contract with the product owner. 

1.10.1.3. 
Interface to Travel Operator Management Systems

Via the ITSO back office, or privately arranged by the travel operator.

1.10.1.4. 
Interface to Central Host

The ITSO method is used.

1.10.2. 
Discretionary Concession

1.10.2.1. 
Entitlement

Entitlement (including indication of payment required) is encoded into the ITSO IPE TYP 16. Verification plus some entitlement (e.g. detail of permitted time of day or specific journeys) is encoded into both the ITSO and the commercial functions in the ITSO compliant terminals used to manage the travel service.

Identification of a companion may additionally be encoded onto the pass. Alternatively, an eURI application on the card may be used to identify the companion, giving the pass holder (in conjunction with suitable software at a kiosk or across the internet) the ability to update the information personally.

A helper dog may be encoded into an additional TYP 14 IPE on the smart media.

1.10.2.2. 
Usage Transaction Types

The pass is used as proof of entitlement, and is therefore read and verified during travel. 

The pass may also be used to book travel in advance (for example over the internet), in which case the presence of two identifying records on the smart media will allow travel to be booked for a companion as well as for the disabled person. However, this depends on travel operators providing the pre-booking service.

Because the ITSO data on the smart media is freely readable, the pass may be used in non-travel situations, or in association with travel not under local authority control (e.g. on National Express coaches). However, such operators will not be able to use the ITSO seal to verify correct reading of the data, as they will not have access to ITSO’s security keys for the products unless they are ITSO Licensed Operators and have a contract with the product owner. 

1.10.2.3. 
Interface to Travel Operator Management Systems

Via the ITSO back office, or privately arranged by the travel operator.

1.10.2.4. 
Interface to Central Host

The ITSO method is used.

1.10.3. 
Disabled Companion Concession

1.10.3.1. 
Entitlement

Entitlement (including indication of payment required) is encoded into the ITSO IPE TYP 16. Verification plus some entitlement (e.g. detail of permitted time of day or specific journeys) is encoded into both the ITSO and the commercial functions in the ITSO compliant terminals used to manage the travel service.

Identification of the disabled person being accompanied may additionally be encoded onto the pass. Alternatively, an eURI application on the card may be used to identify the disabled person, giving the pass holder (in conjunction with suitable software at a kiosk or across the internet) the ability to update the information personally.

1.10.3.2. 
Usage Transaction Types

The pass is used as proof of entitlement, and is therefore read and verified during travel. 

Because the ITSO data on the smart media is freely readable, the pass may be used in non-travel situations, or in association with travel not under local authority control (e.g. on National Express coaches or by rail). However, such operators will not be able to use the ITSO seal to verify correct reading of the data, as they will not have access to ITSO’s security keys for the products unless they are ITSO Licensed Operators and have a contract with the product owner. 

The pass may also be used to book travel in advance (for example over the internet), in which case the presence of two identifying records on the smart media will allow travel to be booked for the disabled person as well as for the companion. However, this depends on travel operators providing the pre-booking service.

1.10.3.3. 
Interface to Travel Operator Management Systems

Via the ITSO back office, or privately arranged by the travel operator.

1.10.3.4. 
Interface to Central Host

The ITSO method is used.

1.10.4. 
Bus Tokens

These tokens may in some areas have more general use (e.g. on other travel modes).

1.10.4.1. 
Entitlement

As well as the ITSO ID IPE being present on the smart media, the Carnet ITSO IPE is used and is encoded to show that the contents are bus tokens. The suggested method of use is: 

· denominate the carnet contents in units of 20p, and 

· encode the terminals to deduct multiple carnet products as agreed with the user of the service.

1.10.4.2. 
Usage Transaction Types

On entry to the bus, after verifying entitlement, the carnet is used to pay (in part or whole) for the journey.

1.10.4.3. 
User Management Reports

A report of the remaining number of tokens is returned in a transaction record to the local authority’s ITSO back office and must also be be available to the user.

1.10.4.4. 
Interface to Bus Operator Management Systems

Via the ITSO back office, or privately arranged by the travel operator.

1.10.4.5. 
Interface to Central Host

The ITSO method is used.

1.10.5. 
Taxi Card

1.10.5.1. 
Entitlement

As well as the ITSO ID IPE being present on the smart media, the Voucher ITSO IPE is used and is encoded to show the maximum reimbursement that can be claimed by the taxi operator.

The scheme will decide whether the voucher is in effect an ID, or whether one voucher is used per journey (so that vouchers have to be reloaded from time to time).

1.10.5.2. 
Usage Transaction Types

The voucher and ID product are used together as proof of entitlement, and are therefore read and verified at the start of travel. 

On completion of travel, a terminal used by the taxi driver calculates the fare and records voucher use. The amount of reimbursement to be claimed by the taxi driver is then entered into a transaction record, and the traveller pays the balance or charges it to an account. Payment may be by means of STR (if available on the media), or by CTA IPE (if available on the media), or by cash or other payment method accepted by the driver.

The pass may also be used to book travel in advance (for example over the internet). However, this depends on travel operators providing the pre-booking service.

1.10.5.3. 
User Management Reports

A report of remaining voucher validity is returned in a transaction record to the scheme operator’s ITSO back office and must also be be available to the user.

1.10.5.4. 
Interface to Taxi Management Systems

Via the ITSO back office, or privately arranged by the taxi or taxi scheme operator.

1.10.5.5. 
Interface to Central Host

The ITSO method is used. As with bus operation, a variety of methods may be used as long as ITSO’s logical end-to-end loss-less transmission method is supported

1.10.6. 
Congestion Charging and Tolling

ITSO provides an Open System Tolling IPE for use where the toll fee is fixed. This may be used for fixed fee congestion charging, for river and estuarial crossings, and for fixed fee road tolling.

1.10.6.1. 
Entitlement

At toll booths the tolling product on the smart media, together with other products such as ID, may be read and verified.

Operation may be by presentation of the media to a fixed terminal, or by interrogation via a transponder in the vehicle. At the time of writing (March 2004), no such transponders and associated systems are known to be available for the ITSO system

1.10.6.2. 
Usage Transaction Types

During travel, ID and tolling products may be read from the smart media and used to charge to an account held centrally, or vouchers may be stored in the tolling IPE and one such voucher deducted when the toll is charged. The tolling IPE identifies the type of vehicle.

Facilities for renewal of tolling vouchers are required. This may be auto-renew while waiting at the toll booth, or may be an operation carried out away from the journey, for example, across the internet if the operator provides that facility.

Facilities are also required to report the status of the smart media’s tolling product to the vehicle operator.

1.10.6.3. 
User Management Reports

Commercial products in the ITSO back office or in an associated service provider’s back office generate management reports and optionally an account for the vehicle operator.

Where charging occurs in free flowing traffic (i.e. not barrier operated), reports of violators are required, and possibly other methods such as numberplate recognition will also be required. 

1.10.6.4. 
Interface to Congestion Charging Systems

The congestion charging system interfaces to the ITSO back office (or consists of software modules running in the commercial section of the ITSO back office).

1.10.6.5. 
Interface to Central Host

The ITSO method is used. If the charging and tolling scheme is operated by the issuer of the media and ITSO application (ITSO Shell), the ITSO back office is part of the Central Host network.

1.10.7. 
Blue Badge

The Car Parking method (as defined in another document in this document set) is recommended for providing Blue badge holders with free or reduced price access to car parks.

Travel Operator Management Systems

Where the travel operator is not an ITSO Licensed Operator (ILO): 

· the terminals used in vehicles, ticket offices, etc, and their SAMs, are registered with one and only one ILO,

· ITSO transaction records and management messages are sent from the terminals to the ILO’s ITSO back office, 

· control and management messages are received by the terminals from the ILO’s ITSO back office, and 

· management information required by the travel operator is either separately created in the terminals and separately collected or obtained from the ILO.

Where the travel operator is an ILO:

· the terminals used in vehicles, ticket offices, etc, and their SAMs, are registered with (and only with) the travel operator’s ITSO back office,

· ITSO transaction records and management messages are sent from the terminals to the travel operator’s ITSO back office, 

· ITSO transaction records intended for the product owner’s ITSO back office are forwarded from the travel operator’s ITSO back office,

· control and management messages are received by the terminals from the travel operator’s ITSO back office, and 

· management information required by the travel operator is both separately created in the terminals and separately collected and computed from the ITSO transaction messages received from the terminals

The method of collection of ITSO transaction records, and of transmission of other messages, is by arrangement between terminal operators and the local ITSO back office, providing that: 

· the ITSO logical end to end loss-less transmission method is implemented, and 

· timely collection and delivery of records and messages takes place.

The travel operator is, for example, allowed to use drivers data modules in terminals, together with an associated data concentrator system in the vehicle depot. Such depot systems do not require ITSO SAMs, as they do not verify or in any other way process ITSO records. They must, however, encapsulate the ITSO records within a reliable data transmission protocol. 

Note that: 

· drivers data modules are not permitted to be the primary store of transaction records in the terminals – if the terminal does not have enough secure storage, the ISAM in the terminal must be used for transaction record storage (it has about 3 Mbyte of non-volatile storage available), and 

· care must be taken to ensure that control and management messages are routed back to the correct terminal and SAM.

Glossary

	Term
	Definition

	AID
	Application ID (identifier)

	CTA
	Charge To Account

	ETM
	Electronic Ticket Machine

	e-GIF
	e-Government Interoperability Framework 

	DfT
	Department for Transport

	FSA
	Financial Services Authority

	HOPS
	(ITSO) Host Office Processing System

	HSAM
	(ITSO) HOPS SAM

	IFM
	Interoperable Fare Management (CEN TC 278)

	ILO
	ITSO Licensed Operator

	IOPTA
	InterOperable Public Transport Application (CEN TC 224)

	IPE
	(ITSO) Interoperable Product Entity

	ISA
	ITSO Shell Account

	ISAM
	ITSO SAM used in terminals

	ITSO™
	Integrated Transport Smartcard Organisation Ltd

	OFT
	Office of Fair Trading

	POST
	(ITSO) Point Of Sale Terminal

	PTE
	Passenger Transport Executive

	SAM
	(ITSO) Security Application Module

	STR
	(ITSO) Stored Travel Rights

(e-purse tokens dedicated to transport use)




















� Off-line terminals operate in ‘store and forward’ mode and do not require permanent connection to a Local Host


� In this context ‘off-line’ means that the terminal does not use any network connection during the transaction.


� Within this document set’s scheme architecture, the ITSO local host is expected to be part of the Central Host group of systems


� If ITSO transaction messages are not stored in the ISAM they shall be stored securely in the terminal equipment
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