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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

In line with central government policy development on e-government, Local Authorities are developing initiatives with regard to e-democracy and electronic voting, especially in conjunction with their smart card projects. 

Currently, there is considerable debate in the public domain associated with electronic voting and democracy, which has not yet firmed into any local or national core principles, guidelines on how an electronic voting system should function.

The service facility on a local authority smart card, outlined in this document covers two specific areas which can be incorporated into a smart card scheme, namely:

· Voter registration, in person and on-line  

· actual vote casting, both local and remote.

This document provides functional outlines for how such service(s), delivered through a chip card, can be developed to address and cover some of the issues, flexibly and reliably.

Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to deliver a smart card scheme in their areas quickly and cost-effectively.

Scope

The scope of this document was agreed in the acceptance of the following documents:

· National Smart Card – Functional Requirements – Proposed Content – v1.0

· National Smart Card – Functional Requirements – Proposed Content – Addendum to Version 1.0

This document provides:

· Scheme - Schematic architecture showing:

· Local Government Offices

· Chip Map – Legal Services – Electronic Voting

· Chip Acceptor Requirements

· Functions

· Electronic Voting

· Registration

· Vote casting

· Remote, on-line

· At polling station

· Interface to Central Host

NOT included are 

· Licences (Market Stalls, Pubs etc)

· Other legal services

Assumptions

It is assumed that the National Smartcard will be based upon an off-line smart architecture.

The functional requirements do not presume:

· The chip and/or platform

· The Security Architecture other than it is assumed that there will be a SAM in the chip acceptor 

· The standards for the purses

· The standards for transportation ticketing

The chip maps contained within these Functional Requirements are only indicative of the minimum business functional requirements:

· The need for certain minimum data elements

· The need for certain minimum data firewalls

· Do not specify any data formats, data lengths, or data values unless they are part of a standard or an emerging standard.

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

None.
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1. Service Overview

1.1. Overview

 In line with central government policy development on e-government, Local Authorities are also developing initiatives with regard to e-democracy and electronic voting, especially in conjunction with their smart card projects.

Currently, there is enormous debate in the public domain about the:

· Principles

· Acceptability

· Problems

· Issues

· Etc.,

associated with electronic voting and democracy, which has not yet firmed into any local or national core principles, guidelines on how an electronic voting system should function.

The service facility on a local authority smart card, outlined in this chapter covers two specific areas which can be incorporated into a smart card scheme, namely:

· Voter registration, in person and on-line  

· actual vote casting, both local and remote.

This document provides functional outlines for how such service(s), delivered through a chip card, can be developed to address and cover some of the issues, flexibly and reliably.

Comment

While core principles and guidelines are not yet established in the public domain with regard to Electronic Voting, this specification utilises features of smart card technology which are already being used in secure areas of the banking and payments industry.  These key principles are:

1. Is this a valid card?

2. Being used by the right person?

3. In the right place?

4. At the right time?

It is noted that in amongst the wealth of material in the public debate on electronic voting a key requirement is that voting should become a ‘virtual’’ world activity, but must nevertheless be secure, robust and reliable. Again smart card technology can assist this enormously

Schematic

1.1.1. Local Government Networks & Terminals

	[image: image4.jpg]NATIONAL SMART CARD PROJECT






1.2. Assumption

It is assumed that the registering agent or authority, not the scheme operator, will satisfy himself that the cardholder does indeed qualify as a voter before setting up an Electronic Voting service in the smart card.

CHIP Map – Electronic Voting

1.3. Overview

The objective of this chapter is to describe the minimum data that is required for the Legal Services – Electronic voting sub-system(s).

The card data elements covered below, to be held in the card, within the chip map area allocated for Legal Services - Electronic voting, will be those elements, additional to the standard ones held in the card shell, that are required for the delivery of the Legal Services - Electronic voting services listed above.

1.4. Chip Map Specifics

The tables below indicate the data elements that are required in the chip map of the scheme smart card, to allow the delivery of ONE electronic voting service i.e. facility to vote in ONE poll.

It is quite feasible that one cardholder would have entitlement to more than one vote e.g. for a local Councillor, for a local MP, a referendum.  Therefore the chip map needs to allow for multiple electronic voting service records – one for each poll / referenda – up to a maximum of, say, 10.

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Poll Code
	Code for a particular poll

	Voter ID
	Cardholder’s voting number, reference

	Start Date
	Date on which this service will begin

Default to 

· today’s date,  or

· first polling day

	Expiry Date
	Date on which this service expires

Default to

· today’s date + ‘n’ days, as appropriate, or

· last polling day

	Vote Indicator
	0 =  no vote made (default)

1 = cardholder has voted

	Transaction date/time
	Date and time that vote was cast

	Polling station ID
	0 = No vote cast

1 = on-line vote

‘n’ = physical polling station number ID


In addition, other general data elements in the card, elements in the shell area of the chip map, which are not specific to any particular service, should be available to the processing of the Electronic voting service e.g.

	FIELD
	NOTES

	Card Number
	

	Card Expiry date
	CEN end of validity date

	Card Security date
	

	Biometric check
	For authentication of Cardholder ID


Chip Acceptor Requirements

1.5. Overview

The chip acceptor device needs to:

· Read the card by contact interface

· Establish that the card is a valid scheme card, valid for this service  

· Perform cardholder verification 

· Generate a transactions for 

· onward transmission to the Central Host system

· card and service update

1.6. Card Reader

The chip acceptor/card reader will read the card by contact interface and be able to:

· Display error messages

· Be able to indicate that it is ready and working

1.7. Card Validation

The chip acceptor device should be configured / programmed to validate the card presented to it in contact mode by performing the following checks:

· Read the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card.

· Apply the Luhn check algorithm (Appendix A1) to the card number

· If the card number does NOT pass the Luhn check, then, Poll is denied with a suitable message e.g. ‘Poll denied - Invalid Card’

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next step.

· Check for a HOT card number, by reference to the Central Host system

· If the card number is HOT, then, Poll is denied with a suitable message e.g. ‘Poll denied - Hot card ’

· If the card is NOT hot, then proceed to the next step.

· Check that the Card is valid for Electronic voting, by reading the Legal Services - Electronic voting Service record(s) that are in the card, seeking a match on Poll ID:

· If no match on Poll ID is found, then, voting is denied with a suitable message e.g. ‘Card not valid for this Poll’

· If the card is valid for Poll, then the system proceeds to the next step.

· Check that the Service is enabled by reading the Status indicator in Legal Services - Electronic voting Service record(s) that are in the card:

· If the status is not OK, then, voting is denied with a suitable message e.g. ‘Service not enabled for this Poll’

· If the card is valid for Poll, then the system proceeds to the next step.

· ‘Check for Expired Card by reading the card expiry/security date in the shell area of the chip map and comparing it against today’s date:

· If the card is expired, then, voting is denied with a suitable message e.g. ’Expired card ’ 

· If the card is NOT expired, then the system proceeds to the next step.

· Check for Expired Service. by reading the appropriate service record and checking the expiry date against today’s date:

· If the service has expired, then, voting is denied with a suitable message e.g. ‘Expired electronic voting Service ’

· If the service has NOT expired, the system proceeds to the next step.

· Check the Vote indicator on the service record, to ensure that the cardholder has not voted already:

· If vote indicator is set, then voting is denied with a suitable message e.g. ‘Cardholder has already voted’

· If the vote indicator has not been set, i.e. still 0, the card and the service are accepted as valid and the system proceeds to the next steps and Polling processes.

1.8. Terminal Verification

The ID of the device or terminal in which the card reader/ chip acceptor sits, once it has been matched against the Polling station ID, as identified in the Electronic service record in the card, must be passed to the Central Host system with the transaction for back-office storage and analysis.

This verification will not be possible if the vote is being made remotely, on-line, via the Internet.  Other security measures would be applied e.g.:

· Card verification

· Digital signature

· Alignment with registered phone line, post code

· Etc.,

1.9.  Cardholder Verification

Cardholder verification is STRONGLY recommended for the electronic voting service, and it is assumed that it will be mandatory.  Further, it is recommended that cardholder verification is biometric.  This could be by:

· Photographic Verification if the vote is being made, personally, at a regular polling station and / or 

· Finger print readers, attached via a USB port with additional software, to a PC linked to the Internet or at a physical polling station. 

If biometric check fails, then voting is denied with a suitable message e.g. ‘Wrong biometric’.

1.10. Transaction generation

There are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Central Host system

Both these transaction types need to be generated at:

· Registration and

· Vote casting

1.10.1.  Transactions at Registration

1.10.1.1. Card Update at Registration

The card update transaction will, on a successful set up of the electronic voting service, update the following data elements of the appropriate service record in the chip:

· Create the correct service code

· Set the enable flag

· Set the correct Poll code

· Set up the cardholders voting number

· Set the start and end dates for the service

· Set the vote indicator to 0 i.e. no vote made yet

1.10.1.2. Central Host Update at Registration

The transaction record for transmission to the Central Host system should contain the following data elements:

· Card Number – from card

· Poll ID

· Voter ID

· Start and end date of service

· Vote indicator – 0 as cardholder has not voted

This basic information will compliment the election preparation, providing the Registrar with an expectation as to how many voters have registered for a particular poll.  If more electronic votes are ever cast, than registered, it will signal an electoral fraud.

1.10.2. Transactions at Voting

1.10.2.1. Card Update at Voting

The card update transaction should, on a successful poll or use of electronic voting service, update the following data elements of the appropriate service record in the chip:

· Change the Vote Indicator to indicate that the cardholder has voted

· Record the date and time of this vote 

· Record the polling station ID as per:

· Physical polling station number, name, or

· A flag to indicate the vote was made electronically

1.10.2.2. Central Host Update at Voting

The transaction record for transmission to the Central Host system should contain the following data elements:

· Card Number – from card

· Poll ID

· Voter ID

· Polling station ID

· Date and Time of vote

In the event that this is an on-line electronic voting session, a separate web-based application will handle the actual vote and convey the transaction to the Polling system in an encrypted message, quite separate from the registration and election management

The chip acceptor needs to be able to receive Hot Card data from the Central Host system.

Functions

1.11. Overview

The following sections outline how the card with its various electronic voting services will function at an election.

Again, it is reiterated, the functionality and processes outlined in this document pertain ONLY to the smart card and how it can be used to administer an election with regard to:

· Voter registration

· Voter Identification

· Recording that voting has taken place

· At a designated point

· In a secure fashion

so complimenting other electronic systems.

Actual electronic ballots and balloting MUST be part of a separate and secure system.

1.12.  Voter Registration

The allocation of a Legal Services - Electronic voting Service or entitlement in a card will require the following processing at a scheme operator / Council customer service / Election Agency point, ahead of any election:

· Service Code – allocate the appropriate code

· Status – set this to ‘enabled’

· Poll Code  - unique to each and every election

· Voter ID – Cardholder’s voting number / reference

· Start date – for service, today’s date by default

· Expiry date – a specific  ‘end’ date for service according to criteria e.g. last day for polling

· Vote Indicator - zero before voting takes place

· Last transaction date and time  - zero before voting takes place

· Polling station ID - zero before voting takes place

 Voting

1.12.1. Physical Presentation to Vote

When the Cardholder presents himself, in person, with his smart card that has previously been enabled with an electronic voting service, at a polling station, the process will be as follows:

· The cardholder inserts the card into the chip acceptor / card reader (which is attached to a PC and / or other electronic voting systems, in the presence of the polling officer

· The chip acceptor / card reader performs the validations described in section 3 of this document and indicates that the cardholder is cleared to vote

· Update the card with the transaction (also described in section 3)

· Voting then proceeds in the normally accepted fashion

1.12.2. Electronic Presentation to Vote

When a cardholder who holds a smart card that has been enabled with an electronic voting service, wishes to cast a vote electronically and remotely, the process will be as follows:

· The cardholder inserts the card into chip acceptor / card reader which is attached to a PC and/or other electronic voting systems, 

· The chip acceptor / card reader performs the validations described in section 3 of this document and indicates that the cardholder is cleared to vote

· Update the card with the transaction (also described in section 3)

· Voting then proceeds normally

Interface to Central Host

1.13. Communications Management

Much of this material has been covered in previous chapters - chapter 4 Functions, chapter 3 Chip Acceptor Requirements, 3.6 Transaction Generation.

One of the basic assumptions of this specification is that the scheme will operate an off-line smart card architecture.  Therefore there is no urgent requirement for on-line immediate interface to the Central Host system.  Legal Services - Electronic voting services can operate in a completely off-line mode.  This could be by any of the following methods:

· Dial up connection to Host system, once a day

· Polling at regular intervals from the Central Host system

· Collection on electronic media e.g. memory stick, at regular intervals  

For:

· Delivery of transactions to the Central Host system

· Download of hot card files

1.14. Transaction Management

The Host Transaction Management must:

· Process all transaction records in strict date and time sequence

· Identify any missing or duplicate transactions

· Identify any registration or voting transactions for hot cards

· Identify any registration or voting transactions for hot (Electronic Voting) services

The card scheme operator will be responsible for their investigation and resolution.

The Central Host Transaction Management must only reject individual Transactions and not complete Transaction Files.

1.15. Settlement Management

The Electronic Voting Service does not have any specific requirements for Central Host system Settlement.

Risk Management

The Electronic Voting Service does not have any specific requirements for Central Host system Risk Management.

1.16. Management Reports

The majority of Management Reports required are likely to be generated by the Electronic Voting System with which the card readers and terminals are associated.

The card scheme can produce consolidated Reports for each Service Code, such as:

· Analysis of Registration and / or Voting for each Site and as a Total

· Analysis of cardholders by Service Code by Cardholder Database criteria, subject to any Data Protection Act restrictions, e.g.:

· By Post Code

· By Age

· By Gender

· By multiple Service Codes within the same Service Owner

· Etc

The Functional Requirements for these reports may vary from one local authority to another.  However, a standard “template” can be achieved to reduce bespoke development costs, and to assist with local government reporting analysis.

1.17. Hot Card Files

From time-to-time, the Central Host system needs to communicate to the peripheral areas of the scheme a list/file of ‘Hot Cards’.  These need to be stored in the chip acceptor / card reader or at a point accessible to acceptor / reader for reference during card validation.

Appendix A – Card Numbering

Appendix A1 – Luhn Check Digit Algorithm

The Check Digit is verified as follows:

· Each of the 16 digits is given a weighting factor.

	Digit
	Weighting Factor

	16
	1

	15
	2

	14
	1

	13
	2

	12
	1

	11
	2

	10
	1

	9
	2

	8
	1

	7
	2

	6
	1

	5
	2

	4
	1

	3
	2

	2
	1

	1
	2


· Multiply each digit by its weighting factor.

· Where the result is 2-digits (i.e. greater than 9), add the two digits together.

· Add all the 16 results together.

· Divide the total by 10.

· The remainder must be zero for a valid n

Appendix B- Glossary

	Term
	Definition

	Agent
	An organisation which has been approved by the Card Scheme Operator to undertake specific functions on its behalf as a Trusted Agent.  Procedures and Processes will be rigorously monitored under a Service Agreement for compliance.  

	Algorithm
	A mathematical formula.  An algorithm is used to create and validate the Luhn Check Digit in the Cardholder Number

	Application
	Software for a specific Terminal or Industry which is outside the scope of the Card Scheme

	Card
	A plastic card which conforms to ISO 7816

	Cardholder
	The person who is recorded in the Cardholder Database as the person to whom the Card has been issued.  Refer to Citizen.

	Card Issue Number
	A 2-Digit Suffix to the Cardholder Number.  It is incremented for each Replacement card of the Cardholder Number, allowing the Cardholder Number to remain unchanged

	Card Issuer
	The organisation that is responsible for the Cardholder Database, Card and Chip Personalisation, and the Distribution of the Chip to the Citizen

	Card Scheme
	All the hardware, software and management infrastructure required to manage and operate the Chip

	Card Scheme Operator
	The organisation that has total responsibility for the operation, support and management of the Card Scheme

	Cardholder Number
	A unique number for each Cardholder (16 digits recommended).  Also referred to as the PAN.

	Chip
	The microprocessor which may be embedded in a variety of media including a Card, SAM, SIM, Wrist Watch, etc

	Chip Acceptor
	A Terminal which acts as the interface between the Chip and the Merchant Application

	Chip Map
	The Data File architecture within a Chip

	Chip Serial Number
	The unique industry serial number for the individual Chip

	Common Data
	The data in the Shell which may be shared by all applications in the Chip

	Consolidation Server
	Refer to Merchant Consolidation Server

	Citizen
	The person who is recorded in the Cardholder Database as the Cardholder

	Citizen Loyalty
	The common or general Loyalty Scheme which, potentially, may be used for Transactions between the Citizen and any participating Merchant

	Citizen Purse
	The common or general Purse Scheme which, potentially, may be used for Transactions between the Citizen and any participating Merchant

	Core
	A group of selected Applications (excluding the Shell) which, for marketing purposes, it has been deemed appropriate to include in all Chips for either all or a defined group of Citizen

	EPoS
	Electronic Point of Sale

	EMV
	‘Europay – MasterCard - VISA’ standards for card payments

	EFT
	Electronic Funds Transfer for payments

	Hot Card
	A Chip which the Card Scheme Operator has decided must not be accepted for any Transaction at any Merchant Terminal

	Hot Service
	A Chip which the Service Owner has decided must not be accepted for any Transaction at any Merchant Terminal

	IIN
	Issuer Identification Number (ISO) – The first 6 digits of the PAN.

	ID-1
	Chip on card type of smart card, opposed to ID-0 which is a SIM or SAM type of smart card

	Kiosk
	An unattended Terminal that is operated by the Citizen.  The Services offered are related to Information which is displayed and/or printed either as the result of Citizen Verification and/or in respect of Payment (i.e. from one or more appropriate Purses in the Scheme)

	Load Terminal
	An unattended Terminal at which Citizens may self-load value into one or more Purses in respect of authorised monies (such as Notes, Coins or Debit Card) 

	Luhn Check Digit
	The 16th Digit of the Cardholder Number

	Merchant
	The organisation (such as Retailer) that undertakes a Transaction with a Citizen

	Merchant Acquirer
	The organisation that is responsible for receiving all Transactions from Merchants, and for the Settlement of any Net Funds

	Merchant Consolidation Server
	A Terminal or Function which consolidates Transaction Data from one or more Chip Acceptors for subsequent Communication with the Card Scheme Host 

	OPoS
	Open Point of Sale – a driver standard adopted by numerous manufacturers of equipment that attaches to any retail POS till e.g. and OPOS printer

	PAN
	Primary Account Number (ISO) – a maximum of 19 digits (16 digits recommended), which incorporates the IIN as the first 6 digits and a Modulus 10 Luhn Check Digit as the last digit.  Also referred to as the Cardholder Number.

	PSTN
	Public Service Telephone Network

	Security Scheme
	The sub-system which embraces all aspects of Chip Authentication, Terminal Authentication, Cardholder Verification, Data Integrity and Transaction Non-Repudiation

	Service
	An Application which either has its own set of Data Files within the Chip or which uses other appropriate and agreed Data Files in the Chip

	Service Code
	A unique Card Scheme identifier for the Service

	Service Owner
	The organisation that is responsible for the Service.

	Shell
	The set of Files and Data Elements, which are included in all Chips within the Card Scheme.

	Site
	A location which is the single point of Communications between the Card Scheme Host and a group of Chip Acceptors.

	Terminal
	A Merchant Terminal to which a Chip Acceptor is interfaced or integrated.

	T=0, T=1
	Technical protocols for contact cards. 

	UPoS
	Unattended point of sale

	Vending Machine
	An unattended Terminal, which dispenses products or services in respect of payment.  In the context of the Card Scheme, this is implies the use of one or more Purses according to the Service and Site.





� EMBED Excel.Sheet.8  ���

















2

Book name


[image: image5.jpg]


_1141904265.xls
Version 0.0

		

																		E901 - CCC																																																				H000 - PMG								K000 - CLT								O000 - ???								Q000 - PMG								S000 - PWT								U000 - PWT

																		Risk																																																				Core								Education								Personnel								Sport &								Car Parking								Misc

																		Management																																																				Functions								Services								Services								Amenity								Services								Services

																																																																																														Services

						E801 - CCC																								E101 - PMG												E201 - PMG																																I000 - PMG								N000 - JRP								P000 - ???								R000 - PWT								T000 - JRP

						Settlement																								Cardholder												Personalisation																																Arts &								Legal								Social								Travel								Third-Party

						Management																								Management												Management										Card																						Culture								Services								Services								Services								Services

						E401 - PMG												E701 - CCC												E301 - PMG																																E101 - CCC

						Site &												Transaction												Hot Card																																Cardholder

						Chip Acceptor												Management												Management																																Management

						Management

						E501 - PMG												E601 - CCC												E																																E701 - CCC

						Application												Communications												E-PoS																																Transaction

						Management												Management												Management																																Management

				DIAL-UP PSTN																																																										E601 - CCC

																																																														Communications

																																																														Management

				School										F101 - GIS																Public Library										F101 - GIS																etc

				Student										Local																Library										Local

				Management										Consolidation																Management										Consolidation

				System										Server																System										Server																						PSTN

																				F301 - GIS																										F301 - GIS																F101 - GIS

																				Unattended																										Unattended																Local

																				Purse Load																										Purse Load																Consolidation

																				Terminals																										Terminals																Servers

																				F201 - GIS																										F201 - GIS

																				E-PoS																										E-PoS

																				Terminal																										Terminal

																				F401 - GIS																										F401 - GIS																F000 - GIS

																				Unattended																										Unattended																Terminals

																				PoS (Vending)																										PoS (Vending)																&

																				Terminals																										Terminals																Devices

																				F701 - GIS																										F701 - GIS																D000 - CCC

																				Car Park																										Car Park																Chip

																				Terminals																										Terminals																Acceptors

																				& Barriers																										& Barriers

																				F801-802 - GIS																										F801-802 - GIS																C000 - CCC

																				Library																										Library																Chip

																				Readers &																										Readers &

																				Self-Check																										Self-Check

																				etc																										etc



&L&"Arial,Bold"&14ACCORD 2&C&"Arial,Bold"&14SYSTEM ARCHITECTURE&R&"Arial,Bold"&14&A

&L&"Arial,Bold"&F&C&"Arial,Bold"- &P of &N -&R&"Arial,Bold"&D



Schools

		

						Interface to												Risk

						Debit & Credit												Management

						Card Acquirers

						Settlement																								Cardholder												Personalisation

						Management																								Management												Management										Card

						Site &												Transaction												Hot Card

						Chip Acceptor												Management												Management

						Management

						Application												Communications												E-PoS

						Management												Management												Management

				DIAL-UP PSTN

				School #1																										School #2																										etc

				Student										Local																Student										Local

				Management										Consolidation																Management										Consolidation

				System										Server																System										Server

																				Unattended																										Unattended

																				Purse Load																										Purse Load

																				Terminals								X n																		Terminals								X n

																				E-PoS Terminal																										E-PoS Terminal

																				Catering,																										Catering,

																				School Shop etc								X n																		School Shop etc								X n

																				Unattended																										Unattended

																				PoS (Vending)																										PoS (Vending)

																				Terminals								X n																		Terminals								X n

																				Car Park																										Car Park

																				Terminals																										Terminals

																				& Barriers								X n																		& Barriers								X n

																				Library																										Library

																				Readers &																										Readers &

																				Self-Check								X n																		Self-Check								X n

																		etc																										etc



&L&"Arial,Bold"&14ACCORD 2&C&"Arial,Bold"&14SYSTEM ARCHITECTURE&R&"Arial,Bold"&14&A

&L&"Arial,Bold"&F&C&"Arial,Bold"- &P of &N -&R&"Arial,Bold"&D
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