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Abstract

Please note that this document and any related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

Social Services within local government promote social welfare and are designed to support the informal care provided by families, neighbours and the community in general.  

It is considered that Citizen purse payments to replace cash payments for both Home and Day Care services and Time & Attendance monitoring to qualify carers for Carers’ Allowance and other Carer benefits and services are ideal candidates for smart card schemes. 
This document provides functional outlines for how the services outlined above can be delivered through a chip card.
Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to deliver a smart card scheme in their area quickly and cost-effectively.

Scope

The scope of this document was agreed by Cornwall County Council in the acceptance of the following documents:

· National Smart Card – Functional Requirements – Proposed Content – v1.0

· National Smart Card – Functional Requirements – Proposed Content – Addendum to Version 1.0

This document provides:

· Social Services
· Chip Map
· Home Care Payments
· Functional Overview
· Chip Acceptor Requirements

· Interface to Central Host

· Day Care Payments

· Functional Overview

· Chip Acceptor Requirements

· Interface to Central Host

· Carer Support – Time & Attendance Monitoring

· Functional Overview

· Chip Acceptor Requirements

· Interface to Central Host

Specifically excluded are:

· Orange & Blue Badges – this is covered in NSCP07 (Travel)

· Welfare Benefits – These payments are deemed to be outside the requirements for the NSCP

· Direct Payments – Payments made directly to residents for the arrangement of their own care, or to carers who require financial support to care for a third party, are not deemed suitable for inclusion within a chip card as this would require chip acceptance devices to be available to all relevant services providers. 

· Care Homes – This includes community care and nursing or residential care homes.  

Assumptions
It is assumed that the National Smartcard will be based upon an off-line system architecture.

The functional requirements do not presume:

· The chip and/or platform

· The Security Architecture other than it is assumed that there will be a SAM in the chip acceptor 

· The standards for the purses

The chip maps contained within these Functional Requirements are only indicative of the minimum business functional requirements:

· The need for certain minimum data elements

· The need for certain minimum data firewalls

· Do not specify any data formats, data lengths, or data values unless they are part of a standard or an emerging standard.

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

None.

Related Documents

For more information refer to the following documents. 
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1. Introduction

1.1. Overview

Social Services within local government promote social welfare and are designed to support the informal care provided by families, neighbours and the community in general.  

The range of services offered are managed internally, but contracts are also arranged with third parties, such as Health services, carers, voluntary organisations, the private sector and volunteers, to complement the work which is carried out by Social Services.

Social Services is responsible for the provision of a wide range of services and resources to many people.  These services are provided in public offices, people’s own homes, in day centres or in residential establishments. 

Some services are free while others are charged depending on the particular circumstances.  The provision of most services and the agreed charges to be levied (or not), are based on the prior assessment of an individual’s needs.

Support is also available from Social Services in some circumstances to those who provide services to the community, such as to Carers.

It is considered that the services currently provided by Social Services, which could be delivered through a chip card, fall within 2 categories:

· Citizen purse payments to replace cash payments for both Home and Day Care services

· Time & Attendance monitoring to qualify carers for Carers’ Allowance and other Carer benefits and services.
This document provides functional outlines for how such services can be delivered through a chip card.
1.2. Services

This section outlines the services provided by Social Services within the scope of this document:

1.2.1. Home Care Payments

Home Care provides older people, people with disabilities, families and carers, with appropriate levels of support in the home, in order to protect their independence as much as possible.  

Home care services include laundry, cooking, washing and dressing, the delivery of meals to the home (meals-on-wheels) and the developing of skills to enable the person to live more independently.  Based on an assessment of an individual as to the suitability and range of care provided, and a financial assessment of the individual’s means, some of these services are charged for.

One of the methods of payment for these services is by cash direct to the service provider (e.g. to the carer and/or meals-on-wheels deliverer).  It is considered that a cashless environment for these payments would be more suitable, and that this service could be provided through payment via a chip card.

1.2.2. Day Care Payments

Day care, within the scope of this document, includes care that is provided to residents away from the resident’s home. 

Day Centres, where residents with various and assessed disabilities can go to in order to have a break and meet new people, pursue an activity, receive specialist services, and receive meals and drinks.

Attendance of these centres, some of the services provided and the meals and drinks offered, are charged for (there are some exceptions to this where the resident has been assessed as exempt from charges).

One of the methods of payment for these services is by cash direct to the service provider.  It is considered that a cashless environment for these payments would be more suitable, and that this service could be provided through payment via a chip card.

1.2.3. Carer Support – Time & Attendance Monitoring
Carers are people who look after a relative or friend who needs support because of a physical or learning disability or illness.  Support (including financial) is sometimes available to carers following an assessment of carers’ needs.  

In order to qualify for some of the support services offered, carers must spend a certain amount of hours within a set time period actively ‘caring’ for a resident who is entitled to this service.  In the case of the Carers Allowance, the carer must spend a minimum of 35 hours per week actively caring for someone.

It is not proposed that financial support payment should be made through a chip card.  The card should be used simply to monitor time and attendance of carers with their entitled care recipient(s), in order to qualify the carer for the appropriate support. 

This will ensure that is is possible to accurately monitor the amount of time a carer spends actively caring, and that the care receipient is also entitled to this service.

Service Functions Summary

This section outlines the basic functions and transactions performed when providing Social Services through the chip card.  Further detail of transaction types and chip acceptor functionality is provided later in this document.

1.2.4. Home Care Payments

· When payment is required, the service recipient inserts the card into a portable reader 

· Payment is made from the Citizen Purse within the card

· The Portable terminal is taken to a PC host for polling on a regular (daily/weekly) basis

1.2.5. Day Care Payments

· When payment is required, the service recipient inserts the card into a portable reader or PoS terminal

· Payment is made from the Citizen Purse within the card

· For portable terminals, the terminal is taken to a PC Host for regular (daily/weekly) polling

· For PoS terminals, the terminal is polled on a daily basis via link to the Central Host system, or dial up connection to the Central Host system once a day.

1.2.6. Carer Support – Time & Attendance Monitoring

· The Carer is provided with a portable reader

· On commencing care service, the care recipient inserts the card into the reader

· The care recipient removes their card

· The carer inserts their card and enters a PIN, to validate the cardholder (this must be done within 2 minutes of care recipient’s card being entered into reader)

· The reader writes the care recipient card number and date/time of start of care to carer’s card

· The carer removes their card

· On finishing the care service, the care recipient inserts their card 

· The care recipient removes their card

· The carer inserts their card and enters a PIN to validate the cardholder (this must be done within 2 minutes of the care recipient’s card being entered into reader)

· The reader writes the care recipient’s card number and date/time of finish of care to carer’s card

· The carer removes their card

· The carer takes their card to a host PC to be read for daily/weekly polling of ‘Carer’s Hours worked’ record.

Chip Map

1.3. Overview

The objective of this chapter is to describe the minimum data that is required for the Social Services sub-systems.

The card data elements covered below, to be held in the card, within the Chip Map area allocated for Social Services will be those elements, additional to the standard ones held in the card shell, that are required for the delivery of the Social Services functions listed below.

1.4. Chip Map Specifics

The data elements shown below indicate the data elements that are required in the chip map of the scheme smart card to allow delivery of social services functions.

1.4.1. Home & Day Care Payments

The Home Care and Day Care payment functions will operate around the core service citizen purse.  Data elements required in the Chip Map, as they pertain to the citizen purse are covered in separate documents.

Refer to Related Documents above, especially NSCP03 (Core Functions)

1.4.2. Carer Support – Time & Attendance Monitoring

Time and attendance monitoring services are unlikely to be applied to individual cardholders within the scheme in many multiples, but an allowance of up to three such services would provide flexibility.  A maximum of 3 such records is suggested.

Data elements that are required within the chip map to provide a single time and attendance service within the scheme for a Carer Card are as follows:

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Start Date
	Date on which time and attendance monitoring will begin

Default to today’s date 

	Expiry Date
	Date on which time and attendance monitoring will cease

Default to today’s date + ‘n’ days, as appropriate

	Care Recipient Card Number
	Card number of care recipient’s card

	Last Clock in
	Time and date of last clock in for time and attendance service

	Last Clock out
	Time and date of last clock out for time and attendance service

	PIN Offset
	Figure against which to validate a PIN, for local, off-line PIN encryption/decryption


Data elements that are required within the chip map to provide a single time and attendance service within the scheme for a Care Recipient’s Card are as follows:

	FIELD
	NOTES

	Service Code
	Code for this service within the scheme

	Status
	Service enabled or not? e.g. 0 = No, 1 = Yes

	Start Date
	Date on which time and attendance monitoring will begin

Default to today’s date 

	Expiry Date
	Date on which time and attendance monitoring will cease

Default to today’s date + ‘n’ days, as appropriate


Chip Acceptor Requirements

1.5. Home & Day Care Payments

1.5.1. Overview

All chip acceptor devices need to:

· Read the card by contact interface

· Establish that the card is a valid scheme card

· Generate transactions for:

· Onward transmission to the Central Host system

· Card update

1.5.2. Card Reader(s)

The chip acceptor/card reader will read the card by contact interface for this service.  For Home Care services, the terminal must be portable and battery-operated.

For Day Care services, some payment points, such as for attendance and service payments, will be suited to portable battery-operated devices as above.  

Others, such as for meal/drinks payments within Day Centre canteens, will be PoS devices.

Both types of terminals must:

· Display error messages

· Be able to indicate that it is ready and working

· Be able to communicate with the  Central Host system

· Print receipts

1.5.3. Card Validation

The chip acceptor device should be configured to validate the card presented to it in contact mode by performing the following checks:

· Read the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the surface of the card

· Apply the Luhn check algorithm to the card number

· If the card does NOT pass the Luhn check, the access is denied with a suitable message e.g. @access denied – Invalid card’

· If the card number checks out OK, then the card is accepted as valid and the system proceeds to the next step.

· Check for a HOT card number, by reference to Central Host system

· if the card number is HOT, then, access is denied with a suitable message e.g. ‘Access denied - Hot card ’

· If the card is NOT hot, then proceed to the next step.

· Check for expired card by reading the card expiry/security date in the shell area of the chip map and comparing it to today’s date:

· If the card has expired, then access is denied with a suitable message e.g. ‘Card Expired’

· If the card has not expired, then the system proceeds to the next step.

1.5.4. Terminal Verification

The ID of the terminal in which the card reader/chip acceptor sits must be passed to the Central Host system with the transaction for back-office storage and analysis.

1.5.5. Cardholder Verification

Cardholder verification is not recommended for Home & Day Care functions, and it is assumed that it is not required.

1.5.6. Transaction Generation

There are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Central Host system.

The card update transaction should, for Home Care service payment transactions:

· Update citizen purse balance

· Record transaction value

The transaction record for transmission to Central Host system should contain the following data elements:

· Card number – from card

· Date and time of transaction

· Record opening balance

· Record transaction value

· Record closing balance




1.6. Carer Support - Time & Attendance Monitoring

1.6.1. Overview

The chip acceptor device needs to:

· Read the card by contact interface

· Establish that the card is a valid scheme card

· Verify that the carer cardholder is the authorised holder of the card by PIN verification

· Generate a transaction for:

· Card and service update

· Communication with the Central Host system

1.6.2. Card Reader

It is recommended that a chip acceptor/card reader will read the card by contact interface for this Time and Attendance service. 

A contact reader will allow more secure processing and PIN verification of cardholder identity.

The terminal must be portable and battery-operated and must:

· Display error messages

· Be able to indicate that it is ready and working

· Have a real-time tamper-resistant clock

1.6.3. Card Validation

The chip acceptor device should be configured/ programmed to validate the card presented to it in contact mode.

Card validation is performed by:

· Reading the card number, recorded internally within the card chip map – the same number that is usually, but not necessarily, printed on the face of the card. 

· Applying the Luhn check algorithm of the card number

· if the card number does NOT pass the Luhn check, then, access is denied with a suitable message e.g. ‘Clock-in/out failed - Invalid Card’

· if the card number checks out OK, then the card is accepted as valid and the system proceeds to the next step.

· Check that Service is enabled by reading the Status indicator in the Social Services record in the card

· if status is not OK, then, access is denied with a suitable message e.g. ‘Carer service not enabled’

· if the card is valid for this service, then the system proceeds to the next step.

· Checking for Expired Card, by reading the service record:

· if the card number is expired, then, access is denied with a suitable message e.g. ‘Expired card’

· if the card is NOT expired, then the system proceeds to the next step.

· Check for Expired Service by reading the appropriate service record and checking the expiry date against today’s date:

· if the card number is expired, then, access is denied with a suitable message e.g. ‘Expired Carer Service ’

· if the card is NOT expired, then the system proceeds to the next step.

1.6.4. Terminal Verification

The ID of the terminal in which the card reader/chip acceptor sits must be passed to the Central Host system to check real-time clock settings.

1.6.5. Cardholder Verification

It is recommended that this done by PIN verification. 

If the PIN check fails, then access is denied with a suitable message e.g. ‘Invalid PIN’.

1.6.6. Transaction generation

In this ‘contact’ scenario there are 2 transaction elements:

· A transaction to update the card

· A transaction record to be passed through to the Central Host system

The card update transaction should, on a successful Log-on/Log-off, update the following data elements on the appropriate Time and Attendance service record in the carer Card chip:

· Update fields for current transaction date and transaction time

· Update field for care recipient card number

The ‘carer’s hours worked’ record to be read from the Carer Card by the Central Host system should contain the following data elements:

· Card number – from carer card

· Card number – from care recipient card

· Date and time of card log-on

· Date and time of card log-off

Interface to Central Host

1.7. Overview

One of the basic assumptions of this specification is that the scheme will operate an off-line smart card architecture.  Therefore there is no urgent requirement for on-line immediate interface to the Central Host system.  Social Services can operate in a completely off-line mode. 

However, there is substantial value to the scheme operators in collecting all transactions for back-office record and analysis.  This could be by any of the following methods, depending on the reader/device/card that requires polling/reading:

· Dial up connection to the Central Host system, once a day (for PoS terminal)

· Polling at regular intervals from or to a Central Host system (for PoS terminal)

· Collection on electronic media e.g. memory stick, at regular intervals (for portable readers)

· Transmission via modem/infrared (for portable readers)

· Reading of transactions from the card at the Central Host (for Carer Card) 

For:

· Delivery of transactions to the Central Host system

· Download of hot card files (not required in case of Carer Card transaction reading)

1.8. Transaction Processing

1.8.1. Home & Day Care Payments

Every Home & Day Care transaction must be transmitted at some stage to the Central Host system.  The details of these transactions are itemised in previous chapters.  This will enable the following back-office processing:

· Analysis of use, extent, value of transactions

1.8.2. Carer Support – Time & Attendance Monitoring

Every Carer Support Time & Attendance transaction on the Carer Card must be transmitted at some stage to the Central Host system.  The details of these transactions are itemised in previous chapters.  This will enable the following back-office processing:

· Analysis of use and extent of service

· Analyse total hours spent in care service to entitle carer to Carer Allowances/support.

In the case of Home & Day Care Payments, from time-to-time the Central Host system needs to communicate to the peripheral areas of the scheme a list/file of ‘Hot Cards’.  These need to be stored in the chip acceptor / card reader or at a point accessible to acceptor / reader for reference during card validation.

Appendix A – Card Numbering

Appendix A1 – Luhn Check Digit Algorithm

The Check Digit is verified as follows:

· Each of the 16 digits is given a weighting factor.

	Digit
	Weighting Factor

	16
	1

	15
	2

	14
	1

	13
	2

	12
	1

	11
	2

	10
	1

	9
	2

	8
	1

	7
	2

	6
	1

	5
	2

	4
	1

	3
	2

	2
	1

	1
	2


· Multiply each digit by its weighting factor.

· Where the result is 2-digits (i.e. greater than 9), add the two digits together.

· Add all the 16 results together.

· Divide the total by 10.

· The remainder must be zero for a valid n

Appendix B - Glossary

	Term
	Definition

	Agent
	An organisation which, has been approved by the Card Scheme Operator to undertake specific functions on its behalf as a Trusted Agent.  Procedures and Processes will be rigorously monitored under a Service Agreement for compliance.  

	Algorithm
	A mathematical formula.  An algorithm is used to create and validate the Luhn Check Digit in the Cardholder Number

	Application
	Software for a specific Terminal or Industry which is outside the scope of the Card Scheme

	Card
	A plastic card which conforms to ISO 7816

	Cardholder
	The person who is recorded in the Cardholder Database as the person to whom the Card has been issued.  Refer to Citizen.

	Card Issue Number
	A 2-Digit Suffix to the Cardholder Number.  It is incremented for each Replacement card of the Cardholder Number, allowing the Cardholder Number to remain unchanged

	Card Issuer
	The organisation that is responsible for the Cardholder Database, Card and Chip Personalisation, and the Distribution of the Chip to the Citizen

	Card Scheme
	All the hardware, software and management infrastructure required to manage and operate the Chip

	Card Scheme Operator
	The organisation that has total responsibility for the operation, support and management of the Card Scheme

	Cardholder Number
	A unique number for each Cardholder (16 digits recommended).  Also referred to as the PAN.

	Chip
	The microprocessor which may be embedded in a variety of media including a Card, SAM, SIM, Wrist Watch, etc

	Chip Acceptor
	A Terminal which acts as the interface between the Chip and the Merchant Application

	Chip Map
	The Data File architecture within a Chip

	Chip Serial Number
	The unique industry serial number for the individual Chip

	Common Data
	The data in the Shell which may be shared by all applications in the Chip

	Consolidation Server
	Refer to Merchant Consolidation Server

	Citizen
	The person who is recorded in the Cardholder Database as the Cardholder

	Citizen Loyalty
	The common or general Loyalty Scheme which, potentially, may be used for Transactions between the Citizen and any participating Merchant

	Citizen Purse
	The common or general Purse Scheme which, potentially, may be used for Transactions between the Citizen and any participating Merchant

	Core
	A group of selected Applications (excluding the Shell) which, for marketing purposes, it has been deemed appropriate to include in all Chips for either all or a defined group of Citizens

	EPoS
	Electronic Point of Sale

	EMV
	‘Europay – MasterCard - VISA’ standards for card payments

	EFT
	Electronic Funds Transfer for payments

	Hot Card
	A Chip which the Card Scheme Operator has decided must not be accepted for any Transaction at any Merchant Terminal

	Hot Service
	A Chip which the Service Owner has decided must not be accepted for any Transaction at any Merchant Terminal

	IIN
	Issuer Identification Number (ISO) – The first 6 digits of the PAN.

	ID-1
	Chip on card type of smart card, opposed to ID-0 which is a SIM or SAM type of smart card

	Kiosk
	An unattended Terminal that is operated by the Citizen.  The Services offered are related to Information which is displayed and/or printed either as the result of Citizen Verification and/or in respect of Payment (i.e. from one or more appropriate Purses in the Scheme)

	Load Terminal
	An unattended Terminal at which Citizens may self-load value into one or more Purses in respect of authorised monies (such as Notes, Coins or Debit Card) 

	Luhn Check Digit
	The 16th Digit of the Cardholder Number

	Merchant
	The organisation (such as Retailer) that undertakes a Transaction with a Citizen

	Merchant Acquirer
	The organisation that is responsible for receiving all Transactions from Merchants, and for the Settlement of any Net Funds

	Merchant Consolidation Server
	A Terminal or Function which consolidates Transaction Data from one or more Chip Acceptors for subsequent Communication with the Card Scheme Host 

	OPoS
	Open Point of Sale – a driver standard adopted by numerous manufacturers of equipment that attaches to any retail POS till e.g. and OPOS printer

	PAN
	Primary Account Number (ISO) – a maximum of 19 digits (16 digits recommended), which incorporates the IIN as the first 6 digits and a Modulus 10 Luhn Check Digit as the last digit.  Also referred to as the Cardholder Number.

	PSTN
	Public Service Telephone Network

	Security Scheme
	The sub-system which embraces all aspects of Chip Authentication, Terminal Authentication, Cardholder Verification, Data Integrity and Transaction Non-Repudiation

	Service
	An Application which either has its own set of Data Files within the Chip or which uses other appropriate and agreed Data Files in the Chip

	Service Code
	A unique Card Scheme identifier for the Service

	Service Owner
	The organisation that is responsible for the Service.

	Shell
	The set of Files and Data Elements, which are included in all Chips within the Card Scheme.

	Site
	A location which is the single point of Communications between the Card Scheme Host and a group of Chip Acceptors.

	Terminal
	A Merchant Terminal to which a Chip Acceptor is interfaced or integrated.

	T=0, T=1
	Technical protocols for contact cards. 

	UPoS
	Unattended point of sale

	Vending Machine
	An unattended Terminal, which dispenses products or services in respect of payment.  In the context of the Card Scheme, this is implies the use of one or more Purses according to the Service and Site.
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