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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development. 
Local Authorities that operate citizens’ card schemes should seek to assure the sustainability and continuing viability of such schemes by establishing associated revenue-generating activities wherever possible.  At the same time, they have a duty to promote the economic success of the business community within their community.  In areas of England that attract tourism, both of the above objectives can be supported by the establishment of a Visitor Card scheme as part of a programme for Tourist Services.

Such Visitor Card schemes would normally be owned and operated by third-party commercial enterprises in partnership with one or more LA’s.  The corporate structure would typically comprise a special-purpose-vehicle Operating Company.

This document sets out the functional requirements for such a scheme.

Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to deliver a smart card-based scheme in their area quickly and cost-effectively.

Scope

The scope of this document was agreed in the acceptance of the following documents:

· National Smart Card – Functional Requirements – Proposed Content – v1.0

· National Smart Card – Functional Requirements – Proposed Content – Addendum to Version 1.0

This document provides:

· Service Overview

· CHIP Map – Tourist Services 

· Chip Acceptor Requirements

· Functions

· Interface to VCS Host

· Service Scenarios

Terminology

For the sake of clarity, the following conventions have been used within this document, particularly when referring to the various parties to the scheme:

· The card: the smart card provided to Visitors

· The Scheme: the Tourist Services operation as envisaged

· The catchment area: the geographical area covered by the Scheme

· A Visitor: a tourist or other short-term visitor to the catchment area

· VCS Host: the Central System providing hosting services for the Scheme

· A Sales Outlet: a point of sale location contracted with the Scheme to offer cards for sale to Visitors

· An Attraction: a location contracted with the Scheme to offer free entry to valid cardholders.  Attractions include those normally charging an entry fee ('entry-fee-charging' Attractions), and those not charging an entry fee ('non-entry-fee-charging' Attractions).  The latter category includes primarily accommodation and hospitality outlets that will offer discounts or other benefits to valid cardholders. 

Assumptions

It is assumed that the Visitor card will differ technically from the National Smartcard, as it will use lower cost memory-only chip technology, and will not be personalised for each cardholder. 

This document assumes that the Visitor card will incorporate contact-only interface technology, primarily in order to take advantage of the presence within Attractions of contact-based chip acceptor terminals.  If, however, such terminals are not contact-based, or if it is found that it is preferable to provide separate terminals to be used only for the Visitor card, then a contactless card, associated with contactless-based terminals would be preferable, offering faster cardholder throughput at the point of entry to Attractions.  In addition, it might then be possible to incorporate within the Scheme some basic public transport functions for free use by visitors as part of the Tourist Services. 

The card may share certain common external brand images to associate it with any citizens’ card scheme in the same locale.  

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

None.
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1. Service Overview

1.1. Overview

Local Authorities (hereafter LA’s) that operate citizens’ card schemes should seek to assure the sustainability and continuing viability of such schemes by establishing associated revenue-generating activities wherever possible.  At the same time, they have a duty to promote the economic success of the business community within their domain.

In areas of England that attract tourism, both of the above objectives can be supported by the establishment of a Visitor Card scheme as part of a programme for Tourist Services.

Such Visitor Card schemes (hereafter VCS) would normally be owned and operated by third-party commercial enterprises in partnership with one or more LA’s.  The corporate structure would typically comprise a special-vehicle Operating Company, which could be the same ‘OpCo’ that is established in connection with the citizens’ card scheme.

The objectives of a VCS are:

· To encourage visitors to come to a particular area and, whilst there, to visit local attractions

· To offer visitors a financially attractive fixed-cost arrangement with advantageous terms for visits to fee-charging local attractions

· To support Attractions by increasing visitor numbers and per capita expenditure

· To add revenue streams to an existing citizens’ card scheme

· To support the brand image and general prestige of an existing citizens’ card scheme.

The main features of a typical VCS are:

· To offer for sale to tourists and other short-term visitors a smart card at a fixed fee based upon length of stay, entitling such cardholders to free entry to fee-charging Attractions in the area that choose to participate in the Scheme

· Through the use of the smart card in appropriate terminals deployed amongst Attractions, to collect centrally the electronic records of each visit collected through the terminals, and subsequently to refund visited Attractions with an agreed proportion of the entry fee

· To derive profit from the difference between the revenue earned from the sale of the smart cards, and the values refunded to visited Attractions.  A proportion of such profit would then accrue to the participating LAs, according to their level of investment or other participation in the VCS

· To extend the VCS to other, free entry Attractions and other local enterprises used by tourists and visitors, under an extended programme to offer visitors a more complete package and to support a wider range of local businesses (typically including accommodation and hospitality outlets.   

1.2. Relationship with a citizens’ card Scheme

A VCS may cover a geographical area encompassing more than one LA, and therefore more than one citizens’ card scheme.  Suitable inter-LA contractual arrangements would then require to be constituted, and some, branding style would need to be established.

The relationship between a VCS and one or more citizens’ card schemes would cover several different elements, as follows:

· A brand family, linking some stylistic aspect of the short term VCS cards with the long term cards possessed by local citizens

· A financial relationship between the corporate entity owning and operating the VCS, and that owning and operating the citizens’ card scheme(s)

· A technical relationship between the VCS and the citizens’ card scheme(s):

· Possibly using the same card issuing system (although VCS cards are not personalised for the cardholder, and incorporate lower-cost card technology)

· Potentially using card reading terminals common to the citizens’ card scheme(s) 

· Potentially using the same communications infrastructure as the citizens’ card scheme(s)

· Probably using the same Central Host System as the citizens’ card scheme(s), extended to perform the functions particular to a VCS.   

1.3. Schematic

1.3.1. Tourist Services Scheme Architecture
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CHIP Map – Tourist Services 

1.4. Overview

The objective of this chapter is to describe the minimum data that is required for the Tourist Services card chip.

The card’s chip map is self-contained, as it is entirely independent of a citizens’ card.  It would, however, be possible to incorporate these data elements within a citizens’ card chip map, in the event that citizens’ cardholders are to be offered Tourist Services within their cards.

1.5. Chip Map Specifics

The table below indicates the data elements that are required in the chip map of the Tourist Services smart card.  Elements activated if this service is to be provided within a citizens’ card are marked with an asterisk.

	FIELD
	NOTES

	Service Code
	Code for this service 

	* Status
	Service enabled or not? E.g. 0 = No, 1 = Yes

	Card Serial Number
	The unique serial number also appearing on the exterior face of the card.  The number format should be as for the associated citizens’ card scheme, but the digits 15 and 16 (the issue number) should be set at, say, 99 to indicate that the card is a Visitor Card.  A separate APACS number should be registered for each VCS. 

	Card Type
	A single-digit code, set by the system at the time of sale of the card, indicating the selected card type, typically as follows:

· 1 = Individual adult

· 2 = Individual child

· 3 = Family group

· 4 = Family group (more than, say, 5 members)


	FIELD
	NOTES

	Days of Entitlement
	The number of days of usage purchased by the cardholder.  This 2-digit field will typically contain a small number of valid days of entitlement, for example 04, 07, 14, 21, representing the various packages offered at differing prices.

	Sale Date
	The date of sale of the card to the visitor.  This may be required if the card has an overall validity period of, say, 1 year from date of sale.

	Start Date/Time
	The date and time from which the valid usage period of the card commences.  This field inserted by the VCS Entry terminal on the date when the card is first used.

	Expiry Date/Time
	The date and time when the card ceases to be valid for use.  This field inserted by the VCS Entry terminal (or Validation terminal) on the date when the card is first used, and is derived from the Start Date, incremented by the number of Days of Entitlement.

	Last Transaction Date/Time
	The date and time that the card was last used.  This field is over-written by the VCS Entry terminal with the current date/time, on each occasion that the card is used.


Further element sets (say up to 20 in total) should be provided in respect of any Attractions for which the ‘number of visits’ is to be limited during the currency of the card.  Such elements are activated within cards at the time of sale of the card.  The following table lists the individual fields within each such element.

	FIELD
	NOTES

	Attraction Code
	A uniquely allocated code (say 6 digits) for each Attraction that elects to limit the number of visits by cardholders during the valid period of their cards.

	Maximum Visits
	A 2-digit code representing the maximum number of visits permitted by the Attraction.

	Number of Visits Taken
	A 2-digit code representing the total number of visits taken at this Attraction during the valid period for a card.  The current number is read by the VCS Entry terminal, and is then incremented by 1, and the new total is then written back to this field.


2. Chip Acceptor Requirements

2.1. Overview

The Chip Acceptor terminals (hereafter VCS Sales terminal and VCS Entry terminal) must be able to:

· Support the sale of cards to cardholders at Sales Outlets, including the electronic encoding of cards for card type, days of entitlement and sales date.  In respect of cards sold through the VCS web site, this process would be performed through a contact card reader associated with a PC.  Terminals would store related transactional data within the terminal for later polling by the VCS Host

· Read cards presented by cardholders at fee-charging Attractions in order to evidence entitlement to free entry, and to store related transactional data within the terminal for later polling by the VCS Host.  Cards would be updated electronically as part of this process

· Validate cards presented by cardholders at other Attractions not charging an entry fee, or potentially in accommodation or hospitality outlets in order to evidence entitlement to any discount offered within the VCS. 

2.2. Card Readers

The above functions requiring to be performed by card readers are defined below. 

2.2.1. VCS Sales Terminal

This terminal may take several forms, depending up on the system configuration in existence at a Sales Outlet.  It may comprise a card reader connected to a PC or PC-based EPoS system, or may be a stand-alone terminal.  In the latter case, it may be possible to incorporate the VCS functions within an existing EMV-compliant EFT payment terminal.  If not, then a separate terminal solely for the performance of VCS functions will be required.

The terminal will carry out the following operations:

· Read the new card and verify its validity (that it is a genuine and unused VCS card)

· Encode the card type requested by the visitor (individual adult, individual child or family group)

· Encode current visit restriction data in respect of each Attraction limiting the number of free visits

· Encode the days of entitlement purchased by the visitor (4, 7, 14 or 21 days – from the date of first usage of the card)

· Encode the date of sale (current date)

· Store within the VCS Sales terminal the above data in respect of each card sold, for later polling by the VCS host 

· Print a sales record to be provided to the new cardholder.  Printed data should include card serial number, date of sale, card type and number of days of entitlement.

2.2.2. Attraction VCS Entry Terminal

This terminal may take several forms, depending up on the system configuration in existence at an Attraction.  It may comprise a card reader connected to a PC or PC-based EPoS system, or may be a stand-alone terminal.  In the latter case, it may be possible to incorporate the VCS functions within an existing EMV-compliant EFT payment terminal.  If not, then a separate terminal solely for the performance of VCS functions will be required.

The terminal will carry out the following operations:

· Check the validity of the presented card, to ensure that it is genuine

· Check that the card serial number does not appear on the hot card list stored in the terminal

· Check the currency of the presented card, by reference to:

· the card type – that it matches the profile of the cardholder of cardholder family group

· the days of entitlement – that the expiry date/time has not passed, or in the case of a card being used for the first time, encode the card with the expiry date/time, calculated by reference to the current date/time, plus the number of days of entitlement

· Check for any restrictions on numbers of visits to that Attraction – by reference to any data element present within the card for that Attraction code, and if such an element is present, check that the number of visits taken (as stored within the card) is less than the number of entitled visits for that Attraction

· Increment the number of visits taken if restrictions apply 

· Store within the VCS Entry terminal the above data in respect of each card presented, for later polling by the VCS Host (during which process an updated hot card list is transmitted to the VCS Entry terminal)

2.2.3. Validation Terminal

This terminal will initially take the form of a battery-powered, portable unit with screen, keyboard and card reader.  It will not store transactions, nor communicate with the VCS Host.  It will be used by non-entry-fee-charging Attractions to validate the currency of cards prior to granting any discount or other privileges to cardholders.

The terminal will read cards and will:

· Check the validity of the presented card, to ensure that it is genuine

· Check the currency of the presented card, by reference to:

· The card type – that it matches the profile of the cardholder of cardholder family group

· The days of entitlement – that the card expiry date/time has not passed.  If the card is being used here for the first time, encode the card with the expiry date/time, calculated by reference to the current date/time, plus the number of days of entitlement.  

At a later stage, it would be preferable to replace the above terminal with one similar to that specified above for Attraction VCS Entry terminals, in order that visit data may be collected and stored for subsequent polling by the VCS Host.  This would enable valuable visit data to be collected and used for statistical and marketing purposes.

2.3. Terminal Verification

The ID of the VCS Sales or Entry terminal in which the card reader/ chip acceptor sits, together with the Attraction ID, will be passed to the VCS Host with the transaction, for verification.

2.4. Transaction Generation

There are 2 types of transaction:

· A sales transaction when a new card is sold to a visitor

· A 'visit' transaction when a card is used to gain free entry to an, entry-fee-charging Attraction.

Each of the above transaction types has two elements:

· Updating fields within the card

· Generation of transactional data for storage within the relevant terminal and subsequent polling by the VCS Host

The two transaction types are described below:

Sales transaction

	Event
	Activity in card chip
	Transaction generated

	Validate new card
	Read security data and validate card authenticity
	Initiate card sale transaction: store card serial number

	Encode card type
	Update card type field 

(e.g. individual adult)
	Store selected card type to be associated with card serial number

	Encode visit restriction data
	Update visit restriction data fields by reference to terminal-stored data, for relevant Attractions 
	None

	Encode days of entitlement
	Update days of entitlement field (e.g. 7 days)
	Store selected days of entitlement to be associated with card serial number

	Encode date of sale
	Update date of sale field from terminal current date
	Store date of sale to be associated with card serial number

	Print sales record
	None
	None


Visit transaction

	Event
	Activity in card chip
	Transaction generated

	Validate card
	Read security data and validate card authenticity
	Initiate visit transaction: store card serial number

	Check against hot card list
	Read card serial number.  If on hot card list, disable chip
	If on hot card list, store flag to be associated with card serial number, and close transaction

	Validate card type
	Read card type field and validate against cardholder
	None, unless cardholder unmatched with card type, in which case store flag to be associated with card serial number, and close transaction

	Check expiry date
	Read expiry date field.  If date present, check against current date from terminal.  If past, reject transaction.  If empty, conduct next event
	None, unless expiry date past, in which case store flag to be associated with card serial number, and close transaction

	Enter expiry date
	Update expiry date field by reference to current date from terminal, plus days of entitlement field contents
	Store expiry date to be associated with card serial number

	Check visit restriction data
	Read all Attraction codes in visit restriction data area, and if restrictions present for current Attraction, check that the number of visits taken (as read from the visits taken field in the chip) is less than the number of entitled visits in the visit restriction field for that Attraction.  If number of visits equals visit restriction total, reject transaction.  If number of visits is less than visit restriction total, go to next event
	None, unless visit numbers total equalled, in which case store flag to be associated with card serial number, and close transaction

	Increment number of visits taken
	Where visit restrictions apply to this Attraction, increment number of visits taken by 1
	Store incremented number of visits taken to be associated with card serial number


3. Functions

3.1. Overview

The following section outlines how the card and Scheme should function in processing terms at each of the various stages of the operation of the Scheme.

3.2.  Creation of Card Stock

New cards will be purchased centrally from the selected card supplier(s), who will pre-print them on their front and rear surfaces with the agreed Scheme design and, as appropriate, any common logos (for example, the association with a citizens' card scheme).

Cards will be tested and initialised centrally, and each will be overprinted with a unique serial number (as specified earlier), which will also be encoded in the chip and printed on the associated application form to which the card will then be adhered.  A basic level of security should also be applied to the chip for subsequent validation to ensure that presented cards are not counterfeit. 

Cards will not be personalised, will not carry cardholder photographs, will not differentiate at this stage between card types or days of entitlement, as these latter two elements will be encoded internally at the time of sale.

If Tourist Service functions need to be added to existing local citizens' cards, then these would be treated as additional functions for post-issuance update to such cards.

The resultant stock of unused cards should be held in a secure environment pending supply to Sales Outlets.  The VCS Host should retain a master list of all cards held within the Scheme (this will be the basis for a central database), and this list will be updated whenever cards are supplied to Sales Outlets.

3.3. Supply of Cards to Sales Outlets

Batches of new cards, each with its associated blank application form and with related sales and marketing literature, will be issued to Sales Outlets, the serial numbers of which will be recorded centrally against the card database and against the record for each Sales Outlet.  Each Sales Outlet will be allocated a unique code, which will also be recorded within the card database.

Sales Outlets will be responsible for requesting card stock replenishment, and the central card database will be used to reconcile such requests and to dictate the number of cards to be reissued, preferably on the imprest system.

Each Sales Outlet will also be supplied with one or more VCS Sales terminals.

Sale of Cards to Visitors

Visitors electing to purchase a card at a Sales Outlet will select the appropriate card type and appropriate number of days of entitlement.  The sale and receipt of payment will be recorded by the Sales Outlet's existing PoS system.

A new card will be dipped into the VCS Sales terminal, which will validate the card.  The outlet sales operative will then enter the card type and number of days of entitlement through the terminal keyboard, and this will be encoded within the card, together with related data stored in the terminal as defined elsewhere.  The visitor will, at the same time, complete the application form associated with the card, and return it to the operative for subsequent batching and mailing to the VCS Host location for data entry there.  A printed record of the card issue will be output by the terminal, and given to the visitor, together with the card and accompanying Scheme booklet.

The VCS Sales terminal stores completed transactions for subsequent polling by the VCS Host. 

Cards purchased online through the web site will be treated in the same way transactionally, but will be mailed to their recipients.  Sales effected through the web site are described elsewhere.

3.4. Revenue Collection from Sales Outlets

Revenue collected by Sales Outlets from their sales of cards to visitors require to be passed on to the VCS Host through an automated remittance process.  Revenue collected through the web site will be handled by direct connection and transmission from the merchant acquirer for the Scheme in a similar fashion.

The VCS Host will poll all VCS Sales terminals daily (or more frequently) in respect of all card sales, in order to:

· Upload sales transaction batches of records in respect of cards sold

· Download any required software changes for terminals, including the update of visit number restrictions in respect of Attractions contracted to require such a restriction

After validation of uploaded sales records, the VCS Host will:

· Update each card database record in respect of the sale of that card, flagging the card as sold 

· Update each Sales Outlet database record in respect of sales records for that outlet

Each Sales Outlet will have the facility at each VCS Sales terminal to print an itemised list of all logged sales records for the period since last polling, for internal reconciliation purposes.

The VCS Host will then compute the amount of claim due from each Sales Outlet, by reference to the relevant card type and number of days of entitlement in respect of each card sale, the latter details being stored within the Sales Outlet database of the VCS Host.

The VCS Host will then compute the amount of commission due to each Sales Outlet, by reference to the contracted rate of commission for that outlet, stored within the Sales Outlet database of the VCS Host.  This commission value will then be deducted from the gross claim amount in order to provide the net amount to be claimed from each Sales Outlet.

3.5. Settlement by Sales Outlets

Each Sales Outlet will have signed a variable amount direct debit mandate to enable the VCS Host to initiate direct debits against the nominated bank accounts of each outlet.

The VCS Host will generate a weekly report for each active Sales Outlet, providing details of all cards recorded as sold by that outlet, in each case showing the date of sale, card serial number, card type, number of days of entitlement and the appropriate gross sales value.  Following a further period of 7 days during which differences and disputes may be reconciled, the relevant direct debit instructions would be generated by the VCS Host for transmission into the bank clearing system.

3.6. Use of Cards at Attractions

Attractions may normally charge for entry, or may be free-to-enter.  The primary use of cards will be at entry-fee-charging Attractions, and it is for these that the following functions are designed to apply.

Visitors wishing to gain free entry to an Attraction will present their cards at the point of entry in order to claim their concession.  The Attraction may require to record such a free entry in its existing PoS system.  The card will be dipped in the VCS Entry terminal, which will authenticate the card.  The following activities will then take place:

· Check card serial number in the chip against the hot card list, and disable chip if present

· Validate the card type field in the chip against the incoming cardholder for compatibility with his status, and close transaction on incompatibility

· Check the expiry date field in the chip for validity, and close transaction if past.  If expiry date field empty (because this is the first use of the card), enter calculated expiry date by reference to current date in the terminal, plus number of days of entitlement held in the chip

· Search the chip for presence of visit restriction data for that Attraction.  If no further free visits are available, close the transaction.  If available, increment the number of visits taken field in the chip by 1.

The VCS Entry terminal stores completed transactions for subsequent polling by the VCS Host. 

For cards presented at non-fee-charging Attractions, use of Validation terminals to confirm eligibility for discounts etc. will not give rise to poll-able transactions, although the card chip expiry date field will be updated if empty. 

3.7. Reclaims by Attractions

The VCS Host will poll all VCS Entry terminals daily (or more frequently) in respect of all entry-fee-charging Attractions, in order to:

· Upload visit transaction batches of records in respect of free entries granted using the cards

· Download the current hot card list

· Download any required software changes for terminals

After validation of uploaded visit records, the VCS Host will:

· Update each card database record in respect of visit records for that card

· Update each Attraction database record in respect of visit records for that Attraction

Each Attraction will have the facility at each VCS Entry terminal to print an itemised list of all logged visit records for the period since last polling, for internal reconciliation purposes.

The VCS Host will then compute the amount of reclaim due to each visited Attraction, by reference to the number of visits and the contracted reclaim value for each visit, the latter details being stored within the Attraction database of the VCS Host.

3.8. Settlements with Attractions

At the end of each accounting cycle, the VCS Host will initiate payment through BACS of the total reclaim value due to each visited Attraction.  An itemised report supporting such values will then be transmitted to each Attraction, providing an audit trail for the reclaim amount.  This report will be able to be reconciled by the Attraction with the printed totals from its VCS Entry terminals, and also with any records of free visits recorded within its PoS system. 

3.9. VCS Host Database Structure

The VCS Host will operate three main linked databases:

· The card database

· The Sales Outlet (and web site) database

· The Attractions database

The content and management of these databases is described below:

3.9.1. The Card Database

The card database will contain one record in respect of each card entering the Scheme.  The database will record and track the card lifecycles in their entirety, from original receipt from the card supplier(s), through the distribution of card stocks to Sales Outlets, through the card sale process, through the use of the card for free entry to Attractions, and onwards until the expiry date for the card has passed.

When the VCS Host receives completed cardholder application forms from Sales Outlets (or via the web site), relevant fields from the form are encoded and applied against the relevant card database record, for which the search key is the card serial number.

A typical card record should, at least, contain the following fields:

· Card serial number

· Hot card list flag

· Hot card list reason code

· Date of entry to hot card list

· Card supplier code

· Date card received from supplier

· Date card sent to Sales Outlet

· Recipient Sales Outlet code

· Date card sold

· Card type 

· Card days of entitlement

· Expiry date of card

· Cardholder details gained from completed application forms, including:

· Cardholder name

· Cardholder address

· Cardholder contact number

· Cardholder date of birth (in respect of individuals, not families)

· Purpose of visit to Scheme catchment area 

· Location of start of journey to Scheme catchment area

· Final destination after leaving Scheme catchment area

· Mode of transport

The above details must be obtained subject to Data Protection legislation and the inclusion within the application form of the relevant Data Protection notice. 

· For each Attraction visited, the date/time of each visit

· For each Attraction with a limitation of visit numbers, the number of visits made to that Attraction

This database will be used as a feed to the statistical program suite.

3.9.2. The Sales Outlet Database

The Sales Outlet database will contain one record in respect of each Sales Outlet.  The database will record and control activities and transactions relating to the supply to, and sale of cards in respect of each outlet.

A new record is established when a Sales Outlet contracts with the Scheme to sell cards.  An additional record will be created in respect of the card stock held for sales made centrally via the web site.  All card stocks sent to outlets will be recorded within the VCS Host in both the card database and the Sales Outlet database.

When the VCS Host receives polled card sales records from Sales Outlets (or sales made centrally via the web site), the Sales Outlet database records are updated for those outlets.  The records are subsequently used in the computation and claiming process in respect of sales revenue collected by Sales Outlets on behalf of the Scheme.  

A typical Sales Outlet record should, at least, contain the following fields/areas:

· Sales Outlet number

· Sales Outlet name and address

· Sales Outlet contact name and details

· Sales Outlet contract number and date

· Sales Outlet terminal identities and polling details

· Sales Outlet type code

· Sales Outlet service levels provided e.g. opening times

· Sales Outlet card stock control elements (performed by linkage with the card database)

· Sales Outlet sales statistic elements

· Sales Outlet sales commission rate 

· Sales Outlet direct debit mandate details

· Sales Outlet reporting and settlement parameters

This database will be used as a feed to the statistical program suite.

3.9.3. The Attractions Database

The Attractions database will contain one record in respect of each Attraction, including both entry-fee-charging Attractions and non-entry-fee-charging Attractions such as hotels and hospitality outlets offering discounts to cardholders.  The database will record and control activities and transactions relating to visits made by visitors using their cards, in respect of each Attraction. 

A new record is established when an Attraction contracts with the Scheme to accept cards.  All visits made to Attractions will be recorded within the VCS Host in both the card database and the Attractions database.

When the VCS Host receives polled visit records from Attractions, the Attractions database records are updated for those Attractions.  The records are subsequently used in the computation and reclaim process in respect of free visits to be subject to reimbursement by the Scheme to the Attraction.  

A typical Attraction record should, at least, contain the following fields/areas:

· Attraction number

· Attraction name and address

· Attraction contact name and details

· Attraction contract number and date

· Attraction terminal identities

· Attraction terminal polling details*

· Attraction type code

· Attraction service levels provided e.g. opening times

· Attraction visit limitation parameters*

· Attraction visit statistic elements*

· Attraction reclaim rate* 

· Attraction settlement details*

· Attraction marketing facilities parameters

· Attraction reporting parameters*

* These fields will not be required in respect of non-entry-fee-charging Attractions.

This database will be used as a feed to the statistical program suite.

3.10. Generation of Management Information

The VCS Host will generate three main types of information, from the Card, Sales Outlet and Attractions databases (including web site-generated data), and from the statistical program suite, as follows:

· Operational and control information for the Scheme management

· Operational information for Sales Outlets and Attractions

· Statistical information in support of continuing marketing and sales programmes

Based on the above database structure, it will be possible to ascertain and monitor:

· The disposition and status of cards at any time in their lifecycle

· The performance of Sales Outlets and the financial status relating to claims on them

· The performance of Attractions and the financial status relating to reclaims from them

· The disposition and status of visitors and full statistical data relating to the use of their cards during their visits

· The gross profitability of the enterprise

Interface to VCS Host

3.11. Overview

There are three types of terminal interface necessary to the VCS Host, none of which require real time connection.  The following sections describe the types of interface in respect of each terminal type, after which further sections cover transaction processing and hot card lists.  

3.12. VCS Host Card Database

3.13. VCS Sales Terminals

As described earlier, VCS Sales terminals at the Sales Outlets for the card may either be stand-alone terminals supplied exclusively for the VCS (but these may also be able to process magnetic stripe and EMV card payment transactions), or may be incorporated into existing EPoS systems for the more sophisticated outlets.  In either case, communication (on a store-and-forward basis) with the VCS Host may be achieved by one of two means:

· Dial-up connection to the VCS Host initiated by the VCS Sales terminal

· Polling of the VCS Sales terminal by the VCS Host (the preferred option).

When a VCS Sales terminal is first installed at a Sales Outlet, an initialising communication with the VCS Host will validate the identity and authenticity of the VCS Sales terminal, and will transmit current application and system software versions and security parameters to the VCS Sales terminal.

When a card sale is effected, the VCS Sales terminal will read from, validate and write to the inserted card, and will store the resultant transaction for end-of-day collection by the VCS Host. 

3.14. VCS Entry Terminals

As described earlier, VCS Entry terminals at the points of entry in respect of fee-charging Attractions may either be stand-alone terminals supplied exclusively for the VCS (but these may also be able to process magnetic stripe and EMV card payment transactions), or may be incorporated into existing EPoS systems for the more sophisticated outlets.  In either case, communication (on a store-and-forward basis) with the VCS Host may be achieved by one of two means:

· dial-up connection to the VCS Host initiated by the VCS Entry terminal

· polling of the VCS Entry terminal by the VCS Host (the preferred option).

When a VCS Entry terminal is first installed at a point of entry, an initialising communication with the VCS Host will validate the identity and authenticity of the VCS Entry terminal, and will transmit current application (in particular the maximum visits indicators if applicable) and system software versions, hot card list and security parameters to the VCS Entry terminal.

When a card is presented at the point of entry, the VCS Entry terminal will read from, validate and write to the inserted card in respect of the free entry granted to the cardholder (if permitted, and subject to correct card type and expiry date/time), and will store the resultant transaction for end-of-day collection by the VCS Host. 

For non-fee-charging Attractions, where Validation terminals are used, there is no interface to the VCS Host.  If these terminals are replaced by communicating card readers, then validation and transaction forwarding will apply as described above.

3.15. The Web Site

The web site hosting system will also need to interface to the VCS Host in respect of card sales and sales receipts, and for related application form processing.  The VCS Host will then initiate card production and issuance to the visitor.  Communication between the web site hosting system and the VCS Host does not require to be conducted in real time, but on a batch basis (probably daily), through any standard communication channel.  

The web site hosting system will require to accept debit and credit card payment transactions resulting from card sales, for which purpose an online merchant agreement and system will need to be put in place.

3.16. Transaction Processing

Previous chapters have described the operations performed upon and by a card when inserted into a VCS Sales or Entry terminal at a Sales Outlet or at an Attraction.  This section addresses the processing steps necessary to be performed by the VCS Host once transactions arising from terminals, from the web site or from application forms have been received by it.

The three types of transaction to be processed, and the subsequent processing steps undertaken by the VCS Host comprise:

3.16.1. Sales of Cards to Visitors

Once VCS Sales terminals have had their card sales records uploaded to the VCS Host, the following processing steps are performed:

· Perform validation checks on each sale record batch, and reject any batches containing invalid records for subsequent correction and re-submission

· Calculate the gross revenue due from sales receipts collected by each Sales Outlet, calculate the commission due to each outlet and construct schedules of claims on outlets in respect of the net revenue due from each.  The results from this process are fed into the debtors’ accounting system

· Update the card stock-by-outlet inventory records in respect of each card sold to a visitor (this is part of the process of controlling the location and proper accounting for every card in the VCS)

· Pass validated sales records to a statistical program suite for analysis and production of management, marketing and control reporting.

3.16.2. Visit ‘Transactions’ from Fee-charging Attractions

Once VCS Entry terminals have had their free visit records uploaded to the VCS Host, the following processing steps are performed:

· Perform validation checks on each visit record batch, and reject any invalid records for subsequent correction and re-submission

· Calculate the reclaim values in respect of free entries to each Attraction and construct schedules of reclaims due to each Attraction based upon the contracted percentage of entry fee rack rate negotiated with that Attraction and maintained by the VCS Host.  The results from this process are fed into the creditors’ accounting system

· Pass validated visit records to a statistical program suite for analysis and production of management, marketing and control reporting.

No transaction processing will take place in respect of non-fee-charging Attractions that use Validation terminals only.

3.16.3. Application Forms

Empty application forms will form the carriers to which unused cards will be attached for transmission to Sales Outlets as card stock.  Each form will be pre-printed with the related card serial number.  When visitors complete their application forms and hand them in to the Sales Outlet, and when the completed forms are subsequently received at the VCS Host, their contents are keyed into the system, and automatically associated with card sale and related visit records within the statistical program suite.

Application forms completed during the sale of a card through the web site will have their details transmitted automatically to the statistical program suite.

3.17.  Hot Card Lists

Hot card lists are necessary to be maintained and downloaded from the VCS Host to VCS Entry terminals at all Attractions, in order to prevent the illicit use of cards reported as lost or stolen.  If, when a card being used by a visitor to gain free entry to an Attraction has a serial number matching a number on the hot card list, then the attempted transaction will be rejected by the VCS Entry terminal, and the card’s chip disabled.

It is not proposed to offer visitors whose cards have been lost or stolen a replacement card.  They would need to purchase a new card for the remaining period of their visit.  If, however, a visitor who purchased a card through the web site reports that the card has not been received, then a free replacement card will be issued to that visitor, and the original card serial number will be placed immediately on the hot card list.

The hot card list is purged daily within the VCS Host, and any cards on the list whose expiry date has passed would be deleted from the list. 

Service Scenarios

3.18. Overview

This chapter identifies the main service scenarios defined for the operation of the VCS.  The first section addresses the marketing of the Scheme, the scope, quality and effectiveness of which will largely determine the commercial success of the Scheme. 

3.19. Marketing

The entire Scheme must be strongly branded, and may be associated in its branding with any local citizens’ card scheme(s).  All VCS cards, and marketing and sales material should display the brand prominently.  The external surfaces of the cards might, for example, carry a background image depicting a classic scene from the VCS catchment area.  This image could be changed, but should not be a differentiating factor in terms of card type or season, in order to avoid card stock redundancy.

The following sections describe the main aspects of the marketing and sales process.

3.19.1. Creation of marketing material

The following marketing material and literature will be required:

· Promotional leaflets in support of marketing activities to visitors, describing the costs and benefits of purchasing and using the card during visits to the catchment area, and the routes to purchase 

· A Scheme booklet (to be updated annually at the start of the main tourist season), to be provided to every new cardholding visitor, containing the following sections:

· Terms and conditions for possession and use of the card

· General visit planning literature, listing all Attractions in the form of an index, and including a map of the area highlighting the location of each Attraction

· A one-page entry for each Attraction, describing the Attraction, providing any terms for free entry, and incorporating a photograph 

· A web site, to be promoted as a main source of sale of cards to visitors, and to provide up-to-date information about the catchment area, current events taking place there, visit and journey planning information, and a one-page entry for each Attraction, describing the Attraction, providing any terms for free entry, and incorporating a photograph

· Entry and/or window stickers for Attractions, confirming to visitors visiting an Attraction that it is a participant in the Scheme (and whether it is an entry-fee-charging establishment, or one offering discounts on purchases only)

· Sales literature for Sales Outlets, comprising a description of the VCS and its benefits, the terms and conditions relating to the operation of a Scheme Sales Outlet, and a standard form of contract 

· Sales literature for Attractions, comprising a description of the VCS and its benefits, the terms and conditions relating to participation as an Attraction, and a standard form of contract.

3.19.2. Recruiting Sales Outlets

Two main types of Sales Outlets should be recruited for the sale of cards to visitors, in addition to the use of the web site (see below).  These are:

· Remote Sales Outlets: outlets falling outside the catchment area for the Scheme, preferably located within the main source locations for incoming visitors.  These could include travel agents, low-cost airlines, transport and tour operators, car hire companies and British Tourist Offices overseas

· Local Sales Outlets: outlets falling within the catchment area for the Scheme, including (but not limited to) motorway service areas, local travel agents and Tourist Information Centres, major hotel chains, supermarket chains and convenience stores, and potentially certain key Attractions themselves.

3.19.3. Marketing the Scheme to Visitors

Ideally, visitors should be made aware of, and be able to purchase cards at the time that they first plan or start their visits.  Statistical tourism data should be used to identify the main sources and types of tourist or other visitor, and promotional literature should be offered to travel agents and other points of journey planning.  
The promotional literature should direct visitors to the Scheme web site, or to appropriate Sales Outlets where the card may be purchased.

3.19.4. Marketing the Scheme to Attractions

It is essential to the success of the Scheme that a good mix and coverage of attractions are recruited for participation in the Scheme.  The process of marketing to attractions must be carried out well in advance of the production and issue of the Scheme booklet, and must be repeated annually in order to enhance the range of attractions included.

The main benefits of participation in respect of entry-fee-charging Attractions should be described as:

· Increased footfall, and therefore turnover, especially at quieter times of year

· Increased in-attraction sales from visitors with a greater propensity to spend as they have a perception of free entry

· Retention of visitor levels if competitive Attractions are participating in the Scheme, and fear of loss of business resulting from non-participation

· Provision of valuable statistical data relating to visitors within the area 

The main benefits of participation in respect of free-to-enter Attractions should be described as:

· Increased footfall, and therefore turnover (but taking into account the discount or other special offers requiring to be provided to cardholders), especially at quieter times of year

· Retention of visitor levels if competitive Attractions are participating in the Scheme, and fear of loss of business resulting from non-participation

· Access to valuable statistical data relating to visitors within the area 

3.19.5. Operation of a web site

The creation and maintenance of an effective, attractive and easily navigable web site is essential to the success of the Scheme, and should be considered as the main source of potential card sales to visitors.  In summary, the web site should contain the following main sections:

· A general introduction explaining the benefits of buying a Visitor card

· A general description of the features and tourism opportunities of the catchment area

· A map of the catchment area highlighting Attractions

· One page for each entry-fee-charging Attraction, providing location details, opening and closing times and dates, activities, functions and facilities attractive to visitors; statement of savings available to cardholding visitors; any restrictions to the number of free visits permitted

· One page for each free entry Attraction or facility, providing location details, booking or reservation procedures; statement of discounts and special offers available to cardholding visitors

· An online card application and payment facility

· A statement of terms and conditions relating to the use of the card

· Later on, commercial sections for sale to local enterprises, and an online holiday planning service with suggested routes and visits according to the duration of the visit and the particular requirements of the visitor. 

Card sales generated through the web site have several advantages, namely:

· No sales commission payable to third party Sales Outlets

· World-wide reach

· Increased float period

· Centralised card issue facility and therefore reduced stockholding of unused cards

· Potential for more comprehensive visitor data 

· Potential for a repeat-visit marketing programme 

3.19.6. Marketing for expansion 

Once the Scheme has commenced operation, a secondary marketing campaign should seek to increase the number and coverage of attractions (and therefore of sales to new cardholders), in order to make card purchase continually more attractive and beneficial to incoming visitors.

3.20. Sale of cards to cardholders

Operationally, sales of cards to cardholders will occur through two distinct channels: at Sales Outlets (remote or local) and through the Scheme web site.  Each is addressed separately below.

3.20.1. At Sales Outlets

Each Sales Outlet is provided with a stock of new cards and associated application forms, with an appropriate VCS Sales terminal and with a stock of Scheme booklets.

Visitors enter any remote or local outlet, where they obtain a Scheme booklet, complete an application form and purchase a card of the appropriate type and for one of the available number of days of duration; for example, an individual adult for 14 days.  The cost of this might be £100.

The outlet enters the sale in its current PoS system, and takes payment from the visitor.  A card is then inserted into the VCS Sales terminal, and the card type and days of entitlement are entered through the VCS Sales terminal's keyboard.  A paper record, providing the date of sale, card serial number, card type and days of entitlement is then provided to the visitor through the VCS Sales terminal's printout.

The visitor then leaves with his card, the Scheme booklet and the paper record.  The outlet batches up the completed application forms and sends these weekly by mail to the VCS Host location.

At the end of each day, the VCS Sales terminal is polled by the VCS Host and the batch of card sale transactions is uploaded.  From these transactions, card sales revenue calculations are made in respect of sales through each outlet, and are claimed from the outlet, less the agreed sales commission for the outlet. 

3.20.2. Through the Scheme Web Site

The visitor enters the web site, elects to purchase a card, completes the online application form and payment process for the appropriate card type and days of entitlement, and prints a confirmation page containing the appropriate receipt and other details.

At the end of each day, cards are produced for each sale that day, and are mailed to the visitor, together with the Scheme booklet and a printed acknowledgement.  Details of the day’s sales are then transferred from the web site system to the VCS Host.  

Use of cards at fee-charging Attractions

Each Attraction is provided with one or more VCS Entry terminals (which could also be used as VCS Sales terminals if the Attraction is entitled to sell new cards to visitors).  Before first use, VCS Entry terminals are connected to the VCS Host for initialisation, validation and downloading of the hot card list.

A cardholding visitor enters the Attraction and passes his card to the point of entry attendant, who inserts the card into the VCS Entry terminal (in offline mode).  Then the following validations are performed by the VCS Entry terminal, on the card:

· Check validity of card

· Check card serial number against hot card list

· Check the expiry date of the card, or if the card is being used for the first time, calculate the expiry date from the number of days of entitlement against the current date, and enter the expiry date in the card

· Check the card type and match with the visitor (or family group) presenting the card

· Check the restricted visits field for that Attraction code and, if present, check that the current number of visits taken to date is less than the entitled number.  If less, increment the number of visits taken by 1 and insert the new total in the appropriate field

· Allow the visitor free entry.

The Attraction may also elect to process the free entry transaction through the existing PoS system.

At the end of each day, each VCS Entry terminal for the Attraction is polled by the VCS Host, when a new hot card list and any VCS Entry terminal software changes are downloaded, and the day’s free entry transactions are uploaded.

The VCS Host records all such free entries within its Reclaim sub-system, and periodically transfers proceeds, at the agreed rate for that Attraction, to the Attraction’s nominated bank account. 

3.21.  Use of cards at non-fee-charging Attractions

Such Attractions (typically hotels and hospitality outlets) are provided with portable, battery-powered Validation terminals, which operate only in offline mode (although at a later stage, online-capable terminals should be provided to enable polling of valuable visit data.  It should be possible to provide terminals that also accept magnetic stripe and EMV cards).

Each such Attraction will have declared the level of discount or other special offer (for example, a free drink) to be granted to cardholding visitors.

The incoming visitor will present his card for insertion within the Validation terminal.  The terminal will check the validity and currency of the card, and the terminal’s display will show the result of these checks.  Provided that the card is valid for that visitor, and that the expiry date has not been passed, then the visitor may claim the discount or special offer.  If the card has not been used before, and therefore contains no expiry date, then the Validation terminal will calculate and enter into the card the correct expiry date, based upon the current date and the number of days of entitlement.  For this purpose, the Validation terminals must contain a real time clock.

Appendix A – Glossary

	Term
	Definition

	Agent
	An organisation which has been approved by the Card Scheme Operator to undertake specific functions on its behalf as a Trusted Agent.  Procedures and Processes will be rigorously monitored under a Service Agreement for compliance.  

	Algorithm
	A mathematical formula.  An algorithm is used to create and validate the Luhn Check Digit in the Cardholder Number

	Application
	Software for a specific Terminal or Industry which is outside the scope of the Card Scheme

	Card
	A plastic card which conforms to ISO 7816

	Cardholder
	The person who is recorded in the Cardholder Database as the person to whom the Card has been issued.  Refer to Consumer.

	Card Issue Number
	A 2-Digit Suffix to the Cardholder Number.  It is incremented for each Replacement card of the Cardholder Number, allowing the Cardholder Number to remain unchanged

	Card Issuer
	The organisation that is responsible for the Cardholder Database, Card and Chip Personalisation, and the Distribution of the Chip to the Consumer

	Card Scheme
	All the hardware, software and management infrastructure required to manage and operate the Chip

	Card Scheme Operator
	The organisation that has total responsibility for the operation, support and management of the Card Scheme

	Cardholder Number
	A unique number for each Cardholder (16 digits recommended).  Also referred to as the PAN.

	Chip
	The microprocessor which may be embedded in a variety of media including a Card, SAM, SIM, Wrist Watch, etc

	Chip Acceptor
	A Terminal which acts as the interface between the Chip and the Merchant Application

	Chip Map
	The Data File architecture within a Chip

	Chip Serial Number
	The unique industry serial number for the individual Chip

	Citizen
	The person who is recorded in the Cardholder Database as the Cardholder

	Citizen Purse
	The common or general Purse Scheme which, potentially, may be used for Transactions between the citizen consumer and any participating Merchant

	Common Data
	The data in the Shell which may be shared by all applications in the Chip

	Consolidation Server
	Refer to Merchant Consolidation Server

	Consumer
	Refer to Citizen

	Consumer Loyalty
	The common or general Loyalty Scheme which, potentially, may be used for Transactions between the Consumer and any participating Merchant

	Core
	A group of selected Applications (excluding the Shell) which, for marketing purposes, it has been deemed appropriate to include in all Chips for either all or a defined group of Consumer

	
	

	EPoS
	Electronic Point of Sale

	EMV
	‘Europay – Mastercard - VISA’ standards for card payments

	EFT
	Electronic Funds Transfer for payments

	Hot Card
	A Chip which the Card Scheme Operator has decided must not be accepted for any Transaction at any Merchant Terminal

	Hot Service
	A Chip which the Service Owner has decided must not be accepted for any Transaction at any Merchant Terminal

	IIN
	Issuer Identification Number (ISO) – The first 6 digits of the PAN.

	ID-1
	Chip on card type of smart card, opposed to ID-0 which is a SIM or SAM type of smart card

	Kiosk
	An unattended Terminal that is operated by the Consumer.  The Services offered are related to Information which is displayed and/or printed either as the result of Consumer Verification and/or in respect of Payment (ie from one or more appropriate Purses in the Scheme)

	Load Terminal
	An unattended Terminal at which Consumers may self-load value into one or more Purses in respect of authorised monies (such as Notes, Coins or Debit Card) 

	Luhn Check Digit
	The 16th Digit of the Cardholder Number

	Merchant
	The organisation (such as Retailer) that undertakes a Transaction with a Consumer

	Merchant Acquirer
	The organisation that is responsible for receiving all Transactions from Merchants, and for the Settlement of any Nett Funds

	Merchant Consolidation Server
	A Terminal or Function which consolidates Transaction Data from one or more Chip Acceptors for subsequent Communication with the Card Scheme Host 

	OPoS
	Open Point of Sale – a driver standard adopted by numerous manufacturers of equipment that attaches to any retail POS till e.g. and OPOS printer

	PAN
	Primary Account Number (ISO) – a maximum of 19 digits (16 digits recommended) which incorporates the IIN as the first 6 digits and a Modulus 10 Luhn Check Digit as the last digit.  Also referred to as the Cardholder Number.

	PSTN
	Public Service Telephone Network

	Security Scheme
	The sub-system which embraces all aspects of Chip Authentication, Terminal Authentication, Cardholder Verification, Data Integrity and Transaction Non-Repudiation

	Service
	An Application which either has its own set of Data Files within the Chip or which uses other appropriate and agreed Data Files in the Chip

	Service Code
	A unique Card Scheme identifier for the Service

	Service Owner
	The organisation that is responsible for the Service.

	Shell
	The set of Files and Data Elements which are included in all Chips within the Card Scheme.

	Site
	A location which is the single point of Communications between the Card Scheme Host and a group of Chip Acceptors.

	Terminal
	A Merchant Terminal to which a Chip Acceptor is interfaced or integrated.

	T=0, T=1
	Technical protocols for contact cards. 

	UPoS
	Unattended point of sale

	Vending Machine
	An unattended Terminal, which dispenses products or services in respect of payment.  In the context of the Card Scheme, this is implies the use of one or more Purses according to the Service and Site.
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