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Abstract

This document and all related WP9 specification documents have been developed by the NSCP to aid those considering the introduction of a multi-application smart card scheme.  It is not the intention that they should be followed in a prescriptive way, but used as a basis for scheme development.

Standards are dealt with (in a range of documents prefixed WP3) elsewhere in the project.  However, this document provides an insight into the use made of standards by the Starter Pack and touches on areas such as security, quality and information assurance, infrastructure and type approval  where further work is required.  

Interoperability and interchangeability  are growing requirements in services to the public. They are not delivered by the formal international standards. Instead those international standards are the starting point for the development of prescriptive specifications. Such specifications, if they become generally accepted, turn into de facto standards.
A wide definition of ‘standard’ is used in this document: ‘that which is normally used as the reference or target to aim for (document, object, etc)’. This encompasses de jure international standards (plus a small number of remaining UK national standards in this area) and specifications that have become de facto standards (from both industry and the public sector).

Rarely are formal UK standards developed today. Instead, they are developed mainly at the European and global level. However some UK standards that have been adopted internationally are still referred to in guidelines and mandates from central government, and there are some very important UK standards not yet adopted at international level. 
Preface

Objectives

The National Smartcard Project (Work Package 9 – Smart Card Starter Pack) has the key objective to prepare a starter pack usable by local authorities to aid their delivery of an interoperable smart card scheme in their area quickly and cost effectively.

Scope

This document provides:

· Guidelines for use of standards

· Information on:

· Quality Assurance

· Information Assurance

· Type Approval

· Links to resources

NOT included are: 

· Compendium of applicable standards (see WP3 Standards)

· Legal requirements (see WP8 Legal and Data Privacy)

Assumptions

It is assumed that the National Smartcard will 

· be used within a client/server architecture for vertically integrated systems other than travel functions

· where used for travel functions be ITSO compliant and used in conjunction with off-line terminals during travel

· have a Proximity contactless interface if used for travel, and otherwise have optional contact/contactless interface capability

As indicated above it is important to note that this document and its content should be used as a basis for smart card scheme development and not necessarily used in a prescriptive manner.

Issues

Specialist security assessors (e.g. specific to smart cards) cannot currently be accredited by CESG.
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1. Standards

1.1. Objective

This chapter addresses topics that bring together the use of standards from across the whole spectrum.

1.2. Introduction

1.2.1. Standards and Specifications

Interoperability and interchangeability (see Glossary) are growing requirements in services to the public. They are not delivered by the formal (de jure) international standards. Instead those international standards are the starting point for the development of prescriptive specifications. Such specifications, if they become generally accepted, turn into de facto standards.
However, a wide definition of ‘standard’ is used in this document: ‘that which is normally used as the reference or target to aim for (document, object, etc)’. This encompasses de jure international standards (plus a small number of remaining UK national standards in this area) and specifications that have become de facto standards (from both industry and the public sector).

Rarely are formal (de jure) UK standards developed today. Instead, formal standards development is mainly at the European and global level. However: 

· some UK standards that have been adopted internationally are still referred to in guidelines and mandates from central government, and 

· there are some very important UK standards still not yet adopted at international level. 
1.2.2. Standards in the NSCP

Within the NSCP:

· WP3 specifically addresses standards, listing a large number of standards (in the wider sense used here), commenting on their applicability, and making recommendations for further standardisation, and 

· WP8 (Legal and Data Privacy) includes in its scope any mandates relating to the use of standards in e-Gov and related services within the UK.

This WP9 document aims to provide additional guidelines for the use of standards in e-Gov services.

1.2.3. Additional Topics in Standardisation

Two major topics do not have their own Work packages in the NSCP: 

· Infrastructure 

· Security (Information Assurance)

WP3 does, however, include some material on infrastructure, and so does e-GIF. Some parts of this topic are addressed here, and more work is expected to be included in further e-GIF and post-WP3 programmes.

A review of Information Assurance in e-Gov work is included in this and the following chapter of this document. Information Assurance is just one part of the more general field of Quality Assurance, in which considerable standardisation work, much of it led by the UK, has taken place in the last 20 years.

1.2.4. Standards Mandates

In the UK public sector there are mandates to conform to standards: 

· a general mandate to conform to standards as a result of the EC Procurement Directives, 

· specific mandates by inclusion of standards in e-GIF, and 

· specific mandates by adoption under central government department funding programmes

More general policy statements from central government departments, or agreements by local authorities working together, result in the adoption of particular standards for citizen services. 

For ticketing and related products (e.g. concession passes) on public transport within England, a new development for interoperable electronic ticketing is reaching maturity. This is the ITSO Specification and associated support technology and services. The ITSO method is expected to be deployed across England in the next few years. Schemes in Scotland and Wales are also adopting it. Development is driven largely by the public sector, particularly by converting concessionary travel schemes to the ITSO method.

The ITSO method is becoming mandatory for all smart media public transport ticketing schemes in England where public funding is provided.

A full treatment of the ITSO method and its applicability may be found in the Travel Services document in this document set.

1.3. The User Experience and Concerns

This section aims to draw together topics that affect the user experience and user concerns.

1.3.1. Use of encryption

Where personal information is transmitted over a public network, or indeed over any link that may be monitored, consideration should be given to encrypting it to protect personal privacy. Information that, while not specifically classed as personal information, can be used to track the movement of cards (and thus of cardholders), should also be considered for encryption - for example serial numbers of cards and of on-card applications.

Particular care should be taken with use of the contactless interface. The Proximity interface (ISO/IEC 14443) is designed to work over a range of up to 10 cm from the terminal’s aerial coil to the card, but it may be possible to monitor communications over a longer distance. In most cases it is not convenient to encrypt the messages between card and terminal, so care should be taken to site card readers in a position where any monitoring would be obvious. Terminal couplers usually allow the transmitted power level to be adjusted, and it is suggested that card holders be encouraged to hold or place the card close to the terminal, and that the terminal power level be adjusted to the minimum that gives reliable communication under only those conditions. 

Longer range contactless methods (e.g. Vicinity interface ISO/IEC 15693 and numerous RFID tag methods) give even more concern, and recent experience is that products available in the market raise serious privacy concerns.

Encryption methods are an area where security professionals must be consulted, but initial advice may be obtained from UK government sources, with CESG and CSIA taking the lead (see Links section in the preamble to this paper).

1.3.2. Card-enabled Terminals: standards and physical characteristics

1.3.2.1. Standards

Clearly users wish to have an easy to use interface between the card and the terminal. The first area to consider is the ability of the terminal to accept all cards, and to accept cards that host multiple applications

Card readers available for the contact interface on a smart card may be designed to be compliant with ISO/IEC 7816, or with the EMV specification, or both - or may not be compliant. 

If a smart card scheme decides that it will use (or may later use) a bank payment application on the card, it should note that the banks require that both card and card reader must be certified to be EMV compliant. However, currently EMV only specifies smart card readers as part of complete secure POS terminals, which in the UK must now include secure PIN pads and card holder displays. Recent work by suppliers has resulted in agreement with the EMV consortium on the specification of networked EMV compliant POS terminals. Initially this was for supermarkets, but similar solutions are now possible for local authorities – the major IT system suppliers should be able to offer EMV compliant networks of smart card acceptors connected to PCs.

On-line payments using bank chip cards from home or from the card holder’s office in connection with internet based services are not yet supported. However there is a possibility that bank cards may be usable for card holder authentication, and therefore it is recommended that any list of card readers approved for use with public sector schemes include models that are specified to be both ISO/IEC 7816 and EMV compliant (but self-certified by the supplier).

1.3.2.2. Physical characteristics

In unattended environments there are significant problem of reliability with the slots used to accept contact smart cards - this may be because routine debris and contamination affects the card reader, or because of vandalism. Some protection can be implemented by designing and mounting the card coupler so that foreign material drops through it, but consideration should be given to adding Proximity contactless readers to unattended terminals. 

Many schemes will be using dual interface cards: the Proximity contactless is used initially in order to comply with ITSO requirements for public transport ticketing, and the contact interface is for use with many local authority services. Some schemes will be using Mifare emulation across the contactless interface, but where possible it is recommended that this interface also provides access to 7816 style applications so that migration can occur to contactless use. This requires that card readers as well as cards are specified for compliance with ISO/IEC 14443 Part 4 – but there are few such products readily available, although the market is improving, and several UK public sector groups are actively seeking products (particularly the e-Envoy Office and its successor group, and the Scottish Executive).

Where PIN pads and card holder displays are specified, care must be taken to ensure that these meet customer privacy and DDA requirements. Advice may be obtained from RNIB.

1.3.3. eURI 

eURI is “User Related Information Extended to Multi-application Smart Cards”.
Starting from the DISTINCT ID project, the concept of enabling a cardholder to store personal information in a smart card in a universal format has twice been extended. It is now embodied in a voluntary specification for an on-card application, together with guidelines for setting up and managing the data for a user community. The documents form the eURI: a CEN/ISSS Workshop Agreement CWA 13987:2003, and there is an embryo support web site at www.euri.org. 

It is expected that an alternative implementation of part of the eURI will be developed for ITSO, in order to provide high speed access to user preference information (e.g. for configuring terminal equipment).

If the eURI is implemented in a smart card, it is mandatory that the core user preference information (known as the Universal Card holder Information or UCI) is implemented, and it is recommended that support for the optional UCI extension is also implemented. If only the UCI (and optionally the UCI extension) is implemented, there is no requirement to also include management information or provide any backup service - the user then manages his or her own information at suitably configured terminals. All other functions defined in the eURI CWA are optional and for compliance they require management information and the availability (through at least nominated management terminals) of backup and support services.

Supporting the UCI and other eURI functions in a terminal is optional. In a suitably configured terminal, the eURI permits the user to specify automatic configuring to assist the user by modifying the user interface - for example, offering large print on the screen, or selecting a preferred language. In a PC-based terminal such support is typically offered by implementing a browser ‘plug-in’ to modify the terminal’s user interface. As yet, support for eURI is not readily available in terminals, but web browser ‘plug-ins’ should appear in the next few months.

For many of the user interface control parameters eURI uses EN 1332-4 definitions. EN 1332 is currently being updated, and eURI is designed so that the new parameters can be included in the UCI by simply adding the new data objects to the UCI constructed data objects. For more information about EN 1332 developments, contact RNIB. As support software becomes available it will be listed on the eURI web site, providing that it is brought to the notice of the webmaster.

The data elements defined in the eURI are classed as requiring only low security, and the data is under the control of the card holder. However, closed user groups (known as Card Communities and described in the eURI CWA) may extend the eURI and may specify their own security levels. 

Data structures in the eURI are defined in a flexible manner. The card holder may store several sets of identity information, which may be several identities for one person, or list a party of people, or a mixture of the two.

Technically, the eURI on-card application is optimised for implementation as a JavaCard applet. Data is stored in BER-TLV format constructed data objects using Tags compliant with ISO/IEC 7816-6:1996.

1.4. Topics not specifically studied in the NSCP

These are:

· Infrastructure

· Security (Information Assurance) – in the next chapter of this document

1.4.1. Infrastructure

1.4.1.1. APIs for use in terminals

NSCP WP3’s standards paper gives some information in this area, and follow-on work (supported by LASSeO, DfT and Cabinet Office) is expected in May 2004 to provide an update on developments.

e-GIF is developing a list of terminal software standards, including the following:

· PC/SC (for Windows systems)

· MUSCLE (for Linux systems)

· Combined FINREAD/STIP/Global Platform specifications for secure terminals

A new API has been developed in the USA by NIST (a USA standards body), aiming to overcome the difficulties that existing terminal software handlers have in identifying card types. It treats the card and a terminal as a system. 

1.4.1.2. Interoperability between schemes

Considerable work on this topic has been under way across Europe for several years, much of it under the umbrella of e-Europe Smart Cards (see OSCIE). Several projects continue the work, but funding has been reduced. For example:

· eAuthentication CEN/ISSS Workshop, 

· eEpoch demonstration project for international interoperability of citizen service cards,

· IFM (Interoperable Fare Management) for transport ticketing in CEN TC 278,

· ICAO for travel documents (visas, passports), and

· an informal group with members from Europe, Japan and the USA known as the Global Collaboration Forum.

The general problem is not solved: convenient use of a citizen service smart card outside the security domain of its issuer is not yet possible. 

Note that ITSO has in fact one national security domain – for more information see the Travel Services document in this document set.

Quality Assurance, Type Approval and Information Assurance 

1.5. Scope

This chapter addresses the broad topic of Quality Assurance (QA) in the provision of e-Gov services. It concentrates on the technical components of the services. In addition to service level QA, the following sub-topics are discussed: 

· Component quality (specifically Type Approval), and

· Information Assurance (i.e. security). 

The topics included here are linked to UK government policy, guidelines and mandates, and to UK, EC and global standardisation work.

1.6. Introduction

Quality Assurance (QA) is the process assuring the quality of an organisation’s outputs. The basic process is relative, not absolute: it aims to ensure that the required quality is attained, but best practice (now incorporated in international standards) has developed to: 

· Indicate how external references can be used to determine required quality, and 

· Recommend how continual quality improvement can be realised. 

As well as the global standards from ISO, the EC has recently launched a concerted programme to support the development of service level European standards.

The international series of ISO 9000 standards require an organisation that adopts it to create and maintain procedures that: 

· Define work processes and procedures (including maintaining records),

· Provide for all staff to be adequately trained (and re-trained as processes and procedures evolve),

· monitor quality, 

· Remedy problems, and 

· Ensure that new or modified outputs e.g. whether changes to requirements are generated internally or externally, are backed up by revised processes and procedures.

The standards further indicate methods for an organisation to consistently improve quality.

The standards are supplemented by sector specific guidelines, and in some cases by additional standards for particular sectors. In information technology, quality and security requirements were first documented in codes of practice (e.g. by the British Computer Society) and then in standards such as BS 7799-1 for the assessment of information security. BS 7799-1 has now been adopted internationally as ISO/IEC 17799 (which has been incorporated in the UK as BS ISO 17799), and has been supplemented by guidelines for information management in BS 7799-2.

EC standardisation work is directed initially at business-to-business services, but it is recognised that such services are often also delivered to the citizen, either directly or indirectly. Business to business was clearly seen at a recent EC Workshop (see Links) as including business to government services. 

From a base in military procurement, the first UK civilian QA standard (BS 5750) was created. In the military field the standard was supplemented by contractual conditions that permitted the customer to set the required quality level and to monitor the supplier’s performance on his premises. The civilian application of the standard usually could not be supplemented in that manner, and therefore the international standards have evolved to demonstrate to organisations methods for self-discipline and self-improvement in output quality.

IT security and quality in the UK e-Gov field have come together to provide Information Assurance. The July 2003 definition of Information Assurance from the Cabinet Office Central Sponsor for Information Assurance (CSIA) is ‘the confidence that information systems will protect the information they handle and will function as they need to, when they need to, under the control of legitimate users’.

From the original base in the manufacture and supply of goods, formal quality methods have spread into the service sector. Best practice for a public sector organisation is therefore adoption of ISO 9000 and 17799/7799 methods, together with emerging sector standards and guidelines for service provision. Here the Japanese have coined the phrase ‘administrative process re-engineering’ to match the private sector’s ‘business process re-engineering’. However, adoption of the relevant standards often results in a significant change in methods of working, change which is very difficult for a public sector organisation to finance under rules prohibiting the classification of the cost of intangible assets as capital investment - the EC’s Enterprise Directorate is known to be concerned about this problem, but has not so far (after several years study) produced an answer.

In parallel with the standards, quality certification of organisations and products has appeared. Certification for public sector organisations enables an increase in the level of trust placed in them by citizens, and also motivates staff to maintain and further improve the quality of outputs and promptly deal with problems.

Networks of accredited assessors of quality systems and IT security have developed to meet the need for organisations to have their methods and systems independently assessed. Specific sectors have developed processes to test and assess products for conformance with detailed specifications, processes known as Type Approval. Inevitably, assessors have to follow markets, and this currently results in a shortage of assessors with the full spectrum of skills required to fully analyse e-Gov systems using smart cards (or other smart media) in the delivery of citizen services. Similarly, test laboratories may not yet be able to fully test the associated interoperable and interchangeable products. 

Increasingly, products are required to offer both interchangeability and interoperability. Those terms are derived from military requirements – the definitions are in the Glossary.

1.7. Quality Assurance in the public sector

Government policy for quality of service is to bring in best practice from the private sector, and there general quality assurance methods using ISO 9000 have been bringing large improvements in the quality of services to the consumer. Like BS7799-1, ISO 9000 requires organisations to be assessed by accredited assessors, and the two-pronged approach of BS 7799-1 and ISO 9000 may be the best approach for overall e-Gov scheme quality and information assurance. At the same time, components should where possible be purchased with Type Approval certificates against relevant specifications.

e-Gov schemes may also purchase managed services rather than own the equipment and software themselves. A commercially provided service can also be Type Approved - but it then may become more difficult than with an in-house managed service to ensure that the quality of service is maintained. However, ISO 9000 approval for a commercial service should be an essential unless the service provider can produce evidence of an equivalent quality management method. Service providers should be required to use certified products where possible, and must be assessed and approved using BS 7799 methods.

For ISO 9000 assessments there are very many sources of services and documents.

1.8. Service Level Agreements

A formal Service Level Agreement, or SLA, is fundamental to service provision, from the perspective of both the supplier and the recipient. It essentially documents and defines the parameters of the relationship itself. 

The quality of the service level agreement is therefore a critical matter. It is not an area that can be left to chance, and must command careful attention. 

The SLA itself must be of sufficient detail and scope for the service covered. Typical SLA sections include: 

· Introduction, 

· Scope of Work, 

· Performance, 

· Tracking and Reporting, 

· Problem Management, 

· Compensation, 

· Customer Duties and Responsibilities, 

· Warranties and Remedies, 

· Security, 

· Intellectual Property Rights and Confidential Information, 

· Legal Compliance and Resolution of Disputes, 

· Termination. 

Each of these sections must be carefully crafted to ensure that the agreement properly defines the service to be delivered. This is certainly not a trivial task.

1.9. Type Approval and acceptance testing

Type Approval is the process by which a product (an item of equipment, or a software package, or a complete system or network) is examined and tested to provide, within limits that should be clearly stated, assurance that it will perform as required under specified conditions. Approval is only granted when the product passes the assessment and tests.

Type Approval does not provide a guarantee that the product is fit for purpose, but it is a powerful tool in minimising risk to the quality of service provided when the product is put into general use.

Products should comply with all relevant technical standards, specifications and regulations - and on top of that provide the service required, degrade gracefully under overload and partial failure conditions, and resist attacks.

Type Approval is usually performed against a test specification, but may be performed against a design or requirements specification, may be an ad hoc assessment, or may use a combination of those methods. A formal test specification contains a set of test assertions: statements of behaviour, action or condition that can be measured or tested. These are organised into test cases (sometimes referred to as test case scenarios). Type Approval (particularly where the more informal methods are used) should be supplemented by user acceptance testing before a product is first put into service, and by beta testing with knowledgeable users.

There is, of course, a concern with a test specification that it may not be an accurate and complete representation of the specifications against which the equipment was designed, and therefore the organisation submitting the product for test should carefully consider the relationships between the various types of specification. Where a product is intended for a large market that requires interchangeability and interoperability (see glossary for definitions) of equipment, the test specification is usually produced by a consortium that also produces design and requirements specifications. An excellent example of this is the mobile phone market, where ETSI provides the global interchangeability and interoperability specifications, and also provides the test specifications. Such methods only consider basic services and parameters but test them very rigorously, and the market adds competitive extras for the purchaser to choose from: those extras are not subject to quality checks by means of a TA process. Where a product is intended for a single closed scheme, or a number of them each isolated from the others during operation (such as vertical market integrated systems for leisure centres or libraries), TA is usually conducted against the design or requirements specification, is intended to provide for all aspects of the services to be checked, but may not fully address very technical parameters that are not directly related to quality of service.

Suppliers of commodity items such as the ubiquitous PC do not get involved with formal Type Approval methods. However, the major manufacturers of core components (CPUs, motherboard control chips, keyboards, operating systems, etc) all work together to develop the common specifications underlying those component designs. After that, self-regulation rules, driven by market pressures, trading legislation, and consumer reaction to the products.

e-Gov systems and networks are likely to use a mix of commodity items, bespoke software, equipment controlled by external scheme managers or associations (e.g. EMV, ITSO), and equipment from specialist suppliers. It is in the bespoke software and specialist supplier equipment that the largest risks usually appear, but there are also problems with catalogue software from the major suppliers and with overall network performance. Some specialist suppliers will be marketing products already approved by the external assessors (e.g. to EMV or ITSO specifications), which dramatically reduces the risk.

To date, e-Gov schemes have not developed the type of detailed specifications that allow common topics to be drawn out and compiled into common specifications such as those that underpin mobile phone services. Where taking advantage of other Type Approval schemes (e.g. EMV, ITSO) is not possible, e-Gov schemes are therefore likely to purchase components and systems that have been proven in service, and to purchase them from known reliable suppliers. That, however, is not compliant with EC policy because it discriminates against new and smaller suppliers.

1.10. Information Assurance

Type Approval may affect systems and networks during their operational life rather than just being a start-up requirement. Perhaps the scheme wishes to add new functions (e.g. payment using bank cards), or perhaps (as with ITSO) it is incorporating functions defined by an organisation that is still evolving its specification and Type Approval process. The issue here is the same as for a scheme that takes existing systems and looks for Information Assurance assessment and certification (e.g. to BS 7799 or ISO/IEC 17799). Here the techniques of gap analysis may be used, and for that the market provides tools to assist scheme owners to prepare for the assessment (for example, BSI’s on-line sales partner British Standards Online lists a gap analysis tool as well as the base standard if it is searched for BS7799).

Government policy is for e-Gov schemes to be assessed using BS 7799-1 (ISO/IEC 17799) security methods for information assurance purposes. BS 7799-2 methods should be used in the management of information held in and processed by the scheme. 

Within the Cabinet Office, the Central Sponsor for Information Assurance (CSIA) section now has responsibility for information assurance topics. In 2004/5 they are updating the information security papers on the Cabinet Office web sites, and will be announcing further programmes to assist the public sector. 

Where e-Gov and smart card schemes are being developed, scheme owners are encouraged to take advice on information assurance from CESG at Cheltenham. CESG will either quote for their own commercial service or direct the enquirer to a list of accredited assessors. These assessors are accredited for broad spectrum work, and so (pending CESG upgrading their accreditation scheme in order to accredit specialists) they will bring in associates who are specialists in smart card and transaction processing technology. Alternatively, e-Gov scheme developers can look to the NSCP-sponsored secondary S-Cat list of suppliers (see NSCP WP4 Procurement).

For assessments to BS 7799-1 (ISO/IEC 17799) there are many other sources of services, and self-assessment tools are also available, but suppliers should be carefully questioned about their experience and expertise in e-Gov and smart card topics. There is also a DTI Forum for users of ISO/IEC 17799.

1.10.1. Procurement of Information Assurance services

The OGC’s S-Cat Category 7 is: Consultancy and Support Services in respect of Computer and Communications Security, Contingency Planning and Disaster Recovery.

This category offers consultancy and service provision for the following:

· IT Risk Analysis (e.g. - in accordance with CRAMM principles) 

· Development and analysis of IT Security Policies 

· Business Risk Analysis and Business Impact Analysis 

· Physical Security Analysis and advice on countermeasures, security processes and procedures 

· Security Incident investigation 

· BS7799 or ISO/IEC 17799 Health-checks, compliant policies, procedures and implementation 

· Security standards compliance auditing including e-security 

· GSI consultancy to CESG standards (CLAS) 

· Implementation of Government security standards 

· Business design considerations including technical design and implementation of PKI service 

· Secure network design and implementation 

· Firewall design and implementation 

· Secure remote operation 

· Penetration testing (e.g. - to CHECK scheme standards) 

· Systems and Network auditing 

· Provision of physical disaster recovery services.

Methodology

1.11. Use of formal methods

Much of the quality and security assessment material recommends use of formal design methods in the IT and related areas. Here government departments such as the ONS, IR and HMCE use the Dynamic System Development method (DSDM) (see http://www.tickit.org/dsdm.htm ). 

The ‘straight through’ application of these methods is not always appropriate for public sector projects, as the real requirements are very often not consolidated until the project is well under way. However, the methodology can relatively easily be adapted and one part of it can be applied from the very beginning: formal control of all documents. Thankfully, security assessors are usually experienced in joining a project part way through, but they will be greatly helped by having a full set of documentation reaching back to the beginnings of the specifying of the project’s requirements and goals. 

The ‘straight through’ method says first set out your service level requirements, then build your data model (including specifying exactly who can have access to the data and what type of access they will have). That is not always possible at the start, with a holistic approach often needed, but these design requirements need to be developed early on, even though they may be substantially modified later.

1.11.1. Implementation

The implementation phase of an e-Gov project using smart cards is considerably more complex than for a basic ICT project. A typical formal process has the following steps:

· Initiation

· Project initiation document (PID)
· Scope of the project

· Scheme overview

· Branding considerations

· Legal requirements

· Policy mandates

· Quality Assurance policy requirements

· Appropriate International and Industry Standards 

· Technical Solution – in-house operated or external managed service?

· Proof of concept sub-project - interoperability/connectivity/integration

· Develop and Build

· Technical Specification

· Configuration - Hardware, Middleware, Software for both Central Scheme and Service Providers

· Integration of components

· 
Infrastructure Architecture

· Procurement

· Expressions of interest requested

· Pre-qualifying assessment

· ITT

· Due Diligence exercise on suppliers

· Clarification of tenders and requirements

· Final evaluation of bids

· Award contract

· Smartcards

· Type & Design

· 
Software (card and terminal infrastructure)

· Hardware (card acceptors)

· Test

· Test Plan

· Type of testing

· End to end

· Stress

· Capacity

· System

· UAT (User acceptance testing)

· Beta

· Training

· Administrators

· Service Providers

· Scheme Operator

· Suppliers

· Implementation: phased

· Pilot

· Applications/Market sectors/Geographical

· Post implementation review with:

· Vendors

· Service providers

· Scheme operator

· Local authority

· Cardholders
1.11.2. Modifications

The design and development methodology should also include provision for modifications during the project, and this methodology should be carried over to handle modifications in the post-rollout period. Judgements need to be made about the amount of testing required before modified systems go live.

1.12. Procedure for an external assessment of a project

The assumption here is that the major content of the technical development phase of the project is most likely to be software and smart card content, but network connections and terminal equipment may all be included. Development of manual processes (particularly associated with risk management) may also be included.

· As soon as possible during project development, set up a project documentation and reporting system (including a catalogue and secure archive of all documents, and a risk register), and prepare a data model and associated security model. Update the catalogue, archive and the two models as the project proceeds.

· Prepare a description of the product or system to be assessed, and a summary (possibly hire a consultant to assist and to make a preliminary assessment).

· Carry out an internal audit (again possibly using a consultant, perhaps someone who is an accredited ISO 9001:2000 and/or 17799 assessor). This:

· allows the organisation to begin to understand the importance of the audit

· gains buy-in from higher management in that they have to resolve the issues and when they hire a contractor they value his/her efforts more because he/she has removed some of their workload

· encourages higher management to take on a more supportive role and disseminate the results within the organisation.

· provides the organisation with a base knowledge which is built upon during the formal accreditation audit, and which in the long run will same them time and money.

· ensures that any non-conformances are taken more seriously as the organisation’s staff have been more active during the initial audit and have taken ownership of issues. 

· enables the corrective actions to be planned and recorded with tighter service level agreements (SLAs).

· Identify assessors (possibly from the NSCP secondary S-Cat list (WP4), but unlikely at the moment) (their web sites may give very little information)

· Ask assessors for a brief statement of capabilities (perhaps use the summary product or system description to show them the scope of the task), accreditation (if any) and references to successful assessment projects

· Prepare a short list of assessors (and take up references)

· Prepare a specification of the work required (possibly include follow-up work to remedy defects), a data model and revise the data and security models and the risk assessment

· Issue ITT for assessment and report (perhaps also request a daily rate for remedial work and re-assessment), along with a description of the product or system to be assessed. Reporting must include ranking defects in priority order (from the assessors’ point of view)

· Retain consultants (not on the tender list!) to assist with evaluation of tenders

· Prepare a full set of documentation for the product or system, including (where applicable) supplier specifications, software sources, test methods and test data. Contact existing suppliers and ask for information about independent quality and security assessments of all of their products used in the project.

· Award contract

· During the work, provide access to all staff who have worked on the development of the system and its requirements specification

· Following the report received under the contract, meet the assessors for a discussion on the priority ranking of defects found, and about planning the best way forward 

Glossary

	Term
	Definition

	CLEF
	In the UK, a Certified Licence Evaluation Facility: an agency certified to evaluate security products in accordance with the ITSEC and/or Common Criteria evaluation criteria

	DfT
	Department for Transport

	eESC
	e-Europe Smart Cards

	EMV
	Europay, Mastercard, Visa (but Mastercard and Europay have now merged)

	eURI
	User Related Information Extended to Multi-application Smart Cards (CEN/ISSS CWA 13987:2003)

	FINREAD and Embedded FINREAD
	CEN/ISSS CWAs defining secure terminal systems (initially for financial applications, but has wider applicability)

	FSA
	Financial Services Authority

	Global Platform
	A consortium developing interoperability specifications for smart cards and terminals (now merging with STIP)

	IFM
	Interoperable Fare Management (CEN TC 278)

	infosec
	information security

	Interchangeability
	A condition which exists when two or more items possess such functional and physical characteristics as to be equivalent in performance and durability, and are capable of being exchanged one for the other without alteration of the items themselves, or of adjoining items, except for adjustment, and without selection for fit and performance

	Interoperability
	The ability of systems, units, or forces to provide services to and accept services from other systems, units or forces and to use the services so exchanged to enable them to operate effectively together. OR The condition achieved among communications-electronics systems or items of communications-electronics equipment when information or services can be exchanged directly and satisfactorily between them and/or their users. The degree of interoperability should be defined when referring to specific cases of equipment and systems.

	IOPTA
	InterOperable Public Transport Application (CEN TC 224)

	ITSEC
	IT Security

	ITSO™
	Integrated Transport Smartcard Organisation Ltd

	MUSCLE
	Movement for the Use of Smart Cards in a Linux environment

	OSCIE
	Open Smart Card Infrastructure for Europe (output of eESC 2002)

	PC/SC
	Personal Computer/Smart Cards

	RNIB
	Royal National Institute for the Blind

	STIP
	Small Terminal Interoperability Platform (now merging with Global Platform, and using FINREAD concepts)

	UCI
	Universal Cardholder Information (part of eURI)




















